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IIpencranisiem cepep neuatu HP Jetdirect

BBenenue

Cepsepnl neyat HP Jetdirect mo3BossifoT MoaKIt0uaTh TPUHTEPHI U APyTHUE
YCTPOICTBA HETOCPEACTBEHHO K ceTH. biaromapsi mpsiMoMy MOIKITIOUEHUIO
K CETH YCTPONCTBO MOXKHO YIOOHO PACIIONOXUTD U CHENaTh JOCTYITHBIM
IUTSl HECKOJIbKUX TToNIb30BaTeneit. KpomMe Toro, ceTeBoe MoakitoueHne
MO3BOJISIET IPOU3BOIUTH 0OMEH NaHHBIMM C YyCTPOMCTBAMU CO CKOPOCTHIO
repenayy TaHHBIX B CETH.

Buytpennue cepBepnl neuat HP Jetdirect ycraHapnuBaroTcsi B mpuHTEpax
kommaHun HP, mMeroImx coBMeCTUMBII pa3beM BBOJa-BhIBOIa. BHeHIE
cepsepnl neuatu HP Jetdirect mo3BossitoT MCOIb30BaTh IPUHTED B CETH,
aBissich nHTepdeiicom mexxny nmoprom USB npuHTepa 1 ceThblo.

MpumeyvaHue Eciu He yKa3aHO MHAYe, TEPMHH «CEPBEP MEUYATHY,
HUCMOJIb3yeMblii B 3TOM PYKOBOICTBE, OTHOCUTCS
K cepsepam neyatd HP Jetdirect, a He K cielimaaIbHOMY
KOMIIBIOTEPY, Ha KOTOPOM BBITTOJIHSIETCS] IIPOTPaMMHOE
obecrieueHne cepBepa nevaTu.

I1pn pabote B 6ecripoBOIHOM ceTH OECITPOBOIHOM cepBep
nevatu HP Jetdirect o6ecrieunBaeT Te K& BO3MOXKHOCTU
rneyaTu, 4TO U cepBephl Ieuatu Jetdirect B IpoBOIHBIX
ceTsix. [l moJIydeHus: JONOTHUTENbHBIX CBEIeHUIA

0 OecripoBoHbIX cepBepax reyatd HP cM. [Ipunoxenue B.
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HOI[,Z[ep)KI/IBaeMbIe cepBephl NIeYaTn

DyHKIIMOHATbHBIE BO3MOXKHOCTH, OTIMCAHHbIE B JAHHOM PYKOBOJICTBE,
MO Iep>KUBAIOTCS cienyrommnMu ceppepamu nedatn HP Jetdirect
C YKa3aHHOM Bepcreil MUKPOTIPOTpaMMBI.

Tabn. 1.1 NonnepmuBaemblie ycTporucTBa
Monaenb |Homep |Moaxkntouenune |CeteBoe MoanepmKa Bepcusa
mMoAenu |npuHTepa NoAKINOYEHH e ceTeBOro MMKpO-
npoToKona nporpamMmmbl
175x J6035C |USB 1.1 10/100TX OrpatuyerHas™ |CepwuA
M.25.xx ***
310x J6038A |USB 1.1 10/100TX MonHaa™* Cepwua Q.25.xx
en3700 [J7942A |USB 2,0 10/100TX MonHaa™ Cepwua A.25.xx
380x J6061A |USB 1.1 Becnposoanas | MNonHaa™™ Cepwua S.25.xx
cetb 802.11b
200m [J6039C |lHespo LIO 10/100TX OrpanunyenHan™ |Cepwua
P.25.xx***
250m |J6042B |lHespo LIO 10/100TX MonHaa™* Cepwma N.25.xx
280m |J6044A |THesno LIO BecnposoaHas |[MonHaa™ Cepwua T.25.xx
cetb 802.11b
610N J4167A |THe3no EIO | Token Ring MonHasa Cepwua L.25.xx
(3aucKoYeHneM
AppleTalk)**
615n J6057A |THe3po EIO  |10/100TX MonHaa™* Cepwua R.25.xx
680n J6058A |lHe3no EIO  |becnposoaHas |[MonHaa™* Cepwua U.25.xx
cetb 802.11b

* OrpaHnuyeHHan noaaep«ka Brntoyaet npotokonsl TCP/IP, IPX Direct Mode,
AppleTalk (EtherTalk), LPD/UNIX.
** MonHaa noaaep»ka skntoyaet npotokonsl TCP/IP, IPX/SPX, AppleTalk (EtherTalk),
LPR/LPD, Security. Cm. Tabn. 1.2.
*** HemoaepHusupyemas. [1na moaepH13aunn GyHKLUMOHANbHbLIX BO3MOXHOCTEN
Heo6xoanMo NproBpecTn HOBOE YCTPOMCTBO, coaepKallee 0OHOBNEHHYO
MUKpONporpammy.

Howmep Bepcuu ycTaHOBIEHHON MUKPOIIPOrpaMMbl MOKHO yY3HATh
pasIMYHBIMU CIIOCOOaMU, HAIIpUMEP C TTOMOILBIO CTPaHULIBI KOHGUTYpaluu
HP Jetdirect (cM. 'naBa 9), Telnet (cM. ['1aBa 3), BctpoeHHoro Web-cepsepa
(cm. [naBa 4) 1 ceTeBbIX yIpaBISIONIMX NpWIoKeH. CBeneHust

00 0OHOBJIIEHUSIX MUKPOIIPOTpaMM CM. B pasznesie «OOHOBIEHUS

MUKpOIIpOorpamMmmy.

RUWW
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MpumeyaHue Ilpu 06HOBIEHNH MOAIEPKMUBAEMOrO CepBepa Mevaru,
€CJIM OH COIEPXKUT MUKPOIIporpaMMy OoJjiee paHHek
Bepcuu, yeM X.24.00, MOKeT ITOHaTOOUTHCS BHITOJTHUTD
00HOBJIEHME IBaKIbl. DTO HEOOXOIMMO, eclii TpebyeTcs
MOIIepsKKa CepBepOM IeUaTH CPEICTB yIIpaBIeHUS
(TakmX KakK BCTpoeHHBI Web-cepBep) Ha sI3bIKE,
OTJINYHOM OT aHTJIMICKOTO.

HOMep)KI/IBaeMbIe CeTeBbIC ITPOTOKOJIbI

MpumeyvaHue s cepsepos nevaru HP Jetdirect B maHHOM pa3smene
MpenoaraeTcs, 4To MoAKIIYeHNE K 6eCIpOBOIHOI CeTH
YK€ YCTaHOBJIEHO.

HO,E[I[ep)KI/IBaEM])Ie CETEBLIC ITPOTOKOJIbI, @ TAKXKEC OCHOBHBLIC CETEBLIC CPEIbI
e4yaTH, UCITOJIb3YIOIINE 3TU ITPOTOKOJIbI, IECPEUYNCIICHLI B Tabx. 1.2.

Ta6n. 1.2 TlNoaaepruBaembie ceTeBble NPOTOKONbI (1 M3 2)

Moanepmusaemblie |CeTeBble cpeAbl neyaTu* MonnepmKa
ceTeBble YCTPOWCTB
NPOTOKOJbI
TCP/IP Microsoft Windows 98/Me/NT4.0/2000/XP J6035C (175x)™**
(32- 1 64-paspaaHas), Direct Mode J6038A (310x)
Novell NetWare 5, 6 ¢ ucnonssosanuem NDPS | j7942A (en3700)
UNIX # Linux, B TOM uncne: J6061A (380x)
Hewlett-Packard HP-UX, Sun Microsystems | J6039C (200m)***
Solaris (Tonbko SPARCsystems), . J6042B (250m)
IBM AIX**, HP MPE-iX**, RedHat Linux,
SUSE Linux J6044A (280m)
LPR/LPD (cny»6a nocTpouHoM nevaru) J4167A (610n)
IPP (Internet Printing Protocol) J6057A (615n)
FTP (File Transfer Protocol, npotokon JB058A (680n)
nepeaauun ¢pannos)

* CBefieHnA 0 ApYrmx CETeBbIX ONEePaLMOHHbIX CUCTEMAX M BEPCHAX CM. B AOKYMEHTaLMK
K npoaykty HP Jetdirect. [na nonyueHus cBeaeHui o paboTe B ApYrux CETEBLIX Cpeaax
06patuTECh K MOCTaBLUMKY CUCTEMbI UMW YNONHOMOYEHHOMY NPEACTaBUTENtO KoMMaHu1 HP.
** OnA nonyyeHus nporpaMmMHoro obecneyeHus, AOKYMEHTaUUU 1 TEXHUYECKOH
NOAAEPIKKM K 3TUM CEeTeBbIM CUCTEMAM 00paTUTECH K MOCTaBLLMKY CETEBOW CUCTEMBI.
*** B Windows noaaep»xu1BaeTca TOfIbKO PeXXMM nNpaMoK neyatv no npotokony IP/IPX;
NetWare He noanepmsaetca. IPP He noaaepxmsaetca. LPD/UNIX He noaaeprkusaetca.
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Ta6n. 1.2 TlNoaaepruBaembie ceTeBble NPOTOKONbI (2 U3 2)

MonnepmuBaemblie |CeTeBble cpeAbl neyaTu* Monaeprka
ceTeBble YCTPOHUCTB
NPOTOKOJIbI

IPX/SPX 1 Novell NetWare J6035C
COBMECTUMbIE Microsoft Windows 98/Me/NT4.0/2000/XP | J6038A
NMPOTOKOJIbI (Tonbko 32-paspaaHnan), Direct Mode J7942A
J6061A
J6039C
J6042B
J6044A
J4167A
J6057A
J6058A

175x)***
310x)
en3700)
380x)
200m)***
250m)
280m)
610n
615n

)
)
680n)
175x)
310x)
en3700)
380x)
200m)
250m)
280m)
615n)
680n)

AppleTalk Apple Mac OS J6035C
(tonbko EtherTalk) J6038A
J7942A
J6061A
J6039C
J6042B
J6044A
J6057A
J6058A

DLC/LLC Microsoft Windows NT** J6038A
Artisoft LANtastic** J7942A
J6061A
J6042B
J6044A (280m)
J4167A (610n)

)

310x)
en3700)
380x)
250m)

JBO57A (615n
J6058A (680n)

~ e~~~ —~ —~ |~ =~~~ —_ —~ —~ —~ ~ A e a a N ~ N~~~

* CBeAeHna 0 APYrvx CETeBbIX ONepaLMOHHbLIX CUCTEMAX U BEPCUAX CM. B JOKYMEHTaLMM
Kk npoaykty HP Jetdirect. [ina nonyuyenus cBeaeHnin 0 paboTe B APYrux CETEBbIX CPEAAx
06paTUTECh K NOCTaBLLIMKY CUCTEMBI UM YNONHOMOYEHHOMY NMpeACTaBuTENto KomnaHui HP.
** [InA nony4eHnA nporpamMmmHoro obecneyeHns, JOKyMeHTaLUU U TEXHUYECKOM
NOAAEPMKM K 9TUM CeTeBbIM cUCTEMaM 00paTUTECh K MOCTaBLLUWKY CETEBOW CUCTEMBI.
*** B Windows noaaep»xmBaeTca TONbKO PeXumM npamMon nevatu no npotoxony IP/IPX;
NetWare He noaaep»xusaetca. IPP He noaaepxusaetca. LPD/UNIX He noanepxvsaeTtca.
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Ecnmu nporpammHuoe obecneueHne komnauuu HP, npenHasHayeHHOe 1151
HAaCTPOMKU CeTeBOI KOH(DUTYpALIMU MOAe PXKIUBAEMbIX CUCTEM U YIIpaBIeHUSI
MMHU, He BXOJIWIO B KOMIUIEKT MOCTaBKHU, €I'0 MOXKHO 3arpy3uTh

¢ Web-y3na Texuuueckoii nmonnepxxku HP:

http://www.hp.com/support/net_printing

JI1g mony4yeHus CBEeIeHUi 0 MporpaMMHOM o0ecredeHuH, MpeJHa3HauyeHHOM
ISl HACTPOMKY CeTeBOI MevaTy B IPYryX ONepallMOHHBIX CUCTeMaX, CIelyeT
00paTUTHCS K MOCTABIIMKY ONEePallMOHHON CUCTEMBI.

HpOTOKOJIbI 0e30macHOCTH

SNMP (IP u IPX)

ITporokon SNMP (Simple Network Management Protocol) ucnonssyercst
CETeBBIMU YIIPABJISIOIINMU MPUIOKEHUSIMU IJ151 YIIPABJIEHUS yCTPOCTBAMMU.
Cepsepnl neuatn HP Jetdirect nonnepskusator nmporokoa SNMP u 06beKThbI
craggapta MIB-II (Management Information Base) B ceTsIx,

MO IeP>KUBAIOIIX ITPOoTOKOJEI IP 1 IPX.

Cepsepsnl neuatn HP Jetdirect 175x u 200m noauep>kuBarOT TOJIBKO areHT
SNMP v1/v2c.

Cepsepnl nteyatu HP Jetdirect ¢ monabsiM Habopom GyHKIMI MO AeP>KUBAIOT
areHT SNMP v1/v2c, aTakke areHT SNMP v3 m1g obecriedeHrsI MOBBIIIEHHOM
0€30ITaCHOCTH.

HTTPS

Cepsepnl neyat HP Jetdirect ¢ moaHbiM HabopoM GyHKIMIM MOAAePKUBAIOT
npotokon HTTPS (Secure Hyper Text Transfer Protocol) mwis obecneyeHust
0e301macHOro ooMeHa NaHHBLIMM MeXXIy BCTpoeHHBIM Web-cepBepoM

n Web-6pay3epom.

B cepBepax neuatu HauanbHoro ypoBHs (Hanpumep, HP Jetdirect 175x u 200m)
He nonnepxkusaercss HTTPS.
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IIpoBepka noaMHHOCTH (DeCIPOBOIHBIE CEPBEPDI EYATH)

ITpoBepka noIMHHOCTH Ha 0a3e cepBepa

becnipoBonubie cepBepnl neyat HP Jetdirect 802.11b nommepkuBaroT
pacnpocTpaHeHHbIe METOIbI IPOBEPKHU MOUIMHHOCTY Ha 6a3e cepBepa
I71s1 mocTyma B ceTh Ha ocHoBe npoTokoja IEEE 802.1x EAP (Extensible
Authentication Protocol), BKiitouasi ciaenyroiue.

® LEAP (Lightweight Extensible Authentication Protocol). LEAP —
970 pupMeHHbIN mpoTokon komnanuu Cisco Systems, Inc.
OH npenycMaTpuBaeT UCIIOIb30BaHME MapoJiel IUIsl B3aMMHOM MPOBEPKU
MOAJIMHHOCTHU KJIMeHTa U cepBepa. Iyt 6e30macHol nepenayu TaHHbIX
B HEM MCIIOJIB3YIOTCSl AMHAMUYECKUE KII0UH KUbpoBaHUsI.

® PEAP (Protected Extensible Authentication Protocol). PEAP npencrasisier
co601i MPOTOKOJI B3aMMHO# MPOBEPKU MOAJTMHHOCTH, B KOTOPOM ISt
TIPOBEPKHU TOIMHHOCTU CepBepa UCTIONB3YIOTCS LM poBbIe cCepTUdUKATHI,
a JUIsl TPOBEPKU MOIJTMHHOCTY KJIMeHTa — napoiiun. Jlns obecrnieueHust
TIOTIOJIHUTEIbHOM 6€30MaCHOCTH TIPOIIeayphl TPOBEPKY MOITMHHOCTA
npoBoasiTcs: B pamkax nporokosyia TLS (Transport Layer Security).
Jl7151 6e3omacHOM nepenayr JaHHbBIX UCTTONIb3YIOTCS TMHAMUYECKUE KITFOUKN
mmdpoBaHMs.

® EAP-MDS (EAP c ucnons3zoBanueM Message Digest Algorithm 5, RFC 1321).
EAP-MD5 npencrasnsier coboil 0OTHOCTOPOHHUI MPOTOKOJI IPOBEPKU
MOUIMHHOCTH, IIPUMEHSIEMBIIA 111 IPOBEPKU MOIJIMHHOCTY KJIMEHTa
C MIOMOIIIBIO TTapOJIs, 3alUIIEHHOr0 aJropuTMoM mmndposaHusg MDS5.

® EAP-TLS (EAP c ucnonszoBanuem Transport Layer Security, RFC 2716).
EAP-TLS npencrasnsier co00ii MpOTOKOJ B3aMMHOM IIPOBEPKU
MOIJIMHHOCTHA Ha OCHOBE LIMPOBBIX cepTuduKaToB X.509, NCIOJIb3yeMbIX
IJ1S1 TIPOBEPKHU MOUIMHHOCTU KJIMEHTa U cepBepa. Jist 6e30macHoit
rnepegavyy JaHHBIX UCIOJIb3YIOTCSI TMHAMUYECKHEe KIIIOUM UG POBaHMSL.

® EAP-TTLS (EAP c ucnonb3oBanuem Tunneled Transport Layer Security).
EAP-TTLS npencrasnsier coboii pacimpeHHyro Bepcuto EAP-TLS,
MO AeP>KUBAIOIIYIO:

W B3aMMHYIO MIPOBEPKY MOIMHHOCTY MEXIy KIMEHTOM U CEPBEPOM
¢ npuMeHeHueM IndpoBbIX ceptudukaros X.509 nim

B OJHOCTOPOHHIOIO IMPOBEPKY MOIMHHOCTH C TIepBOHAYATIbHOM
TPOBEPKOI cepBepa ¢ UCITOIb30BaHWEM cepTrdUKaTa 1 ocIeayroei
MPOBEPKOI KIIMEHTA C UCTIONIb30BaHMeM Tapos. Ilis obecriedeHus
IOTIOJTHUTETHHOM 6€301MacHOCTH TTPOLIelyphl TPOBEPKU MOAJTMHHOCTH
npoBomsTcst B paMkax rpotokona TLS (Transport Layer Security).

Ilng 6e3omacHoii nepenaun naHHbIX B TTLS ucnonas3yrores
IMHAMUYECKHe KIH0YM I poBaHus.
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Be3 cepBepa npoBepKU MOAIMHHOCTH

B HebombImx 0OUCHBIX CETX, TIe HET cepBepa MPOBEPKY MOMTMHHOCTH,
6ecripoBogHbIe cepBephl Teuat HP Jetdirect mognep>xuBaioT
ayreHTHbMKauIO 110 Tipotokony EAP ¢ ob6mum kmrouom (EAP/PSK).

C nomoibio (pasbl-apossi, BBeIeHHOI MOJb30BaTeIeM, CEpBep MeyaTn
reHepupyeT OOLIMI KITH0Y 7151 JOCTYIA K CETH M YCTAHOBKM MOIKJIIOUYEHUA.

ITpu 3aganHoit mpoBepke nommmHHOCcTH EAP/PSK cepBep nmeuaTu ucnosnbsyer
IU1s1 6€CTIPOBOAHBIX MOIKIFOUEHHUI TTPOTOKOJIbI MPOBEPKU MOTMHHOCTH
¢ nmuHamMuveckumu Kouamu mmdposanus Wi-Fi Protected Access (WPA).

IIndposanue

becnipoBonubie cepBepnl neyatn HP Jetdirect 802.11b nonmepxuBaroT
cratudeckyto cuctemy mmdpoanust WEP (Wired Equivalent Privacy).
B cratuueckoii cucreme mmdposanusg WEP cerepoit kimou WEP
duxkcupoBaHHoit minHbI (40/64-pa3pssaubiii unu 104/128-pa3psimHblii)
COBMECTHO UCIIOJIb3YETCSI BCEMU YCTPOICTBAMU B CETHU.

B 3aBucumocTu OT MOeIM 6€CIIPOBOIHOIO CepBepa MevaT Mo IePXKUBAIOTCS
cleIyIolKe MPOTOKObI M(POBAHUS C TMHAMUYECKUM KITIOUOM:

® nuHaMudeckuit kiouy WEP
® Wi-Fi Protected Access (WPA)

MpumeyaHne Ecnumeron nposepku nomuHHocTr EAP/PSK 11 HamesxxHOe
mbpoBaHre He TTONIEePKUBAIOTCS 6€CITPOBOTHBIM
cepBepoM HP Jetdirect, oHn He 0TOOpaKarOTCS Cpean
MapaMeTpoB KOHGUTYpaIK cepBepa.

ITpu ucnonb3oBaHUM TUHAMUYECKON CUCTEMBI IIMMOPOBAHUS KIFOUYKN

b poBaHKS BpeMsl OT BpeMEHU aBTOMaTU4eCKU U3MEHSIIOTCS,

4TO 0OecIeurBaeT MOBBIIIEHHbIN YPOBEHb 6€30ITaCHOCTH, IIOTOMY UTO KJIIOYN
MEHSIIOTCS IIPeXIe, YeM UX YCIerT paciiidpoBaTh.

I1pn nuHamuueckoii cucteMe mmdpopanusgs WEP kaxknomy ycTpoiicTBy
B 0€CIIPOBOIHOM CETU MPUCBOEH CBOM KII0Y MMM POBaHUSI, KOTOPHIA Yepe3
oIpelieJeHHbIe BpeMEHHbIE MHTEePBaJIbl yHUUTOXAETCSI M 3aMEHSIETCSI HOBBIM.

Cucrema mudpobanusgs WPA npencrasisier cod0il yaydllIeHHYIO BEPCUIO
nuHaMuyeckoil cucteMbl WEP 1 obecrieunBaeT qOMOIHUTENBLHYIO
6e3omacHocTb. HanpuMep, HOBbIe KIIFOUM IIMPPOBAHUS B 3TOM IIPOTOKOJIE
TeHEepUPYIOTCS IS oIlpeneleHHOro KoanuecTBa naHHbIX (10 Koair),
rnepeaaBaeMbIX YCTPOMCTBOM IO CETH.
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ITocTaBJjisieMble pyKOBOJACTBA

HepequcneHHLIe HI2KE pYKOBOJICTBA ITOCTABJIAKOTCSA BMECTE C CEpBEPpaAMU
e4yaTu Win NNpuHTEpaMU, UMCIOIIIMMMU IIPEABAPUTEIbHO YCTaAHOBJICHHBLIC
CEPBEPHI II€YaTH.

® Getting Started Guide, User Guide mim aHaormyHasi JOKyMEHTAIIS
NpuHTepa (MOCTaBJISIeTCs C IPUHTEPAMU, UMEIOINMU TIpeIBapUTETHHO
ycTaHoBNeHHbIe cepBepbl ieyatn HP Jetdirect).

® Hacrosmee pykoBoncTBo anMuHUCTpaTopa cepBepa rmeuatu HP Jetdirect.

® PykoromctBo no ycraHoBke obopynosanus HP Jetdirect Print Server
Hardware Installation Guide (Tonbko ms cepBepoB nedaty 610n/615n,
TTOCTABJISIETCS] HA KOMITAKT-IUCKE C CepBEPaMU IeYaTH, He yCTaHOBJIEHHBIMU
MPOV3BOIUTENIEM ).

® Pykoronctsa no yctanoske HP Jetdirect Wireless Print Server Setup
Guides (Tonbko mis cepBepoB reyaty 680n u 380X, mocraBisitoTCs
C cepBepaMu IevyaTu, He yCTaHOBJIEHHBIMU TTPOU3BOIUTENIEM ).

® PyxosoncTsa monn3oBateneil HP Jetdirect Print Server User’s Guides
(mst cepBepoB nevatu 175x/310x/en3700 m 200m/250m/280m,
TTOCTABJISIFOTCS] HA KOMITAKT-IMCKAX C CEpBEpaMU MeYaTy, He yCTAaHOBJIEHHBIMU
MPOV3BOIUTENIEM ).

Texnnueckasa noaaepxxka HP

HNurepakTuBHasg noaaepxka HP

BricTpeiit mouck BepHoro pemeHust! Web-yzen HP

http://www.hp.com/support/net_printing

— BTO JIyYlliee MeCTO sl TOMCKa OTBETOB Ha BOIIPOCHI O CepBepe MevyaT
HP Jetdirect, noctymnHoe exkeqHEBHO 1 KPYIJIIOCYTOYHO.

OOHOBJIEHHS] MHKPOIIPOTpPAMM

Kommanusa Hewlett-Packard nmpenaraeT 3arpy3uTh HOBbIE BepCUU
MUKpoIporpamm st cepBepoB Ieuatnt HP Jetdirect, mmerommx mamMsTh

¢ BO3MOXHOCThIO 00HOBIeHMs (Monenn HP Jetdirect 175x u 200m He umeroT
BO3MOXKHOCTH MojJiepHU3anu). O6HOBIeHUsT 0OCTyTHb B MHTepHeTe

TI0 azpecy:

http://www.hp.com/go/webjetadmin_firmware
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CpezcTBa YCTAaHOBKH MHKPOIPOrpamMm

OOHOBJIEHHBIE BEPCUY MUKPOTIPOTPaMMbI IS TIOAIEPKMUBAEMbIX
cepsepos-riedatt HP Jetdirect MOTyT OBITH yCTaHOBJIEHBI 10 CETH C TTOMOIIIBIO
OIHOTO U3 CJIeNYIOIINX CPEICTB YCTAHOBKU MUKPOIIPOTPAMM.

HP Jetdirect Download Manager (Windows). [IporpammHoe obecrieuerue
HP Jetdirect Download Manager MokeT ObITh 3arpy>KeHO CO CTPaHULIbI
MHTepaKTUBHON nonnepxxku HP mo ampecy:

http://www.hp.com/go/dlm_sw

B nmonmmepsknBaeMBIX CHCTeMaX MOXKHO HMCIOJBb30BATh IPOTPAMMY
HP Web Jetadmin. {151 momyueHnsT TOIIOTHATEILHBIX CBeIeHMIA
o HP Web Jetadmin mocerute web-y3en mo ampecy:

http://www.hp.com/go/webjetadmin

st Mukporporpamm Bepcuii X.24.00 u 601ee Mo3MHUX BCTPOEHHbIN
Ha cepBepe neyatn Web-cepBep CONEepKUT CPencTBO OOHOBICHUS
MMKPOIIpOTpaMMBbI ¢ oMolibio Web-0pay3epa. JlonoaHUTENbHBIE
cBeleHud cM. B [1aBa 4.

st Mukpomporpamm Bepcuit X.22.00 u 6os1ee Mo3aHUX MOXET ObITh
ucnosnbs3oBaH npotokod FTP (File Transfer Protocol) mist nepenayuu
obpaza daiina 0OHOBIEHUSI MUKPOIIPOTPaMMBbI Ha CepBep TevyaTu.
Yrobsl HauaTh FTP-ceanc, ncnomnnayiite [P-anpec ycrpoiictBa nnu
nms y3na. Ecnu 3amaH maposnb, OH 10/DKeH ObITh BBEICH ISl JOCTYIa
K ycTporicty. ITocne Bxona nmojb30BaTesisi B CUCTEMY, UCTIONIb3yTe
cienyrolue TunuaHbie KomaHael FTP mist o6HOBNEHMS ycTporicTBa:

ftp> bin

ftp> hash

ftp> cd /download

ftp> put <ums daiina o6pasa MUKPONPOrPaMMBbl; YKXKUTE MOMHbIA NyTb>
ftp>######### <[Topoxante, noka FTP He 3aBepLunT 3arpysky daina>
ftp> bye
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IToanep:kka nmosn3oBateieii HP no TenedoHy

BricokokBannduUIMpOBaHHbIE TEXHUYECKUE CIIELIMATCTLI TOTOBbI OTBETUTh
Ha Balll¥ BOMPOCHI 1o TenedoHy. JIJis monydeHus: CBeIeHUI O TEKYIIUX
TesnedoHHBIX HoMepax nognep:kku HP u ycayrax, mpemiaraeMbIx o BceMy
Mupy, nocetute Web-yzen:

http://www.hp.com/support/support_assistance

MpumeyaHue [lis nonyvenus 6ecriatHoi momuepskku B CIIIA u Kanane
3BoHUTe 110 Tenedony: 1-800-HPINVENT wunu
1-800-474-6836.

MpumeyaHue Yciyru TenedOHHOI CBSA3M OMIAYMBAIOTCS BbI3BIBAIOIIIUM
aboHeHTOM. CTOMMOCTb 3BOHKA MOKET OBITh Pa3TNIHOM.
TeKyIyro CTOMMOCTh 3BOHKA MOKHO Y3HATh B MECTHOM
TeneOHHOM KOMITaHWUM.

PerncTpanus npoaykra

s peructpanum cepBepa nedat HP Jetdirect moceture Web-crpanumy HP
TI0 azpecy:

http://www.hp.com/go/jetdirect_register
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2

Kpatkuii 0630p nporpaMMHBIX cpencTB Kovmnannn HP

BBenenue

Kommnanust HP penocrasnsier pasHooOpa3Hbie MpOrpaMMHbIE CpeICTBa
IS HACTPOMKM M YIIPaBJIEHUS YCTPOMCTBAMU, TTOIKIIOUEHHBIMU K CETH
nocpenctBoM cepBepos nedatu HP Jetdirect. Yto6w1 BoIOpaTh Hauboee
MOIXOASIIILYIO TIporpaMMmy, cM. Ta6n.2.1.

MpumeyaHue I mosydeHUsT TOMOMHUTENBHBIX CBEICHUI MTOCETHUTE
CTpaHMlly MHTepakTHUBHOMI nonnep:kku HP mo ampecy:

http://www.hp.com/support/net_printing

Tabn. 2.1

MporpammHblie cpeactBa (1 U3 3)

Onepau1oHHan cpeaa ‘CDyHKLIMH

|I'Ipumet-|ava

HP Jetdirect Wireless Setup Wizard (Windows)

Windows 98, Me, NT 4.0,
2000, XP (Tonbko
32-paspaaHasn)

HacTtpoika oaMHO4YHOrO
6ecnpoBoaHoro cepsepa
nevatn HP Jetdirect ana
6ecnpoBOAHOrO
NOAKMOYEHNA

K MCMONb3yemMOon CeTu.
(Mpumeyvanue. JaHHbIN
MacTep He ycTaHaBnMBaet
NPUHTEP Ha KoMNbtoTepe.)

® 3anyckaertcA
C KOMMaKT-ancka
Ha KoMnbloTepe,
NOAKHOYEHHOM
K 6ecnpoBoAHOMN ceTv

o [lo3Bonsaer 3aparb
napameTpsbl IP-aapeca

® WmeetcA
ycTaHaBnuBaemas
Bepcusa, KoTopas
3arnycKaeTca C XeCTKOro
ancka
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Tabn. 2.1

MporpammMHble cpeacTsa (2 U3 3)

Onepau1oHHasA cpeaa ‘d:yuuuua

|I'Ipumel-|aHMﬂ

Mactep HP Install Network Printer Wizard (Windows)

Windows 98, Me, NT 4.0,
2000, XP* (pexxvm
npAMOW nevyatu no
npotokony IP u IPX)
NetWare 4.x, 5., 6.0
(Tonbko IPX/SPX)
*IPX/SPX

He noaaep)xmsaeTtca
64-paspaaHon Bepcuen
Windows XP.

YcTaHoBKa 0ANHOYHOrO
CeTeBOro npuHTepa

Ha NOAKIFOYEHHOM K CETU
KOMMbOTEPE B 0AHOPAHTOBOWM
CeTn (peXknumM NPAMON nevatu)
WK B CETU KITUEHT-CEPBEP
(nevatb ¢ 06LWMM AOCTYNOM).

O6bluHas ycTaHOBKa
NpUHTEpPa, Kak npasuso,
coBMelLLeHHanA

C YCTaHOBKOW
nporpamMmHOro
obecrneyeHns NpuHTEpPA.

3anyckaertca
C KOMNaKT-AucKa.

Mmeetcsa
yCcTaHaBnMBaemas
BepcuA, KoTopas
3anyCKaeTCA C XKEeCTKOro
ancka

Mporpamma yctaHoBKM npuHTepa HP Jetdirect Printer Installer for UNIX

HP-UX*
Solaris*

Red Hat Linux, SUSE
Linux

NetWare*
TCP/IP, IPX/SPX

*Moanepxusaet
co3aaHue oyepean v
ynpasnexue
nepudepuinHeiMu
ycTponctsamu

C NMOMOLLbO NPOrpamMmel
HP Web Jetadmin,
paboTatolleit B cpeae
Windows NT 4.0,

neyatn HP Jetdirect

1 NpUHTEPamMmn Apyrux
M3roToBUTENEN,
NoALEPKMBAIOLLMMU
ctanaapt MIB (Management
Information Base), a Takxe
NPUHTEPaMMU CO BCTPOEHHbLIMU
Web-cepsepamu.

YnpasneHue curHanamu
¥ Hanuunem pacxoaHbIX
mMarepuanos

YnaneHHoe obHoBneHue
MUKponporpamMmm And
cepsepos neyatv HP Jetdirect

HP-UX 10.x-10.20, 11.x |MpocTan u 6eicTpan o [loctaBnAaetcA Ha
Solaris 2.6, 7, 8 (Tonbko |YCTAHOBKA NPUHTEPOB, KOMMNaKT-AUCKe
cuctemsl SPARC) noakntoueHHbIX k HP Jetdirect HP Jetdirect n moxer
TCP/IP ObITb 3arpyxeHa

¢ Web-y3na HP.
HP Web Jetadmin
(O6HOBNEHMA CM. Ha YnaneHHan yCTaHOBKa, o PekomeHayemble
Web-ysne HP.) HaCTpOWKa KOHUrypauum KomnaHven HP
Windows NT 4.0, 2000, XP |4 YnpaBneHue cepsepamu nporpaMmmHble cpeacTsa

AnA yCTaHOBKH
HECKOJIbKUX NPUHTEPOB
B nto6om mecTe
NOKanbHOM cetTn u
ynpaBneva MU

YnpasneHue npu
nomoLum 6paysepa

2000, XP.
OtcnexuBaHue
obopyaoBaHUA U aHanus
Ucnonb30BaHuA
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Tabn. 2.1

MporpammHble cpeacTsa (3 U3 3)

OnepauuoHHan cpefa | PyHKUUA |I'Ipumel-|aHMﬂ
[porpamMma noaxknNtoYeHUA NpuHTepa K UHTepHeTy
Windows NT 4.0, 2000 |[lMeuatb yepes UHTepHeT o [loBblwaer
(Intel) HanpuHTEepax, MoAKIIHYEHHbIX 3KOHOMMUYECKYHO
Tonbko TCP/IP yepes cepBepbl nevatu 3P PEeKTUBHOCTb
Mpumevatme HP Jetdirect ¢ nomoLubto pacnpocTtpaHeHua
Mporpamma Microsoft ngTOK?n?PI;temet Printing nel:IIaTHblx NOKYMEHTOB
Internet Printing Tatoxe rotocol (IPP). B NHTepHeTe, 3ameHan
BXOJMT B COCTaB daxe, nodry u
Windows 2000. KypbepcKyto cry»oy.
o Tpebyetca Hannuve
cepsepa neyatv
HP Jetdirect
(c MuKponporpammon
Bepcum x.20.00 nnu
Bonee nosaHe)
e |IPP He noanepusaetca
Ha MoAenAxX HayanbHOro
YPOBHS, Takux Kak 175x,
200m.
LLinto3 HP IP/IPX Printer way for NDP.
NetWare 5.x, 6.0 YnpoluaeT ycTaHOBKy, neyatb (@ He TpebyeT Hanuuua
(Tonbko IPX) ¥ AByHanpaBfieHHOe NMLEH3MI nonb3oBartens.
yNpasnenne npuHtepamu, o [lo3BONAET OTKOUMTL
nonKnroquHuM:;cem_qepea npoToKonsl SAP ans
Cng‘zp ge”am) o S?;fr{[)e‘izd yMeHblLEHUA 06bema
npu nomotum Novell Distribu
ceTeBoro Tpaduka.
Print Services (NDPS). pad
o Tpebyetca Hannuve
JonyckaeT aBTomMatnyeckoe mgkdpozporpammu
06Hapy>KEHWe W YCTaHOBKY 0 gto lrect:epcnn
NPUHTEPOB, MOAKIHYEHHbBIX x.20.90 unm bonee
K CETW Yepes cepsep neyatm nosaHen
HP Jetdirect, 8 NDPS.
T80 HP Wirel irect Assistant for M
Mac OS 9.x, X 10.1 HacTtpoiika 6ecnpoBoaHbix (@ Tpebytotca cepsepel
cepsepos nevatn HP Jetdirect neyatn HP Jetdirect
Ans 6ecnpoBOAHOrO C MUKpOMporpaMmmof
NOAKNOYeHUA Bepcun X.24.00 unu
K MCMONb3yemMOon CeTu. Bornee nosaHei.
e [locTaBnAeTcA Ha KOMNAKT-
avcke HP Jetdirect
CpeactBo HP LaserJet Utility ana Mac OS
Mac OS 9.x Hactpoika n ynpasnenue
npuHTEPaMM,
NOAKMOYEHHBIMU K CETH Yepes
cepsep neyatn HP Jetdirect.
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HP Jetdirect Wireless Setup Wizard

Macrep HP Wireless Setup Wizard — nporpamma Ijist HaCTpOKu
6ecrpoBOIHOTO MOAKIIOYEeHUS K ceTu cepBepa reuatu HP Jetdirect.

Crnenyet otMeTuTh, yTo MacTep HP Wireless Setup Wizard He ycraHaBniuBaer
npuHTEep Ha Komnbtotepe. [Toce ycraHoBKM 6eCIpOBOIHOTO MOIKIIOYEHUS
K CeTH HeoOXOIUMO YCTaHOBUTH MPUHTEP Ha KOMITBIOTEPE C TIOMOIIILIO
CpeNCTB ycTaHOBKM NMprHTEepoB HP mny ctaHmapTHBIX CpeacTB yCTaHOBKY
TIPUHTEPOB OMEPAIIMOHHOM cucTeMbl. [Tocie ycTaHOBKYU 6€CrTpOBOIHOTO
MPUHTEPA OH JOJKEH 0TOOpaXkaThCsl B CUCTEME TaK 3Ke, KaK JIFo0oi Ipyroi
CeTeBOI TIPUHTED.

Macrep HP Wireless Setup Wizard mocTasinsieTcst Ha KOMITaKT-TUMCKe CO BCEMU
6ecripoBogHBEIME cepBepaMu niedat HP Jetdirect. MacTep HeoOxommmo
3aIycKaTh Ha TOAKJIIOYEHHOM K CEeTH KOMIIbIOTepe, MpelBapuTeIbHO
HAaCTPOEHHOM IS TIOAKITIOUEHHUSI K cepBepy nevatu. FiMeeTcst Takoke Bepcust
mactepa HP Wireless Setup Wizard, 3amyckaeMast ¢ CHICTEMHOI'O IICKa,
KOTODPYIO MOXXHO 3arpy3uTh Ha CTpaHUIle MHTePaKTUBHOM Tonnepxk HP
TI0 azpecy:

www.hp.com/go/jdwsw_software

MpumeyaHue Xots MacTep B OCHOBHOM CIIYKHT IUISI HACTPOWKHU
mapaMeTpoB 6eCIIPOBOIHOrO MOIKIIOUYEHUS, OH TAKKe
MO3BOJISIET IIPU HEOOXOIMMOCTH 3apaHee yKa3aTh
nonyctuMblil IP-anpec cepBepa rneyatu (Hampumep,
IIJIST COOTBETCTBUS TpeboBaHUSIM cepepa DHCP
WIN CIIACKY YIIpaBJIEHUSI JOCTYIIOM).

TpeooBanus

® KowmmbloTep ¢ BO3MOXHOCTbIO MOIAKITIOUEHNS K 66CITPOBOIHON CETH
(KaKk TpaBWIIO, MIEPEHOCHOI).

® Microsoft Windows XP (tonbko 32-paspsimHast Bepcusi), Windows 2000,
Windows NT 4.0, Windows 98, Windows Me
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Mactep HP Install Network Printer Wizard
(Windows)

Macrep ycraHoBku ceteBoro npuHtepa (HP Install Network Printer Wizard) —
5TO IIporpamMMa, IpelHa3HaueHHas1 1Uisl yIoOHOI 1 OBICTPOIi YCTaHOBKU
npuHTepa B cet TCP/IP mnu IPX/SPX. MacTtep no3BosnsieT HaCTpOUTh
MPUHTEP ¢ ToMolIbio TapaMeTpoB IpoTokoa IP B cetu TCP/IP nnn o6beKkTOB
NDS/Bindery B cetu Novell NetWare IPX/SPX.

Macrep ycranoBku cereBoro npuHtepa HP Install Network Printer Wizard
nMeeTcs Takke Ha KoMmmakT-nucke HP Jetdirect, mocrasnsiemoM

¢ otnenbHbIMU TiponyktamMu HP Jetdirect. MacTep 3amyckaercst

pu nocienoBateibHOM Bbibope KomaH Install 1 Wired untepdeiica
KOMTIIaKT-11cKa. Macrep 3aImycKaeTcsl ¢ KOMIaKT-I1UCKa, XOTSI HEKOTOpbIe
Gaiinbl MOTYT OBITh BpEMEHHO COXPaHEHbI 1 3aTeM yIaleHbl C CUCTEMHOTO
IACKa ToCIIe Tepe3anycka KOMITbIoTepa.

Kpome Toro, Bepcrsi 3TOro MacTepa 0ObIYHO BXOIUT B IPOrPaMMY YCTAaHOBKU
MPUHTEPA U 3aITyCKaeTCsl C KOMaKT-I1CKa, MOCTaBIsIEMOT0 C CETeBbIMU
npuHTepamMu HP. OmHako 3Ta Bepcust MOKET He MOAIepsKUBATh YCTAHOBKY
o cetu B cpene Novell NetWare.

MMeeTcs TaksKe BepcHs, 3aIryckaeMast ¢ CHCTEMHOTO TCKa, KOTOPYIO MOSKHO
3arpy3uTh Ha CTpaHUIle MHTepaKTUBHOM monaepxku HP mo agpecy:

http://www.hp.com/go/inpw_sw

TpeboBanus

® Microsoft Windows XP, Windows 2000, Windows NT 4.0, Windows 98/Me
« ceteBoii ipotokos TCP/IP unu IPX/SPX
® Novell NetWare 4.x, 5.x, 6.0

« 1nporpammHoe obecrieueHue Novell Client
1151 Microsoft Windows 98/NT 4.0/2000/XP

& DEXMM cepBepa ouepenn
« ceteBoii mporokona IPX/SPX
@ JONYyCTUMMBIN OpaiiBep NpUHTEpPaA

@ TIOJKIIOUEeHME IPUHTEpa K CETU ¢ TToMollbio ceppepa reuyatu HP Jetdirect
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IIporpamma ycranosku npuaTepa HP Jetdirect
Printer Installer for UNIX

IIporpamMma ycranoBku nipuHTepa HP Jetdirect Printer Installer for UNIX
MOXET UCIIO0JIb30BaThesl B onepalinoHHbIX cucteMax HP-UX u Solaris.
TIporpamMMa npou3BOAUT YCTAHOBKY U HACTPOIKy npuHTepo HP,
noaxkiroueHHbIX K ceTsM TCP/IP uepes cepBepnl neuat HP Jetdirect

C TIOJIHBIM HabopoM (PYHKIIWIA, a TAKKE ITO3BOJISIET BHIMOIHATh UX
nrarHocTuky. CepBepbl eyaTu HauyaJlbHOTO YPOBHS, Takue Kak 175x u 200m,
He IO IeP>KUBAOTCSL.

IIporpamma pacrpocTpaHsieTcsl CIeIyIONMMI CIIOCO6aMHU:

® Ha koMmmakT-nricke HP Jetdirect, BXoasiieM B KOMIUIEKT ITOCTaBKA
MOCTaBIsIEMbIX OTHeNIbHO cepBepoB neuatu HP Jetdirect

® uepe3 FTP-y3en myisi aHOHUMHBIX MOJIb30BaTesNel o agpecy: ftp.hp.com
(xatasor: /pub/networking/software)

@ uepe3 CTpaHUILy WHTepaKTHBHOU momnepkku HP mo ampecy:

http://www.hp.com/support/net_printing

CBeneHus 0 TPebOBAHUSIX K CHCTEME U YCTAHOBKE CM. B TOKYMEHTALII
K IIpOrpaMMe.
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HP Web Jetadmin

HP Web Jetadmin — cpencTBo yrpaBieHUs CETEBbIMU YCTPOMCTBAMU

IUTSE TIPEATIPUSITUI, KOTOPOE TTO3BOJISIET BBITIONHSTD YIAJIEHHYIO YCTAaHOBKY,
HACTPOKKY U yIIpaBJIeHNE CAMbIMU PA3HBIMU CETEBBIMU yCTPOMCTBAMY MIeYaTH
HP u npyrux mpousBonuTeneii ¢ MoMoIIb0 cTaHaapTHOro Web-0paysepa.
Cpencteo HP Web Jetadmin MoxHO ucronb3oBaTh 115t 3¢ HeKTUBHOTO
YIpaBJIeHUS OTIOEIbHBIMUA YCTPONCTBAMY U TPYIIIIAMU YCTOMCTB.

ITporpamma HP Web Jetadmin rmo3Bojisiet ocyiiecTasTh ob1iiee yrpaBieHue
YCTpOiicTBaMU, KOTOpbIe comepskat 06bekThl MIB (Management Information
Base) cTaHmapTHBIX IPUHTEPOB, OHa MHTETPUPOBAaHA B CepBEPHI ITeYaTH

HP Jetdirect u mpunTepsl HP mist obecrieyerus yaydieHHbIX GyHKIUN
yIpaBJieHNsI.

HucTpykuuu o ucnons3opanuo HP Web Jetadmin cM. B MHTepakTUBHOM
CIIpaBKe U JOKYMEHTAIINK, MOCTaBJIsIeMOl BMECTE C ITPOrPaMMHBIM
obecrieueHrEeM.

TpedoBanus K cucTeme

IIporpamma HP Web Jetdamin paboTaer B orepaliliOHHBIX CCTEMaX
Microsoft Windows NT 4.0, Windows 2000, Windows XP, Red Hat Linux
n SuSE Linux. CBeneHMs 0 MOIIep>KMBaeMBIX OIepallOHHLIX CCTEMaX,
KIMeHTax u Bepcusgx Web-0pay3epoB MOXKHO ITOJIYINTh Ha CTPaHUIIE
MHTepaKTUBHOM nonaep:xxku HP mo ampecy:

http://www.hp.com/go/webJetadmin/.

MpumeyvaHne Ecau nporpamma HP Web Jetadmin ycraHoBneHa
Ha NOJIePKMUBAEMOM CepBepe, KOMITbIOTeP-KIIMEHT
MOZKET MOJIYYUTh JOCTYII K HEil C TOMOILbI0 COBMECTUMOTO
Web-0pay3epa, oopatupiiich K cepsepy HP Web Jetadmin.
DTO MO3BOJISIET YCTAHABIMBATh IPUHTED U YIIPABJISITH
ero paboToii B ceTeBbIX cpenax NovellNetWare u B npyrux
CHUCTEMax.
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Ycranoska nporpamvbl HP Web Jetadmin

IIpexxne yuem yctaHaBIMBaTh nporpaMmHoe obecneyeHne HP Web Jetadmin,
Heo0XonMMO yOenUThCs B HAIMUMUM MPaB aIMUHUCTpATOpa WIK
MIPUBWIETMPOBAHHOTO MOJIb30BaTelNs (C UMEHEM root) B JIOKAJIbHOM crcTeMe:

1. 3arpy3ure yctaHOBOUHbIe (aiiibl CO CTpaHUILIBI MHTEPAKTUBHOMI

nonnepxxku HP mo agpecy http://www.hp.com/go/webjetadmin/.

2. Jlng ycraHoBku nporpaMmHoro obecneueHuss HP Web Jetadmin
CJIelyiATe MHCTPYKLMAM Ha SKpaHe.

I'Ipnmeanue HMHcTpyKuMu 1o ycTaHOBKE COIepsKaTCsl TakKe
B ycTaHOBOYHOM cbaiine nmporpammbl HP Web Jetadmin.

IIpoBepKa yCTaHOBKH M NPEIOCTABJIEHHE TOCTYHA

® [IpoBepbTe MPaBUILHOCTb YCTAHOBKM ITPOTPaMMHOI0 0becrieueHust
HP Web Jetadmin, nepetins ¢ momonisto Web-6payzepa Ha Web-y3en:

http://systemname.domain:port/

rme systemname.domain — 3To uMs ucroiab3dyemoro Web-cepsepa,
a port — 3TO HOMED MOpTa, HA3HAYEHHBI BO BpeMsI yCTAHOBKU.
ITo ymonuanuto Homep mopta — 8§000.

® [IpemocTaBbTe MOIB30BATENISIM JOCTYII K IIPOrPaMMHOMY O0€CII€UeHIIO
HP Web Jetadmin, mo6aBuB CCHUIKY Ha JOMAIIHIOI CTPaHUILY
ncnonb3dyemoro Web-cepsepa, KoTopasi JoJIKHA YKa3bIBaTh
Ha anpec URL HP Web Jetadmin. Hanpumep:

http://systemname.domain:port/
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Hacrpoiika n u3MeHeHre TapaMeTPOB YCTPOCTBA

C nomoipio Web-0paysepa nepeitnute Ha angpec URL HP Web Jetadmin.
Hanpumep:

http://systemname.domain:port/

JI7151 HaCTPOIKM WIIM U3MEHEHUSI TapaMeTpOB IIPUHTEpa ClIeayiiTe
MHCTPYKLMSIM Ha [NIABHOM CTpaHMUIIE.

MpumeuvaHne CumMBoIbHOE UMS SyStemname . domain MOXHO
3aMeHuTh agpecom TCP/IP.

Ynanenue nporpamvtoro ooecneueanss HP Web Jetadmin

g ynanenust mporpaMmmbel HP Web Jetadmin ¢ Web-cepBepa
BOCHOJIB3YyHTECh NPOrpaMMO yIaJieHus, BXOIsIIel B KOMIUIEKT OCTaBKU
MpPOrpaMMHOr0 o0ecrieyeHusl.
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IIporpamma noakJ/oyeHusi npuHtepa K InTepHery

Cepsepnl neyatu HP Jetdirect ¢ moaHbiM Habopom yHKIIMIA

(¢ Mukponporpammoii Bepcuu X.20.00 mim 6oee Mo3aHEN ) MOAISPKUBAIOT
nHTepHeT-poToKon nedatu IPP. CepBepnbl neuaTu HayaibHOTO yPOBHSI,
Takue Kak 175x m 200m, He TToaae p>KUBaIOTCS.

C MOMOIIIBIO COOTBETCTBYIOIIETO MPOTPaMMHOTO 06ecTieYeH s TSt
HCTIOJNB3YEeMOI CCTEMbI MOXKHO CO3aTh MapuIpyT Iepeaaun yepe3 MHTepHET
3amaHus Ha evyath [IPP ¢ maHHOTrO KOMITbIOTEpa Ha JIt00601i oAnep>KBaeMbI it
MPpUHTED, MONKIIUYEeHHBIH K cepBepy nevyatu HP Jetdirect.

MpumeyaHue CereBoii aIMUHKUCTPATOP HOMKEH HACTPOUThH CUCTEMY
3aIUATHI JOCTYIIA IS IIpreMa BXOIIuX 3arpocoB IPP.
B HacrosIILIMii MOMEHT UMEROIIMECS B IPOrPAMMHOM
obecrnieueHn QYHKIMK 6€30IMaCHOCTA OIPaHUYEHbI.

ITeuath yepe3 MIHTepHET IpenocTaBisieT Ceayroliue BO3MOXKHOCTU
U MIPEeUMYILEeCTBa.

® BricokokauyecTBeHHbIE TOKYMEHTHI, TpeOyIoIe OLICTPOIi JOCTaBKM, MOT'YT
ObITh HaTleYaTaHbl yIaJI€HHO B IIOJTHOIBETHOM WJIX YepHO-0€JI0M BapraHTe.

® JloKyMeHTHI MOTYT ObITh HalleuaTaHbl yIaJIeHHO 110 60jiee HU3KOM 1ieHe
110 CPaBHEHMIO C TPAAULIMOHHBIMU criocobamu (TaKMMU Kak dakc, moura
WIH KypbepcKasl cyk0a).

® OOlecneunBaercs Nepexo OT TPAIUIIMOHHBIX METOIOB MeYaTh
B JIOKaJIbHOI CEeTH K IevyaTu yepe3 MHTepHeT.

® OTKpBIBaeTCs BO3MOXKHOCTD ITepenaurt [IPP-3anmpocos Ha oTpaBKy
MeYaTHBIX 3aJaHUI Yepe3 CUCTEMY 3alllUThl TOCTYIIA.

IIporpamMHoe o0ecnedyeHue, mocrasiseMoe Komnanueiit HP

IIporpamMma noaxkitoueHust npuHTepa K MarepHery HP Internet Printer
Connection Mo3BoJIsIET HACTPOUTH ITeUaTh yepe3 MHTepHeT
¢ komnbroTepoB-kKiMeHToB Windows NT 4.0 1 Windows 2000.

1. JIug mojaydeHus IporpaMMHOTO obecrieueHusl BBIIIOJHUTE ClIeAyIole
NenCTBUS.

3arpysure nporpaMmy MoAKIOUeHUs puHTepa K MHTepHeTY
HP Internet Printer Connection co cTpaHulIbl MHTEPaKTUBHOM
nonnepxxku HP no anpecy:

http://www.hp.com/support/net_printing
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2. JInstycTaHOBKU MPOrpaMMbl 1 HACTPOMKK MapIIpyTa JOCTYIIa K IPUHTEPY
cienyiiTe MHCTPYKLIUSIM, COIepXKalluMcs B iporpamme. s moaydeHust
anpeca IP unu angpeca URL npuHTepa, He00X0IUMOTO0 IIjIsl 3aBEpIICHUS
YCTaHOBKH, 06paTUTECh K CETEBOMY aIMUHUCTPATOPY.

CucreMHble TpeﬁOBaHHﬂ JJIA UCI0JIb30BAHUSA NMPOrpaMMHOTO obecneyennss HP

® Kowmmbtorep ¢ Microsoft Windows NT 4.0 (Ha 6a3e niporieccopa Intel)
nm Windows 2000

® Cepsep neuatn HP Jetdirect ¢ mporokonom IPP
(Mukpornporpamma Bepcuu X.20.00 unu 6onee mo3nHeit )

IIpokcu-ceprepbl, NoAIEpKUBaAEMbIE IPOrpaMMHBIM odecnieuenueM HP

TIpokcu-cepsep ¢ nogaepxkkoi mist HTTP v1.1 unu 6osee mo3nHel Bepcun
(MOXeT He IToTpebOoBaThCsI, €C/IM IeYaTh BLIMOJHSIETCS B JIOKAIbHOU CeTH).

IIporpaMMHoOe o0ecneyeHne, NocTaBisseMoe Koprnopamueii Microsoft

MpumeyaHue [l mosydeHUs: TEXHUIECKOM MO IePKKI
o nporpaMmMHoMy obecrieueHunto Windows IPP
obpaTuTech B Kopropamnuto Microsoft.

IIporpamMmHoe obecreyenne, BCTPOEHHOE B ONEPANMOHHYIO CHCTEMY
Windows 2000/XP

B cucremax Windows 2000/XP BMecTo IIporpaMMHOI'0O 00ecIieueHUsI
komrianuu HP MoxkHo mncronb3oBaTh NporpaMMHoe obecrieueHne
IPP-knuenTa, BcrpoenHoe B Windows 2000/XP. Peanu3zanus npotokosa IPP
Ha cepBepe nneyat HP Jetdirect coBMecTrMa ¢ mporpaMMHBIM o0ecriedeHueM
s IPP-knmuenTa B8 Windows 2000/ XP.

Jl71s1 HacTpOIKM MapIlpyTa Iepeaaun 3adaHus Ha 1edath Uik MHTepHeT-
npuHTepa, nogkaoueHHoro K HP Jetdirect ¢ moMo1ipto mporpaMMHOIO
obecrieueHust IPP-ximmenta Windows 2000/ XP, BEITIOJTHUTE ClIEAYOIINE NEHCTBUSI.

1. Ortkpotite nanky IIpunreps! (Haxkmute KHOIKY Ilyck, BbI6epuTe IIyHKT
Hacrpoiika, a 3aTem — IIpunTepsi).

2. 3amycTtuTe NporpaMMy YCTaHOBKM MpHHTepa (ABaKIbl IIEIKHUTE
Ha 3HauKe YCTaHOBKA MPUHTePA), 3aTeM HaxkKMUTe KHOIIKY Jlajee.

3. BriOepute ceTeBoii MpUHTEP U HAXKMUTE KHOMKY Jlajee.
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4. Bri6epute napametp Iloakmouurbes K npunTepy B UHTepHeTe 1 BBEIUTE
anpec URL cepBepa neuatu:

http://IP_address|/ipp/port#]

rne TP_address HP Jetdirect — IP-anpec, HacTpoeHHbBI Ha cepBepe
reyatu [/ipp/port#] onpenessieTr HOMep MopTa Ha BHEIIHEM cepBepe
nieyatu HP Jetdirect (portl, port2 wiu port3), K KOTOpOMY TIOIKJIIOUEH
npuHTep (1Mo yMomyaHuio — /ipp/portl).

Mpumep:

http://192.160.45.40 IPP-coennHeHue ¢ BHYTPEHHUM
cepsepom nevatv HP Jetdirect
610N/615N c IP-aapecom
192.160.45.40. (napameTp «/ipp/port1»
noapasymMeBaeTca Mo YMONYaHuio,
yKasblBaTh ero HeobAsaTenbHo.)

http://192.160.45.39/ipp/port2  |IPP-coeanHeHwWe c BHELLHWM CEpBEPOM
neyatn HP Jetdirect c aapecom IP
192.160.45.39 v npuHTEPOM,
NOAKJIFOYEHHbIM K NOPTY 2

3areMm HaxKMuUTe KHOTIKY Jlanee.

5. TlogButcd 3amnpoc npaiiBepa npuHTepa (cepsep nedyatu HP Jetdirect
HEe COIEPKUT IpailBepOB MPUHTEPOB, ITIOSTOMY CUCTEMa He MOXKET
aBTOMAaTUYECKU MOTy4nTh npaiiBep ). Haxkxmure kHonky OK, uToObI ycTaHOBUTH
B CHCTeMe JApaliBep MPUHTEPA, U CIIeAyiiTe MHCTPYKIIMSIM Ha SKpaHe.
(ITpu ycTaHOBKe npaliBepa MOXKET IOTPebOBaThCs KOMIAKT-IHCK
IIJIS1 IpUHTEPA. )

6. Jlns 3aBepleHMs] HACTPOMKY MapllpyTa Iepegayd 3aaHus Ha 1eyaTh
cJenyiiTe MHCTPYKIUSIM Ha 3KpaHe.

IPP-kmenT Windows Me

Peanuzanus nporokona IPP Ha cepsepe neuatn HP Jetdirect coBMecTuma
ciporpaMMHbIM obecrieueHrem st [IPP-kiuenta 8 Windows Me. IPP-knueHT
yctaHapnmBaeTcst n3 mank Add-Ons Ha KommakT-mucke Windows Me.

st ycranHoBku 1 HacTpoiiku [IPP-kiuenta Windows Me obpaTtutech

K MHCTPYKIINM Ha KoMnakT-nucke Windows Me.

IIporpamMHoe o0ecnedenne, nocransieMoe Komnanueii Novell

Cepsep neyatu HP Jetdirect copmectrm ¢ mporokosnom IPP cuctembr
NetWare 5.1 ¢ maketom o6HoBeHus1 SP1 mnu 6osiee o3 MHel BepCru.

3a TeXHNYeCKOI MoaIepKKOil obpalaiiTech K JoKyMeHTanuy no NetWare
i B KomnaHuo Novell.
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IILmo3 HP IP/IPX Printer Gateway for NDPS

Cuctema NDPS (Cnyx6b1 pacripeneleHHOTO yIpaBieHUs TIeYaThio)
MpeacTaBiisieT co00l apXUTEKTYpy TeuaT, pa3paboTaHHYO KOMIaHUen
Novell B corpynauuectBe ¢ Komnanueir Hewlett-Packard. Cuctema NDPS
YIIPOILAET M YIOPSIIOYMBAET aIMIHUCTPUPOBAHIE CETEBOI TEUYaTH.

DTa cucTeMa UCKIII0YaeT He0OXOMUMOCTh 3a1aHUsI U CBSI3bIBAHMST ouepeeit
revyatu, 06beKTOB MIPUHTEPA U CEPBEPOB TeyaTh. AIMUHUCTPATOPBI MOTYT
ucnojibzoBatb NDPS mist ynpasneHust cereBbIMU MPUHTEPAMU B Cpenax

¢ momnepskkoii NetWare.

[IInro3 HP IP/IPX Printer Gateway nipencrapisieT co60ii 3arpy>kaemblit
monaynb NetWare (NLM), paspaboTtanubiit komnanueit HP nist obecnieuenmst
GbYHKIIMOHATBHBIX BO3MOXHOCTEH U COBMeCTUMOCTH crucTeMbl Novell

¢ NDPS. Cepsepbl neuatt Ha4aJbHOTO YPOBHS, Takue Kak 175x 1 200m,

He TTOIIeP>KIBAOTCSI.

[IInro3 HP Gateway momoraer Jierko BCTpauBaTh IPUHTEPbI, MOAKITIOYEHHbIE
k cepsepam neuatu HP Jetdirect, B cpeny NDPS. C nmomonibto nuto3a

HP Gateway anMUHHMCTpPaTOp MOXKET ITpOCMaTpUBaTh CTATUCTUYECKHUE
IIaHHBIE, HACTPaUBaTh TapaMeTpPhI 1IUTF03a M HACTpauBaTh MevaTh Ipu pabore
¢ IpUHTEpaMH, TOACOeNMHEHHBIMU K cepBepaM medatu HP Jetdirect.

Bo3moxHocTH

BosmoxxkHOCTH 1 TpenMyliiecTBa, obecrieunBaemble uro3oM HP Gateway
u NDPS:

® («MHTeJUIeKTyaJlbHOe» 0OHapy>KeHre IpUHTepoB B cpenax NetWare 5.x, 6.0

@ aBTOMaTHYecKas YCTaHOBKA IPUHTEPOB C MCIIOIH30BaHIEM
nportokoina IP/IPX

tecHas uHrerpanus ¢ Novell NDS 1 NWAdmin
reproanyecku 0OHORBIIsIeMble TaHHbIE O COCTOSTHUM MIPUHTEPOB
YIIpOIleHHas aBTOMaTHUecKasl 3arpy3Ka IpaiiBepoB
yMeHbllleHne o0beMa ceTeBoro Tpaduka SAP

CHIKEHME KOJIMYECTBa HEO0XOAMMbIX MOJIb30BaTEIbCKUX IULEH3UI NetWare

Haymmaue cooctBeHHOTO MOy medat TCP/IP ¢ NetWare 5.x, 6.0
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I'e MoXKHO HalTH IporpaMmMHoe obecnevyeHune

Imro3 HP IP/IPX Printer Gateway BXOIMT B COCTaB BCeX TEKYIIUX BepCUiA
NDPS/NEPS. Novell NetWare 5.x u 6.0 Bkmoyaer NDPS. [ nonydyenust
HOBEMIINX BepCUii MporpaMMHOT0 o0ecrneueHs 1 Ipyroi COOTBETCTBYIOIIEH
IIOKYMEHTALMU BBITIOJHUTE CIAEOyIOlIe IeACTBUS.

m Ilocerure Web-yzen http://www.hp.com/go/inpw_sw

m Haiinure nHCTpYKLIMY MO 3arpy3Ke ApaiiBepOB U IMIPOrpaMMHOIO
obecrieyeHusI ¥ BBIIIOJIHUTE HX.

CucrteMHble TpeboBanus 1 noanepxkka Novell Client BXOIST B KOMITIEKT
TIIOKYMEHTAIUU, TTOCTABIIIEMOI BMECTe C IIPOrpaMMHbBIM 00ecrieueHreM.
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CpenctBo HP Wireless Jetdirect Assistant
for Mac OS

DTO CPeNCTBO MO3BOJISIET HACTpaUBaTh OECIIPOBOIHOI CepBeEp MevyaTu
HP Jetdirect ¢ nogkmtoueHneM K ceti Mac OS.

Jlns ucnoab30BaHMSI TOT0 cpenicTBa OecripoBoaHoii cepBep neyat HP Jetdirect
IOJIKEH MMETh 3aBOJICKME HACTPOMKU. BEITTONHUTE ciienytoliue neiicTBUS.

1.

il

(9,

BcraBbTe KOMITAKT-IHMCK B TUCKOBOMI KoMIbIoTepa ¢ Mac OS.
Brinennre 1 menkanTe Ha 3Hauke KoMmmakT-mucka HPJETDIRECT.
O3HaKOMbTECH C OOHOBJIEHHBIMH CBEIIEHUSIMU, €CJIA TAKOBBIE NMEIOTCSI.

Otkpoiite nanky HP Wireless Jetdirect Assistant mist Tekyieit
onepanoHHoi cucremsl (Mac OS 9.x wiu X 10.1).

ITpu nosiBneHuu 3ampoca Beibepute Tpedyemblii 361k (Mac OS 9.x).

3anyctute cpenctBo HP WPS Assistant u cienyiiTe MHCTpYKIIUSM
Ha 9KpaHe.

ITocne ycraHoBKM 6€CTIpOBOIHOTO MOIKIFOUEHHST HEO0X0IMMO MCTIOb30BaTh
npyrue cpenctsa (takue, kak HP LaserJet Utility for Mac OS) nst Hactpoiiku
U yTIpaBJIeHUsI TPUHTEPOM TIPU TeUaTH.

MpumeyaHue It HACTPOWKM CETEBOTO MOIKIFOUESHUST MOKHO

TIOTIOJTHUTENIHLHO MCIOIb30BaTh BCTpOeHHBI Web-cepsep.
Cwm. [Ipunoxenue B.
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CpenctBo HP LaserJet Utility n1a Mac OS

Cpencrea HP LaserJet mist Mac OS no3BosisitoT HacTpauBaTh IPUHTEPbI

HP Jetdirect u ynipaBnsite umu B ceTsix AppleTalk. B manHOM pasnene onucan
MpoLIecC YCTAaHOBKU U uctonb3oBaHus cpencts HP LaserJet. Kpome Toro,
3/1eCh OIKCAaHBI BHIOOP 1 HACTPOITKa KOMITbIOTEPOB IO yIIpaBIeHEM

Mac OS mg meuatu Ha ipuaTepe HP ¢ moMmompio Chooser.

YcranoBka IporpaMMHOro obecneyeHus npuHTEpa

Ecau cpencteo HP LaserJet BkiiroueHO B KOMIUIEKT TPOTPaMMHBIX CPEJCTB,
MOCTaB/ISIEMbIX HAa KOMITaKT-NMCKe TTPUHTEPA, 00paTUTECh K MHCTPYKIIUSIM
10 YCTaHOBKE, KOTOPBIE COMepKATCS B TOKYMEHTAIIMU TIPUHTEPA.

3areM rnepenanTe K caenyrolieMy pa3iey, YToObl HaCTPpOUTb TIPUHTED.

ITpu ycranoske cpenctBa HP LaserJet Utility ¢ kommakT-nucka HP Jetdirect
MOJIb3YNTECh NMPUBEIEHHBIMA HUXKE WHCTPYKIIUSIMU TI0 yCTaHOBKE.

MpumeuvaHue Tlpu ycranoske cpenctsa HP LaserJet ¢ mpyroro
HocuTensl (He ¢ KOMITaKT-IMCKa) COOTBETCTBYIOIIE
uHCTpYKUMU cM. B daiine README, nocrasnsiemoM
BMeCTe C IPOrpaMMHBIM 00eCIIeuYeHUEM.

MpumeyaHue TIporpamMMbl aBTOMATHUYECKOTO OGHAPYKEHHUS BUPYCOB
MOTYT ITIOMEIIATh MPOLIECCY YCTAHOBKU 3TOTO
nporpaMMHoro obecneueHusd. Ilpexne yemM MpomosKuTh
MPOLIECC YCTAHOBKU, OTKIIOUNTE BCE TONOOHBIE
MporpaMMbl, paboTarole Ha KOMIIbIOTepe
non yrpasiaeHueM Mac OS.

1. BcraBbTe KOMITAKT-IUCK B TMCKOBO IJII KOMITAKT-OIMCKOB.

2. B okue HP Installer nBasknnI IeTKHNTE Ha 3HAUKE YCTAHOBKH
MIPOrpaMMHOT0 00ecIieueHNsI Ha Hy>KHOM SI3BbIKE.

3. CrenyliTe MHCTPYKIIMSIM Ha SKpaHe.

It oJTyde st TOMOJTHUTEIbHOM MH(MOpMaIIy 0 KOHMUTYpalvy apaiiBepa
TIPUHTEpa 0OPATUTECh K DIEKTPOHHON TOKyMEHTAIl Ha KOMITaKT-IHCKe,
TTOCTaBJISIEMOM BMECTe C TIPUHTEPOM.
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HacTtpojika KoH(purypanmuu npuaTepa

CpencrBo HP LaserJet mo3BoisieT 3agaBaTh TaKue apamMeTphl IIPUHTEpPa,
KakK UMs IPUHTePa U MPEaNoUYTUTEIbHAsI 30Ha CETH, KOTOpast OJI>KHA ObITh
HactpoeHa B cucteMe Mac OS. Kommnanusa Hewlett-Packard pekomenoyer
MPEIOCTaBISATh BO3MOXHOCTh NOCTYNA K CpeIACcTBaM KOH(MUTYpaLuu
MPUHTEPA JAHHOM YTUIUThI TOJBKO CETEBBIM aIMUHUCTPATOPaM.

Ecnu mpuHTep DOKEeH 06CTYKUBAThCS TUCTIETYEPOM OUYepeH TeUaTH,
3amaiiTe MMs ¥ 30HY MIPUHTEPA, TIPEX e YeM HacTpanBaTh JTUCTIETIED
TSt pabOTBI C IPUHTEPOM.

Pa6ora ¢ nporpammoii HP LaserJet

1. EciaunpuHTep BKIIIOYEH Y IMTOAKIIOUEH K CETH, a CepBep MevaTH IMOAKIIOUEH
K IIPUHTEPY U K CETH, ABaXKIbl mieakHuTe Ha 3Hauke HP LaserJet Utility.

2. Ecnu nMms mpuHTepa He yKa3aHO B CIUCKE aIpecyeMbIX TPUHTEPOB,
HaxkxmuTe KHOTKY BoiopaTs npuntep. [TosiBuTcst okHO BbiopaTh
aJipecyemblil [IPUHTED.

m [Ipu Heo6xomumocTy BbibepuTe B criicke 3oHbl AppleTalk 30Hy, B KoTOpO#t
HaXOIWTCSI IPUHTEP. DTa 30HA yKa3aHa Ha CTpaHMIle KOHGUTYpaIuu.
MHCTpyKIMM 0 TIeYaTH CTPaHUIIbI KOHDUTYpaIuy comepskaTcs
B PYKOBOJICTBE I10 yCTAHOBKE 0060y I0BaHNS IJIs1 KCIIONIb3yEeMOT0 CEpBepa
revaTy WiIv BO BBOJHOM pyKoBoacTBe mpuHTepa Getting Started.

m Bribepure npuHTep B cniucke MMelommecst NpUHTEPbI U HAXKMIUTE
kHorky OK.

IIpoBepka KoH(pUrypanuu ceTu

J7151 MpoBepKM TEKYIIIei KOHGbUTYpalliK CETH CIIEIyeT pacrevyaTaTh CTpaHULLY
koHwurypanuu Jetdirect. Ecnu cTpanuiia KoHduUrypamuy rnprHTepa

He pacrievyaThIBajlach, HAMIUTE COOTBETCTRYIOIIME MHCTPYKIIMY B PYKOBOJICTBE
10 YCTaHOBKe 000pyOBaHMS IS UCTIOJIb3yeMOTO cepBepa nevaty uin

B IOKYMEHTAIIUX IIPUHTEPA, BXOASIIECH B KOMIUIEKT ITOCTABKM (IJIs1 TTOJTyIEeHUST
IOTIOJTHATENIbHBIX CBelleHMi cM. [1aBa 9). [Ipy Hanuumum y mpuHTepa MaHeamn
yrpapJieHus1 yoenuTech, YTo coobIieHrne TOTOB oToOpaXkaeTcsl Ha TUCTIIee
TTaHeJ M YIIpaBeHUs B TeUeHNe KaK MUMHUMYM OIHOW MUHYTBHI, IOCJIe YeTro
pacrievaraiite ctpaHulty. Tekymias KoHGUTrypalus yka3aHa B CIIMCKe pa3fena
«AppleTalk» Ha cTpaHmIle KOHMUTYpALIIN.

MpumeyaHue Eciu B cetr nMeeTCs HECKOIBKO TIPUHTEPOB, 151 OTIpe e/ eHus]
MMeH 1 30H IIPUHTEPOB HEOOXOIMMO [T KaKIOTO U3 HUX
pacrieyaTaTh CTpaHUITy KOHMUTYPALIWH.
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IlepenMeHoBaHne NPUHTEpA

ITpuHTEp MOCTABSETCS C UMEHEM, YCTAHOBJIEHHBIM 10 YMOIYaHUIO.
Bo uzbekaHue MosIBIEHUS B CETH HECKOJIBKUX OMTHOMMEHHBIX IPUHTEPOB
kovmanusi Hewlett-Packard HacTosiTelbHO peKoMeH Iy eT IepeMeHOBaTh IIPUHTED.

BHUMAHUE Tlocie nepernMeHOBaHUS IPUHTEPA M HACTPOMKMY ISl HETO
ouepejeil OynbTe BHUMATEIbHBI IIPH CJIE LYIOIIEM
reperMeHOBaHUM puHTepa. Ilocie HoBOTo
NeperMEHOBAHKS HACTPOEHHBIE OYepeIu IeYaTu
[IPUHTEPA MepeCTaloT PYHKIMOHUPOBATE.

NMpumeyaHue InvHa UMEHU He TOJDKHA MPEBBIIATh 32 CHMBOJIOB.
IIpu BBOIIE ¢ K1aBUATYphl HEAOMYCTUMOTO CUMBOJIA
BBIIAETCS MpeayIpeKaatoluii 3ByKOBOI CUTHAaJ.
CHMCcoK HETOMYCTUMBIX CUMBOJIOB COIEPKUTCS
B CIIpaBKe MCIOJIb3yeMOro IporpaMMHOro obecrieyeHusl.

MoxHo 3anmath 1060e uMs mpuHTepa, Hanpumep «IIpuHTep Muxanna
LaserJet 4000». Cpenctso HP LaserJet mo3BosisieT mepeIMeHOBEIBATh
YCTPOMCTBA, PACTIONIOXKEHHBIE B Pa3JIMUHbBIX 30HAX, a TAKXKE T€ YCTPOICTBA,
KOTOpbIE PacIoioKeHbI B JIOKAJIbHOM 30He (TIpu paboTe co CpelCTBOM

HP LaserJet Hanuuue 30H He TpebyeTcs).

1. Bribepure B ciicke 3HaUKOB 3Ha40K Hactpoiika. OTKpoeTcst TnajioroBoe
OKHO BriGepute mapamerp.

2. Bnibepute B crincke rapamerp Mmst mpunTepa.

3. Haxwmwre kHOonKy PenakmupoBarts. [TosiBuTCS MuanoroBoe okHO 3ajaiite
HMs IPUHTEpA.

4. Bsenute HOBOE UMSI.

5. Haxwmure kHonky OK.

npumeHaHMe I1pu monbITKe IPUCBOUTH MIPUHTEPY YK€ UCIIOJIb3yeMOe
UM OTKPBIBAECTCS IUAJIOrOBOE OKHO C IIPEOYIIPEKIECHUEM,
yKa3bIBAIOIIMM Ha HEOOXOIUMOCTh BBIOOpA IPYroro UMEeHU.
Yr1oObl BBIOpaTh Ipyroe uMsl, MOBTOpUTE 1wiaru 4 u 5.

6. Ecau npunrep Haxonutcd B ceTu EtherTalk, mepeiinure K ciaenyomiemy
pazneny: «BbI60p 30HBI».
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7. ns Beixoga BeiOepuTe B MeHIo Maiin komaHny Beixon.

OrnoBecTuTe BCeX MOJIb30BaTeNel B CETH O HOBOM MMEHU MPUHTEPa,
yTOOBI OHM MOIIM BbIOpaTh npuHTEp B Chooser.

Br16op 30HBI

CpencrBo HP LaserJet mo3posisieT BbIOpaTh NMpeANIOUTUTENbHYIO 30HY

s ucnoabs3yemoro npuHTtepa B cetu EtherTalk, daza 2 . BMecTo Toro 4to6n!
HCII0JIb30BaTh 30HY IPUHTEPA M0 YMOIYAHHUIO (3Ta 30HA yCTaHABIUBAETCS

C MIOMOILIBIO MapIIPYTU3aTOPa), MOXKHO BOCIIOIb30BaThCS 3TOM YTUIUTOMN
17151 BbIOOpa 30HBI, B KOTOPOI1 0y1eT oTobpaxkaThbest IpuHTEp. JOCTYIIHBIE 11
NpUHTEpa 30HbI onpenesiorcd Kondurypamnueii cetu. Cpeactso HP LaserJet
M03BOJISIET BLIOPATH TOJILKO TY 30HY, KOTOpas yke CKOH(UIypHpOBaHa st
uMeloNIeics ceT.

30HBI NPEICTABISIIOT COOOM TPYIMITbl KOMITBIOTEPOB, IIPUHTEPOB U IPYTUX
ycTpoiicTB AppleTalk. OHu MOryT OBITH CIPYIIIIUMPOBaHbI MO PUNUECKOMY
pacnoyioXkeHuIo (Hampumep, 30Ha A MOXET CoJiep>KaTh BCe IPUHTEPHI B CETH
3naHus A). BoaMoxkHa TaksKe rpyIIUpoBKa I10 JIOTUYECKOMY MPU3HAKY
(HaTmpuMep, Bce IIPUHTEPDI, UCIHOJIb3yeMble B GMHAHCOBOM OTIENE).

1. Bribepure B criucke 3HaukoB 3HauokK HacTpoiika. OTKpoeTcs 11uajoropoe
OKHO Brioepute mapamerp.

2. Bribepute B ciucKe 3HayeHre 30HA MPUHTEPA M HAXKMUTE KHOIIKY
PenakmupoBars. ITogBurcsa nuagorosoe okHO BbidepuTe 30Hy.

3. BbiOepuTe npeanoOUYTUTENBHYIO 30HY CETH B criicKe Bpioepute 30Hy
1 Ha3KMUTE KHOIIKY 3aJaTh 30HY.

4. JIng BIXOHa BBIOepUTE B MeHIO Paitn KomaHny Beixo,

OrnoBecTUTe BCEeX MOJIb30BaTeNIe B CETU O HOBOI 30He TIPUHTEPAa,
4T00OBI OHU MOIJIA BBIOpaTh mpuHTEp B Chooser.

Bu16op npunTepa

1. Bri6epute mynkt Chooser B MeHIo Apple.

2. Boibepute 3HaYOK s mpuHTepa. Ecim cooTBETCTBY O 3HAYOK B
Chooser He TTOSIBJISIETCSI MM HEM3BECTHO, KAKOI 3HAYOK CJIeyeT BhIOpATh
TSI MCTIONIb3YyeMOTO TIPUHTEPA, CM. pa3fiell «Y CTaHOBKA MPOrpaMMHOTO
obecrieyeHNs MPUHTEPA» HACTOSIIIEH TJIaBbI.
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3. Ecnu cetb AppleTalk He HaXOIUTCS B aKTUBHOM COCTOSIHUM, Ha SKpaHe
TOSIBJISIETCS IUAIIOrOBOE OKHO ¢ IpeaynpexneHreM. Haxxmure kHonky OK.
Bxirouaercst nepekiodaTenb Active.

Ecnm ncrionb3yemast BaMM ceTh COeIMHEHA ¢ IpyruMu ceTssMu, B Chooser
MOSIBJISIETCS] IUaoroBoe okHo co crickoM AppleTalk Zones.

4. B cnucke AppleTalk Zones BribepuTe 30HY, B KOTOPOIA HAXOOUTCS
MCNOJIb3yeMbIA IPUHTED.

5. B cnucke uMeH NpuHTEpOB B IpaBoii BepxHelt yactu Chooser BbIOEpUTE
HYy>KHOe MMSI TIpUHTepa. Eciiu MMs mpuHTepa He MOSIBIISIeTCS B CIIUCKE,
ybemuTech B TOM, UTO OBLIM BBIIIOJIHEHBI CIEAYIOIINE IeCTBHS:

H TIPUHTED BKIIIOYECH U IMOIKIIOYECH K CETU
B CEpBCp IICYATU MOOKIOYCH K IIPUHTEPY U K CETU
m KabeJb HaJeXXHO MOJKIIOUYEH K IIPUHTEPY

Ecau B npuHTEpe UMeeTCd NUCIUIEN TaHe U YIIpaBIeH!sI, Ha HEM TOJIKHO
MOSIBUTBLCS COObIIeHe TOTOR. JI/1s1 oydeHusl TOMOJIHUTETbHbBIX
cBeneHuii cM. [1aBa 8.

MpumeyaHue Eciu nMsi HCTIO/Ib3YeMOTo IPUHTEPA SIBJISIETCS €IMHCTBEHHBIM
HMEHEM B CIHCKeE TMAJIOTOBOT0 OKHA, €ro Bce paBHO TpedyeTcst
BbIOpaTh. IIprHTEp OCTaeTcs BLIOpaHHBIM 10 TeX II0P,
noka B Chooser He OyneT BeIOpaH OpYyroil mpuHTED.

6. Haxmure B Chooser kHoTKy Setup mwiu Create; 1o 3ampocy BbibepuTe
cooTBeTCTBYIOIIMI aitn onrcanust npuHtepa PostScript (PPD) mnst
NIaHHOTO TIpUHTepa. JloMOMTHUTENbHBIE CBEEHNSI CM. B UHTEPaKTUBHOM
JIOKyMEHTAITNH.

7. Hna pexxuma Background printing Bei6epute Bapuant ON unu OFF.

Ecnu npu oTnipaBKe 3agaHnsI Ha IleyaTh ¢pOHOBAs IIeYaTh YCTaHOBIIEHA
B nonoxxeHne OFF, Ha skpaHe HOSIBISTFOTCS COOOIIEHMST O COCTOSTHIM;
IOXINATECh MX NCUE3HOBEHMS, IIpesKe YeM IPOIoJKaTh paboTy.

Ecau nnst doHoBol ieyaTn ycraHosieH rnapamerp ON, coobieHust
nepeHanpasisttoTcs B PrintMonitor, 4To mo3BoJIsIET He IpepbIBaTh padboTy
Ha BpeMs TeYaTy 3aJaHus IPUHTEPOM.

8. Brriinure n3 Chooser.

YroObI BO BpeMsI TleYaTh TOKYMEHTOB BHIBOIWIOCH Ha 3KpaH MPUCBOEHHOE
BaM CeTeBOE MMSI MOJIb30BaTesl, epeiauTe Ha TaHe b YIIpaBJIeHUS
komrmbroTepa Mac OS, Boibepute Sharing Setup v BBequTe UMSs Biamesblia.
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IIpoBepka KoH(purypamuu

1. Bribepute Print Window B MeHI0 File; eclii HU OJHO OKHO He OTKPBITO,
BoiOepuTe Print Desktop.

OTKpoeTcs 1uajJoroBoe okKHo Print.
2. Haxwmure kHonKy Print.

Ecau npuHTep nevaraet 3agaHue, 3HAUUT, OH MOAKJIIOUYEH K CeTU
npaBwibHO. Eciiu aToro He nnpoucxonut, cM. I'naBa 8.
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Kondurypamus TCP/IP

BBenenue

Yrobsl ceppep neyatn HP Jetdirect mpasunbsHO pabotan B cetu TCP/IP,
HeoO0XOIMMO 3a1aTh ISl HETO HOIYCTUMbIE B UCTIONb3YEeMON CETU 3HAUYECHUSI
mapaMeTpoB KoHburypaum cetu, Hampumep IP-agpec. Il momydeHus
obmux ceeneruii o cetssx TCP/IP cum. [Ipunoxenne A.

HacTtpoiika kondurypamu TCP/IP na 6a3e cepBepa U Bpy4HYI0

I1pn Bkmroyenuu cepsepa neuatu HP Jetdirect ¢ 3aBonckumuy HacToiikamMu
OH TIbITaeTcs noayunuth HacTpoliku TCP/IP ¢ cepBepa mo rpotoxkoiy
BOOTP/TFTP, DHCP/TFTP nnu RARP. B 3T0i1 r1aBe naercs onucaHue
METOJOB HaCTPOMKHU Ha 6a3e cepBepa.

CepBep ImeyaTi MOXXHO TaKxKe HaCTPOUTh BPYUHYIO. B uKciio cpencTs pyyHoit
HacTtpoiiku BxonaT Telnet, Web-Opay3ep, maHenb yrpaBieHus] IpUHTEPA,
KOMaHbI arp U ping (korna IP-anpec 1o ymoayaHuIo MMeeT 3HaUeHUe
192.0.0.192) u nporpamma ynpasieHuss SNMP. 3agaHHble Bpy4HyIO
napameTpbl KoHurypauuu TCP/IP coxpaHsroTCsl Ipy nepe3arnycke.

CepBep nevatyi MOKHO B JIF000€ BpeMsl HACTPOUTh 3aHOBO, 3a1aB IMapaMeTphl
TCP/IP na 6a3e cepBepa WiM Bpy4HYIO.

RUWW 38



IP-aapec mo ymor9aHuio

Cepsep neuat HP Jetdirect ¢ 3aBogckmMm HacTpoiiKaMu (IIpX MMOCTaBKe
C 3aBOJIa-M3TOTOBUTEIIST MJIM TTOCITE «XOJIOTHOM» TIepe3arpy3ku) He MMeeT
IP-anpeca. [P-anpec mo ymonuaHuto Ha3HavaeTcsl (UM He Ha3HAYaeTCs)
B 3aBUCHMOCTH OT COCTOSTHUSI CETEBOI Cpeibl.

B kakux cayyasx IP-aapec mo yMoryanuio He Ha3HAYaeTcs

[P-anpec mo ymonmyaHuto He O6yneT Ha3HaueH, ec/iv Oblia yCIelHo pUMeHeHa
HacTpolika Ha 6a3e cepBepa (Takoro, kak BOOTP viau DHCP).

ITocne mepesamnycka cepBepa revyaTu Aj1si BOCCTAaHOBJIEHUS TTapaMeTpOB
koHwurypanuu [P 6yner ncrnonbs3oBaH TOT ke MeToa. Eciu BocctaHOBUTD
mapameTpsl IP ¢ ToMoIbio 3TOoro MetTona He ymaeTcsl (HarpuMep, cepBephbl
BOOTP u DHCP 60nb111e HemocTynHbl), [P-anpec 1o ymonuaHuto Ha3HaueH
He OymeT. BMecTo aToro cepBep reuyaTu OyIeT MpoaokKaTh OTIIPABIISTh
3ampochl Ha nonydyeHne koHoburypauuu [P. Utobs1 nzbexaTs 3TOTO,

HY>KHO BBITTOJTHATD «XOJIOMHBII» TIepe3arycK cepBepa IMmevyaTH.

IP-ampec He OymeT Ha3HaYeH TaKXKe B TOM CJIydae, eCJIv K TPOBOTHOMY CepBEPY
revyaTy He TIOJICOeTUHEH CeTeBOI Kabeb.

B kakux cayyasx IP-anpec mo ymo/ryanuio Ha3HayaeTcst

IP-angpec no ymonuanuio OyneT Ha3HaueH, eCJI HEBO3MOXKHO UCIT0JIb30BaHUE
3aBOACKMX HACTPOEK WK CepBep MevaTu ObLI MepeHacTpoeH
aIMUHUCTPATOPOM LISl MCITOJIb30BaHUSI MeTola Ha Oa3e cepBepa
(manpumep, BOOTP wim DHCP), koToprlit gaet c60ii.

Ecmu IP-anpec 1o ymon4aHuio Ha3HauyeH, OH 3aBUCHUT OT CETH, K KOTOPOI
MOJKIIIOUEeH cepBep nedatu. CepBep IeyaTy pacro3HaeT pacchliaeMbie
MMaKeThl COOOILEHNI B CETH, YTOOBI OIIPeeIUTh COOTBETCTBYIOIIME
napameTpsbl IP 1o ymonuanuto.

® B HeOONBIINX YaCTHBIX CETSIX, B KOTOPBIX IPUMEHSETCS aBTOMaTUYeCKOe
Ha3HaueHMe cTaHIapTHIX IP-anpecos, Mg Ha3HAYeHUsI YHAKAIbHOTO
IP-anpeca cepBep nmevyaTy UCMHONb3YET TEXHOJIOTHUIO JIOKAJTbHOM
anpecanuu. CucTeMy JIOKaJIbHOM alpecallii MOXKHO TaK>Ke 0003HAYUTh
KakK Aémo IP. I1pu aTOM OyneT Ha3HaueH nonycTuMblil IP-anpec
B arana3oHe oT 169.254.1.0 o 169.254.254.255 (06br4HO 310 169.254/16).
Tem He MeHee, B cllyyae HEOOXOIMMOCTU OH MOXET ObITh U3MEHEH
TSI UCTIOJIB30BaHUS B TEKYIIEH CETU C MOMOILIBIO TOCTYIHBIX CPEICTB
HacTpoiiku KoHdurypauuu TCP/IP.
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ITpu ucnonb30BaHWUU JOKATbHBIX aIpeCOB MOMCETh HE UCIIOIb3YyETCSl.
Macka nmoacetu 6ynet Bcerna 255.255.0.0, 3To 3HaueHUE HE MOXKET OBITh
U3MEHEHO.

JlokanbHble anpeca He 3a1al0T MapIIPYT 3a Mpeaesibl JOKaIbHOMI CeTH,
nostoMy goctyn B UHTepHeT 1 13 MHTepHeTa OyneT HEBO3MOXKEH.
AJpec 1111032 10 yMOJIYaHUIO OyIeT COBNanaTh C JIOKAIbHBIM aIpeCOM.

I1pn obHapyxeHun gyonupymolero anpeca cepsep rnedyatu HP Jetdirect
B Cilydae HeoOXOIMMOCTH aBTOMAaTUYeCKH MepeHa3HauuT CBOil aapec
10 CTaHIAPTHBIM MPAaBUIIaM JIOKAIbHOM alpecaliniu.

® B kpynHbIX KOpniopatuBHBIX [P-ceTsix BpemeHHbIit anpec 192.0.0.192
Ha3HAyaeTcsl U UCTIOJb3YeTCs IO TeX MOp, MoKa OH He OyneT 3aHOBO
HACTPOEH C TIOMOIIBIO MOCTYITHBIX CPENICTB HACTPONKM KOHDUTYpaIuu
TCP/IP. B ntanHOM pyKOBOJICTBE 3TOT aapec HazbiBaeTcst Cmandapmubiti
IP-adpec.

® B cmemaHHBIX ceTsiXx MOXeT ObITh aBTOMaTU4YeCKW Ha3HaueH [P-ampec
o ymonyanuoo 169.254/16 unu 192.0.0.192. B sTOoM ciydae cienyer
o0paTuThes K cTpaHuIle Kondurypanun Jetdirect u ybeauthbes,
qT0 Ha3HaueH TpebyeMrrii IP-ampec.

IP-ampec, HaCTpOeHHBII Ha CepBepe MeYaTH, MOSKHO HalTH Ha CTpaHUIle
koHwurypanuu Jetdirect. Cm. [naBa 9.

ITapameTpsl Kondurypamm IP-aapeca no ymoraanuio

IMTapameTp «IP-anpec mo ymoraanuio»

ITapamerp «IP-ampec 1o ymoayaHUIO» cepBepa IedyaTy yrpaBJiseT MEeTOI0M
HacTtpoiiku IP-agpeca mo ymonuaHuio.

Korna Ha cepBepe neyaTu yCTaHOBIIEHBI CTaHIAPTHHIE (3aBOMICKIE)
HACTpPOMKU, 5TOT MapaMeTp He onpeneneH. Eciu cepBep meyaTy U3HaYaIbHO
HacTpoeH ¢ IP-anpecoMm 1o ymonyaHuio (JJoKaiabHbIM Wiu ¢ [P-anpecom
192.0.0.192), napameTp «IP-ampec 1o ymoayaHuto» mpuMeT 3HaueHue « ABTo IP»
wim «CtanmapTtHbiil IP-anpecy. DToT mapamerp onpenensier IP-anpec,
KOTOpBIi OyIeT UCIIOJIb30BaThCs B TeX CIydasiX, KOrjaa cepBepy rmeuatu

He ynaeTcs monyduts IP-anpec mo cety Bo BpeMst IPUHYAUTEIbHOI
nepeHactpoiiku TCP/IP (Hanpumep, Ipu HACTpOMKe BpyUHYIO

17151 UcTtonb3oBaHus potokosa BOOTP/DHCP).

ITapamerp «IP-ampec 1o yMoayaHUIO» MOXKET ObITh U3MEHEH C ITIOMOILBIO
MoAAepKUBaeMbIX CPEICTB HACTPOKM KOHPUTrypaluu, Takux Kak Telnet,
Web-0pay3ep, HeKOTOpble MTaHeAM yIpaBJIeHUsI IPpUHTEpa U YIIpaBisiole
npunoxenuss SNMP.
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Bkmouenue/oTkmovenne 3anpocos DHCP

ITpu HazHauenuu [P-anpeca mo ymoryaHWIO MOXKHO yKa3aTh, Hy>KHO WJIXA HET
nepuoamvecku nocbuiath 3anpockl DHCP. 3anpocst DHCP ucnonb3yrorest
IUTS TIoNTyyeHusl mapameTpoB KoHdurypairuu IP ¢ cepeepa DHCP no cetn.

DTOT napaMeTp BKIFOUEH 110 YMOJYaHUIO, UTO MO3BOJISIET MepeaaBaTh 3aIIpOChI
DHCP. OgHako 3ToT mapamMeTp MOKET OBITh OTKIIIOUEH C IIOMOIIBIO TAKMX CPENICTB
HacTpoiiku, KakK Telnet, Web-6payzep u ynpasinstoiue rnpunoxkeHus SNMP.

BbecnpoBoanoii cepeep neuatu HP Jetdirect. [1pu nepsoHauanbHOM
BKJIFOUeHUY OeCTIpOBOIHON cepBep MevaTh ¢ 3aBOJCKMMI HaCTpOKamu,
KOTOpBIi He TIOAKITIOYEeH K CeTH, CKOpee BCEro, aBTOMaTUYeCKH TTPUMET
nokanbHbli [P-anpec. [1pn nmoakmoueHun K cetu Ha 6a3e ceppepa DHCP
IP-ampec, ckopee Bcero, OyneT mepeHacTpoeH, IOTOMY YTO OTIIpaBKa 3alipOCoB
DHCP c cepBepa neuaty BKJIFOU€Ha 110 yMOJIYAHUIO.

Cranaaprabie napametpsl IP Ha 0ecipoBOAHBIX H MPOBOIHBIX
cepBepax meyaTu

IIpoBoaHbIe ¥ 6ECIIPOBOIHbBIE CEPBEPHI ITEYaTH MOTYT MMETh Pa3IMUHYO
CTaHIapTHy10 KoHdurypamuio IP B cienyromux ciydasx.

® [Ipu BKIIOYEHUY ITPOBOIHON CEpBep MeYaTH ¢ 3aBOICKUMU HACTPOMKaMU
OyIeT MOCTOSIHHO MCcMoib30BaTh NpoTokojabsl BOOTP, DHCP u RARP
171 TioaydeHus mapameTtpos IP. JI1s aToro oH 1mochiiaeT 3ampochl
B TeueHUe NPpUOIU3UTEILHO OBYX MUHYT. ECIIY ITOyYnTh TapaMeTphbl
KOHGUTrypaluu o ceTy He YaaeTcs, cepBepy MevaTd Ha3HayaeTcsl
IP-agpec nmo yMoa4aHH1IO, KaK OIMCAHO BBIIIIE.

® [Ipu ucnonb3oBaHnM 6eCIIPOBOIHOTO CEPBEpPA MEUATH C 3aBOJCKUMU
HacTpoHKaMu, TIpeX e YeM YCTaHaBIMBATh CBSI3b C CEThbIO, HEOOXOINMO
HaCTpOUTH ceTeBoe nonkirodeHue. [loatomy nmonyueHve napamerpos IP
T10 CETH OrpaHUYeHO 4 CeKyHIaMu. 3a 3TO BpeMs IepenaeTcs TOIbKO OIUH
3arpoc BOOTP, no3sosstoninii 06Hapy>KUTh MaKeThl IIMPOKOBEIIATETbHOM
pacchuiku. [TockoabKy B oqHOpaHTOBOM ceTh oTBeT cepBepa BOOTP
MaJIOBEPOSITEH, a KOJTMYeCTBO OOHAPY>KEHHBIX MaKeTOB
LM POKOBEIIATENIbHOM pacCchUIKM OyneT MUHUMaIbHBIM, CKOPEe BCETro,
koHwurypanus [P 6yner HacTpoeHa ¢ MOMOIIBIO JTJOKaTbHOM aipecaliiu.

Onnako koHpurypauus IP MmoxeT 65T M3MeHeHa IOCIIe IO IKITI0YeHUS
6ecripoBogHOTO cepBepa revyatu K cetu DHCP, mockonbKy oTmpaBka
3anpocoB DHCP 6yner BkiItoueHa 1Mo yMoJI4aHMIo.

CpencTBa HaCTPOIKM, 11 KOTOPBIX HeoOXomuM 3anaHHblii [P-anpec nmo ymonuanuto
TSl yCTAaHOBKH CBSI3U C CEPEBPOM ITeYaTH € 3aBOJACKUMU HACTPOIKaMM, MOTYT
He paboTtatb 6e3 Momndukanuu. [Tapamerpsl [P-anpeca nmo ymonuanuio,
3aJaHHOTO Ha cepBepe MevaT, CM. Ha cTpaHulle KoHdurypanuu Jetdirect.
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Cpenctpa HacTpoiiku TCP/IP

B 3aBucuMoCTH OT THIIA IPUHTEPA U UCIIOIL3YeMOI CCTEMBI, CEpBep MedaT
HP Jetdirect MozkeT OBITH HACTPOEH IJIST MCIIOJIB30BAHUS B TEKYIIEH CeT
¢ nonyctumbiMu ntapamerpamu TCP/IP cnenyronmumu criocobamu.

® C noMompio NporpaMMHoOro odecnedennsi. MoXXHO UCITOJIb30BaTh
nporpaMMbl YCTaHOBKM ITpUHTepa U cepBepa nevyatu HP Jetdirect
B MO IeP>KUBAEMBIX ccTeMaX. JlOMOIHUTEIbHbIE CBEISHUS
cM. B ['maBa 2 «Kpatkuii 0630p nporpaMMHbIX cpencTB Komnanuy HP».

YToObI HACTPOUTH GECIIPOBOIHONM CEPBEP MEYATU C JOMYCTUMBIM
IP-ampecoM do ycTaHOBKM 06eCIPOBOIHOTO IOIKITIOUEHMSI, UCTIONb3YIATe
mactep HP Jetdirect Wireless Setup Wizard (Windows) uiu BcTpoeHHbII
Web-cepsep. [IporpamMma ycTaHOBKM IPUHTEPA MOXKET OBITH MCITOIH30BaHA
11st HacTpoiiku IP TobKO Ha MOIKIIIOUEHHBIX K CETH IMIPUHTEPaXx.

® BOOTP/TFTP. C noMoliibio 3arpy3Ky JaHHBIX C CETEBOI'O CepBepa,
ucnons3ytoiiero nporokoasl BOOTP (Bootstrap Protocol) u TFTP (Trivial
File Transfer Protocol) mpu Kax oM BKJItOUeHUU ITprHTepa. [J1s morydyeHus
TIOTIOJTHUTEIbHBIX cBelleHul cM. pa3nen Mcnonw3opanne BOOTP/TETP.

3arpy3ouHas ciry>k06a bootpd noKHa 3amycKaThesl Ha 3arPy30UYHOM
cepBepe, K KOTOPOMY TTPUHTEP MUMeeT JOCTYII.

® DHCP/TFTP. C nomolipio MpoTOKoJa TMHAMUYECKOTO BhIOOpa
KoHbuUrypauuu riaaBHoro kommsiorepa (Dynamic Host Configuration
Protocol, DHCP). DTOT IpoTOKOJ MOAIe pXKIBACTCS B ONePallIOHHbBIX
cuctemax HP-UX, Solaris, Red Hat Linux, SuSE Linux, Windows
NT/2000/XP, NetWare u Mac OS. (UTo6bl y6e1uThcsl, YTO UMEIOIIAsICS
orepaloHHasl cucTeMa cepBepa IonaepxxupaeT rnmporokoyg DHCP,
clieryeT o0paTUTLCS K pYKOBOJCTBAM 110 CETEBOIi omnepaioHHON
cucteme.) st moaydeHus1 JOMOJIHUTEIbHBIX CBEIEHUI CM. pa3ien
Hcnonnzopanne DHCP.

MpumeyvaHue Linux u cucrembl UNIX. [loMOMHUTENBHbIE CBEIEHMUSI
CM. Ha IJIJaBHOM CTpaHULIE, TTOCBILIEHHON OMUCAaHUIO
3arpy304HOii c1y>k0b1 bootpd.

B cucremax HP-UX obpa3en koHurypaumoHHoro aiina
DHCP (dhcptab) MoxkeT HaxoOUTbCS B KaTajore /etc.

TTockonbKy B Hactogiee BpeMmst HP-UX He obecnieunBaer
YCJIyTU TUHAMUYECKOro nMeHoBaHus nomeHa (Dynamic
Domain Name Services, DDNS) mna peanuzanuiit DHCP,
kommanust HP pekoMeHmyeT ycTaHOBUTh MPOIOKUTENBHOCTD
apeH bl BCEX CepBEPOB MeYaTh Ha 6eCKOHEHHOCHb.

DTo rapanTupyer, uro [P-ampeca cepBepa neyatu
OCTaHYTCSl HEM3MEHHBIMU, TIOKa He BO3OOHOBSITCS yCIYTH
JMMHAMUYECKOTO MMEHOBaHUSI TOMEHa.
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® RARP. Yepes ceTeBoii cepBep ¢ Mcmonab3oBaHueM NpoTokoia RARP
(Reverse Address Resolution Protocol) ipu otBeTe Ha 3arpockl RARP
CepBepOB MevaTy U Ha3HaueHUU cepBepaM nevyatu agpecos IP. MeTop,
RARP nio3posisieT KoHpUrypuposaTh ToJabKo IP-anpec. s nonyyeHus
TIOTOJTHUTENbHBIX CBeNeHU cM. pa3aen Mcnonb3oBanne RARP.

® Komanap! arp u ping. (Toabko Wit cepBepoB IeUaT CO CTaHIAPTHHIM
IP-anpecom 192.0.0.192.) C noMo1pio KOMaHa arp U ping
HUCMOJIb3yeMOI cUCTeMBI. {7151 TosTydeHusl TOMOJIHUTEIbHBIX CBeIeHUI

cM. pasaen Mcrnonb30oBaHKe KOMaHI arp U ping.

® Telnet. MoxXXHO HaCTpOUTH ITapaMeTPhl KOHOUTYpaALIMK ¢ TIOMOIIBIO
Telnet. YTo6BI HACTPONUTH TapaMeTPhl KOHMUTYPAIIH, YCTAHOBUTE
coenuHeHne Telnet MeXXIy MMEIOIIENCST CUCTEMOI M CepBepOM TedaTn
HP Jetdirect, ucnonnsyst anpec IP mo ymonyanuto. I[ocie HacTpoiiku
cepBep MevaTh CoXpaHseT apaMeTpbl KOHMUTYpALMK IIPHU ITepe3arycKe.
J7151 mostyyeHns HOTIOJTHUTENIbHBIX CBeleH I cM. pa3nen Mcronb3oraHue
Telnet.

® Bcrpoennniii Web-cepBep. C TOMOIIBIO IIPOCMOTPA BCTPOEHHOTO
Web-cepBepa Ha cepsepe neyat HP Jetdirect 1 ycraHOBKY ITapamMeTpoB
KoHurypanuu. s moaydeHus: JOTOTHUTENbHBIX CBEIEHUIA
cMm. [nara 4.

® Buidepure myHkT «Ilanean ynpasiaenusi». (TonbpKo U BHYTPEHHUX
cepBepoB nedaTu Jetdirect.) MoxXXHO BBeCTH ITapaMeTphl HACTPONKHI
BPYYHYIO C IIOMOIIIbIO KJIaBUII MAHEIN yIIPaBIeHUs IPUHTEpA.
Hcnonb3oBaHue TaHe M yIIparJieHNs TTO3BOJISIET TPOU3BOAUTH
HACTPOKKY TOJIHKO OTpaHMYEHHOTO YKClia TapaMeTpoB KOHGUTYpauu
(ampeca IP, macku mmomcetn, agpeca IUII03a 110 YMOJIYaHUIO, TaiiM-ayTa).
TakuM 06pa3om, HaCTpoiKa C MOMOILBIO TTAHEIU YIIPaBJIECHUS
PEKOMEeHIyeTCsI TOJIbKO BO BpeMsI ITOVCKa 1 yCTpaHEeHUsT HeUCTIPaBHOCTE
WU OJ151 IPOCTBIX ycTaHOBOK. [Ipu HAacCTpoiiKe ¢ TTOMOIIIbIO TTaHEe !
YIIpaBJIeHUs CepBep MeyaTh COXpaHseT mapaMeTpbl KOHDUTrypaum
npu nepe3anycke. s moay4eHus: JOTIOJTHUTENbHBIX CBEIeHUI

CM. pas3gei Ucnonn3oBanne naHean yIIpaBJCHUWA ITPUHTEPA.
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Ucnoan3oBanue BOOTP/TFTP

MpumeyaHue s Gecnposodnsix cepepos nevat HP Jetdirect B tanHOM
pasfesne MpeanojaraeTcs, YTo MogKIYeHue
K 0eCIIpOBOIHON CeTH y3Ke YCTaHOBJIEHO.

ITporokonst BOOTP (Bootstrap Protocol) u TFTP (Trivial File Transfer
Protocol) obecrieunBaioT ymoOHEI c10c06 aBTOMAaTUIECKO HACTPOMKN
KoHurypaunu cepsepa nedatu HP Jetdirect mist pabotsr B cet TCP/IP.
ITpu BxmroueHun cepsep nevatu Jetdirect mepemaer B ceTh coobILIeHNE

¢ 3aripocoM BOOTP. HacTpoeHHbII HamIeskalmM 00pa3oM CeTeBOi cepBep
BOOTP npucsiaer coobieHne, cogepkaliiee OCHOBHBIE JaHHBIE IJIsI CETEBOI
KoHburypaunm cepBepa rneuatn Jetdirect. B coobmenun cepsepa BOOTP
MOXET Tak>Ke ObITh YKa3aH ¢aii, comepykaliuil JaHHbIe O pacIIMpeHHOMN
KoHburypaunu s cepsepa reuatn. CepBep nedatu Jetdirect 3arpyxkaet
o1oT daitn, ucnonbays npotokon TFTP. [lannsiii daiin kondurypanuu TFTP
MoxeT HaxonuThesl Ha cepBepe BOOTP wiu Ha otnensHoM cepBepe TFTP.

B xauectse cepsepoB BOOTP/TFTP o6b1uHO ncnionbaytotest cuctembl UNIX
nmu Linux. Cepsepbl Windows NT/2000 u NetWare Moryt oTBeyathb

Ha 3arnpocsl BOOTP. Ceprepsl Windows NT/2000 koHdurypupyrotcs
yepes cnyk661 DHCP Microsoft (cM. pasnen «McnonbzoBanue DHCP»).
Onnako mst nognepskkn TFTP cuctemam Windows NT/2000 moxeT
moTpeboBaThCs MporpaMMHoe obecrieueHue npyrux dupm. s yctaHoBKU
cepBepoB BOOTP NetWare obpaturech K mokyMeHTarmu 1mo NetWare.

MpumeuvaHue Ecau cepsep meuaru Jetdirect u ceppep BOOTP/DHCP
HaXoIATCS B pa3IMUHBIX MTOACETSX, IPU KOHPUTYpaluu
IP-anpeca MOXXeT BOBHUKHYTb OIINOKA, €CJIU TOIBKO
YCTPOIICTBA MapLIPYTU3ALIMU He OIS PXKUBAIOT PYHKIIIO
«BOOTP Relay», KoTopasi Mo3BoJIsieT IiepenaBaTh 3alIpoOChl
BOOTP mexny noaceTsiMu.
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ITouemy ucnogn3yercst nporokoa BOOTP/TFTP?

Wcnons3zosanue nporokoiaa BOOTP/TFTP mns 3arpy3ku naHHBIX
KOHUrypalum odbecrieunBaeT Cleaylole nperuMyIlecTBa.

® JlonosHUTENbHBIN KOHTPOJb KOH(MUTYpallK cepBepa rnevyaTu
HP Jetdirect. Hactpoiika ¢ ucroyib3oBaHueM IPYTUX METOJ0B, HAIIpUMeEDP
C MIOMOIIIBIO TTaHEe N YIIpaBJIeHUsT IPUHTEpa, OTpaHUYMBAETCS BHIOOPOM
mapaMeTpoB.

® Ilpocrora ynpasnenust Kondurypauusimu. [lapameTpsl ceTeBoit
KOHGUTrypauu Jisl BCeil CeTU MOTYT HaXOIUTLCS B OJHOM
MEeCTOIOJIOXKEHUH.

® IIpocrora HacTpoiiku cepBepa neyat HP Jetdirect. [TonHas ceteBast
KOHGUTypalust MOXET 3arpy>kaThCsl aBTOMaTUYECKU MPU KasKIOM
BKJIFOUEHUH MMUTAaHUSI cepBepa MevaTu.

MpumeuyaHne Pa6ora BOOTP ananornuna DHCP, HO npu BBIKITIOUEHUH
C TIOC/IeIyIOLIMM BKIItoUeHneM rapameTphl [P octarorcs
Hem3MmeHHBIMA. B DHCP mapameTps! koHdurypannu IP
Ha3HAYAIOTCS TUHAMUYECKU U CO BpeMEeHEeM MOTYT
M3MEHSIThCS.

I1pn Bkmouyenuu cepsepa nevatu HP Jetdirect co cranmapTHbIMU
3aBOACKMMU HACTPOIIKAMU OH MOMBITAETCSI HACTPOUTHLCS aBTOMATUYECKU,
HUCMOJb3Ys pa3IudHble JUHAMUYECKIE METOIbI, OMHUM U3 KOTOPBIX
sapisiercss BOOTP.

BOOTP/TFTP na cepepax UNIX

DTa 11aBa OMYCHIBAET MOPSIIOK HACTPOMKM cepBepa revyaTu

¢ ucrnonb3oBanreM nporokojos BOOTP (Bootstrap Protocol)

u TFTP (Trivial File Transfer Protocol) Ha cepsepax UNIX. I[TpoToko:nsl
BOOTP u TFTP ucnonb3yrorest ist 3arpy3Ku 1O CETH TaHHBIX CETEBOM
KOH(UTYpallny ¢ HEKOero cepBepa Ha ceppep nedat HP Jetdirect.

CucTeMbl, HCTOJIb3YIOIIHME ceTeBYI0 HHGOPMaIMOHHYIO cyKO0y (NIS)

Ecnu B cucreme ucronb3yercs ciyxx6a NIS, MoxkeT rmorpedoBaThbCst
nepectpouts Kapty NIS, ucnonsayd ciny:k6y BOOTP, nmpexkne yeM BBITTOJHATh
neiictBus 1o HacTpoiike BOOTP. CM. 1oOKyMeHTaIIO 10 UCIOIb3yeMOM
crucTeMe.
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Hacrpoiika cepsepa BOOTP

Yrobsl cepsep neuatu HP Jetdirect Mmor nmonyyats qaHHbIE KOHOUTYpaLKU
n3 cetH, cepepbl BOOTP/TFTP momkHbI ObITH HACTPOEHBI C YKa3aHUEM
cooTBeTCTBYOMMX (haiinoB KoHdurypaunu. Janasie BOOTP ucnonb3yroTcst
CepBepOM TevaTy Iisl MoIydeHusl 3anuceil u3 daiina /etc/bootptab
Ha cepBepe BOOTP, a TFTP — mist monmy4yeHnsT JOITOTHUATEILHOMN
KOHGUTYpalMoHHOM nHGOopMau u3 KOHPUTrypalimoHHoro arina

Ha cepBepe TFTP.

ITpu BxmoueHun nutanus cepsep neyatn HP Jetdirect mepenaer
BOOTP-3anpoc, Kotopsiii cogepxurt ero anpec MAC (ammapaTHBIN ampec).
Cnyx6a ceppepa BOOTP BoimonusieT nouck ¢aiina /etc/bootptab

¢ cootBeTcTBYIOIINUM anpecoM MAC u, eciy MOVCK 3aBepllaeTcsl YCIelHo,
repeaaeT COOTBETCTBYIOIIME NaHHbIe KOHMUTYpalluy Ha cepBep nevatu
Jetdirect B Bune BOOTP-oTBeTa. [lanHble KOHDUTYpauu B daiine
/etc/bootptab nomKHB ObITH BBENEHBI TTpaBMIbHO. OTricaHue 3anuceit

TIpUBeIeHO B pasnerne «3amucy daitna Bootptaby.

BOOTP-otBeT MOXeET BKJIIOUYaTh B cebs1 UM (aiina KoHbUTypaluu,
coepkalllero rnapaMeTphl paciinpeHHo KoHdurypanuu. Eciu cepBep neyatun
HP Jetdirect o6Hapy>xuT TaKou ¢aiin, To A5 3arpy3Ku U CaMOHACTPONKHU

¢ IaHHBIMU TTapamMeTpaMu oH OyneT ucrionb3oBaTh THFTP. Onucanue 3anucei
MpuBeneHo B pasnene «3anucy daitna kKondurypaunu TETP». [Tapametpbl
KOH(MUTYpalnu, TOMCK KOTOPBIX Ipou3BoauTcs npu momomu TFTP,
HeoO0s13aTeNTbHBbI.

MpumeuvaHne Kommanus HP pekoMeHmyer pacrosarars cepsep BOOTP
B TOI1 K€ MOJCETH, UTO U 00CITy>KBaeéMble UM IIPUHTEPHI.
Paccebuiaemble nakeThbl coodmenuii ceppepa BOOTP
MOTYT He NepeaipecoBbIBATHCSA MApIIPYTH3ATOPAMH,
€CJIM KOH(Urypauy MapimpyTH3aTopoB 3a1aHbl HEBEPHO.

RUWW Kondwurypauust TCP/IP 46



3amucu daiina Bootptab

Hwxe npuseneH npumep 3amnuceii daitna /etc /bootptab mig ceppepa
neuyatu HP Jetdirect:

picasso:\
hn:\

:ht=ether:\

:vm=rfc1048:\
:ha=0001E6123456:\
[ip=192.168.40.39:\
:sm=255.255.255.0:\
:gw=192.168.40.1:\
1g=192.168.40.3:\
:T144="hpnp/picasso.cfg”:

OO6paTuTe BHUMaHWe Ha TEeTH, CONepKalllecs] B TaHHBIX KOHGUTYpaIInH,
KOTOpbIE OTpeNessIIoT pa3InyHble apaMeTphl cepBepa reuatu HP Jetdirect,
a TaK>Ke MX HACTPOMKM. 3aIiCU 1 TeTH, MO Iep>KrBaeMble CepBepOM TevaTu
HP Jetdirect (c mukponporpammoii Bepcuu x.24.00 wiu 6osee nmo3aHeit),
npencrasieHsl B Ta6m.3.1.

Tabn. 3.1

Teru, nopaeprusaemble B pavne Boot BOOTP/DHCP (1 u3 4)

MapameTp

MapameTp
RFC 2132

OnucaHue

nodename

MmA nepudepuitHoro yctponctea. 1o HasBaHue
onpeaenAeTt TOYKy Bxoaa ANnA Lenoro paaa napameTpoB
onpeJeneHHoro nepupepuimHoro yCTpomucTea. nodename
ZOMKHO BbITb MEP M B 3anUCH.

(B npumepe, npuBeaeHHOM BbiLLe, Ha3BaHWeM nodename
ABNAETCA «picasso».)

ht

Ter Tvna annapatypsl. Ana cepsepa HP Jetdirect
yCTaHoBWTe 3HaueHune aaHHoro Tera ether (anAa Ethernet) nnu
token (ana Token Ring). JaHHbIM Ter AOMKEH yKa3biBaTLCA
nepen terom ha.

vm

Ter ¢popmara otueta BOOTP (0bs3aTentbHblil). YcTaHoBuUTE
AnA faHHOro napametpa 3HayeHue rfc1048.

ha

Ter annapatHoro aapeca. AnnapartHelit aapec (MAC)
ABSIAETCA YPOBHEM CCbIIKM MK aAPECOM CTaHUun cepeepa
neyatn HP Jetdirect. Ero MO>XHO HalTW Ha cTpaHuue
KoHdurypaummn HP Jetdirect, rae oH ykasaH kak
AMMAPATHbIA ALJPEC. Ha BHelHWX cepBepax

HP Jetdirect oH yKasaH Ha 3TUKETKe, NPUKIEEeHHON

K cepBepy nevaru.

Ter IP-anpeca (o6asatensHblit). OTMM aapecom Byaet
IP-anpec cepsepa neuatn HP Jetdirect.
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Ta6n. 3.1  Teru, nogaeprusaembie B dpaine Boot BOOTP/DHCP (2u3 4)

MapameTp |MapameTp|OnucaHue
RFC 2132

sm 1 Ter macku noacet. 3ta Macka noacetn 6yaet
ucnonb3oBatbcA cepepom nevatn HP Jetdirect

Aana onpeaenenva yacten IP-agpeca, KoTopble yKasbiBaroT
HOMep CeTU/MOACETH, a TaKKe aZpec rMaBHOro
KomMnbloTepa.

gw 3 Ter IP-aapeca wnto3a. 3101 agpec onpeaenset IP-aapec
LUN03a MO yMONYaHuio (MapLupyTuaatopa), KoTopbli 6yaet
ucnones3osatb cepsep nevatn HP Jetdirect ana ceasn

C APYrMMM NOACETAMM.

ds 6 Ter IP-anpeca cepsepa DNS (Domain Name System).
MOo>KHO yKasaTb TONIbKO OZIMH CepBEP UMEH.

g 7 Ter IP-anpeca cepsepa syslog. OH onpeaenaet cepsep,
KoTopomy cepsep neyatu HP Jetdirect noceinaer
coobueHun syslog. [N nony4eH1a AONONHUTENbHBIX
cBeZeHui cm. [punoxexune A.

hn 12 Ter MeHu rnaBHOro KomMmnbtoTepa. Y AaHHOro Tera Het
3HaUEeHUA, HO OH yKasbiBaeT cny)xoe BOOTP sarpy»xatb umsa
rnaBHOro KOMMblOTEpa AnA cepsepa nevatn HP Jetdirect.
MmA rnaBHoro Komnbtotepa ByneT pacneyatsiBaTbCA Ha
cTpaHuue koHdurypaummn HP Jetdirect unu Bosspaluarbca
ceteBbiM npunoxxeHvem no SNMP-3anpocy sysName.

dn 15 Ter uMeHn ooMeHa. YKasbiBaeT MA AOMeHa ANnA cepBepa
neuatn HP Jetdirect (Hanpumep, support.hp.com). OHo
He BK/II0YaET MMA MNaBHOr0 KOMMbOTEPA — 3TO HE MOSIHoe
“UMA AoMeHa (Kak, Hanpumep, printer1.support.hp.com).

ef 18 Ter danna paclumMpeHui, yKasolBatoLmnii OTHOCUTENbHbBIN
nyTb K pavny KoHpurypaumm TFTP.

MpumMeyaHHue. STOT TEr NOXOXK Ha OMUCHIBAEMbIN HUXKE Ter,
cneunduyHbIR ANA KOHKPETHOro usrotosutens T144.

na 44 Ter ana aapecos IP cepeepa nmer NetBIOS-over-TCP/IP
(NBNS). Mo)<HO yKa3aTb OCHOBHOM 1 BTOPUUHbIA CEpBEPbI
B MOPAAKE UX NPEAnoYTeHHA.

lease-time |51 Cpok apeHnaebl IP-aapeca cepsepa DHCP (B cekyHaax).

tr 58 Taiim-ayT DHCP T1, ykasbiBatoLLMit CPOK BO30OHOBNEHUA
apeHabl cepsepa DHCP (B cekyHaax).

tv 59 Taim-ayT DHCP T2, ykasbiBatoLLmii CPOK nepeHasHayeHuna
apeHabl cepeepa DHCP (B cekyHaax).

T69 69 Anpec IP (B wecTtHaauarepnyHom popmare)
npeanoututensHoro cepeepa SMTP (Simple Mail Transport
Protocol) ncxoasilen aneKTpoHHOM NOYTbI ANA UCMONb30BaHUA
NoALEPXKMUBAEMbBIMU CKAHUPYIOLLMMU YCTPONCTBAMM.
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Tabn.3.1 Teru, nogaepmusaembie B paine Boot BOOTP/DHCP (3 u34)

MapameTp |MapameTp|OnucaHune
RFC 2132

T144 -- Co6cTtBeHHbIN Ter HP, yKkasbiBatoLwmii OTHOCUTENbHLIN MyTh
K panny koHdurypaummu TFTP. [nnHHbIE NYyTU MOXHO
cokpawiartb. [yTb JOMKEH yKasblBaTbCA B ABOWHbIX
KaBbluKax (Hanpumep, «pathname»).

dopmar paiinanoapobHo onucaH B pasaene «3anucu daina
KoHOMrypauun TETP».

Mpumeuanue. B ctaHaaptHom napameTtpe BOOTP —

18 (NyTb $aina paclumMpeHuin), TaKxe AonyCTUMO
ucnonb3oBaTb CTaHAapTHbIN Ter (ef), KoTopbli yKasbiBaeT
OTHOCHMTESbHbIN NYTb K painy KoHdpurypaumn TFTP.

T145 -- MapameTp Tam-ayTa npocton. CobcTBeHHbIN Ter HP ana
YyCTaHOBKM TaM-ayTa NpocToA (B CeKyHAax), 03HavarLLmni
BpeMA OXKnZaHua BbIBOAA AAHHBIX HA MeyaTb, N0 UCTEYEHUH
KOTOPOro coeiMHeHue 3akpbiBaetca. [lnanasoH cocrasnaet
ot 1 no 3 600 cekyHA.

T146 - MapameTp nomMeLLeHWs nakeToB B Bypep. COOCTBEHHbIN Ter
HP ansa yctaHoBKuM nomelueHua B 6ydep naketos TCP/IP.
0 (Mo ymonyaHuto): 06bI4HO NaKeThbl AaHHbLIX MOMELLAoTCA
B Bydep 4o nepesayun Ha NpUHTEP.

1: OTKMOUMTL NOMeELLieHWe NakeToB B Bydep.

ﬂ,aHHbIe nepenaroTCcA Ha NPUHTEP Nnocne NonyyYyeHud.

T147 -- MapameTp pexxuma 3anucu. Co6cTBeHHbIN Ter HP,
KOHTpONMpYyoLLmnin yctaHosKy ¢pnaxkka TCP PSH ana
nepeaauu AaHHbIX C yCTPOWCTBA KIUEHTY.

0 (Mo ymonuaHuio): napameTp OTK/HOUEH, GarKoK

He OTMeYeH.

1: napamertp all-push. BUT nepenauu yctaHasnusaetca
BO BCEX MaKeTax AaHHbIX.

2: napameTp eoi-push. But nepeaaun ycraHasnmsaetca
B NaxeTax AaHHbIX, UMEOLLMX OTMEYEHHbIN Garkok
End-of-Information (koHneu nipopmaumm).

T148 - MapameTp oTkntouerus wntosa IP. CobetBeHHbIn Ter HP
AnA npenoTepalleHna HacTpovku IP-aapeca wniosa.

0 (no ymonuaHuio): foNyCcKaeT HacTpoWKy IP-aapeca.
1: npeaoTBpallaeT HacTpoiiky IP-aapeca wniosa.
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Ta6n. 3.1  Teru, nogaeprusaembie B dpaine Boot BOOTP/DHCP (4 u3 4)

MapameTp |MapameTp|OnucaHue
RFC 2132

T149 -- MapameTp pexxuma 6noknpoBku. CobeTBeHHbIN Ter HP,
yKasbiBaroLLMit, Tpebyetca nu noatesepxaeHue (ACK)

Ans Bcex naketoB TCP, npexkae uem npuHtepy Gynet
paspeLleHo 3aBepLUnNTb COeIMHEHWe Ana neyaru

no nopty 9100. [inA noaAep»<K1 MHOrONopToBbLIX CEpBEPOB
neyatu ykasaH HoMep nopTa v 3HaueHue napameTpa B BUAE:

<Howmep nopta> <[llapametp>

<Homep noprta>: AnAa HoMepa nopTa yKasbiBaeTcA 3HaueHne
1 (N0 ymonyanuio), 2 unu 3.

<[llapametp>: 3HayeHve 0 napameTpa (Mo yMOonyaHuio)
OTK/IIOYAET BNOKUPOBKY, 1: BKNOYAET.

Mpumep: 2 1 o3Ha4aeT <nopT 2>, <6NOKMPOBKa BKIOUEHA>

T150 - MapameTp IP-aapeca cepsepa TFTP. Co6cTBeHHbIN Ter HP,
ykasbiBatowmit IP-agpec cepsepa TFTP, rae HaxoauTcA
dann konpurypaumm TFTP.

T151 - MapameTp HacTpoiku cetn. JlomKeH BbiTb OTNpaBneH
co6cTBeHHbIN Ter HP, ykasbiBatoLui napameTp
«TONbKO AJ1A BOOTP» unu «TOJIbKO AJ1A DHCP».

IIBoetoune (:) o603HaYaeT KOHell IoJIsl, 00paTHas Kocasi uepra (\) yKa3biBaeT
Ha TO, 4TO 3aM1Ch IIPOA0JIKAETCS Ha Clenyolleii cTpoke. MexK1y CMMBOJIaMU
B CTPOKE He ClIeflyeT CTaBUTh Mpobeibl. UMeHa, HampuMep MMeHa IJIaBHbIX
KOMITBIOTE€POB, TOJIKHbI HAUMHATBCS ¢ OYKBBI U MOTYT COJIep>KaTh TOJIBKO
OyKBbI, UG PHI, TOUKU (TOJBKO IJISI UMEH JOMEHOB) U He(PUCHI.
Hcnionp3oBaHue cuMBOJIa ITog4epKuBaHus (_) HEIOMYCTUMO.
JlononHUTeNbHbIE CBeIeHUS IPUBEIEHbBI B TOKYMEHTALIUK 10 CUCTEME

WIN B MUHTEPAKTUBHON CIIpaBKe.

3amucu daiina Kondurypamm TFTP

YT00bI yKa3aTh IOMOJHUTEbHbIE MapaMeTpbl KOHGUTYpalluK OJIsl cepBepa
neyat HP Jetdirect, nampumep, npotokos SNMP (Simple Network
Management Protocol), uiau HecTaHIapTHBIE MapaMeTphl HACTPOMKM,
MOXKHO 3arpy3uThb (paiiyl TONONMHUTENbHOM KOHpUrypauuu, ucroab3ys TFTP.
OTHocuTenbHBIN MyTh 1151 3TOoro (daitna kondurypauuu TFTP ykassiBaercst
B pasznene BOOTP-oTBeTa ¢ MOMOILBIO 3aIIUCH Tera IIjIs1 KOHKPETHOrO
npousponutens T144 (wiu cranmaptHoro Tera «efy mist BOOTP) daiina
/etc/bootptab. I[Ipumep daitna koHpurypanuu TFTP npuseneH Huke
(cuMBoOI «#» 0603HAYaeT KOMMEHTapuUli U He BKJIIOUaeTcs B aiin).
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or embedded Web server.

H oH H HF H H FHF H HF

allow: 192.168.10.0 255.255.255.0
#

#

# Disable Telnet

#

telnet-config: 0

#

# Enable the embedded Web server
#

ews-config: 1

#

# Detect SNMP unauthorized usage
#

auth-trap: on

#

# Send Traps to 192.168.10.1
#

trap-dest: 192.168.10.1

#

# Specify the Set Community Name
#

set-cmnty-name: lhomer?2

#

# End of file

‘allow’ may include single IP addresses.

Example of an HP Jetdirect TFTP Configuration File

Allow only Subnet 192.168.10 to peripheral.
Up to 10 ‘allow’ entries can be written through TFTP.

Up to 10 ‘allow’ entries can be written through Telnet
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Tab1.3.2 cogep:KUT CMCOK noanepKuBaeMbIx napamerpos TFTP
(Bepcus mukpornporpammsl HP Jetdirect x.25.00 wiu 6osee mo3mHsis ).

Tab61.3.3 cogepxxut onucanue napamerpos TFTP.

Tabn.3.2 Cnucok noaaepusaembix napametpos TFTP (1 u3 2)
O6wue
® passwd: ssl-state:

e sys-location:
[} sys-contact:

tftp-parameter-attribute:

OcHoBHble napameTpbl npoTtokona TCP/IP

® host-name: ® pri-wins-svr:

e domain-name: ® sec-wins-svr:

e dns-svr: ® smtp-svr:
MapameTpbl neyaTtn no npotokony TCP/IP

o 9100-printing: e interlock:

e ftp-printing: e buffer-packing:

® ipp-printing: o write-mode:

® Ipd-printing: e mult-tcp-conn:

e banner:

® raw-port:

Raw-nopTbl AnA neyatu no npotokony TCP/IP

o allow: netnum [mask]

Ynpasnenue goctynom no npotokony TCP/IP

HApyrue napametpbl TCP/IP
e syslog-config:
syslog-svr:
syslog-max:
syslog-priority:
syslog-facility:
slp-config:
mdns-config:

mdns-service-name:

mdns-pri-svc:

ipv4-multicast:
idle-timeout:
user-timeout
telnet-config:
default-ip:
default-ip-dhep:
web-refresh:

RUWW

Kondurypamus TCP/IP 52



Tabn.3.2 Cnucok noaaepusaembix napametpos TFTP (2 us 2)

SNMP
e snmp-config: e auth-trap:
e set-cmnty-name: e trap-dest:
® set-cmnty-name:
IPX/SPX
® ipx-config: ® ipx-nds-context:
® ipx-unit-name: ® ipx-job-poll:
o ipx-frametype: ® ipx-banner:
® ipx-sapinterval: ® ipx-eoj:
® ipx-nds-tree: ® ipx-toner-low:
AppleTalk
e appletalk:
® name-override:
DLC/LLC
e dic/lic:
Jpyrvue napameTpbl
e link-type: e MFP-config:
e webscan-config: ® usb-mode:
® scan-idle-timeout: e status-page-lang:
e scan-email-config:
MopaepmKa
® support-name: ® support-url:
® support-number: o tech-support-url:

RUWW Koundwurypauust TCP/IP 53



Ta6n. 3.3 MapameTpbl ¢aitna KoHurypaumumn TFTP (1 u3 10)

O6wue

passwd:

Maponb (A0 16 6yKBEHHO-LUMPOBLIX CUMBOJIOB), MO3BONAOLLMIA aAMUHUCTPATOPAM
KOHTPONMPOBAaTh U3MEHEHUA NapaMeTpoB KOHPUrypauumn cepeepa neyatu

HP Jetdirect ¢ nomouubto nporpamm Telnet, HP Web Jetadmin nnu BctpoeHHoro
Web-cepBepa. Maponb MoxKeT GbiTb OUULLEH C MOMOLLIbHO «XON0AHOM0» Nepesanycka.

sys-location:

Onpeaenaet GU3MYECKOE MECTOHaXOAeHKE NpuHTEpa (06bekT SNMP
sysLocation). onyckatotca Tonbko neyatHble cumBonbl ASCIl. MakcumanbHas
AnvHa — 64 cumBonoB. MecToHaxoXAeHne Mo YMOMYaHUIO HE OnpeaeneHo.
(Hanpumep, 1st floor, south wall)

sys-contact:

Crtpoka cumsonoB ASCII (He 6onee 64 cMmBOIOB), onpeAenaAtoLLas ULO,
oTBevaloLLee 3a aAMUHUCTPUPOBAHUE UNK 0BCNY)KMBAHKE NPUHTEPa
(06bekT SNMP sysContact). MoxeT Takxe BKoYaTbCa MHPOPMaLMs O TOM,
Kak cBA3aTbCA C AaHHbIM nLoM. [10 ymonyaHuio He onpeaeneHo.

ssl-state:

YcTaHOBKa ypoBHA 6e30MacHOCTY cepBepa nevatv npu padote B UHTEpHETE:

1 (N0 ymonuaHuio): npuHyaMTenbHana nepeaapecauma B 3alumLieHHbIn nopT HTTPS.
MoxxeT ucnonb3oBaTbCca nNepesaya AaHHbIX TONbKO Mo npoTtokony HTTPS
(3awmileHHbin HTTP).

2: 0TKNOYEHNUe NpUHyaAnTEeNnbHOM nepeaapecaunv B HTTPS. inA nepeaayun AaHHbIX
MOryT Ucnonb3oBaTbea oba npotokona — HTTP u HTTPS.

tftp-parameter-attribute:
YkasblBaeT, MoryT i napameTtpbl TFTP Ha cepBepe nevatn ObiTb nepenucaHs
BPY4Hyt0 (Hanpumep, yepes Telnet) nocne Toro, Kak oH Gbin HacTpoeH B TFTP.
tft-ro (default): He no3sonaeT n3ameHATb napameTpbl TFTP BpyyHyto 1 BCceraa
nepenuncLIBaeT HACTPONKK, CAeNaHHbIe BPYYHYIO.
tft-rw: nossonaet usmeHATb napametpel TFTP BpyyHyto 1 BCeraa nepenuceliBaeTt
HaCTPOWKK, CAeNaHHbIe BPYYHYIO.
manual-ro: He N03BONAET 3aMEHATb NapameTpbl, HACTPOEHHbIE BPYYUHY!O,
napametpamu TFTP.

OcHoBHble napameTpbl npoTtokona TCP/IP

host-name:

YKasbiBaeT uma yana, kotopoe 6yzeT oTobpaxaTbca Ha CTpaHuLe KOHPUrypaumm
Jetdirect. Uma no ymonuanmnio — NPIXXXXXX, FAe XXXXXX — LeCTb NOCAeAHUX LMdpP
aapeca ycTponcTea JIOKanbHOW CeTy.

domain-name:

Mma aomeHa anqa yctpoicTtaa (Hanpumep, support.hp.com). OHo He BKntoYaeT uma
rMaBHOro KOMMbKOTEPa — 3TO HE NOJIHOE UMA AOMEHa
(kak, Hanpumep, printer1.support.hp.com).

dns-svr:
IP-anpec cepBepa cny»k6bl popMupoBaHmua UMeH y3nos (DNS).

pri-wins-svr:

Anpec IP ocHosHoro cepeepa WINS (Windows Internet Naming Service).
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Tabn.3.3 MapameTpbl ¢paina KoHpurypauun TFTP (2 u3 10)

SEec-wins-svr:
Anpec IP sropuunoro cepsepa WINS (Windows Internet Naming Service).

smtp-svr:

Aapec IP cepsepa SMTP (Simple Mail Transport Protocol) ncxoaaiien
3NEKTPOHHOM NOYTBI ANA UCNONb30BaHWA NOAAEPKUBAEMBIMU CKAHUPYOLLMMK
ycTpoicTBamMu.

MapameTpkl neyatn no npotokony TCP/IP

9100-printing:

Bkntouyaet nnu otknoyaeT nevatb Ha nopT TCP 9100 Ha cepsepe nevatu.
3HaueHue 0: oTkntoyaeT, 1 (N0 yMONYaHu1io): BKIKOYAET.

ftp-printing:
Bkntoyaet unu oTko4aeT BO3MOXHOCTb nevatu no FTP:
3HayeHue 0: oTKNtoYaeT, 1 (N0 YMONYaHMIO): BKIOYaET.

ipp-printing:
Bkntoyaet nnm oTK0YaeT BO3MOXHOCTb neyatv no IPP:
3HauyeHue 0: oTkNoyaeT, 1 (N0 yMOnYaHu1io): BKIOYaeT.

Ipd-printing:
Bkntoyaet unu oTknrouaet cny»obl neyatu LPD (Line Printer Daemon) Ha cepBepe
neyatu Jetdirect: sHaueHue 0: oTkouaeT, 1 (N0 YMOAYAHHMIO): BKIOYAET.

banner:

Mapametp nopta, onpeaenaAoLWwnin pacneyartky TuTyneHoro nucta LPD:
0: 3anpeLlaeT pacneyarky TUTYNIbHbIX IUCTOB.
1 (3HayeHWe No yMOonyaHuio): paspeLuaert.

interlock:

YkasbiBaeT, Tpebyetca nu noateepxaeHune (ACK) ana scex naketos TCP,
npexze yem NpuHTepy ByaeT paspeLLleHo 3aBepLUNTL COeANHEHWE ANA neyaTtu
no nopty 9100. [1nA noAAep>KKM MHOrOMOPTOBLIX CEPBEPOB NeyaTn ykasaH Homep
rnopTa 1 3HayeHue napamertpa. [1na Homepa nopra ykasbiBaeTca 3HaueHue

1 (no ymonuanuio), 2 unu 3. 3HauyeHune 0 napameTpa (N0 YMONYAHUIO) OTKIIOYaeT
6noknpoBKy, 1: BKntouaeT. Hanpumep,

KomaHaa «interlock 2 1» o3HauaeT: nopT 2, 6NOKMPOBKA BKIOYEHa.

buffer-packing:
BknitoyaeT unu oTkitovaeT nomelleHue B 6ydep ana naketos TCP/IP.
0 (no ymonuaHuto): 06blYHOE 3HaUEHKe; Nepea OTNPaBKO Ha NPUHTEP NaKeTbl
ZaHHbIX nomMeluatoTes B 6ydep.
1: OTK/tOYaeT NoMeLLeHWe NakeToB B Bydep; AaHHbLIE NepesatoTCA Ha MPUHTEP MO
Mepe nonyyeHus.

write-mode:
KoHTponupyet yctaHoBky dpnarkka TCP PSH ana nepeaaun aaHHbIX ¢ ycTponcTBa
KITMEHTY.
0 (Mo ymonuaHuio): napameTp OTKIOUEH, GIaXKOK HE OTMEYeH.
1: napamertp all-push. But nepeaauun ycraHaBnueaeTcA BO BCEX NaKeTax AaHHbIX.

2: napamertp eoi-push. BUT nepenaun yctaHaBnvMBaeTcA B Naketax AaHHbIX,
MMEIoLLMX OTMeYeHHbIn dpnaxkok End-of-Information (koHeu nHpopmaumm).
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Tabn.3.3 MapameTpbl ¢paina KoHpurypauun TFTP (3 3 10)

mult-tcp-conn:
Bkntouyaert unu oTktovaeT HECKONLKO coeanHeHuin TCP.
0 (Mo ymMmOnuaHuto): A0MyCKaeT HECKONIbKO COEANHEHWN.
1: OTKNIOYAET HECKOJIbKO COEANHEHWM.

Raw-nopTbl aAnA neyatv no npotoxkony TCP/IP

raw-port:

YkasbliBaeT A0NONHUTENbHBIE NOPTLI AnA nevatv Ha nopT TCP 9100. B 3aBucumoctu
OT NPUNOXKEHNA ASUCTBUTENbHLIMK ABAAIOTCA NopTbl ¢ 3000 no 9000.

YnpaeneHue goctynom no npotokony TCP/IP

allow: nethum [mask]

Jo6aBnAeT 3anucb B CMIMCOK JOCTyNa y3510B, KOTOPbLIH XPaHWTCA Ha cepBepe nevatu
HP Jetdirect. Kaxxaana sanuck ykaseiBaeT y3ibl UK CETU, KOTOPbIE MOTYT BbiTh
NOAKNOYEHbI K MpuHTEpPY. MNpuUHAT cneaytowmin dopmar: «allow: netnum [mask]»,
rae netnum — Homep cetn unu IP-aapec y3na, mask — aapecHas mMacka 6uTos,
“cnonb3yemMblx ANA HyMepauuu CETH 1 yana ans NnpoBepku focTtyna. Jonyckaerca
[0 IeCATH 3anucen cnncka aoctyna. Ecnu sanucv oTcyTCTBYHOT, TO K MPUHTEPY
MOXKHO MoZKtoUaTh nobele y3nsl. Hanpumep,

allow: 192.0.0.0 255.0.0.0 — paspeluaeT 4OCTyN CO BCEX y3/10B B ceTb 192.

allow: 192.168.1.2 — paspeluaet oa1H y3en. B aTom cnyyae noapasymesaetca
Macka 255.255.255.255 u ykasbiBaTb ee Heobsa3aTesnbHO.

allow: 0. Ota 3anuck yaanaeT BCe y3nbl U3 CMMCKa AoCTyna.
LononHutenbHble cBeAeHna cM. [naea 7.

Apyrue napametpbl TCP/IP

syslog-config:
Bkntouaet unu oTkntouaet paboty cepsepa syslog Ha cepBepe nevatu:
3HauyeHue 0: oTkNtoYaeT, 1 (N0 yMONYaHu1io): BKIOYaeT.

syslog-svr:
IP-aapec cepsepa syslog. OH onpeaenaeT cepeep, KOTOPOMY CepBep nevaru
HP Jetdirect nocbinaet coobLueHuns syslog. [ns nonyyeHna A0NONHATENbHBIX
cBeZieHnin cM. Mpunoxkenve A.

syslog-max:
Onpeaenaet MakcMManbHOe KONMYEeCTBO COOBLLEHUH Syslog B MUHYTY, KOTOpbIE
MOXKeT oTnpaBnaTk cepsep nevatn HP Jetdirect. Ota ycraHoBka nossonaer
aaAMUHUCTPaToOpaM KOHTponupoBsatk pasmep log-ganna.
3HaueHue no ymonyanuto — 10 cooBLUeHuit B MUHYTY. Ecnu ykasaHo 3HaueHve 0,
KONMYECTBO COOOLLEHHI syslog HeorpaHUYEHO.

syslog-priority:
KoHTponupyeT dpunbTpaumio coobLueHuit syslog, oTnpaBnfaemMelx cepBepy syslog.
JuanasoH ¢punbtpaumm — ot 0 Ao 8, rae 0 — 6onee noApoGHbIE COOOLLEHMSA,
a8 — Bonee obLume. OTYeTbI BbIAAIOTCA TONBKO MO COOBLLEHUAM HIKE YKa3aHHOrO
ypoBHA (Mnn Bonee BLICOKOro nNpuoputeTta). 3HaueHne no ymonyaxuo — 8,
oTnpasnAlTcA cooBLUeHnA Bcex NpuoputeToB. Ecnun ykasaHo sHaueHue 0,
BCe co00LLeHUA syslog OTKNouaroTCA.

RUWW Kondwurypauust TCP/IP 56



Ta6n. 3.3 MapameTpbl daitna KoHpurypauuun TFTP (4 3 10)

syslog-facility:
Koa, ucnonb3yemblid Ana ykasaH1a UCTOUHMKA COOOLLEHUA (Hanpumep,
[NNA YKa3aHWA UCTOYHMKA BbIBpaHHbBIX COOBLLEHMI BO BPEMA NOUCKA U YCTPaHeHuA
HeucnipasHocTew). o ymonuanuio cepsep neyvatn HP Jetdirect ncnonbsyet LPR
B KauecTBe KoJla UCTOUHWKA, 0AHaKO AnA 000co6neHUs OTAeNbHbIX CEPBEPOB
neyartu uam ux rpynn MOXXHO UCNONb30BaTb 3HAYEHWUA NIOKANILHOrO NonbL3oBaTend
ot local0 no local7.

slp-config:

Bkntouaet unu oTkntoyaeT paboty no npotokony SLP (Service Location protocol)
Ha cepBepe nevaru: 3HaveHune 0: oTknoyaeT, 1 (Mo yMOonyaHuio): BKIKOYaeT.

ttl-slp:
YKasblBaeT napameTp, onpeaenatoLinii KonnyecTso nonbITok (TTL)
MHOXXeCTBeHHOW pacceinku IP ana naketoB SLP (Service Location Protocol).
3HaueH1e no yMon4aHuo — 4 nonbITKK (YMCNO MapLUPyTU3aTOPOB B IOKANIbHON CETHU

[unanasoH: ot 1 go 15. Ecnv yctaHoBAEHO 3HaveHue -1, PYHKUMA MHOXKECTBEHHO
PacchblIKK OTKIIOYEHa.

Z.
7

mdns-config:

BkntoueHue n oTkntoueHue cnyxo Multicast Domain Name System (mDNS).
3HaueHue 0: oTkntovaeT, 1 (No ymonyaHuio): Bkitodaet. Crny»k6a mDNS 06bluHO
Ucnonb3yetca B HEOOMbLLUMX CETAX, B KOTOPbIX HE UCMOMNb3yeTcA 00bIUHbIA cepBep
DNS, ana Hasnayenua IP-aapeca n onpeaenexua umeH (4epes nopt UDP 5353).

mdns-service-name:

YkasaHue OyKBEHHO-LUMPPOBOIM CTPOKM AnnHOM Ao 64 cumeonos ASCII,
HasHa4YeHHOM AaHHOMY YCTPOUCTBY MK Cly)xBe. 3T0 MMA ABNAETCA NOCTOAHHLIM
1 Ucnonb3yeTtca Ans paboTbl C OTAENbHBEIM YCTPOUCTBOM UNU CNY>KOOW, eCiu
AaHHbIe 0 NOAKIIOYEHUH (Takne Kak IP-aapec) M3MeHAoTCA OT CECCUU K CEcCum.
Ota cnyx06bl oTobparkaetcsa B Apple Rendezvous. UmeHeM crny»6bl N0 ymonyaHuo
ABNAETCA MOAEeNb NPUHTEPa M aapec yCTporcTBa nokanbHon cetn (MAC).

madns-pri-svc:

YkasaHue ana nevatv cnyx6sl mDNS HauvBbICLLEro npuopuTeTa.
YTt06bl yCTAHOBUTL STOT NapameTp, BbIOEPUTE OAHO M3 CNEAYHOLLMX YUCTIOBBIX
3HAYEHWI ANA napamMeTpoB nevaru.

1: nopt 9100 Ana nevarw

: neyatb yepes nopt IPP

: LPD no ymonuaHuio u3 ouepeaun raw
: LPD no ymonyaHuio 13 ouepeam text

a A~ WODN

: LPD no ymonyaHwuio 13 ouepeau auto

6: LPD no ymonuanuto us ouepeaum binps (binary postscript)

7 0o 12: ecnu 3aaaHbl onpeaeneHHbie nonb3osarenem ouepean LPD,
COOTBETCTBYET 3aAaHHbIM nonb3osarenam oyepeaam LPD ¢ 5 no 10.

MapameTp No yMonuaH1io 3aBUCHUT OT NpUHTEPA, 0BBLIYHO 3TO NevaTth Yepes
nopt 9100 nunu LPD 13 ouepeawm binps.

ipv4-multicast:

BkntoueHune v OTKNOYEHWE NONYYEHNUA M Nepeaayn CEpBEPOM nevaTu
MHOroaZipecHblx NakeTos no npotokony IPv4. 3Hauenue 0: oTkntovaer,
1 (Mo ymonuaHuio): BKItoYaeT.
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Tabn.3.3 MapameTpbl ¢paina KoHpurypauun TFTP (5 us 10)

idle-timeout:

BpemsA B cekyHAax, B TeUeHUe KOTOPOro paspelleHa nepeaavya AaHHbIX
cBoBOAHOMY MPUHTEPY. Tak Kak nnarta noAAEpPKMBAET TONbKO OAHO COEAUHEHUE
TCP, TaiiM-ayT NpocToA NO3BONAET Y31y BO30OHOBUTL UMK 3aKOHUWTb 3alaHne
neyatu 1 0AHOBPEMEHHO paspeLuaeTt ApyrMM y3nam noslyunTb AOCTYM K MPUHTEPY.
Jonyctumeble 3Havenna — ot 0 Ao 3 600 (1 yac). Ecnv BBeaeHo 3HaveHue 0,
dYHKUMA Tanm-ayTa oTkovaetca. o ymonuanuio — 270 CekyHA.

user-timeout

Llenoe uucno (ot 1 ao 3600), ykasbiBatoLlee Neproa B CeKyHAax, B TeueHue
KOTOPOro coxpaHaeTcA ceaHc nporpammel Telnet unn FTP npu otcyTcTBum
nepezayu JaHHbIX nepen aBTOMaTU4eCKUM 3aBepLUeHneM CBA3N.

Mo ymonuanuto — 900 cekyHA. 0: oTKNOYaET Tanm-ayT.

BHUMAHMUE! Hebonblune 3HaueHus, Hanpumep ot 1 Ao 5, MoryT aGHEKTUBHO
oTktounThb Telnet. CeaHc Telnet MOXeT 3aKOHUMTLCS, Npexkae Yem By ayT cenaHsbl
KaKue-nmbo U3MeHeHHS.

ews-config:

Brkntouaet unu oTkntouaet GpyHkumio BctpoeHHoro Web-cepsepa Ha cepsepe
neyaru, MO3BONAIOLLYIO U3MEHATb 3HAYEHMA KOHPUIypaumu.
3HaueHue 0: oTkntoyaeT, 1 (N0 yMONYaHu1io): BKIKOYAET.

tcp-mss:

YKasbiBaeT MakcumanbHbi pasmep cermenta (MSS), koTopblit paspeLunt
ucnonsb3osatb cepsep nevatn HP Jetdirect npu cBA3sK ¢ nokanbHbIMKU NOACETAMM
(Ethernet MSS = 1 460 6aiT unu Gonee) UnNu yaaneHHbLIMU NOACETAMU

(MSS = 536 6air):

0 (no ymonuaHuto): noapasymMeBaeTca, YTo BCe CETU ABMAIOTCA JIOKanbHbIMU
(Ethernet MSS = 1 460 6ait unu 6onee).

1: ucnonssosatb MSS = 1 460 6aunT (unu Gonee) ansa noacetei u MSS = 536 6ait
ANA yAANeHHbIX CETEN.

2: noApasyMeBaeTca, UTo BCe CETU ABNAOTCA yAaneHHbIMu (MSS=536 6ait),
KPOME JIOKaSIbHOM MOACETH.

MSS BnuseT Ha BbICTpoAECTBME, MOMOras NpesoTBpaTUTL GparmeHTaumio IP,
MHOrAa NPUBOAALLYIO K NOBTOPHOM Nepeaaye AaHHbIX.

tcp-msl:

YKasblBaeT MakCMMabHyt0 MPOAOIKUTENBHOCTb XpaHeHua cermenTa (MSL) B cekyHaax.
HunanasoH coctasnaet ot 5 Ao 120 cekyHA. [1o ymonuaHuio — 15 cekyHa.

telnet-config:

Mpu 3HayveHnn 0 STOT NapamMeTp NPeAnuCLIBaeT CepBepPy nevaTtn He paspeLluarb
BXxoAfALue coeanHerus Telnet. YToBbl OCYLLIECTBUTL MOBTOPHbIN JOCTYM, UBMEHUTE
napameTp dana koHourypaumm TFTP, nocne yero BbIKOYMTE M CHOBA BKITOUUTE
cepBep nevaTtv uam BbINONTHUTE «XONOAHbIA» Nepesanyck cepsepa nevaru and
BOCCTaHOBNEHWA 3aBOACKMX 3HAYEHMI N0 ymonyaHuto. Npu 3HayveHun 1 BxoaaALLme
coeaunHenuna Telnet paspeluatorca.
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Tabn.3.3 MapameTpbl ¢paina KoHpurypauun TFTP (6 us 10)

default-ip:

YkasaHue |IP-aapeca, KoTopblit 6yAeT UCnonb30BaThCA B TEX CrydyasXx, koraa
cepBepy neyaru He yaaetcsa nosyuuts IP-aapec no cetv BO BpemaA NpuHy AMTENIbHOM
nepexactpoviku TCP/IP (Hanpumep, npu nepesanycke uin HaCTPOKe BPYYHYIO
ana ucnonb3osanua npotokona BOOTP/DHCP).

DEFAULT_IP: yctaHoBKka ctanaapTHoro IP-aapeca 192.0.0.192.

AUTO_IP: yctanoBka nokanbHoro IP-aapeca 169.254.x.x.

MepBbIi NapameTp onpesenaeTca TeM, kakoi IP-aapec Obin nonyyeH Npu nepeom
BKIIOYEHUU.

default-ip-dhcp:

YkasbiBaeT, 6yayT nv 3anpocsl DHCP neproanyeckn otnpaenATbeA
co cTtaHaapTtHeIM IP-aapecom 192.0.0.192 unu ¢ aBToMatMyeCcku HasHauyeHHbIM
nokanbHbliM IP-aapecom 169.254.x.x.

0: otkntoueHne sanpocos DHCP.
1 (no ymonuanwmio): BkntoyeHve 3anpocos DHCP.

web-refresh:

3apaeT BpemeHHoi uHTepBasn (o1 1 A0 99 999 cekyHA) 0OHOBNEHUA CTPaHMLbI
AvarHocTvku BctpoeHHoro Web-cepsepa.
Mpw 3HaueHnn 0 0BHOBNEHME OTKIHOYEHO.

SNMP

snmp-config:
Bkntouaet unu otkntouaet paboty no npotokony SNMP Ha cepsepe neuatu:
0: oTkntoyaet, 1 (Mo ymonyanuio): Bkntoyaetr SNMP.
BHUMAHMUE! Otkntouenune npotokona SNMP otkntouaet Bce areHTel SNMP
(SNMP v1, v2, v3) 1 cBasb ¢ nporpammoit HP Web Jetadmin. Kpome Toro, 6yaet
OTK/IIOYEHA BO3MOXHOCTb OBHOB/IEHWUS MUKPONPOrpamMMbl C NMOMOLLbIO CPeACTB
3arpysku HP.

set-cmnty-name:

YkasblBaeT naponb, onpeaenatoLmni, Ha kaxkon 3anpoc SNMP GetRequests
oTBeTUT cepBep nevatn HP Jetdirect. 3ToT napameTp ABnAeTcA HeobA3aTeNbHBIM.
Ecnv napameTp MeHM rpynnbl ycTaHOBEH Nonb3oBaTtenem, cepsep neyatu byaet
oTBeyatb NMOO Ha UMA rpynnbl, YCTAHOBIEHHOE NoJb30BaTeNEM, MO0 Ha UMA,
KOTOPOE YCTAaHOBAEHO NO yMONYaHuto. s rpynnbl A0NXHO COCTOATb U3 CUMBONOB
ASCIIl. MakcumanesHaa anvHa — 255 cumBoNOB.

set-cmnty-name:

YKasbiBaeT naponb, onpeaenaoLwmii, Ha kakon sanpoc SNMP SetRequests
(dyHKUMM ynpaBneHusa) oTBeTUT cepBep neyatn HP Jetdirect. na Toro utobbl
cepBep nevatv oTBeyan Ha 3anpoc, MMA rpynnbl BxoaHoro 3anpoca SNMP
SetRequest fomxHo coBnaaatb ¢ napameTpoM «Mma rpynnel» cepeepa nevarw.
(JnA AONONHUTENBHOrO NOBLILLIEHWUS YPOBHA 6€30MaCHOCTU MMEETCA BO3SMOMXHOCTb
OorpaHnunTbL AOCTYN ANA HACTPOMKKM NOCPEACTBOM CMUCKA AOCTyna cepsepa
neyartu.) Mma rpynnel AOMKHO cOCTOATb M3 cumeonos ASCII.

MakcumanbeHaAa anmHa — 255 cumBONOB.

RUWW Kondwurypauus TCP/IP 59




Tabn.3.3 MapameTpbl ¢paina KoHpurypauun TFTP (7 u3 10)

auth-trap:

3apaet pexxvm cepBepa neyary, yKasblBarLLMi, NOCbiNaTb (0N — BKIIKOYEH) UK
He nocbinatk (off — BbIKNOYEH) NepexsaTbl NOATBEPXKAEHNUA ayTEHTUDUKALIUK
SNMP. Nepexsar noatsepxaexua ayteHtuduxkaumn SNMP nokassiBaer,

uto 3anpoc SNMP 6bin nonyyeH, HO He MPOLLNA NPOBEPKa UMEHH FpyMmbl.

Mo ymonyaHuto — «on» (BKn).

trap-dest:

BeoauT IP-aapec y3na B cnucok aapecartos nepexsatoB SNMP cepsepa nevatu
HP Jetdirect. ®opmat komaHAbl CneayoLLui:

trap-dest: jp-address [uma rpynnbl] [HOMep nopTa]
UmaA rpynnel no ymonyanuio — «public»; Homep nopta SNMP no ymonyaxuio —
«162». Homep nopTa He MOXKeT BbiTb 3aAaH 6e3 UMEHW rpynnbl.
Korna Bcnea 3a komaHaow «trap-community-name» cneayet komaHaa «trap-dest»,
nepexsar UMeHW rpynnbl GyAeT HasHayaTbCA 3TUM 3anUCAM, ECNU B KaXKAO#H
KOMaHzZe «trap-dest» He ByaeT ykasaHo CBOe UMSA rpynnbl.
Ona yaanenua 1abnuubl MCNonb3yiTe KomaHay «trap-dest»: 0”.
Ecnu cnucok nycrt, cepsep neyatu He nockinaet nepexsatbl SNMP. Cnncok moxeT
coaepx«atb [0 Tpex 3HaueHuin. Cnucok aapecatos nepexsatos SNMP
no yMOnYaHwto ABnAeTca nycTeiM. Utobbl nonyuuts nepexsatsl SNMP, cuctemsl,
repeyYncrneHHble B cnucke aapecatos nepexsatoB SNMP, omkHbI UMeTb cnyxoy
NepexBaTtoB, YToObl ONo3HABATL MX.

IPX/SPX

ipx-config:
Bkntouaet unu oTkntouaet paboty no npotokony IPX/SPX Ha cepBepe nevatu:
3HayeHue 0: oTKNtoYaeT, 1 (N0 YMONYaHMIO): BKIOYaET.

ipx-unit-name:
CepBepy neyatn HasHayaeTcA ByKBEHHO-LUMPPOBOE UMHA, yCTaHaBNMBaeMoe

nonb3oBatenem (He 6onee 31 cumona). Uma no ymonyanuo — NPIXXXXXX,
FAE XXXXXX — LUECTb MOCNeAHUX UuMdp aapeca yCTpomcTBa JIOKanbHOM CETH.

ipx-frametype:

YKasblBaeT HacTporKu TMna ppenma IPX, aocTynHble AnA AaHHOM MOAEeNM cepeepa
neyatn: AUTO (no ymonuanuto), EN_SNAP, EN_8022, EN_8023, EN_II, TR_8022,
TR_SNAP.

ipx-sapinterval:

YkasbiBaeT BpeMeHHoW uHTepsan (o1 1 Ao 3 600 cekyHA), B TEYEHWE KOTOPOro
cepsep nevatv HP Jetdirect oxxmaaeT cOOBLLEHNA LLIMPOKOBELLATENBHON PACChIKK
Service Advertising Protocol (SAP) B ceTu. o ymonuaHuio — 60 cekyHa.

0 oTKNKOYAET LUMPOKOBELLATENbHYO Pacchinky SAP.

ipx-nds-tree:
Onpeaensaet umA aepesa Novell Directory Services (NDS) ana atoro npuHTepa.

ipx-nds-context:

BykBeHHO-UMppOBan CTPOKa, coaeprkailan Ao 256 CMMBONOB, yKasbiBatoLlan
koHTekcT NDS ans cepsepa nevyatu HP Jetdirect.
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Tabn.3.3 MapameTpbl ¢paina KoHpurypauun TFTP (8 s 10)

ipx-job-poll:
YKasbiBaeT BpEMEHHON MHTEPBAN (B CEKyHAAX), B TEYEHWe KOTOPOro cepsep

nevatn HP Jetdirect Haxoautca B oXknaaHWm 40 NPOBEPKM HANUYMA 3a4aHWI neyvaTm
B ouepeau.

ipx-banner:

Bkntouyaet unu otkntovaeT nevartb TUTyNbHOro nucta IPX.
0: 3anpeLuaeT pacneyarky TUTYNIbHBIX IUCTOB.
1 (3HayeHMe No yMONUYaHMIO): paspeLuaeT pacrneyarky TUTYSIbHbIX TUCTOB.

ipx-eoj:
BkntoyaeT unm oTkouaeT yBeAOMIEH1e «KoHel paboTsl» IPX:
3HauyeHue 0: oTkntoyaeT, 1 (N0 yMONYaHuio): BKIIKOYaEeT.

ipx-toner-low:

Bkiouaet unu oTkouaeT yBeAoMEeH1e «3akaHunBaeTca ToHep» IPX.
0: oTkOYaeT, 1 (MO ymMOnuYaHuio): BKIIKOYaeT.

AppleTalk

appletalk:

Bknitouaet unu otkntouaeT padoty no npotokony AppleTalk (EtherTalk) Ha cepBepe
neyaru: 3Ha4yeHue 0: oTkoyaeT, 1 (Mo yMONYaHMIo): BKIKOYAET.

name-override:

(TonbKo AnA BHeLHWX cepBepoB neyatun.) YkasaHue umenun cetn AppleTalk.
MOoXXHO Ucnonb3oBaTh A0 32 BYKBEHHO-LMPOBLIX CUMBOJIOB.

DLC/LLC

dic/lic:

Bkntouaet unu oTkntouaet paboty no npotokony DLC/LLC Ha cepBepe nevatu:
3HauyeHue 0: oTkntoyaeT, 1 (N0 yMONYaHuio): BKIIKOYaeT.

Jpyrue napameTpbl

link-type:
(10/100 Fast Ethernet.) 3anaet ckopocTb NOAKMOUEHUA CEPBEPA NeYaTu
(10 mnn 100 MBUT/C) M HYXKHBIFA PEXUM (MONYAYNNEKCHBIA UK AYNNEKCHBI).
BapwuanTbl: AUTO, 100FULL, 100HALF, 10FULL, 10HALF.
Mpw 3navennn AUTO (no ymonuyaHuio) AnA onpeaeneHna CKOPOCTU NOAKIIHOYEHHA
1 pexxvuma cepBepa nevark UCnosib3yeTcA aBTocornacoBaHue.

Ecnu aBTOCOrNacoBaH1e BbIMONHUTL HE yAanoch, OyaeT ycTaHOBNEHO
3HaueHne 100HALF.

webscan-config:

Brkntouaet unu otkntovaet pyHkumto Web Scan Ha cepsepe neuatu
Npu1 NOAKIIOYEHNUN K NOAAEPKUBAEMOMY YCTPOWCTBY:
3HayeHue 0: oTKNtoYaeT, 1 (N0 yMONYaHMIO): BKIOYaAET.

scan-idle-timeout:

YkasbiBaeT Bpemd B cekyHAax (o1 1 Ao 3 600), B Te4eHWe KOTOPOro CoOXpaHAeTcA
coeAnHeHne CKaHMpoBaHUA NpPU OTCYTCTBUU Nepedayvn AaHHbIX.
0: oTkntoyaet Tavm-ayT. o ymonuaHuio — 300 ceKkyHA.
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Ta6n. 3.3 MapameTpbl ¢aitna KoHurypaumumn TFTP (9 n3 10)

scan-email-config:

BkntoyaeT unu otknroyaet q)yHKLl,VIIO CKaHMpPOBaHUA B 3NTIEKTPOHHYHO NOYTy
Ha cepBepe Web Scan: 3HaueHwue 0: oTkntouaert, 1 (Mo yMmonyaHuio): BKoYaer.

MFP-config:
Brknouaet unu oTknouaeT NoAAEPIKKY CEPBEPOM MeyaTv KNMEHTCKOro
nporpamMmHoro oéecneyeHus, NOCTaBNAAEMOro C MHOrOQYHKLMOHANbHbLIM
nepudepuitHbIM YCTPOCTBOM UK nepudepunHelimM yctpornctaom all-in-one.
0 (Mo ymMonuaHuio): OTKNoYaeT NOAAEPHKKY KIIMEHTCKOro NPOrpaMMHOro
obecneyeHns (paspeLlaeT ToNbKO neyatb).
1: BKNOYAET NOAAEPIKKY KITMEHTCKOrO MPOrpaMmMHOro obecnevyeHus
(paspeluaet neyarb U CKaHMpoBaHue).

usb-mode:
YkasbiBaeT pexxum cBasu yepes nopt USB Ha cepsepe neuvatn HP Jetdirect.

Auto (no ymonuaHuio): aBTOMaTMyeCKu «4oroBapuBaeTca» U yctaHaBnueaet
PEXMUM CBA3U C MaKCMManbHO BO3MOXHON CKOPOCTbIO COeANHEHUA
AnA NOACOEAMHEHHOrO NPUHTEPAa UK yCTPOMCTBA.

MLC: (HecKonbKo noruyeckux kananos). CoBCTBEHHbIN pexxum cBsAsn HP,
obecneunBatoLLmMii 0OAHOBPEMEHHYHO NeyaTb, CKAaHWPOBAaHWE W Nepeady
MHOOPMAaLMM O COCTOAHUM MO HECKONBbKMM KaHasam.

BIDIR: cTaHAapTHOE coeanHeHue, obecneunBartoLLee AByHANPaBNEHHYH CBA3b
MeXAay NpUHTEpPOM U cepBepoM nevatn. Cepeep nevartu otnpasndaeTt
Ha NPUHTEP AaHHble ANA NeyaTtu U NosyyaeT oT HEro COOBLLEHUA O COCTOAHUM.

UNIDIR: cTanaapTHOE coeaAnHEHNe, NP1 KOTOPOM AaHHbIE NepeaatoTcA TONbKO
B OAHOM HanpasneHuu (Ha NpUHTep).

status-page-lang:
YKasblBaeT A3blK onvucaHua cTparuubl (PDL), koTopbiid Oy AeT Ucnonb3oBaTb CEPBEP
neyatu And oTNpaBKK CTpaHULbl KOHPUrypauuu/coctoaHua Jetdirect Ha npuHTep.

Auto (no ymonuanuio): A3bik PDL pacnosHaeTca aBToMatuyecku
Npu BKIOYEHWK cepBepa nevyaTn Wim nocne «XonoAHOW» nepesarpysKku.

PCL: A3bIk ynpasneHna npuHTepamu komnaHumn Hewlett-Packard
ASCII: ctanaapTHblE CUMBONbI ascii

HPGL2: asbik rpadukn komnanum Hewlett-Packard (Bepcus 2)
PS: a3bik Postscript
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Ta6n. 3.3 MapameTpsbl dpaiina KoHpurypaumu TFTP (10 s 10)

Moaaeprka

support-name:

Oébll-IHO ncnonb3yetcAa AnAa 0603HaHeHVIﬂ KOHTAKTHOro nnua, K KOTOpomMy MOXKHO
o6patnTbes 3a NOAAEPIKKOM MO BONPOCAM, CBA3AHHLIM C AaHHbIM YCTPOHCTBOM.

support-number:
O6bIyHO HUcnonb3yeTca anA 00603HAYEHUA NPAMOro Nk A06aBOYHOrO HoMepa
TenepoHa, No KOTOPOMY MOXKHO 3BOHUTL AN MOSTYYEHUA NOAAEPIKKM N0 BONpocam,
CBA3aHHbIM C AaHHbLIM YCTPOWCTBOM.

support-url:

Aapec URL ans nonyyeHua uioopmaumm 06 yctpoictee B MHTEpHETE
UNK NIOKaNbHON CETU.

tech-support-url:

Anpec URL anqa nonyyeHna TEXHUYECKOU NoAAEpPKHU B UHTepHeTe
WK B NIOKANILHOW CETU.
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NUcnoin3osanme DHCP

MpumeyvaHue s Gecnposodusix cepepos nieuatn HP Jetdirect
B JaHHOM pa3zjeJjie MpearoaaraeTcs, YTo NoaKIIoUeHe
K 0eCIIpOBOIHON CeTH y3Ke YCTaHOBJIEHO.

ITporokon nuHamMuyeckoro Bbibopa KoHdurypamnuu ysna (DHCP, RFC
2131/2132) npexncrasisieT co00ii OMUH N3 HECKOJBKNX MEXaHI3MOB
aBTOMAaTWYeCKOU KOH(MUTYpAIU, KOTOPBIi UCTIONb3YeTCsI CEPBEPOM TTeYaTh
HP Jetdirect. Ecnu B cetn umeercs cepsep DHCP, cepsep neuatu

HP Jetdirect aBTomaTnuecku nosy4daet ero IP-anpec u peructpupyet ero umst
B CIIICKaX CpelcTB muHaMmdeckoro rmpucsoeHns uMeH RFC 1001 u 1002,
ecnu ykazaH [P-anpec cepsepa WINS (Windows Internet Naming Service).

Jlmst HacTpOMKHM pacIIMpeHHBIX TapaMeTpoB ¢ moMoinbio DHCP Takke
MOXeT OBbITh ucronb3oBaH daiin koHdurypanuu TFTP (Trivial File Transfer
Protocol). [I7151 mosmydeHrs JONMOJHUTENBHBIX CBeeHUit 0 mapamerpax TFTP
cM. pazgen «Ucnonp3zoBarnrie BOOTP/TETP».

MpumeyvaHne Ha cepsepe NOIKHBI 6BITH TOCTYMHBI C1y>k661 DHCP.
ITogpobHbie cBeneHns1 00 yCTaHOBKE MM BKIIOUEHUU
ciy>k6 DHCP cM. B JoKyMeHTaluy 0 CUCTEME
U B UHTEPAKTUBHOM CIIpaBKe.

MpumeuvaHue Ecau cepsep meuaru Jetdirect u ceppep BOOTP/DHCP
HaXoIATCS B pa3IMUHBIX MTOACETSX, IPU KOHPUTYpaluu
IP-anpeca MOXXeT BOBHUKHYTb OIINOKA, €CJIU TOIBKO
YCTPOICTBA MapIIPyTU3allMi He TTO3BOJISIIOT IepeaaBaTh
3anpockl DHCP Mexny noaceTssmu.
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Cucremsr UNIX

JI1g momy4yeHus DOTIOJTHUTEIbHBIX CBeleHN T 00 ycTaHoBKe mpoTokona DHCP
B cucteMax UNIX cM. rmaBHy10 cTpaHUILY, ITOCBSIILIEHHYIO OIMMCAHUIO
3arpy304HOi CIIy>KObI bootpd.

B cucremax HP-UX ob6pa3zen koHdurypamuonHoro ¢aitia DHCP (dhcptab)
MOXET HaXOIUTKLCS B Katajore /etc.

ITockonbKy B Hactosiee BpeMst HP-UX He obecnieunBaet yciayru
IMHaMU4YecKoro nMeHoBaHus nomeHa (Dynamic Domain Name Services,
DDNYS) mig peanuzaunit DHCP, komnanus HP pekoMeHoyeT ycTaHOBUTH
MPOIOKUTEILHOCTh apeHIbl BCEX CEPBEPOB MeUaTh Ha «0eCKOHEYHOCTh.
DTo rapaHTupyeT, uto IP-agpeca cepBepa nmeyaTy oCTaHyTCS HEM3MEHHBIMU,
oKa He OyIyT MpeaoCTaBISThCS YCIYTH IMHAMUYECKOT0 MMEHOBAHUS JOMEHaA.

Cucremsl Windows

Cepsepnl neuatt HP Jetdirect mommep:kuBaroT HacTpoiky IP 13 cepsepa
DHCP B Windows NT mau 2000. DTOT pa3jen onmMchiBaeT, Kak HaCTPOUTD
«IIyJI», WIN Trara3oH agpecoB IP, koTopsrii cepsep Windows Oymet Ha3HaYaTh
WU BBLIENATH 10 3arpocy. [1pu HacTpoiike 11 paboThl IO MPOTOKOIY
BOOTP wnu DHCP unu nipu BitoueHnu cepsep redatu HP Jetdirect
apromatryecku nepenaet 3anpoc BOOTP vnu DHCP mnst monyueHust
koHwurypanuu IP. [Tpu npaBunbHoit Hactpoiike ceppep DHCP Windows
OTMPABUT B OTBET JaHHBIE 0 KoHbUrypanmu IP cepBepa meuaTu.

NMpumeyvaHue TlIpuBeneHHbIE 31E€Ch CBENSHUST HOCSAT OOIIMIA XapakKTep.
151 monyyeHus 6osiee AeTalbHbIX WIK JOMOJHUTEIbHBIX
CBeJeHUI oO0paTUTech K MHGOPMaLUK, TIpuiaraeMoi
K nporpaMMHoMy obecnieueHuto cepsepa DHCP.

MpumeyaHue Bo usbexkanue npo6iaeM, BOSHUKAIONIMX MPY U3MEHEHUH
anpecos IP, HP pexomenayer BceM mpuHTEpaM Ha3HavaTh
IP-anpeca Ha 6€CKOHEUHBIN CPOK MM MCIIOJb30BaTh
3ape3epBrupoBaHHbIe IP-anpeca.
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Cepaep Windows NT 4.0

Inst HacTpoiiku quanazoHa DHCP Ha cepsepe Windows NT 4.0 BbirnmonHuTE
clenyrolue nelcTBuys.

1.

Ha cepsepe Windows NT oTkpotite oKHO Jucnemuep npoepamm v NBaK bl
LIEJIKHUTE Ha 3HauKe AOMUHucmpamop cemu.

JBaxxpl menkanTe Ha 3Hauke AqvuaucTpaTop DHCP, uTo651
OTKPBITh OKHO.

Bri6epute Ceprep 1 JI06aBUTH cepBep.

Beemute IP-anpec, mocie yero Haxkmure KHONKY OK, 4T00BI BepHYTHCS
B OKHO Admunucmpamop DHCP.

B criucke cepsepoB DHCP BhinenuTe Ha3zBaHUe cepBepa, KOTOPIA BbI
nobaBwiIH, Iocie 9ero Beioepute JInanazon u Co3nats.

Bri6epute myHKT Y cTanoButhb mya ajapecos IP. B paznene «/1y1 adpecos [Py
YCTaHOBUTE nuara3oH aapecoB IP, BBens HauanbHbIl [P-anpec B one
«Hauanvnoiii adpecy n Xoneunslii [P-anpec B mone «Korneunwiii adpecy.
BBenuTe Takke MacKy MOACETH, IJ1sI KOTOPOii neficTByeT 1y anpecos IP.

HavanpHbril 1 KoHeuHbI [P-anpeca ompenensioT nepBhlil ¥ ITOCIe THIIA
ampec I myjia, HA3HAYEHHOTO JaHHOMY OUaMa3oHy.

n pumeyaHue le/l KEJIaHUU UMECTCA BOSMOXKHOCTH UCKIIOYUTH

noaauana3oH agpecos IP u3 3agaHHOro guamnasoHa.

B paznene «IIpodosyncumenvrocms apends» BbibeprTe He orpannyeno
n HaxkmuTe KHOTKy OK.

dupma HP pekomeHIyeT Ha3HAYaTh HEOTpaHMYEHHOE BPEMST apeH IbI
TS BCceX IPUHTEPOB BO M30eskaHMe TpobiieM, CBSI3aHHBIX CO CMEHOM
aJpecoB. YUTUTe, OTHAKO, YTO yCTAHOBKA HEOTpaHMYEHHOM
MIPOIOJIKUTETbHOCTI apeHIbI IS Mara30Ha MPUBOIUT K TOMY, UTO BCEM
KJIMEHTaM rara3oHa aJpeca Ha3HavyaloTcs 6e3 orpaHNYeHNs] BpeMeH!.

Ecnu Ber XoTHTE OI'PaHUYUNTL IMIPOJOJKUTCIbHOCTD apC€HIbI 1151 KIMCHTOB
CE€TH, BBl MOXKETE YCTAHOBUTb KOHECYHOC BPpEMA ap€HbI, HO B 3TOM CJIyyae
BCC€ IMPUHTEPHLI JaHHOTO nurarasoHa IOJI>KHbI OBITH CKOHCI)I/II‘ypI/IPOBaHI)I
KaK 3ap€3€pBUPOBAHHLIC KIIMCHTHI.
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8. Ecnu HampenplayliieM I1are Ha3Ha4eHO HEOrpaHMYeHHOE BpeMsl apeHIbl,
MPOITYCTUTE TOT 1Iar. B MpoTHBHOM ciiy4ae BbiOepuTe MyHKThI Jlnanazox
u J106aBUTh pe3epBUPOBaHUE, YTOOLI YCTAHOBUTH IPUHTEPHI B KaUeCTBE
3ape3epBUPOBAHHBIX KIMEHTOB. JIJi Kaskoro MpuHTepa BBHITOJIHUTE
cienylolre NeicTBYs B OKHe Jobasums 3ape3epeuposaniozo KAueHma
IIS1 pe3epBUPOBaHUS NTaHHOTO IPUHTEpA.

a.

b.

Beenure Bei6panHblil IP-anpec.

TTonyuyure anpec MAC nnm anmapaTHBIN agpec obopynoBaHus,
yKa3aHHBII Ha cTpaHulle KOHGUrypalyu, U BBEIUTe 3TOT aapec
B TIOJIE « YHUKAAbHbLIL udenmudurkamopy.

BBenuTe ums knreHTa (IOMYCTUMO JIF060e UMs).

Bribepute myHKT Jl06aBuTh 1151 M0o6GaBIeHUS 3ape3ePBUPOBAHHOTO
knueHTa. s ynaneHus: pe3epBUpPOBaHUsS B OKHe AdMuHucmpamop
DHCP BribepuTe myHKTHI [lMana3oH 1 AKTHBHBIE apeHaaTopbl. B okHe
Axmuenble apendamopbt BBIOEpUTE Ha3BaHUS pe3epPBUPOBAHHBIX

TO3ULIN I, KOTOPbIE BBl XOTUTE yIAINTh, U HAXKMUTE KHOTIKY Y JQJIMTh.

9. Boibepute komaHmy 3aKpbITh 1Sl BO3BpaTa B OKHO Admunucmpamop DHCP.

10. Ecnu BbI He TutaHupyeTe rcronb3oBaTh cpenctsa WINS (Windows Internet
Naming Service), mpomycTrTe 3TOT 1Iar. B MpoTUBHOM ciTy4yae BHITIOJTHUTE
crenytole onepaluu 1o 3anaHuto Konburypauuu ceppepa DHCP.

a.

B oxue Aomunucmpamop DHCP Boi6epute myHkT Ommun DHCP
1 yKaXKWTe ONHY U3 CIEIYIOLINX OTLIMIA.

JInana3oH, ecJIi Bbl XOTUTE 3a0aTh MOIAEPKKY MMEH TOJIBKO
ISl BEIOpAHHOTO MUara3oHa.

FJIOﬁaJ]bHO, €CJIM Hy>KHa Mo I€P>KKa MMCH IJId BCEX NHMaIrta3OHOB.

JobaBbTe cepBep B CIIMCOK Axkmugnbie onyuu. B okae Onyuu DHCP
BeiOepuTe myHKT CepBepnl WINS/NBNS (044) B criicke Heucnonv3yemoie
onyuu. Beibepure koManay JlodaBuTh, a 3aTeM HaxkMuTe KHOTIKY OK.

MoXeT ObITh BBIBEIEHO CUCTEMHOE TIpenynpeskaeHne yCTaHOBUTD
TUM y3/1a. DTa orepanus BelnoiHsercs Ha 1are 10 (d).

Teneps HeobxoauMmo 3anath [P-anpec ceppepa WINS, BbITTOTHUB
cJenytolIue orneparuu.

e BriGepure myHKT 3HaveHne 1 najee PegakTupoBaTh MaccuB.

e B mynkre «PemakTop MaccuBa ampecos IP» BeiOepruTe KoMaHIy
Ynanute, 4TOOBI YIATUTL HEHYXKHBIE aIpeca, KOTOpblie ObLIn
3amaHbl paHee. [Tocne aroro BBequte IP-anpec cepsepa WINS
" BeIOepuTe KOMaHIy Jl00aBUTH.
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e Ilocne Toro Kak anpec nosiBUTCS B ccKe aapecos IP, HaxkMuTe
kHonky OK. Bepaurech 8 okHo Omuu DHCP. Eciu Tos1bKO 4TO
nobaBJIeHHBIN anpec MosiBUJICS B crMcKe anpecos IP (B HukHel
yacTu OKHa), nepeiinure K mary 10 (d). B mpotuBHOM cityuyae
noptopurte mar 10 (c).

d. B okue Ommun DHCP Boi6epute myHkT Tun y3aa WINS/NBT (046)
n3 criucka Hencnosb3yemble onmun. Boi6epute komanny J1o0aBuTh,
yTOOBI T0OABUTH TUII Y3J1a B CIIMCOK AKTHBHbIe omuuu. B riojie baiit
BBenuTe Ox4 OJis y3/ia CMellaHHOro TUMa v HaxkmuTe KHONKY OK.

11. HaxxmMute KHOTNIKY 3aKpbITh, YTOOBI BBIATH U3 JlMcneTyepa nporpaMm.

Cepsep Windows 2000

Inst HacTpoitku nuanazona DHCP nHa cepepe Windows 2000 BbITionHUTE
clenyrolue nelcTBuys.

1.

3anyctute yrunury yrpasieHuss DHCP Windows 2000 DHCP. Haxxmure
kuonKy Ilyck, Bei6epute KomaHmy Hacrpoiika, a 3aTem — [1anens ynpasienns.
OTKpoiliTe ManKy AAMHHACTpApoBaHue 1 3amycTute cpeactso DHCP.

B okae DHCP naiinute 1 Be16epuTe cBoii cepBep Windows 2000
B mepese DHCP.

Ecau Bam cepBep He ykaszaH B 3ToM fepese, Bbibepute DHCP u Bei6epute
meHto JleiicTBue 17151 mo6aBIeHUsI cepBepa.

ITocne no6apnenus cepsepa B nepeso DHCP Bribepute meHro [deiicTBue
u Beibepute HoBas oomacte. ITpu 3T0M 3amyckaercs mactep Jooasienue
HOBO#1 00J1aCTH.

B okne mactepa Jlo0aBiienre HOBO# 00J1aCTH HaxKMUTe KHOMKY Jlanee.

BBennte nMs 1 onMcaHue IJIs1 JAHHOTO AMara3oHa, 3aTeM HaXKMUTe
KkHOTKY Jlanee.

BBenute nnama3oH anpecos [P misa manHoro muama3oHa (HadaabHBIA
1 KOHEYHbI aapeca). KpoMme 3Toro, BBequTe MacKy MOICETH.
3areM HaxKMuUTe KHOTIKY Jlanee.

anMean e Ecmu MCIIOJB3YETCA NONCETh, TO MaCKa IoACETU

7.

onpeensieT, Kakas yacTh IP-anpeca yka3piBaeT Ha IOJICETh,
a Kakasl — Ha KJIIMEHTCKOe YCTPOiCTBO. Il mojyyeHus:
TIOMNOJTHUTENbHBIX CBeNeHU cM. [1punoxkeHnue A.

Ecnu HeoGxommuMo, BBeIUTe Mrana3oH anpecos [P BHyTpu 3amaHHOTO TTyJa,
KOTOpBIe OyIyT MCKITIOYaThCs cepBepoM. 3aTeM HaxkMUTe KHOTIKY Janee.
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8.

10.

11.

12.

YcranoBute cpok neiictBus IP-anpeca mis knuentos DHCP.
3aTeM HaxkMuUTe KHOIIKY Jlajee.

HP pekoMeHayeT Ha3HayaTh IUIsl BCeX IPUHTEPOB 3ape3epBUPOBAHHBIE
IP-anpeca. DT0 MOXHO clenaTh Nocje yCTaHOBKY nyarna3oHa (cM. mar 11).

Bribepute Het, 4T00BI BI1OCIe1CTBUM HacTpouTh napamerpsl DHCP
IJIsl JAHHOTO Juara3oHa. 3aTeM HaxkMuUTe KHonKy danee.

Yt006561 HacTpouTh napamerpbl DHCP ceituac, Beidepute Jla 1 HaxKMUTe
KHOIKY /lanee.

a. Ecnm Heobxommmo, ykaxute [P-anpec mapiipytuszaropa
(M1 1UTI03a M0 YMOJTYaHUIO ), KOTOPBIH OyIeT UCTIOIb30BaThCs
KJIMeHTaMu. 3aTeM HaXkMuTe KHonKy lanee.

b. Ecau Heob6xommMo, yKakuTe Ij1s1 KIIMEHTOB UMSI IOMEHA U CEPBEPbI
DNS (Domain Name System). Haxkmurte kHoTIKy [lajee.

c. IlpmBeobxommmocTu ykaxkute mMeHa cepBepoB WINS u IP-anpeca.
Haxxmure xHomky danee.

d. Bribepute Jla, yToObI akTHBU3MUPOBaATh NapameTpbl DHCP,
M HaxkMuTe KHOTKY lanee.

Hacrpoiika nnana3zona DHCP Ha manHOM cepBepe 3aBepliieHa YCIIeIIHO.
Haxxmure kHOTIKY ['0TOBO, UTOOBI 3aKPHITH OKHO MacTepa.

Hacrpoiite mpuHTEp, UCIIONB3YS 3ape3epBUPOBaHHBIN [P-ampec
n3 nquana3zoHa DHCP.

a. B mepeBe DHCP otkpoiiTe manky TpebyemMoro nuara3oHa
1 BbiOepuTe 3ape3epBUPOBAHHBIN ajxpec.

b. Ortkpoiite meHto Jleiicreue 11 BeOepriTe HoBbIi 3ape3epBUpOBAHHBII ajipec.

c. BmemuTte B KaXX1I0M 1OJie COOTBETCTBYIOIIYIO0 MHMOPMAIIUIO,
BKJTFOYAs 3ape3epBupoBaHHbIil IP-anpec myst Baiero nprHTepa.
(ITpumeuanne. Anpec MAC mis nMmeroinerocst mpuHrepa HP
Jetdirect MmoxxHO HaliTi Ha cTpaHuile KoHpurypauuu HP Jetdirect.)

d. Bpasgene IlognepxuBaemMble by BeIOepuTe Toapko DHCP, 3aTem
Haxkmute KHOTKY Jlooasuts. (ITpumeuanue. [Tpu BeIOOpe 3HaUEHUST
06a i Toapko BOOTP 6ynet BeinmonHeHa HacTpoiika BOOTP
B COOTBETCTBUM C MIOCJIE0BATEILHOCTHIO, B KOTOPOI CEpBEPHI ITeYaTh
HP Jetdirect ”HULIMMPYIOT MPOTOKOJIBI 3aAITPOCOB KOHDUTYpALIH. )

e. YKaxwure ellle OIVH 3ape3epBUPOBAHHBIN KIUEHT WU HaKMHTE
KHOTIKY 3aKpbiTh. Jl06aBIeHHbIE 3ape3epBUPOBAHHbBIE KITMEHTHI
OynyT oToOpaskaThcs B MarKe «3ape3epBUPOBAHHBIN ampecy
IUTSl TAHHOTO MraIla3oHa.

3akpoiite yrunuty yrpasiaeHuss DHCP.
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Cucrembl NetWare

Cepsepnl NetWare 5.x obecrieunBaroT ciiy>k0b1 HacTpoiiku DHCP
IIJISl CETEBBIX KIIMEHTOB, BKJIto4asi ceppephl reyat HP Jetdirect.

g Hactpoiiku ciy:k6 DHCP Ha cepsepe NetWare Bocrmob3yiiTech
IOKyMeHTalyei 1 noaaepkkoit Novell.

IIpepoiBanue HacTpoiiku DHCP

BHUMAHUE Usmenenne IP-ampeca Ha cepsepe meuatnn HP Jetdirect
MOXET BBI3BaTh HEOOXOIUMOCTh OOHOBJIEHNS IPUHTEPA
WM KOHMUTYpaLUy IeYaT CUCTEMBI TSI KJIMEHTOB
WM CEPBEPOB.

I1pn HEOOXOMMMOCTH UCITOJIB30BATh JIJISI HACTPOMKM cepBepa nevyaTu
HP Jetdirect DHCP cnenyet HacTpouTh cepBep meyaTh APYriM CIIOCOOOM.

1. (Insa BHYTpeHHUX cepBepoB nevyaTu.) Ecau ucnonb3yercs mnaHenb
yIIpaBJieHUs IPUHTEpa U1l yCTAHOBKK KOHUTrypauuu «BpyuHyro»
i BOOTP, o DHCP He 0yneT KCIIOJIb30BaTLCS.

2. Ins ycraHoBKU KoHurypauuu «BpydHyroy» (151 COCTOSIHUS
yKasbiBaeTcsl «Onpenensiercs noas3onBarenemy») uan BOOTP moxHo
ucroapb3opaTh nporpaMmy Telnet, Torna DHCP ncnonb3oBaThcs
He OyIer.

3. TTapametpsl TCP/IP MOXHO M3MEHUTH BPYUHYIO C TIOMOIIbIO
nopaepxxuBaemoro Web-0pay3epa, UCITOJIb3YIOLIETO BCTPOSHHbIN
Web-cepsep Jetdirect, uau nporpamMmmel HP WeblJetadmin.

I1pn uzmenenun konurypauun Ha BOOTP napamerpsl, HacTpoeHHbIE
s DHCP, cbpaceiBaroTcsl 1 uHMIManu3upyercs: mpotokon TCP/IP.

I1pn nu3meHenun KkoHdurypauuu Ha «Bpyunyro» IP-anpec, HacTpoeHHBII
s DHCP, copacbiBaeTcst U UCIIOIL3YIOTCS MapaMeTphl IP, onpeneneHHbIe
nonb3oBaresneM. Takum o6pazom, ecau IP-aapec 3agaercs BpydHyo, He00X0IMMO
TaK>Ke YCTAaHOBHTh BPYYHYIO BCE MapaMeTpbl KOHGUIypanuu, Takiue Kak Macka
NOACETH, IILTI03 10 YMOJIYAHUIO U TaiiM-ayT.
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MpumeyaHue

ITpu noBTOpHOM BKIIFOUEHUH KOHGMUTYPALIY TTOCPEICTBOM
DHCP cepsep nevatu 6yaer mosydaTh CBeIeHUS

o kKoHwurypauum ot ceppepa DHCP. DTo o3Hagaer,
uro 1pu Beibope DHCP u 3aBepitieHnu Bcex ceaHCOB
KOHbUTYparuu (HarpuMep, ¢ IIOMOIIBIO TTPOTrpaMMBbI
Telnet) npotokon TCP/IP ceprepa neyatu MoBTOPHO
WHULIAATTU3UPYETCS M BCS TeKylllasi KOHMUTYpallMoHHasI
nHdopmanus ynansercs. [Tocne aToro nist momydeHust
HOBO KOH(MUTYpaIMoHHOM WHGMOPMAIIIH C cepBepa
neyatu cepsepy DHCP nockiiarores 3anpocst DHCP

0 COCTOSIHUU CETH.

s Bxmouenus: KoHdurypanuu DHCP nipu momotum Telnet
cM. pazgen «Ucnonp3oBanue Telnety qaHHOI IIaBBL
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Ncnooan3oBanne RARP

MpumeyvaHue s Gecnposodusix cepepos nieuatn HP Jetdirect
B JaHHOM pa3zjeJjie MpearoaaraeTcs, YTo NoaKIIoUeHe
K 0eCIIpOBOIHON CeTH y3Ke YCTaHOBJIEHO.

B aToMm paznene onucaHo, Kak 3a1aBaTh KOHGUTYpalMo cepBepa revyaru,
WCTIONB3YsI TPOTOKOJ onpeneneHns: obpatHoro anapeca (Reverse Address
Resolution Protocol, RARP) B cucremax UNIX u Linux.

DTa npolieaypa ycTaHOBKHM 3artyckaeT ciy>k0y RARP B Baieit cucreme,
KoTopasi oTBevaeT Ha 3arpockl RARP, mocwinaembie cepepom nevatu
HP Jetdirect, u HazHavaeT IP-anpeca mis cepBepa meyaTu.

1. BovIKIrOUMTE TIPUHTED.

2. Boiinure B cuctemy UNIX mim Linux B KauecTBe MpUBUIETUPOBAHHOTO

TIOJIb30BAaTEJIAd.

3. Yo6emutech, uTo ciy:kba RARP 3amymieHa B cucteMe, BBEIS ClIeMyIOLIYIO

KOMaHIy B CTPOKe 3aIpoca:
ps -ef | grep rarpd (Unix)
ps ax | grep rarpd (BSD wmu Linux)

4. JIomKHO OBITh MOJIYYEHO CUCTEMHOE COODIIEHIE, aHATIOTUYHOE
CJIeIYIOIEMY:

861 0.00.2 24 72 5 14:03 0:00 rarpd -a
860 0.00.5 36 140 5 14:03 0:00 rarpd -a

5. Ecmm mra cmyxx661 RARP He BhIBemeHO CCTEMHOE COOOIIIEeHITe
¢ HOMepOM IIpoliecca, CM. IJIaBHYIO CTpaHUILY rarpd 10 3aIyCKy
cayk661 RARP.

6. Ortkpotite daiin /etc/hosts u nob6aBbTe Ha3HaueHHbIN [P-agpec
u M y3na mis cepsepa neyatu HP Jetdirect. Hampumep:

192.168.45.39 laserjetl
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7. Ortpenaktupyiite daiin /etc/ethers (daitn /etc/rarpd. conf
B HP-UX 10.20), no6aBuB B Hero armnapaTHbI agpec yCTpolicTBa
JIOKaJIbHOM CeTH WM aIpec CTaHIUMU (CO CTpaHUIbI KOH(DUTYpalvu )
M uMs y31a 115 cepBepa redatd HP Jetdirect. Hanmpumep:

00:01:E6:a28:00:00 laserjetl

MpumeyaHue Eciu B cucTeMe UCIONB3YeTCs ceTeBast MHGOPMALIMOHHAS
cayx6a (NIS), moxxeT moTpe6oBaThcsl BHECTU U3MEHEHUS
Ha cepBepe NIS u B npyrux 6a3ax qaHHBIX.

8. BkirouuTe nmpuHTEp.

9. Ytobbl ybeauThCs, UTO TUIaTa CKOHMDUTYpUpPOBaHA C MPaBUILHBIM
anpecom IP, ucrionb3yiiTe yTuauTy 3arpy3Ku anpeca ping. B komaHmHoOM
CTPOKE BBEIUTE:

ping <IP address>
roe <IP address> — IP-ampec, HasHaueHHBIIT RARP.

10. Ecnu komaHga ping He oTBevaet, cM. riaBy [aBa 8.
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Hcnoabn30BaHne KOMaH arp M ping

MpumeyvaHue s Gecnposodusix cepepos nieuatn HP Jetdirect
B JaHHOM pa3zjeJjie MpearoaaraeTcs, YTo NoaKIIoUeHe
K 0eCIIpOBOIHON CeTH y3Ke YCTaHOBJIEHO.

HNMeeTrca BO3MOXKXHOCTD 3a1aBaTh KOHduUrypamuto ceppepa neuatu HP Jetdirect
¢ [P-anpecom mpu momoinn komaHabl ARP (Address Resolution Protocol —
TPOTOKOJI OTpeIeNIEHNsI aIPeCOR ) IO IePKMBAEMOI CUCTEMBI. DTOT TPOTOKOJ
He SIBJISIETCS] MapIIpyTU3UPOBAHHBIM, TO €CTh paboyasi CTaHIUsI, C KOTOPOit
MPOM3BOIUTCS 3aaHre KOHGUTYpaluH, TOJDKHA PACoaraThCsl B TOM Xe
CeTeBOM CeTMeHTe, uTo U cepsep neuat HP Jetdirect.

Hcnonb3oBanue KomaHa arp 1 ping ¢ cepsepamu nieyatt HP Jetdirect tpebyer
HaJT4us:

® cuctembl Windows NT/2000/XP nimn UNIX, koHduUrypaius KOTOpbiX
3a1aHa 1 pabotsl o npotokony TCP/IP

mukponporpaMmmbl HP Jetdirect Bepcun x.20.00 wim 6oJiee mo3gHeit
3aJJaHHOTO Ha cepBepe MevaTu craHmapTHoro IP-ampeca mo ymMoia4aHUio

MAC-anpeca cepBepa neuatu HP Jetdirect, ykazanHoro Ha crpaHulie
koHurypauu HP Jetdirect uam Ha TUKeETKe, IPUKPEIJICHHOMN
K BHELHUM CepBepaM I1euaTu

MpuMeyaHue B HeKOTOPBIX CUCTEMAX IUISI UCTIOIB30BAHMS KOMAHIIBI & TD
MOTYT HOTPe6OBaThCS IIPaBa JOCTYIA IPUBUIETUPOBAHHOTO
OJIb30BaTEJIs.

ITocne Toro kak IP-agpec mpucBoeH npu MOMOIIY KOMaHd arp U ping,
IIJIST HACTPOMKM OCTaJIbHBIX IP-mapaMeTpoB MCIoOAL3yiTe Ipyrue cpeacTna
(Hanpumep, Telnet, BcTpoeHHbIi Web-cepBep win nporpammy HP Web Jetadmin).

Ilng 3apanus KoHUrypaluu ceppepa redatu Jetdirect moab3yiiTech
CJIeIyIOIIMMU KOMaHIaMu:

arp -s <IP address> <LAN hardware address>
ping <IP address>

roe <IP address> — Tpebyemnlii IP-anpec, KoTophlii OyneT Ha3HaUeH
cepBepy nedyatu. KomaHga arp geiaeT 3alKUCh B 00J1aCTh KIII-TAMSITH
IS KOMaHIbl arp Ha paboueli CTaHIIMKM, a KOMaHIa Ping 3amaer
KoHurypanuio IP-anpeca Ha cepBepe redaTu.
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B 3aBUCHMMOCTH OT CHCTEMBI [ISI aTlIIapaTHOT'O afpeca JOKaIbHOM CETU MOXKET
TpeboBaThCs CIielMalIbHbIN (popmar.

Hanpumep:

® Windows NT 4.0, 2000, XP
arp -s 192.168.45.39 00-01-E6-a2-31-98

ping 192.168.45.39

e UNIX

arp -s 192.168.45.39 00:01:E6:22:31:98

ping 192.168.45.39

MpumeuaHue

Ecmm IP-anpec Ha cepBepe neyaTu 3aj1aH, TO MOCIeAYIOIIe
KOMaHIbl arp U ping O0yayT urHopupoBaThcst. Korma
3amaHa KoHdurypauus IP-agpeca, KomaHObl arp U ping
He MOT'YT HCII0/Ib30BAaThCS, €CJIA HE BBIIOJHUTD ITepe3amyck
cepBepa 1evaTu ¢ mapaMeTpaMu, 3aJaHHbIMUM Ha 3aBOjIe-
nsrotoputene (cMm. ['1aBa §).

B paznnunbix cucremax UNIX ¢popmar KoMaHIpl arp - S
MOT'YT pa3inyaThCsl.

Hekotopsie cucrembl BSD Bocnipunumatrot IP-anpec
(unu ums y371a) B oOpaTHOM nopsiake. Jpyrue cucteMbl
MOT'YT TpeOOBaTh HOMOJTHUTEIBHBIX TApAMETPOB.
KonkpeTtHble GopMaThl KOMaHI MOXHO HalTH

B JOKYMEHTAIIMU I10 UCIOJIb3YeMOil CUCTeMeE.

RUWW

Kondurypanus TCP/IP 75



Ncnoan3oBanue Telnet

MpumeyvaHue s Gecnposodusix cepepos nieuatn HP Jetdirect
B JaHHOM pa3zjeJjie MpearoaaraeTcs, YTo NoaKIIoUeHe
K 0eCIIpOBOIHON CeTH y3Ke YCTaHOBJIEHO.

B nanHoOIi raBe ommcaH MOpsITOK HACTPOWKYU cepBepa mevaTu
(¢ Mukponporpammoit Bepcuu X.25.01 wim 6osee mo3aHE) ¢ TTOMOIIBIO
nporpaMmabl Telnet.

Hecwmotpst Ha To uto Telnet-coenrHeHEe MOXET OBITH 3aIIUIIEHO TTApOJIeM
aIMUHUCTpATOpa, 1ocTym yepe3 Telnet He siBsieTcst 6e3omacHbIM. B ceTsix
C BBICOKHMM YpOBHeM 0e30MacHOCTH HOCTYIT Yepe3 Telnet MOXKeT ObITH
OTKJTIOYEH CEPBEPOM TeYaTH € TTIOMOIIIbIO IPYrux cpenacTs (Takux kak TFTP,
BcTpoeHHbI Web-cepsep uiu iporpamma HP Web Jetadmin).

HacTtpoiika coenunenns yepe3 Telnet

st ucrionb3oBaHus Komau Telnet ipu paboTe ¢ cepBepoM mevaTu

HP Jetdirect Heo6xooM MapIIpyT OT Ballleli pabodeil CTaHIIMU K CepBepy
neyatu. Ecnu cepBep nmeuatu v KommbloTep uMeroT oxoxue IP-ampeca,
TO eCTh CeTeBble YacTh UX IP-ampecoB coBmamaeT, BO3MOXKHO, MapIIpyT
yxe cymectByeT. CBeneHust o cTpyktype IP-anpeca cm. B [Ipunoxenue A.

Ecnu ot nBa IP-ampeca He coBmamaroT, MOXKHO M3MeHUTh IP-agpec paboueit
CTaHIIUY WIX MOMPOoOOBaTh UCIIOIb3BaTh KOMaHIy OMepallMOHHON CUCTEMbI
IUTSl CO3TaHMsI MapllIpyTa K cepBepy reuyatu. (Hanpumep, ecnu ceprep neuatu
HacTpoeH co craHnapTHbIM [P-anpecom 192.0.0.192, mapipyT Bpsig i 6yaeT
CyIIIECTBOBATb. )

B Windows MOXHO HCITONIb30BaTh KOMaHIy route B OKHe KOMaHIHOM CTPOKHU
IUTSl CO3MaHUsST MapIlIpyTa K cepBepy MevaTH.

J17151 TosTyyeHust CBEIeHM I O CCTeMe KOMaHIHBIX CTPOK CM. MHTEPAaKTUBHYIO
crpaBky Windows. B cucremax cemeiictea Windows NT ytunvta KomaHIHOI
cTtpoku HaxonuTcs B manke IIporpamMmel (Haskmute KHOMKY Ilyck v BbiGepuTe
nocienoBatesbHO KoMaHabl [Iporpammbl 1 Komananas ctpoka). B Windows
2000/XP ona Haxomutcs B nonnanke Crangaprable nanky IIporpamMmel.
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Jl1g ucrionb30BaHMUsI KOMaHIbI route Hy>KeH Takxke [P-anpec paboueit
craHIUU. YTOObI HATH €ro, BBEAUTE COOTBETCTBYIOIIYIO KOMAaHIYy
B KOMaHIHYIO CTPOKY:

C:\> ipconfig (8 Windows NT/2000/XP)
C:\> winipconfig (B Windows 98)

J1s1 co3maHKsl MapIIpyTa B KOMaHIHOM CTPOKE BBEAUTE CIEIYIOIIYIO
KOMaHy:

route add <Jetdirect IP Address> <system IP Address>

roe <Jetdirect IP address>—oato [P-anpec, koHdurypaims KOToporo
3amaHa Ha cepBepe reuatu HP Jetdirect, a <system IP address> —
[P-anpec ceTeBoii minatel paboueii cTaHLIMM, KOTOpasi MpUCOeIMHEeHa

K TO 3Xe PU3NUYECKOI TOKAJTbHOI CETH, UTO U CepBep IMevaTH.

Hamnpumep, n1s1 co3manust MapipyTa ot paboueit cranuu ¢ IP-ampecom
169.254.2.1 no cepsepa nevatu ¢ [P-anpecom o ymomyanuro 192.0.0.192
o po0OyiiTe BBECTH KOMaHIY:

route add 192.0.0.192 169.254.2.1

BHUMAHUE Hcnonbsosanue Telnet mig ycranosku IP-anpeca BpydHyto
OTMEHUT OTUHAMU4YecKyro KoHdurypamumw IP (Hampumep,
¢ nomoniso BOOTP, DHCP unu RARP), B pe3ynbTaTe yero
MOJIyYUTCS cTaTU4ecKast KoHdurypanus. B cratnueckoii
KoHurypauuu 3HadyeHus IP ¢ukcupoBansl, 1 padborta
BOOTP, DHCP, RARP u npyrux MeTonoB AMHaMUYECKOMI
KOHGUTrypalyyu MOKET 0Ka3aThCsl HEBO3MOXKHOIA.

I1pn usmenenun IP-anpeca BpyyHyto Takke He0OOXOIUMO
OIHOBPEMEHHO 3aJ1aTh KOH(PUTYpaLIUIO0 MaCKU MTOJACETH
1 1IUTF03a 110 YMOJIYAHMIO.
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Tummunenid ceanc Telnet

Huke nokazaHa MHUIMANIM3aLMs TUIIMYHOTO ceaHca Telnet.

Command Prompt
Microsoft(R> Windous NT{TM>

C:\>Telnet 192.168.48.133
R

LConnect Edit Temminal Help

HP JetDirect
L_Password is not set

Please type 7" for help, or
>

(C) Copyright 1985-1996 Microsoft Corp.

M=l E3

o Telnet - 192.168_40.133

“f" for current settings.

o Telnet - 192,168 .40.133

LConnect Edit Teminal Help

= Please type "7 for help, or
> 7

Help Menu

"/ for current settings.

Type one “Command” followed by one of its valid “"Values™.

Command :

TCGP/IP

Ualues:

ip-config

ip
subnet-mask
default-gw
idle-timeout
syslog-svr
tftp-server

MANUAL , BOOTP-ONLY, DHGP-DHLY

IP address in dotted notation, 8.
IP address in dotted notation, 8.
IP address in dotted notation, 8.
integer (1..3688) seconds, @ to di
IP address in dotted notation,
IP address in dotted notation,

o dis.
o dis.
o dis.

oo

sable
dis.

a.
a.
a.
i
..
.a. dis.

a.
a.
5]
a
8.
8.

GQ
BB'—'@@@

to
to
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YT005I 3a1aTh NTapaMeTphbl KOHPUTYypallMi, HEOOXOIMMO YCTaHOBUTH
Telnet-coennHeHne MexXy Balleii cuctemoii u cepsepom reyatu HP Jetdirect.

1.

B KomaHIHOI cTpOKe BBeIUTE:
telnet <IP address>

roe <IP address> o3HauaeT IP-anpec, comep:kaluiics Ha CTapHUILIE
KoHurypauuu Jetdirect. Cm. I'nasa 9.

Otobpa3utcg nHdopMalnsI O COeTUHEHUN C CEpBEPOM MedaTH
HP Jetdirect. Korma nmosiBurcst coob1ieHre cucTeMbl «connected to
IP address» (coequnenue ¢ IP-ampecom), nBaxkmbl HaxkmuTe Enter,
qT00BI YOEIUTHCS, YTO coeqnHeHne Telnet MHUIIMATIM3UPOBAHO.

Ecnu BBIBOIMTCST CHCTEMHBI 3alpoC Ha UM4 II0JIb30BaTE/Id U I1apOJib,
BBCOUTE ITPABUJIbHBIC 3HAUYCHU .

ITo ymonuanuto B uHtepdetice Telnet He TpebyeTcst BBOIUTH UMSI
OJIb30BaTeNIS ¥ TTapoJib. Eciu maposib amMUHUCTpAaTOpa He yCTaHOBJIEH,
TTOSIBUTCS 3aITPOC Ha BBOJ UMEHU TMOJIb30BaTEJISI M 3TOTO MapoJisl, MpexKie
YeM MOKHO OyIeT BBOIUTh M COXpaHSTh MapaMeTpbl KomaH I Telnet.

ITo ymom4aHuio obecrieunBaeTcst MHTepdeic TUma KOMaHIHOW CTPOKH.
It HACTPOMKM TTapaMeTpoOB ¢ TIOMOIIbIO MHTepdelica TUITa MeHIO
BBeauTe MeHio. 111 TTOJTyIeHHS MOTIOMHUTENBHBIX CBEIEHUI CM. pa3ien

Ba[!I/IaHTI)I I10JIb30BATEIBLCKOI'O HHTC[ZglzeﬁCa.

Crmcox nomuep>KruBaeMbIX KOMaHI 1 ITapaMeTPOB IIpUBENIEeH B pa3iesie
Kowmannbl 1 mapametpsr Telnet.

BapuanTsl noJib30Bate1bckoro unrepdeiica

Cepsep neyatu HP Jetdirect mpenocrasisieT 1Ba BapuaHTa nHTepdeiica

17151 BBeieHus1 KomaH 1 Telnet: UHTepdeiic KoMaHIHOM CTPOKM (110 YMOTYAHUIO )

n UnTepdelic TUIa MEHIO.
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HNurepdeiic KoMaHaHoO#H cTPOKH (110 YMOTIAHHIO)

C nmoMo1ibso nHTepdeiica THIIa KOMaHIHOM cTpoku Telnet MOXKHO 3a1aBaTh
rmapaMeTpbl KOHOUTYpaIUU, UCTIONB3YSI CIeNYIOIIe TTPOLeIyphI.

MpumeuvaHue Bo Bpems cearca Telnet BBequTe ? VISt TPOCMOTPA
IOCTYIHBIX TapaMeTPOB HACTPOIKM, TOMYCTUMOTO
dopmaTa KOMaHI ¥ CIMCKAa KOMaH]I.

Yr10o06b1 0TOOPA3UTH NOIOTHUTEIbHbIE (M paclIMPEeHHbIE )
KOMaHbl, BBeIUTe KoMaHIy advanced nepeia BBOIOM ?.

Il oToOpaKeHusI CBEIEHW O TeKyllleil KOHGUrypauumn
BBEIUTE /.

1. B crpoke 3ampoca Telnet «>» BBenuTe:
<parameter>: <value>

3aTeM HaxkmuTe Kinasuity Enter. B nanHoit komaHae <parameter>
O3HavaeT MmapaMmeTp KOHMUTYpaIlid, OTIpeaesieMblil TT0JIb30BaTeIeM,

a <value> — omnpeneleHne, KOTOpOoe Bl Ha3HavYaeTe ITOMY mapaMeTpy.
IToce Kaxxmoit 3ammcy mapaMeTpa TpeObyeTcs TTepeBOI CTPOKM.

ITapameTpbl HacTpoiiku cM. B Ta61.3.4 (Bepcusi MUKPOTIPOTpaMMBbI
x.25.00 wnu 6071ee mo3aHsIs ).

2. TloBropsiiTe mpenblAYyILMIA IIAT OJ1s1 yCTAHOBKU JTHO0BIX JOMOJIHUTETbHBIX
mapaMeTpoB KOH(PUTYpaLINU.

3. Tlo 3aBepuieHnn BBOJA TTapaMeTpOB KOHGUTYpally BBEIUTE X1 t
Wi quit (B 3aBUCUMOCTH OT CUCTEMBI ).

ITpwu mostBIeHnH 3ampoca 0 He0OXOIUMOCTH COXPAaHNUTh N3MEHEHHbIE
TapaMeTphl BBeauTe Y (110 YMOTYaHUIO) — Ja Wik N — HeT.

Ilpu BBOIE save BMecTO exit wiM quit 3ampoc 0 HeOOXOIUMOCTHU
COXpaHEHMU TapaMeTPOB He TOSIBUTCS.
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Komanawl u napametpsl Telnet. Ta61.3.4 cogep>KUT CMCOK TOCTYITHBIX
KoMaHg 1 mapameTpoB Telnet.

NMpumeyaHue Eciunapamerp ycTaHaBIMBAETCS TMHAMUYECKU (HAPUMED,
¢ cepsepa BOOTP wnu DHCP), ero 3HaueHue He MOXET
ObITh M3MEHEHO C oMollbio Telnet 63 mpeaBapuTeTbHOMN
HACTPOUKHU Bpy4dHYI0. JIJIsI HACTPOUKM BpyIHYIO
CM. KoMaHOy ip-config.
IIpu m3amenennu IP-agpeca BpydHyIo Takske HEOOXOIUMO
OIOHOBPEMEHHO 3al1aTh KOH(MUTYpaLIMI0 MacKU MOJCETU
U 1LJTF032a 10 YMOJIYaHUIO.
Tab6n. 3.4 HomaHpabl U napameTphbl Telnet (1 U3 18)
KomaHgabl ynpaBneHUA nonb3oBatens
HomaHnpa OnucaHue
? OtoBpakaet cnpasky W koMaHzabl Telnet.
/ OTobparkaeT TeKyLLUUE 3HAUEHUA.
menu OtobpakaeT UHTepdEeiC TMNa MeHIO And AOCTyNa K napameTpam
KOHQUrypauuu.
advanced BkntoyaeT pacluMpeHHble komaHabl. Cnipaska (?) 6yaer coaepkartb
pacwmpeHHble KoMaHAbl B CMUCKe.
general OTKouYaeT pacluMpeHHble KoMaHabl. Cnpaska (?) He OyaeT
cozepaTtb pacLUMpeHHble KOMaHZbl B CMIMCKE (M0 YMONYaHUIo).
save CoxpaHsaeT 3HaueHUA KOHUIypaLmK 1 3aBepLUaET CeaHc.
exit 3aBepLuaer ceaHc.
export OKcnopTupyeT napameTpel B Gann AnA peaaktMpoBaHua U umnopta

yepes Telnet unu TFTP (3Ta KOMaHAa AOCTYMHA TOMbKO B TaKUX
cuctemax, kak UNIX, koTopble nogaep>kusatoTt nepeaspecaumio
BBOAA-BbIBOAA).

O6wue napameTpbl

KomaHnpa

OnucaHue

passwd

YcraHaBnMBaeT naposib aAMUHUCTPATopa (KOTOPbIN TakKe
ucnonb3yetca u ana sctpoeHHoro Web-cepsepa u nporpammel HP
Web Jetadmin). Hanpumep, komanaa «passwd jd1234 jd1234»
3asaeTnaponb jd1234. CneayeT NOMHUTb, YTO 3aMnMChb «jd1234» HYXXHO
BBOAMUTb ABaXKAbl ANA NOATBEPXKAEHMA Napons.

MokHo ucnonb3oBatb A0 16 ByKBEHHO-LMGPOBLIX CUMBOSIOB.

Mpwu 3anycke cneaytoLero ceaHca Telnet noABUTCA 3anpoc Ha BBOA
MMEeHU nonb3oBarena U 3Toro napond.

,Elﬂﬁ yAaneHua naponAa BBeAnTe KoMaHay, He YyKasbiBada caM naponb
1 ero NoOATBEPXXAEHME.

Maposb MOXKET BbiTb OUMLLEH C NOMOLLLIO «XONOAHOT0» NEepesanycka.
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Ta6n. 3.4 HomaHpabl U napameTpbl Telnet (2 U3 18)

sys-location |BykBeHHO-UMdpPOBanA CTpoKa (A0 255 CUMBOOB) 0OLIUHO
“cnonbayetca AnA onpeaeneHna MeCToNoNOXKEHHA.

sys-contact |BykBeHHO-UMPpPOBaA CTPOKaA (10 255 CUMBOOB) 00LIYHO UCMONL3YETCA
ANA onpeaeneHna UMeHn aAMUHUCTPaTopa CeTW UK yCTPOoHCTBa.

ssl-state YcraHoBKa ypoBHA 6e30macHOCTM cepBepa neyatv npu paéote

B UHTepHeTe:

1 (N0 ymMonuaHuio): NpuHyaMTeNnbHan nepeaapecaums B 3aLLMLLEHHbIN
nopt HTTPS. MoxeT ucnons3osatbca nepeaaya AaHHbIX TONbKO

no npotokony HTTPS (3awmuiieHHsin HTTP).

2: OTK/HOYEeHWe NpUHYAnTenbHoM nepeaapecaunn 8 HTTPS. ina nepeaaum
JaHHbIX MOTYT Ucnonb3oBatbea oba npotokona — HTTP v HTTPS.

security-reset | Cépoc napameTpos 6e30nacHOCTM cepsepa nevatu 1 Bo3spar
K 3aBOZICKMM HacTpoikam. 0 (N0 yMonyaHuio): cOpoc He NPOU3BOAMTCH,
1: cOpoc napameTpoB 6e30MacHOCTH.

OcHoBHble NapameTpbl 6ecnposogHom ceTn Wireless 802.11

Komanpa OnucaHue

network-type | 3aaaeT Tononoruto 6ecnposoaHoi cetn 802.11.

CeTb ¢ MH$pPaACTPYKTYpPOK: cepsep nevyatu byaet
Bsawmoaeﬁcmoaam C ApyrMMu NpOBOAHBLIMU U 6eCnpOBO,CleIMVI
yCTpOWCTBaM#M Yepes TOUKK A0CTyna.

OpnHopaHroBsan ceTb: (M0 yMON4YaHuio) cepsep nevatv Oyaet
B3aMMOZENCTBOBATb C APYrMMU NPOBOAHLIMU 1 6eCnpPOBOAHBIMU
YCTPOWCTBAMU HENOCPEACTBEHHO, 6e3 UCMONb30BaHKUA TOYKM A0CTYNa.

desired-ssid |YkasbiBaeT Tpebyemblit naeHTUPUKaTOP Habopa cnyxob (SSID)

1nu ceTeBoe UMA cepBepa neyat. MoXHO ncnonb3oBatb

210 32 ByKBEHHO-LIMPPOBLIX CHMBOJIOB.

3HaueHune SSID no ymonyaHuio — hpsetup ANA OAHOPAHrOBOMN CETU.
Uaerntnuounkatop SSID hpsetup HE NPUMEHAETCA ANA CETU

C MHPPACTPYKTYPOHA.

Mpu Ucnonb3oBaHUM KOMaHZb!l «ssid» ¢ nycTeiM nonem SSID Gyaet
ycTaHoBneHo 3HaveHne <AUTO>, koTopoe npucsansaeTtca Toi ceTu,
napameTpbl NOAIMHHOCTM KOTOPOW COBNAaAatoT C AaHHOW CETbIO.

encryption  |YkasbiBaeT Ha UCNONb30BaHUE LMPPOBAHHA.
0 (Mo ymonuaHuto): oTKoYaeT, 1: BKoyaer.

wep-key- YkasbiBaeT dopmar sanucu knroya WEP. 3anucu knrouenn WEP
method ZOMKHbI BbITb ONPEAENEHHO! ANUHBI.

ASCII: (no ymonyanuio) ucnonb3osaHue andpasUTHO-UMGPOBLIX
3HakoB ASCII (0-9, a—z, A-Z). Ona 40/64-pa3paaHoro wuppoBaHua
AaHHbIX BBeAuTe 5 3HakoB. [ina 104/128-paspaaHoro wndpoBaH1a
naHHbix BBeaute 13 3HakoB. 3anucu ASCII BBoAATCA C yueTom
perucTpa.

HEX: ucnonb3osaHue wectHaguarTepuyHbix cumsosnos (0-9, a—f, A—F).
Ona 40/64-paspaaHoro wnppoBaH1a JaHHbLIX BBOAATCA

10 wecTtHaauatepuuHbix undp. Ana 104/128-paspanHoro
LndpoBaHWUA AaHHbIX BBEAWUTE 26 LWeCTHaAUaTePUUHbIX LMOP.
3anvcu HEX BBoaaTcA 6e3 yueTta perucrpa.
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Tabn. 3.4

KomaHpabl u napameTtpbl Telnet (3 u3 18)

wep-key

YKasbiBaeT ctatnueckuit knwod wudposaHua WEP (Wired Equivalent
Privacy). Ha cepsepe neuyatn MOXXeT XpaHWUTbCA A0 YeTbipex
ctaTnyeckux knoyen WEP (kntoumn 1, 2, 3, 4). ina seoaa kntoya WEP
3aJanTe none Knwoya u ero 3HaveHve. Hanpumep,

wep-key 1 0123456789net

3a4aet B KavecTBe Kntova 1 128-paspaaHeii kntoy WEP, nmetoLumi
3HaueHne 0123456789net.

Mo)XHO UCMoNb30BaTh KOMaHAy wep - key -method AnA 0003HaYeHUs
dopmara 3HaYeHuq Koya (LuecTHaauaTepuyHble Udpbl Um
BykBeHHO-UMPpoBLIe cumBonbl ASCII). Kpome Toro, MOXHO BCTaBUTb
aononHutensHbli napameTp (ASCII unn HEX) nocne nona kntova.
Hanpumep,

wep-key 1 ASCIl 0123456789net

3ajaeT B KavecTtse Knoya 1 128-paspaaHbin kntoy WEP, sanucaHHbii
andasuTHO-UMdpoBeIMM cumBonamu ASCII 0123456789net.

Mpu HasHauyeHWn ctatudeckux kntoueit WEP y6eauntech, uto nons
KSIFOYEN M UX 3HAYEHWA COOTBETCTBYHOT APYrMM 6eCnpoBOAHLIM
ycTpoWcTBaM B ceTH. Y6eauTech, UTO BBOAWMbIE 3HAUYEHHUS KitoYei
MMEIOT OAMHAKOBYHO ANMHY M YTO B 3anucy kntoven WEP
MCMONb30BAHO HY)XXHOE KONIMYECTBO 3HAKOB U LMGP.

transmit-key

3apaet none kntoya WEP (1, 2, 3, 4), KoTopoe GyAeT Ucnonb3oBaTtbca
cepBepoM neyartn Ana sawmndpoBaHHON nepeaayun AaHHbIX.
Hanpuwmep,

transmit-key 2
yKasbIBa€eT, uTo AnA 3amMdpoBaHHON Nepesaun AaHHbIX Gyaet
MCMNONb30BaTbCA KoY 2.

desired-
channel

(B oniHopaHroBoi ceTh.) 3azaeT TpebyeMblit KaHan, KoTopbli ByaeT
MCMNONb30BaTbCA CEePBEPOM Neyvatu And 3anpocoB NOAKOYUEHUA

B OJHOPAHroBOM CETH.

10: (no ymonyaHuto) ucnonbdyetca kaHan 10 (2457 Mlu).

11: ucnonbayetca kaHan 11 (2462 MI'u).

CepBep nevat 6yaeTt MCNONb30BaThb ATOT KaHan AN OTNPaBKK
COOBLLUEHWIA 0 AOCTYMHOCTU, €CNK HE yAACTCA 0OHaPYXHUTb

1 YCTaHOBWUTb COEZIMHEHUE C YKa3aHHON OAHOPaHrOBOMN CETbIO

HW NO OAHOMY W3 KaHasoB.

auth-type

YkasbiBaeT cnoco® NpoBepKu NOASIMHHOCTU cepBepa neyatv

Npu COEANHEHUW Nepes TeM, Kak ByaeT paspeLleH A0CTYN K CETH.
OTKpbITaA: (N0 yMON4YaHH1IO) MCMNONb30BaHWe MeToAa NPOBEPKH
noAnMHHoCTH «OTKpbITaA cUCTEMAa» B TEX Clyvanx, Koraa And AocTyna
k BecnpoBofHoO ceTu He TpebyeTcs NpoBepka NOANMHHOCTH.

Tem He MeHee, BO3MOXKHOCTb UCMOoNb30BaTh WMPPOBaHUE

ana 6e30NacHOCTU NepeaaBaeMblX AaHHbIX COXPaHAETCS.
Shared_Key: ncnonb3osaHve metoaa npoBepK1 NOASIMHHOCTH
«OBLUMit Kntou» B TEX CyYanx, Koraa AnAa AocTtyna K cetn Tpebyertcs,
yToObl BCE YCTPOWCTBA MMENWU OAMHAKOBLIA CEKPETHbIN Koy WEP.
MUcnonb3oBaHue BapuaHTta Shared_Key Heaonyctumo c napameTpamu
KOMaHAbl wpa - auth- type (802.1x unun PSK).
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Tabn. 3.4

KomaHpabl u napameTtpbl Telnet (4 u3 18)

server-auth

Orta Komanaa TpebyeT 3aAatb napameTp AMHAMWYECKOro
LWwndpposaH1a (koMaHaa dynamic -encrypt) ¥ NPOBEPKyY
noanuHHoct EAP 802.1x (komaHaa wpa - auth - type). Mcnonesyire
3Ty KOMaHZy AnA HaCTPOMKK B CBOEW CETU METOA0B NPOBEPKM
NOANMHHOCTH Ha 6ase cepBepa. KpaTkoe onucaH1e noaaepuBaeMblx
NPOTOKOMI0B NPOBEPKK NOANMHHOCTM CM. [naBa 1.

HeT: (no ymonuaHuio) npoBepka NoAnMHHOCTU Ha 6ase cepsepa
He UCNOoNb3yeTcA.

EAP_MD5: B AaHHOM MeTOAE NPOBEPKM MOASIMHHOCTHM UCNOMb3YHOTCA
npotokon 802.1x EAP v anroputm MD5 (Message-Digest Algorithm 5,
RFC 1321). MNMpwu npumMeHeHnn aToro metoaa Tpedyercs, YTobbl UMA
nonb3oBaTens U Naposb Obinu 3aAaHbl Ha KOHKPETHOM YCTPOWCTBE.
Yrtobbl 3aAaTb MMA NONb30BATENs U Naponb, UCNONb3yiHTe
COOTBETCTBEHHO KOMaHAbl svr-auth-user M svr-auth-pass.

EAP_TLS: meToa npoBepK1 NOASMHHOCTM C UCMONb30BaHUEM
npotokona 802.1x EAP-TLS (Extensible Authentication Protocol -
Transport Layer Security, RFC 2716). lNpv npumeHeHnn atoro metoaa
TpebyeTcA HanMune MMeH! Nonb3oBaTeNa 1 yCTaHOBIEHHOrO
undposoro ceptudukara X.509 ana naeHTMduKaumm yctponctaa.
Kpome Toro, JomxeH BbiTb YCTaHOBNIEH CEPTUPUKAT JOBEPEHHOTO
ueHTpa (CA), ucnonbsyemsblin AnA nAeHTUUKaLMM cepBepa NPOBEPKH
NoANMHHOCTU. YT0BbI 3a4aTh MMA MONb30BATENA, UCMONb3YITE
KOMaHZy svr-auth-user. [1nA ycTaHOBKM CepTMPUKATOB
ncnonb3ynte BCTpoeHHbin Web-cepsep. Cm. [nasa 4.

LEAP: MmeTOA NOBEPKM NOANMHHOCTU C UCMONb30BaHWEM NPOTOKONa
LEAP (Lightweight Extensible Authentication Protocol). LEAP —
dUPMEHHBIN NpoTokon komnaHuu Cisco Systems. MNpu npuMeHeHUM
npoTtokona LEAP TpebyeTca Hannune MeHu nonb3oBaTtena v napons.
Urtobbl 3aaaTb MMA NONb30BATENs W Naposb, UCNIONb3yiHTe
COOTBETCTBEHHO KOMaHAbl svr-auth-user U svr-auth-pass.

PEAP: meToa npoBepKu NOANMHHOCTH C UCMONb30BaHUEM NPOTOKONA
PEAP (Protected Extensible Authentication Protocol). [Mpu npumerexun
npotokona PEAP ana uaeHtMdukaummn knmeHta TpedyeTca Hanmume
“MeHu nonb3osatens 1 naponsa. Kpome Toro, A0mxeH BbiTb yCTaHOB/EH
ceptudukar aosepeHHoro ueHtpa (CA), ucnonbsyemblin ana
UAEHTUOMKALMM cepBepa NPOBEPKM MOANMHHOCTU. YToBk! 3aaTh
MMA NoNb30BaTesNA M Naposib, UCMOMb3YHTE COOTBETCTBEHHO KOMaH bl
svr-auth-user M svr-auth-pass. [InA ycTaHOBKKU CEPTUPUKATOB
ncnonb3ynte BCTpoeHHbin Web-cepsep. Cm. [nasa 4.

EAP_TTLS: meToA NpoBepKM NOASIMHHOCTHM C ucnonb3oBaHwem TTLS
(Tunneled Transport Layer Security). EAP-TTLS — pacLumpeHue
npotokona EAP-TLS, B KOTOPOM Tak)Xe UCNonb3ytoTca UMdpoBbie
ceptuduratel X.509. Mpu npumenenunn npotokona TTLS ana
MAEHTUOMKALMK KNUeHTa TpebyeTca HanMuyMe MMeHu nonb3oBaTens
1 napons. Kpome Toro, AomKeH BbiTb yCTAHOBMEH cepTUdUKaT
AoBepeHHoro ueHtpa (CA), ucnonb3yemsbli Ana naeHTMdMKaLmUm
cepBepa NPoBepPKU NOANIMHHOCTU. UToObI 3aaaTb UMA Nonb3oBaTens
1 naponb, UCNOMb3YNTE COOTBETCTBEHHO KOMaHAbl svr -auth-user
M svr-auth-pass. [inA ycTaHOBKM CepTUOUKATOB UCMONb3YHTE
BCTpoeHHbIn Web-cepsep. Cm. [nasa 4.
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KomaHpabl u napameTtpbl Telnet (5 us 18)

svr-auth-user | YKasbiBaeT UMs nosnb3oBatensa Ans NpoBEPKY NOAIMHHOCTH Ha 6ase

cepBepa. MoxHo vcronb3oBatb A0 128 GyKBEHHO-LMPPOBLIX CUMBOSIOB.

svr-auth-pass | YkasbiBaeT naposnb Ans NPpOBEPKU NMOAMHHOCTM Ha Base cepsepa.

Mo»kHo ucnonb3oBatb A0 128 ByKBEHHO-LMPPOBLIX CUMBOJIOB.

svr-auth-id

YKasblBaeT CTPOKy cMMBONOB cepTudurata CA, kotopas Oyaet
MCNoNb30BaThCA ANA MAEHTUPUKALMK cepBEPa NPOBEPKM
NOANMHHOCTK. OTa CTPOKA CPaBHMBAETCA CO CTPOKON MASHTUDUKALINM,
NoJsly4YeHHOW OT cepBepa NPoBEPKH NOANMHHOCTU. [Insa cpaBHeHUA
CTPOK MOXXHO yKasaTb, TpebyeTca M UX NONHOE COOTBETCTBHUE:
RIGHT_MOST (no ymonuaHuto): cTpoka 6yaeT cpaBHUBaTLCA MO
coBnaaeHuto 60ﬂbLIJVIHCTBa MMerLnuxXcd CUMBOJIOB C CUMBON1AMH
CcTpoku ceptupukata CA.

USE_EXACT: cTpoKka A0/mKHa NOIHOCTbIO coBnaAath C aHanorMyHom
CTPOKOW cepBepa NPOBEPKU NOANMHHOCTY.

wpa-auth-type | O1a KOMaHaa HECOBMECTUMA C NapamMeTpPOM NPOBEPKM MOATMHHOCTH

«O06LMii KNtoY» B KOMaHZe auth - type. Mcnonbayiite aTy komaHay
ANA yKasaHuA NoAAEPXXMBAEMOro Tuna NpoBepKu NoannHHoCcT EAP.

802.1x: BbiGepuTe 3TOT NapameTp AN CeTH, B KOTOPOK UCMoNb3yeTca
cepBsep NPOBEPKU NOANMHHOCTU. Mcnonb3yinTe KOMaHAay server -auth,
uTo6bI yKasaTb NpoToKonsl EAP/802.1x, UConb3yeMmble B BaLLE CETH.
Mcnonb3ayiite koManay dynamic - encrypt, YToObl ykasaTb napameTp
AMHaMUYECKOro WMppoBaHUA.

PSK: BbiBepute aT0T napameTp ans ceteit EAP, B KOTOPbIX HE UCTONb3YeTCA
cepsep NPOBEPKM NOANTUHHOCTU. BmecTo atoro ANnA NPOBEePKK NOANUHHOCTH
YCTPOWCTB MCnonb3yiiTe obLumid kntoy. OBLLKiA Kntoy reHepupyeTca
npu yKasaHun ¢ppasbl-naponsa ¢ NOMOLLbIO KOMaHAbl psk - passphrase.
Komanaa dynamic-encrypt ycraHasnvusaet napameTtp Robust.

psk-
passphrase

YkasblBaeT Gppasy-naposib, KoTopas UCobL30BaHa Anf reHepaLuy obLero
ceTeBoOro Kntoya. dpasa-naponb AOMKHA MMeTb OT 8 A0 63 cMMBONOB
ASCI| B WwecTHaauatepuyHoM popmarte ¢ AnanaszoHoM 3HaueHwi ot 21
no 7E (Bkntouvaa cumeonsl 0-9, a—z, A—Z 1 pasnnyHbie cneuunasnbHble
cumBonbl: |, @,#, 9, %, & (), L+ =-0LLLLNA <> 2 ~).

dynamic-
encrypt

BriGepuTe noasepkxmMBaeMblit napaMeTp AMHAMWYECKOTO LUMGPOBaHHA.
Basic: noaaep»«u1saetca amHamuueckoe wupposarne WEP.
Robust: noaaep»xveatotrca npotokosnsl WwndpposaHna Dynamic Wi-Fi
Protected Access (WPA) n WEP.

MUcnonbayiTe KOMaHAy wpa -auth - type AnA Beldopa COBMECTUMOro

TMna ayteHTuouKaumm EAP.

e [lpunposepke noanuHHocT EAP/PSK Ha cepsepe nevat ucnonb3yetca
HaZexHoe wudposaHue (NpoTokonbl wnpposaHua WPA).

e [lpu nposepke noanuHHoct EAP/802.1x (Tonbko LEAP)

Ha cepBepe nevyarn UCrnonb3yeTcA OCHOBHOE LndpoBaHue.

e [lpnnposepke noanmHHocTn EAP/802.1x (Tonbko PEAP, TLS, TTLS)
Ha cepBepe neyaTu, B 3aBUCUMOCTH OT TEKYLLIEH CETU, MOXKET BbITb
ycTaHoBfieH napameTp Basic encryption unm Robust encryption.

MpoToKonbl AMHAMUYECKOrO LUMPPOBAHUA HAXOAATCA NOA

ynpasfieHMeM cepBepa NpoBEPKMU NMOASIMHHOCTHU U, KPOME TOro,

AOMKHBI NOAAEPKMBATLCA TOYKOW AoCTyna.
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Tabn. 3.4

KomaHpabl u napameTtpbl Telnet (6 u3 18)

LuarHocTuka 6ecnposogHon cetu 802.11
HomaHpa OnucaHue
TekyLunn (MapameTtp Tonbko anA ytenua.) Mma cetn (SSID),
SSID K KOTOPOW NoZKmtoYeH 6ecnpoBOAHON CepBep nevaty.
Current (MapameTp ToNLKO ANA yTeHunaA.) KaHan, ucnonb3yemebli
Channel 6ecnpoBOAHBIM CEPBEPOM MEYaTy.
Signal (MapameTp TONbKO ANA yTeHua.) MoLwwHOCTL paanocurHana,
Strength NPUHAMAEMOro CepBepoM neyvaty.

<MyCTO>: CepBep Neyatn He 0BHAPYKUN PaAUOCHUTHAN CETHU
NP1 CKaHUPOBaHWUH.

No Signal: paavocurHan He 06Hapy>XEH HW Ha OAHOM KaHare.

Poor/Marginal/Good/Excellent: 3HayeHve nokasbiBaeT ypoBeHb
MOLLHOCTM NPUHUMaEeMOoro curHana.

Access Point
Mac

(MapameTtp Tonbko AnA yteHnd.) AnnapartHeii aapec (MAC) Toukm

A0CTyna, UCNoNb3yeMon B CeTAX C MHPPaCTPYKTypon. Hanpumep,
00:a0:f8:38:7a:7

YKasblBaeT, YTO AN1A MOAKIIOUEHWA K CETU UCMOSb3YETCA TOUKa A0CTyna

¢ aapecom MAC 00a0f8387af7.

OcHOBHbIe na

pameTtpbl TCP/IP

Komanpa

OnucaHue

host-name

BykBeHHO-UMppoBan CTpoka (A0 32 CMMBONOB) ANA Ha3HaYeHA
W N3MEHeHUA UMEHKN CeTeBoro ycTpoicTaa. Hanpumep,

KomaHzaa «host-name printer1» HasHa4aeT yCTPOUCTBY MMA
«printer1».

ip-config

YkasblBaeT cnocod KoHPUrypaumm:

BPYUHYHO: cepBep neyatv ByaeT oxxuaatb nonyyeHus napameTtpos IP
C NOMOLLIbIO MHCTPYMEHTOB PYYHON HacTpoiku (Hanpumep, Telnet,
BCTpOeHHbIn Web-cepsep, naHens ynpasneHusa, nporpaMmHoe
oBecneyeHne yCTaHOBKM M ynpasneHua). [inA coCTOAHWA yKa3sblBaeTcA
OHpenenﬂeTc;{ TI0JIBb30BaTEeJIEM.

bootp: cepsep neuyatu Byaet otnpaBnaTh 3anpocsl BOOTP no cet
ANA AMHaAMWUYECKON KoHdurypaumu IP.

dhcp: cepBep neuatu 6yaet otnpasnate 3anpockl BOOTP no cetu
ANna AMHaMUYECKon KoHuUrypaumu IP.

Anpec IP ana cepsepa neyatu, pasaeneHHblin Toukamu. Hanpumep:
ip-config manual
ip 192.168.45.39

rae ip-config 03HayaeT HACTPOMKY BPYUHYIO, @ 1p yCTaHaBnusaeT
BpyuHyto IP-aapec 192.168.45.39 Ha cepsepe nevatu.

Mpwu ykasanum 0.0.0.0 IP-aapec yaanaertca.

Mpw 3aBepLueHn paboTebl U coxpaHeHun Hosoro IP-aapeca
ero cneayert ykasatb npu cneaytowlem ceaxce Telnet.
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Tabn. 3.4

KomaHpabl u napameTtpbl Telnet (7 s 18)

subnet-mask

3HaueHue (pasaeneHHoe ToYKamMu), KOTOpoe O3HavaeT yacTv

IP-agpeca ana cetv v y3na B nony4yeHHbIX coobLueHusx. Hanpumep,
subnet-mask 255.255.255.0

COXpaHAeT 3HayeHne macku noacetn 255.255.255.0 Ha cepsepe

neyatun. 3Hauenve 0.0.0.0 oTknO4aET MacKy NoaceTH.

LononHutenbHble cBeAeHuA cM. B [punoxxexune A.

default-gw

Aapec IP wno3a no ymonyaHnuio, pasaeneHHbin Toukamu. Hanprmep,
default-gw 192.168.40.1

3afaeT 3HaveHne 192.168.40.1 B kavecTtBe IP-aapeca wnto3a no
YMON4YaHUo ANnA cepsepa nevaru.

MpumeuaHune. Ecnu koHdurypauma cepsepa nevatn HP Jetdirect
3anaetca npv nomoLuu DHCP 1 Bbl BpyYHYtO U3MeEHAETE MacKy
NnoAceTU UK aapec LW3a No yMmoyaHuio, cneayeT BpyUHyto
n3meHuTb IP-aapec cepsepa neuaru. [pu aTomM aapec, Ha3Ha4YeHHbI
¢ nomouubto DHCP, ocBoboautca B nyne aapecos IP cepsepa DHCP.

Config
Server

(MapameTtp Tonbko Ana uteHua.) Aapec IP cepsepa (Hanpumep,
cepsepa BOOTP nnv DHCP), KoTopbi# nocneaHMm Hactpavsan
IP-anpec Ha cepsepe neuatn HP Jetdirect.

TFTP Server

(MapameTp Tonbko Ana utenna.) Aapec IP cepeepa TFTP,
npeaoctasnasLuero napametpel TFTP cepsepy neuatn HP Jetdirect.

TFTP
Filename

(MapameTp Tonbko aAna ytenua.) Myt u umA dpanna TFTP Ha cepsepe
TFTP. Hanpumep,

«hpnp/printer1.cfg»

domain-name

Wma aomena ana yctpoicTea. Hanpumep,
domain-name support.hp.com
HasHa4yayeT uMAa support.hp.com B KA4eCTBE MMEHN AOMEHAa.

MMA aoMeHa He BKIoYaeT MMA y3fia — 3TO He MOSIHoe MMA AoMeHa
(kak, Hanpumep, printer1.support.hp.com).

dns-svr IP-anpec cepsepa DNS (Domain Name System).

pri-wins-svr |Aapec IP ocHosHoro cepsepa WINS (Windows Internet Naming
Service), pasaeneHHbIi ToYKamu.

sec-wins-svr |Aapec IP BTopnuHoro cepsepa WINS (Windows Internet Naming
Service), pasaeneHHbIi ToYKamu.

smtp-svr (MoutoBkI cepsep SMTP.) Aapec IP cepsepa SMTP (Simple

Mail Transport Protocol) ncxoanLuen aneKTpoHHOW NouThl And
MCMNONb30BaHNA NOAAEPKMBAEMbIMU CKAHMPYIOLLIMMU YCTPOCTBAMMU.

MapameTpbl neyaTn no npotokony TCP/IP

Komanpna

OnucaHue

9100-printing

Bkntouaet unu otkntouaet nevatb Ha nopt TCP 9100 Ha cepsepe
neyatu. 3HadyeHue 0: oTknouaeT, 1 (MO yMONYaHuio): BKIOYaeT.

ftp-printing | Bkntouaet unum oTkItO4aeT BO3MOXHOCTL neuyatu no FTP. 3nauenne
0: oTkntoyaet, 1 (Mo ymonuanwmio): Brntoyaer. (Moptel TCP 20, 21.)
ipp-printing | Bkntouaert unu oTko4aeT BO3MOXKHOCTb nevatv ¢ nomoLubio IPP:
3HauyeHune 0: oTkntoyaeT, 1 (N0 yMOnyaHuio): BKIIKOYaET.
(Mopt TCP 631.)
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Tabn. 3.4

KomaHpabl u napameTtpbl Telnet (8 3 18)

Ipd-printing

Bkntoyaet unu oTko4aeT BO3MOXHOCTb neyatn ¢ nomMoLubio LPD:
0: oTknoYaeT, 1 (Mo ymonyanuio): Bkntovaet SNMP.
(Mopt TCP 515.)

banner

Bkntoyaer unu oTkatovaeT nevartb TUTyNbHOro nucta LPD:
0: 3anpeluaeT pacneyarky TUTYSIbHBIX IUCTOB.
1 (3HaueHne No yMonuaHuio): paspeLuaer.

interlock

YkasbiBaeT, Tpebyetca nu noatseprxkaeHne (ACK) ana Bcex naketoB
TCP, npexxae uemM npuHTEpy ByneT paspeLleHo 3aBepLLNTb
coeavHeHve ananeyatv no nopty 9100. [nA noaaep>Kku MHOronopToBbIX
CcepBepoB Nneyarty ykasaH HoMep nopTta U 3HaueHue napamerpa.

[na Homepa nopta yKaseliBaetca 3HayeHue 1 (Mo yMonyaHuio), 2 unu 3.
3HaueHue 0 napameTpa (N0 yMONUaH!Io) OTKtoUaeT BIOKUPOBKY,

1: Brmovaet. Hanpumep,

interlock 2 1 03HauaeT: MopT 2, 6OKMPOBKA BKMOYEHA.

mult-tcp-conn

(Orpanunumnte Mult Prt.) BknrouaeT unm oTknto4aeT HECKOMbKO
coeaunHenuin TCP.

0 (Mo ymonyaHuto): A0MyCKaeT HECKONbKO COEANHEHWN.
1: OTKNKOYAET HECKOJSIbKO COEAMHEHWM.

buffer-packing

Bkntouaet unu oTkntoyaet nomelleHue B 6ydep Ansa naketoB TCP/IP.
0 (No ymonuyaHuio): 06bI4HOE 3HAUYeHKE; Nepes OTNPaBKOM

Ha NPUHTEpP NakeTbl AaHHbBIX NoMellatoTeaA B Bydep.

1: oTKNOYaeT NomeLLeH1e NakeTos B Bydep; AaHHbIE NepeaaroTca
Ha NPUHTEP N0 Mepe NoyYeHUa.

write-mode

KoHTponupyeT yctaHoBKy ¢naxka TCP PSH ana nepeaaun aaHHbIX
C YCTPOWCTBA KIUEHTY.

0 (Mo ymonuaHuio): napameTp OTKIOUEH, GIAXKOK HE OTMEYEH.

1: napamertp all-push. But nepeaaun ycraHaBnvMeaeTcA BO BCEX
naxkeTax AaHHbIX.

2: napamerp eoi-push. But nepeaaun yctaHasnvMeaetca B naxketax
AaHHbIX, UMEIOLLMX OTMEYEHHbIN pnaxok End-of-Information
(koHeu nHpopmaumm).

Ouepenu LPD TCP/IP
HomaHnpa OnucaHue
addq Job6aBneHue ouepeau, onpeaeneHHow nonb3osarenem. B komaHaHoMi
CTpPOKe He0BX0AMMO yKasaTb UMA ovepenn (anvHoi ao 32 ASCII-
CMMBOJIOB), UMA HaYanbHON CTPOKMU, UMA KOHEYHOW CTPOKKU U TN
o6paboTku ouepeau (Kak npasuno, RAW). MoxeT 6biTb AobaBneHo
[0 LWeCTH ouepenew, onpeaeneHHbIX Nonb3oBaTtenem.
deleteq Yaanexnue ouepeau, onpeaeneHHon nonb3osarenem. Uma ouepeau
HeoBXoAMMO yKasaTb B KOMaHAHOM CTpoke KoMaHnzbl deleteq.
defaultq Mma ouepeau, MCnonb3yemMon, ecnv ouepeab, ykazaHHaa AnA 3aaaHua
neyaru, HeussecTHa. o ymonuanuio aaHHoM ouepeabto asnaetca AUTO.
addstring Jo6aBneHue onpeaeneHHoOM Nonb3oBaTenemM CTPOKU CUMBOJIOB,
KOTOpaA MOXXeT BCTaBATbCA nepel AaHHbIMU nNevaTtu Uin nocne Hux.
Mo>«HO ykasaTb A0 AEBATU TakuX CTPOK. UMA 1 coaepxMmoe CTPOKK
yKasblBatoTCA B KOMaHAHOW CTPOKe KoMaHabl addstring.
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KomaHpabl u napameTtpbl Telnet (9 us 18)

deletestring

YnaneHnue onpeaeneHHomn nonb3osarenemM CTPoKU. Miva CTpOoKK
yKasblBaeTcA B KOMaHAHOW CTPOKe KomaHAbl deletestring.

Raw-nopTbl anA neyatv no npotoxkony TCP/IP

Komanpna

OnucaHue

raw-port

YKasbiBaeT A0MONHUTENbHbIE NOPTLI ANA nevaTth yepes nopt TCP 9100.
B 3aBUCHMOCTH OT NPUNOIKEHNA AENCTBUTENbHBIMU ABNAIOTCA NOPThI
¢ 3000 no 9000. MoxkeT 6bITb yKasaHo A0 ABYX NMOPTOB.

YnpaBneHue A

ocTynom no npotoxkony TCP/IP

Komanpa

OnucaHue

allow

Ho6aBnfeT 3anucb B CNIUCOK AOCTYNa y3n0B, KOTOPbIA XPaHUTCA

Ha cepsepe neyatn HP Jetdirect. Kaxxaaa sanucb ykasoiBaeT y3nebl
UK CETU, KOTOPbIE MOTYT BbITb NOAKIIOYEHBI K MPUHTEPY. MPUHAT
cneayowmii popmart: «allow netnum [mask]», rae netnum — Homep
cetv unu IP-aapec ysna, mask — aapecHan macka 6uToB,
“cnonb3yeMblx ANA Hymepaunu CeTU 1 aapeca yana ANA NpoBepKU
noctyna. Jlonyckaerca A0 AeCATH 3anucen cnucka AocTyna.

Ecnu 3anucu oTcyTCTBYIOT, TO K MPUHTEPY MOXHO NOAKAOYATL ftobble
y3nbl. Hanpumep,

allow 192.0.0.0
y3noB B ceTb 192.

255.0.0.0 paspeluaeT AOCTyn Co BCEX

allow 192.168.1.2 paspeliaeT oavH y3en. B atom cnyyae
noapasymesaetca macka 255.255.255.255 u ykasbisatb ee
HeobsA3aTenbHO.

allow 0 yAanset BCe y3/bl U3 CMUCKa AOCTyna.
JononHutensHble cBeaeHWA cM. [naBa 7.

Hpyrve napam

eTpbl TCP/IP

KomaHnpa

OnucaHue

syslog-config

BkntouaeT unv oTktouyaeT paboTy cepeepa syslog Ha cepBepe neuartu:
3HaueHue 0: oTkNtovaeT, 1 (N0 yMONYaHMIO): BKIOYaEeT.
(Mopt UDP 514.)

syslog-svr

IP-aapec cepsepa syslog, pasaeneHrHslit Toukamu. OH onpeaenaeT

cepBep, KoTopomy cepaep nevat HP Jetdirect noceinaet coobenua

syslog. Hanpumep,
syslog-svr: 192.168.40.1

3aaaet 3HayeHne 192.168.40.1 B kauecTtBe IP-aapeca atoro cepsepa.

[na nonyyeHnsa AONONHUTENbHBIX CBEAEHUN CM. [1punoxkeHune A.

syslog-max

Onpegnenaet MakcMManbHOe KONMMUYEeCTBO COOoOLLEeHHi syslog

B MUHYTY, KOTOpbIE MOXXET 0TNpaBnaTb cepsep nevatn HP Jetdirect.
3Ta ycraHoBKa N03BONAET aAMMHACTPATOPAM KOHTPONMpOoBaThb
pasmep log-daina. 3HaueHue no ymonuanuto — 10 cooBLueHuit

B MUHYTY. Ecnn ykasaHo 3HaueHue 0, konnyectso coobLLeHuit syslog
HeorpaH1yeHo.
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Tabn. 3.4 HKomaHgbl u napameTpsbl Telnet (10 us 18)

syslog-priority

KoHTponupyeT ¢punbTpaumio coobLLeHuit syslog, oTnpaBnaemMbix
cepBepy syslog. nanasoH ¢unbTpaunu — ot 0 Ao 8, rae 0 — Gonee
noapobHble coobLueHus, a 8 — 6onee obwme. OTyeTbl BblAAKOTCA
TOJBKO MO COOBLLEHUAM HIKE YKa3aHHOTO YPOBHA (MK Gonee BbICOKOro
npuoputeta). NapameTp no ymonyaHuuio — 8, oTnpasnAloTCA
COO0BLLEHNA BCEX NPUOPUTETOB.

Ecnu ykasaHo sHadeHue 0, Bce coobLueHna syslog oTkouaroTea.

syslog-facility

Koa, ucnonb3yemMbli Ana ykaszaHWsa UCTOYHWKA COOOLLEHMSA (Hanpumep,
ZINf yKas3aHWA UCTOYHWKA BblOpaHHbIX COOOLLEHMI BO BPEMA NoWCKa
1 ycTpaHeHuna HeucnpasHocTen). Mo ymonuaHuio cepsep nevatu

HP Jetdirect ncnonbsyet LPR B kauectBe koaa UCTOUHWUKE, OAHAKO
ana 060co0NeHNs OTAENbHBIX CEPBEPOB NEYATH UK UX IPYMM MOXKHO
MCMNONb30BaTh 3HAYEHWA NOKaNbHOro nonb3osarend ot locall

Ao local7.

slp-config

Bkntouaet unu otknroyaeT padoTy no npotokony SLP (Service Location
protocol) Ha cepsepe neyatu: 3HaveHue 0: OTKIoYaeT,

1 (mo ymonuanwio): Bkntoyaet. SLP ncnonbsyerca HEKOTOPbIMU
npuKknaaHelMu nporpammamu HP ana aBTomMaTMyeckoro
oBHapy)xeHus ycTpoicTs (Yepe3 UDP-nopt 427).

mdns-config

BknitoueHue u oTkntoueHune cnyxo6 Multicast Domain Name System
(mDNS). 3HaueHue 0: oTknoyaet, 1 (M0 yMONYaHuIo): BKIOYaET.
Cny>k6a mDNS 06bI4HO UCnonb3yeTcA B HEBOMBLLKMX CETAX, B KOTOPbIX
HeT 06bluHOro cepBepa DNS, ans HasHaueHun IP-aapeca

1 onpeaenexua umeH (vyepes nopt UDP 5353).

mdns-service-
name

YkasaHue 6yKBeHHO-UMPPOBOW CTPOKKU ANMHOM A0 64 CUMBOIOB
ASCII, HasHayeHHo JaHHOMY YCTPOMCTBY Unu cnykbe. JTo Umsa
ABNAETCA NOCTOAHHLIM U UCMOMb3yeTcA AnA paboTsl C OTAENbHbIM
YCTPOWCTBOM WNK CNy>KOOW, ECIIM A@HHBLIE O NMOAKNOUEHNUM (TaKkue
Kak IP-aapec) M3MeHATCA OT CECCUM K ceccuu. OTa cnyxxba
otobparkaetca B Apple Rendezvous. UmeHem cry»Obl N0 yMONYaHuto
ABNAETCA MOAENb NPUHTEPA U aApec yCTporcTBa nokansHoi cetv (MAC).

mDNS
Domain
Name

(MapameTp ToNbKO AnA YTeHus.) YkasaHue A0MeHHOro umenn mDNS,
Ha3Ha4YeHHOro YCTPOMCTBY, B BuAE: <uMA y3na>.local.

Ecnu onpeaensemoe nonb3oBarenem UMsa He ObINo HasHaueHo,
ucnonb3yetca umAa yana no ymonyanuio NPIXXXXXX, rae XXXxxx o3Havaet
nocneanve 6 undp aapeca ycrponcTea nokansHon cetn (MAC).
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Ta6n. 3.4 HomaHgabl U napameTpbl Telnet (11 13 18)

mdns-pri-svc | Ykasanue ans neyatu cny>k6sl mDNS HavBbiCLIEero npuopuTeTa.
Urtobbl yCTaHOBUTL STOT NapameTp, BolbepnUTe 0AHO U3 CeAyHoLLMX
YMCNOBLIX 3HAYEHWI ANA NapamMeTpoB neyatu.

1: nopt 9100 Ana neyaru

: nevarb yepes nopt IPP

: LPD no ymonuaHuto 13 ouepeau raw

: LPD no ymonuaHuto 13 ouepeau text

: LPD no ymonuaHuto u3 ouepeau auto

6: LPD no ymonuanuto n3 ouepeaun binps (binary postscript)

7 0o 12: ecnu 3afaHbl onpeaeneHHble nonb3osarenem oyepeamn LPD,
COOTBETCTBYET 3aAaHHbIM nonb3osarenam odyepeaam LPD ¢ 5 no 10.
MapameTp No yMONYaHUIO 3aBUCUT OT NPUHTEPA, 0OLIYUHO 3TO Nevatb
yepes nopt 9100 unm LPD 13 ouepeau binps.

a s~ WDN

ttl-slp YKasblBaeT napameTp, onpeaenaroLLmnii KONM4ecTBo nonbITok (TTL)
MHOXXeCTBEeHHOM paccbinku IP ana naketos SLP (Service Location
Protocol). 3HaueHne no ymonuaHuio — 4 nonbITKK (YMCNo
MapLLpyTU3aTOpPOB B NOKanbHOW cetu). [nanason: 1-15.

Ecnu yctaHoBneHO 3HayveHue -1, GYHKLMA MHOXKECTBEHHOM
PacChINKK OTKIIHOYEHA.

ipv4-multicast | BkntoueHne 1 OTKAOYEHUE NOMyYEeHUA U Nepedayn cepBepom nevatu
MHOroaZipeCHbIX NakeTos Mo npoTtokony IPv4.
3HaueHue 0: oTkntovaeT, 1 (N0 yMON4aHuio): BKIKOYAET.

idle-timeout |Llenoe uncno (ot 1 Ao 3600), ykasbiBaroLlee BpeMsa B CeKyHAaXx,
B TeYEHWe KOTOPOro paspeLleHa nepeaaya AaHHbIX CBOBOAHOMY
npuHTepy. Hanpumep,

idle-timeout 120
HasHavaet 3HayeHne 120 B Ka4eCTBE HY)XHOro TaiM-ayTa MpOoCTOA.
Mo ymonuanuio — 270 cekyHa. Ecnu ykasaHo 3HayeHue 0, kaHan
He 3aKpbIBAETCA, M HUKakaaA ApyraA MallMHa HEe MOXKET yCTaHOBUTb
coeanHeHue.

user-timeout |Llenoe uucno (ot 1 Ao 3600), ykasblBaroLlee Nnepmoa B CeKyHAax,

B TEYEHUE KOTOPOro coxpaHaeTca ceaHc nporpammel Telnet unn FTP
Npu OTCYTCTBWUU Nepeaayu AaHHbIX neped aBTOMatu4eCcKum
3asepLueHnem ceasu. Mo ymonyanuio — 900 cekyHA.

0: oTKNtOYaeT Tanm-ayT.

BHUMAHMUE! He6onblune 3HayeHus, Hanpumep ot 1 fo 5, moryT
adpdekTnBHO oTKNtouMTb Telnet. CeaHc Telnet MoXKeT 3aKOHUMTBLCA,
npexae yem 6yayT caenaHbl Kakue-nbo M3MeHEHHs.

«xonoaHana» |YcraHasnueaet 3aBoAckue napametpsl TCP/IP no ymonuanuio.
nepesarpyska|locne «xonoaHoro» nepesanycka BbIKIOUATE U CHOBA BKIIKOUUTE
cepsep neyatu. Ha napameTpbl Ana Apyrx NOACUCTEM, TaKUX Kak
IPX/SPX nnu AppleTalk, Hukakoro Bo3AencTeuA 3TO He OKasbiBaeT.

ews-config  |BkntoyaeT unu oTkntouaeT pyHKuuto BcTpoeHHoro Web-cepsepa
Ha cepBepe nevaru.
3HaueHue 0: oTkntovaeT, 1 (N0 yMON4aHuio): BKIOYaET.

[na nonyyeHnsa AONONHUTENbHLIX CBEAEHUM CM. [NaBa 4.
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KomaHpabl u napameTtpbl Telnet (12 u3 18)

tcp-mss

YkasblBaeT MakcMManbHbIi pasmep cermenta (MSS), koTopbii
paspewmT ucnonb3osatb cepsep neyatu HP Jetdirect npu ceasu
¢ nokasnbHsIMK noaceTamu (Ethernet MSS = 1 460 6aitt unu 6onee)
Unu yaaneHHsiMu noacetamu (MSS = 536 6aiT):

0: (Mo ymonuanwuto.) NMoapasymesaeTca, YTO BCE CETU ABNAIOTCA
nokansHbimu (Ethernet MSS = 1460 6aitT unu 6onee).

1: UcnonbaoBate MSS = 1460 6aiiT (unv 6onee) ana noaceten

1 MSS = 536 6aiT AnA yaaneHHbIX CeTen.

2: MNoapasymesaeTca, 4TO BCE CETU ABNAIOTCA yAaneHHbIMK
(MSS = 536 6aiiT), KpOMe NOKabHOW NOACETH.

MSS BnuseT Ha BbICTpOAENCTBME, MOMOras NPesoTBPaTUTL
dparmenTaumio IP, nHoraa npusoAALLyO K NOBTOPHOW Nepeaaye
AaHHbIX.

tcp-msl

YKasblBaeT MakCMMasbHy NPOAOIKUTENBHOCTb XPaHEHUA CerMeHTa
(MSL) B cekyHaax. nanasoH coctaBnaeT o1 5 A0 120 ceKyHA.
Mo ymonuaHnuio — 15 cekyHA.

default-ip

YkasaHue IP-agpeca, KoTopblit GyZieT MCNonb3oBaThCA B TEX CryyasX,
Korga cepBepy nedyartv He yaaetca nonyuuts IP-aapec no cetm

BO BpPeMA NpuHyauTenbHoM nepexHactporku TCP/IP (Hanpumep,

npu nepesanycke Unu HaCTPOMKE BPYYHYHO ANA UCMONb30BaHUA
npoTtokona BOOTP/DHCP).

DEFAULT_IP: ycraHoBka ctaHaapTHoro IP-aapeca 192.0.0.192.
AUTO_IP: ycTaHoBka nokansHoro IP-aapeca 169.254.x.x.

MepBbIit napameTp onpeaenseTcs Tem, kakoi IP-aapec 6bin nonyyeH
NP1 NEPBOM BKIOYEHWUU.

default-ip-
dhcp

YkasbiBaeT, 6yayT nu 3anpocsl DHCP neproanyeckn otnpaBnatbes
co cTaHzapTHeiM IP-aapecom 192.0.0.192 unu ¢ aBTOMaTU4eCKu
Has3HauyeHHbIM SIoKanbHbIM IP-aapecom 169.254.x.x.

0: otkntoueHne sanpocos DHCP.
1 (mo ymonuanwmio): BkntoyeHve sanpocos DHCP.

HuarHoctuka TCP/IP

Komanpa

OnucaHue

Last Config IP

(MapameTp ToNbKO AnA yTeHua.) IP-aapec cucTemsl, C KOTOPOK
HacTpauBanca IP-agpec cepsepa nevatv HP Jetdirect.

TCP Conns |([MapameTp TONbKO AN YTeHUs.) Y1Cno KNMeHTCKMx coeanHeHnin TCP,
Refused OTKNOHEHHbIX CEPBEPOM NevaTty.
TCP Access |(lMapameTp Tonbko AnA YTeHKUA.) Y1Mcno oTKasos B OCTYNE K cepBepy
Denied neyaru, NoJTly4YeHHbIX KIIMEHTCKOM CUCTEMON B CBA3K C OTCYTCTBMEM
AONyCTUMBIX 3anucei B CNUCKe A0CTyna cepsepa nevyaru.

DHCP Lease |([MapameTp Tonbko anda uteHna.) Cpok apeHasbl IP-aapeca cepsepa
Time DHCP (B cekyHaax).
DHCP (MapameTtp Tonbko aAnA yteHua.) Tanm-ayt DHCP T1, ykasbiBatoLumi
Renew Time |cpok Bo3o6HOBNeHUA apeHabl cepeepa DHCP (B cekyHaax).
DHCP (MapameTtp Tonbko aAnA yteHua.) Tanm-ayt DHCP T2, ykasbiBatoLumi
Rebind Time |cpok nepeHasHauenna apeHabl cepsepa DHCP (B cekyHaax).
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KomaHpabl u napameTtpbl Telnet (13 U3 18)

OcHoBHble napameTpbl SNMP

Komanpna

OnucaHue

snmp-config

Bkntoyaet unu otkitovaeT paboty no npotokony SNMP Ha cepBepe
neuaru: 0: oTkntoyaer, 1 (no ymonuyanuio): Brkntovyaetr SNMP.
BHUMAHMUE! Otkntouerne npotokona SNMP oTkntouaeT BCe areHTsl
SNMP (SNMP v1, v2, v3) v cBA3b C yNpasnfAloLLMM NPUNOXKEHHUEM,
Takum kak HP Web Jetadmin. Kpome Toro, 6yaet oTkntoueHa
BO3MOXXHOCTb 0OBHOBIEHUA MUKponporpamMmmsbl C NOMOLLBbIO CPEeACTB
3arpysku HP.

get-cmnty-
name

YKasbiBaeT naposnb, onpeaenaoLwmnit, Ha kakon sanpoc SNMP
GetRequests otBeTut cepep neuvatn HP Jetdirect. 3ot napametp
ABNAeTcA HeobAsaTenbHbIM. ECnu napameTp UMeHu rpynnbi
YCTaHOBIEH NONb30BATENEM, CEPBEP Nevatv OyLeT oTBeYaTb

6o Ha UMA rPyNMbl, YCTAHOBNEHHOE NoMb3oBaTenem, 6o Ha UM,
KOTOPOE YCTaHOBMEHO MO yMon4aHuo. UMA rpynnbl OMKHO COCTOATb
n3 cumBonoB ASCII. MakcumanbHasa annHa — 255 cMMBONOB.

set-cmnty-
name

YkasbiBaeT naponb, OnpeAenatoLLmni, Ha kakown sanpoc SNMP
SetRequests (pyHKUMM ynpaBneHWs) OTBETUT cepBep neyatu

HP Jetdirect. ina Toro utoBbl cepBep neyatv oTBevan Ha 3anpoc,
umA rpynnel BxoaHoro 3anpoca SNMP SetRequest nom«Ho coeBnaaatb
€ napameTpom «Mma rpynnel» cepsepa nevatu. (na AONONHUTENLHOMO
NOBbILLEHWA YPOBHA 6€30MaCHOCTU UIMEETCA BO3MOXHOCTb OrpaHUuunTb
AOCTYN ANA HaCTPOMKKM NOCPEACTBOM CMMCKa AOCTyna cepsepa
neyatu.) Mmsa rpynnbl AOMKHO cocToATb M3 cumaonos ASCII.
MakcumansHaa anvHa — 255 cumBonos.

default-get-
cmnty

BkntoueHue v oTKo4YeHWE MeHM rpynnbl Get No ymonyaHuio.
3HaueHue 0: oTKntovaeT, 1 (N0 yMON4aHuio): BKIOYAET.

OTKntoueHne aToro napameTpa MOXKEeT 3anpeTuTb B3aMMoaencTene
¢ ynpasnatowummn npunoxeHmamn SNMP.

MNepexBatbl SNMP

Homanga OnucaHue

auth-trap 3ajaet pexxum cepeepa neyat, yKasbiBatoLLMin, nocoinatb
(on — BKstOYEH) unu He nocwinate (off — BbIKNOYEH) NnepexsaTbl
noatsepxaenua ayteHtuduxaumm SNMP. MNepexsar noatsBepxaeHunA
ayTteHTMduKaumm SNMP nokaseiBaert, uto 3anpoc SNMP Obin nonyyeH,
HO He npoLusia npoBepKa MMeHun rpynmbl. 0: BbIKMOYEHO,
1 (MO ymMOnYaHwto): BKNHOYEHO.
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KomaHpabl u napameTtpbl Telnet (14 u3 18)

trap-dest

BeoawuT IP-aapec y3na B cnucok aapecartos nepexsatos SNMP

cepsepa nevatn HP Jetdirect. ®opmart komaHAabl cneayoLmnin:
trap-dest: jp-address [uma rpynnbl] [HOMep nopta]

MmaA rpynnel no ymonyaHuio — «public»; Homep nopta SNMP

no ymonuaHuio — «162». Homep nopta He MoXeT BbiTb 3aaaH

6e3 UMeHV rpynnbl.

Ona yaanexua Tabnuubl UCNONb3yiTe KoManay «trap-dest»: 0.

Ecnu cnucok nycT, cepsep nevatv He nockinaet nepexsartsl SNMP.

Cnuncok MOXeT coaepxartb 0 Tpex 3HaveHui. Cnucok aapecaToB

nepexsatoB SNMP no ymonyaHuto ABnsetca nycTbim. Utobbl nonyunTs

nepexsatbl SNMP, cuctembl, nepeyncnerHsie B CNUCKe aapecaros

nepexsatoB SNMP, fomkHbI UMETb YO0y nepexsaTos,

4To6bl ONO3HABATb MX.

MapameTpsbl IPX/SPX

HomaHnpa OnucaHue

ipx-config Bkntoyaet unu oTkrouaet paboty no npotokony IPX/SPX Ha cepsepe
neyaru: 3HayeHune 0: oTkntovaet, 1 (N0 yMONYaHUIO): BKKOYaeT.
Hanpuwmep,

ipx-config 0 OTKMOUKT paboTy no npotokony IPX/SPX.

ipx-unitname | (MmA cepsepa neyatn.) Cepeepy neyat HazHavaeTcA
ByKBEHHO-LUMPPOBOE UMS, yCTaHaBNMBaEMOe Nosb3oBateneM (He bonee
31 cumBona). Uma no ymonuyaHunio — NPIXXXXXX, FAe XXXXXX — LeCTb
nocneaHux uMdp aapeca ycTpoucTsa foKanbHON CeTU.

Address (MapameTtp Tonbko ana utennd.) Osnayaet Homep cetv IPX 1 Homepa

y3noB, obHapyxeHHble B ceTv, B opme NNNNNNN:hhhhhhhh
(wectHaauatepuuHbin popmar), rae NNNNNNNN — Homep ceTy,
a hhhhhhhh — agpec yctponcTBa nokanbHoOW ceTu cepBepa nevaru.

ipx-frametype

YKasblBaeT HacTpoku Tuna ¢ppenma IPX, goctynHble Ana AaHHOW
moaenu cepsepa nevatn: AUTO (no ymonyanuio), EN_SNAP,
EN_8022, EN_8023, EN_II, TR_8022, TR_SNAP. Ina nonyyeHusa
AOMOJSHUTENbHBIX CBEAEHUN CM. [1aBa 9.

ipx-sapinterval

YkasbiBaeT BpeMeHHoW nHtepsan (o1 1 4o 3 600 cekyHA), B TeueHne
koToporo cepsep neyat HP Jetdirect oxxnaaer coobuueHus
LUMpOKoBeLLaTenbHON paccbliku Service Advertising Protocol (SAP)
B ceTu. Mo ymonuannio — 60 cekyHA. 0 OTKIIOYaET LWUMPOKOBELLATENIbHYHO
paccbinky SAP.

ipx-nds-tree

BykseHHo-uMdpoBan cTpoka, cogeprkatian Ao 31 cumsona,
ykasbiBatowlan nma aepesa NDS ana cepsepa nevatu.

ipx-nds- BykseHHO-UMppoBan CTpoka, coaeprkatlan Ao 256 CUMBONOB,

context ykasbiBatowlan koHtekctT NDS ana cepsepa neuvatn HP Jetdirect.

ipx-job-poll  |YKasbiBaeT BpeMeHHon nHTepsan (o1 1 Ao 255 cekyHA), B TeYeHune
koToporo cepsep nevatv HP Jetdirect HaxoanTcA B oxunaaHum
710 NPOBEPKM HAMUMA 3a/laHni NnevaTn B o4epeau.
Mo ymonuyaHuto — 2 cekyHA.

ipx-banner | Bkntoyaet unu oTkA04aeT neyatb TUTYbHOMO nucta IPX nocpeactsom
A3blka 3aaaHua npuHTepa (PJL). 0: 3anpeLuaeT pacneyarky TUTYSIbHbIX
nucToB. 1 (3Ha4YeHne No yMonuaHuio): paspeLuaer.
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KomaHpabl u napameTtpbl Telnet (15 U3 18)

ipx-eoj BkJtOUaET MM OTKOYaeT yBEAOMIEHWe «KoHel padoTbl» IPX ¢
nomotubto PJL: 0: oTktouaeT, 1 (N0 yMONYaHMIo): BKNOYAET.
Brkntouaet unu oTkNto4YaeT yBeAOMIIEHUE «3aKaHunBaeTcA ToHep» IPX
ipx-toner-low |nocpeacTsom Asbika PJL:

0: oTkOYaeT, 1 (MO0 yMOnuYaHuio): BKIKOYaeT.

source-route

(Tonbko cetvt Token Ring.) Hactpaunsaet anAa cepsepa nevaru

HP Jetdirect maplipytusaumto IPX/SPX, ncnonssyemyio B ceTy.

auto (Mo yMonyaHuio): MapLupyTM3aumua B CETM pacrnosHaeTca
aBTOMAaTUYeCKH.

off: nakeTbl nepeaatotca 6e3 mapLupytusaumn. Cepsep neyatn byaet
oTBeYaTh TOSIbKO CTaHUMUAM, HAXOAALLMMCA B OAHOW C HUM KOMNbLIEBOK
ceTu.

single r: BCe nakeTbl nepeAaroTcA ¢ MapLipyTsauuein. Metoa oaHoro
MapLupyTa MCnosib3yeTca ANA LMPOKOBELLATEIbHON PaCChIKK,

a TaKkXKe ecnv MapLUpyT HEM3BECTEH.

all rt: Bce nakeTbl nepeaaroTca ¢ Mapwpytusaumen. Metoa scex
MapLlupyToB UCcnonb3yeTca AnAa LUVIpOKOBeLLlaTEJ'IbHOVI PacCCbUIKH,

a TaKkKe Koraa mMapLupyT HEeU3BECTEH.

MapameTpbl AppleTalk

Komanpa

OnucaHue

appletalk

BkntouaeT unu oTkntouaet padoty no npotokony AppleTalk (EtherTalk)
Ha cepBepe neyaru: 3HayeHune 0: oTKNoYaeT,
1 (o ymonuaHuto): Bkntoyaet. Hanpumep,

at-config 0 OTKMOUMT padoTy no npotokony AppleTalk.

name-override

(TonbKo ANA BHELLHUX CepBEpOB neyvatu.) YKkasaHue uMeHu cetu
AppleTalk. MoxHo ucnons3oBatb A0 32 6yKBEHHO-LUPPOBBIX
CUMBOJIOB.

Name

(MapameTtp Tonbko aAnA yteHud.) Mma npuHtepa B cetn AppleTalk.
Lindpa paaom ¢ 3TMM MMEHeM yKasbiBaeT, YTO HECKO/bKO YCTPOMCTB
HasBaHbl 3TUM UMEHEM K 4TO 3T0 — N-i BapuaHT MMeHHU.

Print Type

(MapameTp TONbKO ANA YTeHKA.) YKasbiBaeT TN NpuHTepa B CeTH
AppleTalk, coobLueHHbI cepBepoM nevati. MoxeT 6biTb cooBLLEHO
[10 TPEX TUMOB NPUHTEPOB.

Zone

(MapameTtp Tonbko aAnAa yteHnd.) Mma 3oHbl cetn AppleTalk,
B KOTOPOW HaxoAWUTCA MPUHTEP.

Phase

(MapameTtp Tonbko ana ytenua.) MNMapametp AppleTalk phase 2 (P2)
npeasapuTEnbHO HACTPOEH Ha cepaepe nedvatn HP Jetdirect.

Status

(MapameTp TonbKO AnA uTenua.) MNokasbiBaeT TeKyLlee COCToAHne
KoHpurypauumn AppleTalk.

READY': nokasbiBaeT, 4to cepsep neuvatn HP Jetdirect oxxmaaer
AaHHble.

DISABLED: nokassiBaert, uto npotokon AppleTalk oTkntoueH BpyuHyto.
INITIALIZING: nokasbiBaer, 4To cepBep neyartn perucTpupyet aapec
Wnn UmA ysna. Kpome TOro, MoOXXet omépamamcn AO0NOJSIHUTENbHOE
coO6LLEHNE O COCTORHUM.

RUWW

Kondurypanus TCP/IP 95




Tabn. 3.4

KomaHpabl u napameTtpbl Telnet (16 U3 18)

MapameTpbl DLC/LLC

HomaHpa OnucaHue
dic/lic-config | Bkntouaet unum oTkntouaet pabdoty no npotokony DLC/LLC Ha cepBepe
nevaru: 3HayeHve 0: oTkoyaeT, 1 (N0 yMONYaHuio): BKIOYaeT.
Hanpumep,
dlc/llc-config 0 oTkntouut paboty no npotokony DLC/LLC.
strict-8022  |Ynpasnenue nntepnpetauven npotokona DLC/LLC.

0 (Mo yMonuyaHuio): OTKITKOYEHO, TO eCTb paspelleHa cBoboaHas
MHTEpnpeTauma.

1: BK/IKOYEHO, TO €CTb 3aAaHa CTporaa uHTepnpeTauma.

Jpyrvue napameTpbl

Komanpna

OnucaHue

link-type

(10/100 Fast Ethernet.) 3aaaeT ckopocTb NOAKNIOYEHNUA cepBepa
neyatn (10 uaun 100 MOKT/C) U HY>KHBIH PEXKUM (NONYAYNAEKCHbIN
unu aynnexcHolin). Bapuantel: AUTO, 100FULL, 100HALF, 10FULL,
10HALF.

Mpw 3HaveHnn AUTO (no ymonuyaHuio) AnA onpeaeneHna CKOpoCTy
NOAKITIOYEHUA U PEXUMA CepBepa nevartu ucnonbayerca
aBTocornacosanue. Ecnv aBrocornacosaHue BbINOSIHUTL HE YAan0Ch,
Oynert yctaHoBneHo 3HaueHne 100HALF.

laa

YKasaHue nokanbHo aaMUHUCTpUpyemoro aapeca (LAA),
3aMeHAIoLLIEero NpeaABapuTenbHO YCTaHOBIEHHbIN aapec ycTponcTea
nokansHon cetv (MAC). Mpwu ncnons3osaHun aapeca LAA aonxHa
6bITb BBeZIEHA ONpeAeneHHan Nonb3oBaTeNeM CTPoKa, CocToALLas
POBHO 13 12 WecTHaauaTepuyHbIX LMp.

Hna cepsepos neuyatu B cetn Token Ring aapec LAA nomkeH
HaunHaTbCA C LWecTHaAUaTepUYHOro 3Ha4YeHua B AnanasoHe

o1 40 no 7F.

Onacepsepos neyatn B cetv Ethernet anpec LAA nomxeH HaumHatbeA
C WwecTHaauaTepuyHoro sHadenmna X2, X6, XA unu XE, rae X osHavaet
LuecTHaauarepuyHyto umdpy ot 0 ao F.

AApec no ymMonyaHuio — 310 aApec, yCTaHOB/EHHbIA MPOU3BOANTENEM.

webscan-
config

(Web Scan Config.) Bkntouaet unu otkntouaet ¢yHkumio Web Scan
Ha cepBepe neyaty Npy NOAKMOYEHNM K NOAAEPKMBAEMOMY YCTPOICTBY:
3HauyeHue 0: oTKtouYaeT, 1 (N0 yMONYaHMIO): BKIKOYAET.

scan-idle-
timeout

YkasbiBaeT Bpemd B cekyHaax (o1 1 Ao 3 600), B Te4eHWe KOTOpOoro
CcoxpaHAeTCcA coeAMHeHne CKaHMpOoBaHUA NpU OTCYTCTBUKU Nepeaayun
AaHHbIX. 0: oTKAoYaeT Taim-ayT. 1o ymonuanuto — 300 cekyHa.

scan-email-
config

(Email Scan Config.) BkntoyaeT nnu otknoyHaeT GyHKLUMIO
CKaHMpPOBaHWA B 3NIEKTPOHHYIO nouTy Ha cepsepe Web Scan:
3HauyeHune 0: oTkNtoyaeT, 1 (N0 yMONYaHuio): BKIIKOYaEeT.
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HKomaHabl u napameTtpbl Telnet (17 U3 18)

MFP-config

(MFP config.) Bkntouaet nnun oTktouaeT NoAAEPKKY CEPBEPOM
reyatn KIIMEHTCKOro NporpamMmHOro o6ecneyeHus, NocTaBiIfaEMOro
C MHOTOQYHKLMOHANbHLIM NEPUPEPUNHBLIM YCTPONCTBOM

unu nepudepuitHeliM ycTporcteom all-in-one.

0 (N0 yMOn4aHmto): OTKIOYaET NOAAEPHKKY KIIMEHTCKOro
nporpammHoro o6ecneyeHu1n (paspeLuaet TONbKO nevartb).

1: BKNOYAET NOAAEPIKKY KIMEHTCKOrO MPOrpaMMHOro obecneyeHusn
(paspeluaet neyvarb M CKaHUPOBAHKE).

usb-mode

YkasbiBaeT pexxum cBAsn yepes nopt USB Ha cepsepe neuatn

HP Jetdirect.

o Auto (N0 ymonuaHuio): aBTOMaTMyeckn «4oroBapusaerca»
1 yCTaHaBNMBaeT PEXWUM CBA3U C MAKCUManbHO BO3MOXHOM
CKOPOCTbIO COEIMHEHNA ANA NOACOEAMHEHHOrO NPUHTEPA
UK yCTpOMCTBA.

® MLC: (HecKonbKo nornyecknx kaHanos). COBCTBEHHbIA PEXUM
cBasu HP, o6ecneunBaroLLmii 0AHOBPEMEHHYHO Nneyarb,
CKaHvpoBaHue 1 nepefavy nHGopmMaLmm 0 COCTOAHUK
N0 HECKOJSIbKUM KaHanam.

e BIDIR: cTaHaapTHOe coeanHeHne, oBecneunBatoLLee
ZByHanpas/ieHHY0 CBA3b MeX/y NPUMHTEPOM M CEPBEPOM neyary.
CepBsep nevartv oTnpaBAfaeT Ha NPUHTEP AaHHbIe AnA nevatu
1 MONyYaeT OT HEro COOBLLEHUA O COCTOAHMM.

e UNIDIR: ctaHnaapTHOe coeiMHeHne, NPy KOTOPOM AaHHbIe
nepeaaroTca TONbKO B OAHOM HanpasfieHnn (Ha NpUHTEp).

usb-speed

(MapameTp TONbKO ANA YTEHWA, TONbKO AnA npoaykToB USB 2.0.)
YKasaHue aBTOMaTMYeCKOM CKOPOCTU coeanHeHus Yepes nopT USB
mexay cepsepom nevatn HP Jetdirect n yctpoicteom.

e Full Speed: 12 M6wut/c, kak ykasaHo B xapaktepuctukax USB v2.0,
CcoBMeCTUMa ¢ xapaxrepuctukamm USB v1.1.

o Hi-Speed: 480 M6ut/c — Tonbko AnA yctporcte USB v2.0.
o Disconnected: nopt USB He noakntouyeH.

status-page-
lang

YkasbiBaeT A3bIk 3aAaHuA npuHtepa (PJL), koTopeiit 6yaet
1Cnosb30BaTh cepeep neyarn ANnA OTNPaBKK CTPaHMULbI
KoHOUrypauum/coctoaHuna Jetdirect Ha npuHTep.

e Auto (no ymonuanuto): A3bik PDL pacnosHaetcA aBToMaTuyecKku
Npu BKIIIOYEHWN cepBepa neyartn UM nocne «xonoAHOon»
nepesarpysKu.

PCL: asbIk ynpasneHua npuHtepamu komnaHun Hewlett-Packard
ASCII: ctanaapTHbIE CMMBONbI ascii

HPGL2: asblk rpadukmn komnaHun Hewlett-Packard (sepcua 2)

PS: a3bik Postscript
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Tabn. 3.4

HomaHabl 1 napameTtpbl Telnet (18 U3 18)

MapameTpbl NOAAEPHKU

HomaHnpa OnucaHue

Web (MapameTp TonbKo Ans uteHus.) Ecnn HP Web Jetadmin o6Hapyxut
JetAdmin 37O yCTpOMCTBO, ByAeT ykasaH aapec URL ana noctyna

URL K HP Web Jetadmin.

Web (MapameTp TonbKo And utenus.) Ecnu HP Web Jetadmin o6Hapyxut
JetAdmin 9T0 yCTpoWcTBO, ByAeT ykasaHo umsa yana HP Web Jetadmin

Name (ecnu oHO M3BECTHO).

support-name

OG6bI4HO Ucnonb3yeTcs ANA 0603HAYEHNA KOHTAKTHOO Nnua,
K KOTOPOMY MOXKHO 06paTtUTLCH 32 NOAAEPIKKOM MO BOMpoOcam,
CBA3aHHBIM C AaHHBLIM YCTPOMCTBOM.

url

support- O6bIuHO UcronbayeTca AnA 00603HAYEHUA NPAMOro UK A06aBOYHOTO

number HoMepa TenedoHa, Mo KOTOPOMY MOXHO 3BOHWUTL AnA NONyYEeHUA
noaAep XK Nno sonpocam, CBA3aHHbIM C AaHHbIM yCTpOVICTBOM.

support- Aapec URL ansa nonyyeHua uHpopmaumu o6 yctpoiictee B UHTepHeTe

WUNK NOKaNbHOW CETH.

tech-support-
url

Aapec URL anAa nonyyeHnA TeXHUYECKOW Noaaepku B UHTepHeTe
WNK B NIOKaNTIbHOMW CETU.

HNurepdeiic THIIA MeHIO

Ecmu BBecTH «menuy mpu 3ampoce KoMaHIbl B Telnet, oTo6pa3utcs
TOTIOTHUTENbHBINA MHTepdeiic Thma MeHto. MHTepdelic Tha MEHIO
MTO3BOJISIET He 3aTTOMUHATh KOMaH/IbI,  IPEIOCTABIsET CTPYKTYpUPOBAHHBII
CITMCOK IJIsT 06ecTieyeH s JIETKOTO TOCTYIa K mapaMeTpaM KOHGMUTYpaIiH.

Puc.3.1 wimtoctpupyet uHTepdeiic Tha MeHI0, UCTIONb3YS B KaueCTBe
npumepa merto TCP/IP.

B rmaBHOM MeHIO BH6epI/IT€ 1 BBEIUTEC HOMECP MCHIO. Ecnau nmerores

IIOIMECHIO, BHGCpI/ITe M BBEIUTEC HOMED ITOOIMEHIO.

Ecmu HCO6XO,[[I/IMO M3MEHHUTDb 3HAYCHUC IMTapaMETpa, IIpU IMOABJICHUN

3amnpoca Beenute «Y» («Iay).

W3menenus B napaMeTpbl BHOCATCA ITYTEM PCIAKTUPOBAHUA 3HAYEHUN
C IOMOUIIBIO KJIaBUIIIN Backspace. HpI/I BBOJIC HECIIPABMJIIBHOTO 3HAYCHU A
OTO6pa}KaIOTC$I BO3MOZKHBIC ITPAaBUJIIbHBIC BApUaHThI.

MpumeyaHue WsMeHeHUsI He COXPAHSIOTCS Ha cepBepe nevatu Jetdirect

J10 BbIXO4a M3 MCHIO U IOATBECPKICHUA COXpaHCHUS
B IIOABJIAIOIIEMCS OKHE 3aIipoca.

RUWW

Kondurypanus TCP/IP 98




Puc. 3.1

Main Menu

1. General Menu
2. TCP/IP Menu...
3. SNMP Menu...

4. IPX/SPX Menu
5. AppleTalk Menu
6. DLC/LLC Menu
7. Other Settings
8. Support Settings
9. Wireless Settings
?. Help

e. Exit Menu

0. Exit Telnet

Enter Selection => 2

Mpumep. Ucnonb3oBaHUe MHTepdenca TUNa MEHIO

Ilns Bei6opa MeHto TCP/IP Menu
YKaxuTe 2.

. TCP/IP
. Return

1. TCP/IP -
2. TCP/IP -
3. TCP/IP -
4. TCP/IP -
5. TCP/IP -
6
0

TCP/IP Menu

Main Settings
Print Options
Raw Print Ports
Access Control
Other Settings

- Diagnostics
to Main Menu

Enter Selection => 1

It mocTyma K mapaMeTpam
B MeHI0 OCHOBHbIE TAPAMETPBI
TCP/IP Bribepure 1.

\

\

Would you like to change

A |

TCP/IP - Main Settings

Host Name : printerl

IP Config Method : USER SPECIFIED
IP Address : 192.168.45.39
Subnet Mask : 255.255.0.0
Default Gateway 192.168.40.1
Config Server 192.168.2.21
TFTP Server : 192.168.2.21
TFTP File Name : hpnp/print.cfg

Domain Name : Not Specified
DNS Server : Not Specified
Pri WINS Server : Not Specified
Sec WINS Server : Not Specified
SMTP Mail Server : Not Specified

any of the

settings? (Y/[N]):Y

Il71s1 pemakTUPOBaHMSI 3TUX IapaMeTpoB BBeauTe Y. sl peqaKTUpOBaHUS
mapaMeTpoB UCIIONb3yiiTe KiaBuiry Backspace.

W3MeHeHUsT He COXPaHSIIOTCs, ITOKa He OyIeT 3aBepIleH CeaHC ¢ COXpaHEHNEM

MapaMeTpoB.
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Hcnoan3oBanne Telnet 11 yaaieHusi napaMeTpoB CyIIeCTBYIOIIET0
IP-anpeca

g ynanenus IP-anpeca Bo BpeMsi ceaHca Telnet BBequTe B KOMaHIHOM
CTpOKe Clieylollee.

1. Bmemute cold-reset, 3aTeM HaxkMuTe Kiapuiy Enter.
2. Bmemute quit, 3aTemM HaxkmuTe Kinapuiy Enter ns Beixoga u3 Telnet.

3. BrIkiouuTe U BKIIOYNTE CEpBEp MeYaTH.

MpumeyaHue Dra nporuenypa npoussoaut copoc napamerpos TCP/IP,
OKa3kIBasl BO3MeCTBIE TONBKO Ha mmoacucremy TCP/IP.
Ha mapameTpsl mjist npyrux rmoacucteM, Taknx Kak [IPX/SPX
wi AppleTalk, 5To HUKaKoro Bo30eiiCTBHS He OKAa3bIBaeT.

Jl71s1 BOCCTAaHOBJICHMST CTaHIAPTHEIX 3aBOICKIX 3HAUCHUIA
cM. [1aBa 8

Hcnoab3oBanne BcTpoennoro Web-cepsepa

Br1 MoxxeTte 3amath napaMmeTpshl IP Ha cepBepax meuat HP Jetdirect, koTopsie
Mo Iep>KUBAIOT BCTpoeHHbIN Web-cepBep. [[71s1 moyueHrs JOTIOMHUTEIbHbBIX
cBeneHuit cM. [naBa 4.

RUWW Kondurypauust TCP/IP 100



Ncnoan3oBaHne naHe/ M ypaBJjieHHs IPUHTepa

Ecau BHyTpenHue cepBepnl neuatu HP Jetdirect mognepskuparoTcst
MIPUHTEPOM, OHH 00eCTIeYrBaIOT MEHIO KOHDUTYpaIiu, K KOTOPOMY UMEeTCsT
IIOCTYT C TIaHeNH yrpapiaeHus mpuHTepa. C TOMOIIbIO 3TOTO MEHIO MOXKHO
BKJIFOYATh U BHIKJTIOYATh CETEBbIE TPOTOKOJIbI U 3a1aBaTh OCHOBHBIE CETEBbIC
napamMeTphl. Kpome Toro, mist 6ecnposodusix cepepos neuat HP Jetdirect
MOXHO HAaCTPOUTh OCHOBHBIE TTapaMeTphl OeCcIIpoBOgHOM ceT. OmrcaHue
WMEIOIIMXCS DJIEMEHTOB MeHo cM. B [1punoxenue C.

MpumeyaHue WHCTPYKIIUK MO MCTIOIb30BAHUIO TIAHENN YITPABIECHHUSI
KOHKPETHOTO MPUHTEPA CM. B ITIOCTABIISIEMOI1 BMeCTe
C HUM JIOKYMEHTALIUM.

ITpu Bxone B meHto HP Jetdirect c maHenu ynpasieHus] TpuHTEpPa MOXKHO
3a/1aBaTh cienyrolire napameTpbl KoHdurypauuu cetu TCP/IP:

nms y3na [P

nelicTBUs B oTHOIeHUM cpoka apeHabsl DHCP (copoc nnm obHOBIeHME)
[P-ampec cepBepa nevyaTu

Macka MoJceTH

azipec 1UTI03a M0 YMOJTYaHUIO

anpec cepBepa Syslog

MPOIOKUTEILHOCTD TaliM-ayTa MPOCTOsI

Ecmu tpebyercst HacTpouTh NonoJHUTeNIbHbIe napameTpbl TCP/IP

C MOMOIIIbIO TIaHEIU Yy paBIeHNUs], UCIIOIb3YITe TOTIOJIHUTENbHOE CPEICTBO
HacTpoiiku (Hanpumep, Telnet wiu BcTpoeHHbI Web-cepBep), Kak OIMCcaHO
B IaHHO¥ TJIaBe.

Ecmu cepsep nmeyat HP Jetdirect HacTpoeH Tak, 4To MHPOpMaLIUIO

o Hactpoiikax TCP/IP oH mosiyJaeTr ¢ maHeau ynpaslieHUs], KOHGUrypalus
cepBepa nevyaTy CoXpaHsieTcsl IPU BHIKIIFOUEHUN 1 TIOBTOPHOM BKITIOYEHUM
MpUHTEpA.
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Ilepemenenue B APYIylo ceTh

MpumeyvaHue s Gecnposodusix cepepos nieuatn HP Jetdirect
B JaHHOM pa3zjeJjie MpearoaaraeTcs, YTo NoaKIIoUeHe
K 0eCIIpOBOIHON CeTH y3Ke YCTaHOBJIEHO.

TTogkmoueHne 6ecrpoOBOIHOTO cepBepa neyaTu
HP Jetdirect x npyroii cetu moTpebyeT MepeHacTPONKU
mapaMeTpoB 6eCIPOBOIHOI CETH.

IIpu nepemeniennu cepBepa nedat HP Jetdirect, mist koToporo HacTpoeH
IP-ampec, B opyryro ceTh yoenutech, 4to 310T IP-ampec He KOHPIUKTYET

¢ agpecamu HOBOM ceT. Bbl Mokere usmenuts IP-anpec ceppepa reuatu

Ha IOITyCTUMBII B HOBOM CeTH WX YIaJIUTh TeKyuii IP-anpec n 3agaTh HOBBII
TocJie TOTo, Kak OyIeT Mpor3BeieHa yCTaHOBKA B HOBOH ceTH. [I1st o3HaKOMIeHusT
C MHCTPYKIIMSIMU TI0 BOCCTAHOBJICHUIO 3aBOJICKUX 3HAYEHU I M0 yMOTUYaHUIO
cM. [naBa 8 «ITonck 1 ycTpaHeHMe HEUCIIPABHOCTEN cepBepa MmevaTu

HP Jetdirect».

Ecnu rexymmii cepsep BOOTP HenocTyneH, MoKeT MOHaT00UThCs ONPeIeTUTh
anbTepHaTUBHBIN ceppep BOOTP 1 HacTpouTh MpUHTEP Ha 3TOT CEPBED.

Ecau xondurypaums cepsepa reuatu 3agaBaiach npu nomomu BOOTP,
DHCP mmu RARP, crenyer oTpe1akTupOBaTh COOTBETCTBYIOIINE CHUCTEMHEIS
aiinbl, 3aMeHVB B HUX 3HaUeHUSI U3BMeHEeHHBIX MapaMeTpoB. Ecim [P-anpec
ObLT yCTaHOBJIEH BPYUHYIO (HampuMep, ¢ TIaHe M YIpaBJieH!us IpUHTEpa
wu ipu oMoty Telnet), cnenyer usMeHUTh KOHDUTYpatuo napamerpos [P,
KaK OMMUCaHO B HACTOSIIIEH TaBe.
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Hcnoan3oBanue BcTpoenHoro Web-cepsepa

BBenenue

Cepsepnl neuatt HP Jetdirect comepkaT BcTpoeHHBIIT Web-cepsep,

K KOTOPOMY MOXXHO 00paliaTthest ¢ TOMOIIbI0 coBMecTuMoro Web-6paysepa
T10 JIOKaJIbHOM cetu. BcTpoeHHbIit Web-cepBep mpenocTaBisieT TOCTyI

K CTpaHUIIaM HaCTPOWKU U yTipaBJieHus s cepepa reyatu HP Jetdirect

1 TTOJKJIIOUEHHOTO CETEBOTO YCTpOlCcTBa (HammpuMep, MpuHTepa

WM MHOTOGYHKIIMOHAIBHOTO yCcTpolicTBa all-in-one).

Bxknanku B BepxHeil YacTy OKHa Opay3epa MCIONb3YIOTCS TSl OCTyIa
K CTpaHUIIaM ycTpoiicTBa 1 ceTr. OTobpaskeHne BKIaIoK 1 PYHKINHI 3aBUCUT
OT BO3MOXKHOCTE! YCTPOICTBA, MOIKIFOYEHHOTO K cepBepy medatu Jetdirect:

® Ecnuy ycrpoiictBa mMeroTcss cobcTBeHHBIe Web-cTpaHMITE, BKJIaIKI
" GyHKIMM, OHM 0TOOpaskaroTcsI BMeCTe co BKitankoii Networking cepBepa
neyatn Jetdirect.

® Ecnu myis nonkimoueHHOTO ycTporictBa Web-cTpaHuIla HeIOCTYITHA,
oToOpaskaroTcs aBe BKiIanku cepepa nevatu Jetdirect: Home u Networking.

OO6bruHbIl BUO BKIanok Home u Networking cepsepa nmeuatu HP Jetdirect
noka3aH Ha Puc. 4.1 1 Puc. 4.2 cootBeTcTBeHHO. J|OMOTHUTETLHBIE CBEICHIS
cM. B pasnenax «O0bryHbIN Bua Bkaanky Home» u «Bknanka Networkingy.

Kak mokazaHo B JTaHHOM pa3zjiene, JOCTYIHbIe (hyHKIMKU BKIanok Home u
Networking 3aBUCST OT UCTIONB3yeMOIi Bepcur MUKpomporpammel Jetdirect:
X.25.00 nim 6oJ1ee O3 IHEI.
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Puc. 4.2 Bknagka Networking

OnucaHue mapaMeTpoB CeTH CM. B pasjene «Bkiuanka Networkingy.
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TpeooBanus

ComecTmbie Web-0pay3epbl

Ilng noctyna K BctpoeHHOMY Web-cepBepy HY>KHO UCITOJIb30BaTh
coBMecTuMbIT Web-0pay3ep. BctpoeHHblii Web-cepBep, Kak mpaBuiio,
MOXET UCIOoJIb30BaThesl ¢ Web-0pay3epamu, roanep>kKuBaronMu
HTML 4.01 u xackanHble TabIULIbI CTUIEH.

Kommnanus Hewlett-Packard nmpoBepsieT BO3MOKHOCTb MCITOIb30BAHUS
MMEIOIIMXCS U ycTapeBIIMX Opay3epoB B pa3TudyHbIX cucTemax. OObIYHO
MbI PEKOMEHIyeM MCII0Ib30BaTh Cleaytole Opay3ephl:

® Microsoft Internet Explorer Bepcuu 5.0 unu 6osee mo3aHei
® Netscape Navigator Bepcuu 6.0 wim 6oJee mo3aHei

HenxonycTimbie 1Jisl HCIOJIb30BAHUS Opay3epbl

H3-3a 1esoro psimga mpo6iieM, BBISIBIEHHBIX B XO1€ MTPOBEPKH,
He pPeKOMEH IyeTCsl MCTIOIb30BaTh CIIeIyOIInii 6pay3ep:

® Netscape Navigator Bepcuu 6.2.x ¢ SSL

Ilonnep:xuBaemas Bepcusi IPOrpaMMHOIO 00ecedeHust
HP Web Jetadmin

HP Web Jetadmin — cpenctBo yrpaBieHUs CETEBbIMU YCTPOMCTBAMU
IUTSL TIpeANpUSTUI, PYHKIMOHMpYIOIlee Ha ocHoBe Web-TexHonoruii.
Ero MoxXHO 3arpy3uTh CO CTpaHHIIBI HHTepaKTUBHOM oanepskku HPmo anpecy:

http://www.hp.com/go/webjetadmin

Yr1oObI METh BO3MOXKHOCTb BOCTIONIb30BATHCS YIYUIIEHHBIMU (DYHKLIMSIMUA
6€30MacHOCTU, PEKOMEHIyeTCsI yITpaB/IsiTh BCTpoeHHbIM cepBepom HP Jetdirect
¢ momotibto iporpamMmMmbl HP Web Jetadmin Bepcuu 7.0 nnu 6oee mo3mHeid.
ITpu ucnonszosanu HP Web Jetadmin Bepcuu 7.0 MOXKHO 3a1eiicTBOBATD
areHT SNMP v3 u co3naTh yuetHyro 3amichs SNMP v3 Ha cepBepe neuatu.

Ecau mporpamma HP Web Jetadmin o6Hapykuia naHHO€ yCTPOMCTBO
¢ moMo1iibio cpeactsa Integration URL, ccbuika Ha rporpaMmy Oymer
oTOOpakaThCsl Ha CTpaHUIAX BCTpoeHHOro Web-cepBepa.

B macrostmmit MoMmenT miporpammoit HP Web Jetadmin 1 BctpoeHHEIM
Web-cepBepom monaep>KMBarOTCs pa3InyHble BEpCUU Opay3epoB.
Crmcoxk 6pay3epoB, moanep:kuBaeMbix porpammoii HP Web Jetadmin,

CM. Ha cTpaHwmIle http://www.hp.com/go/webjetadmin.
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Hactpoiika Bctpoennoro Web-cepBepa
Ha paboTy B ceTH

MpumeuaHue [lis 6ecnposodusix cepBepos nevyat HP Jetdirect
B JAaHHOM pa3zjiejie MpearosaraeTcs, YTo MoIKII0UeHe
K 0€CTIpOBOIHON CeTH y>Ke YCTaHOBJIEHO.

Ecnu nonkimoueHne ele He OLUTIO YCTaHOBIIEHO, IS
HACTPOMKU MapaMeTPOB MOJIKIIOUEeHUsT 6eCIIPOBOIHOTO
cepBepa neuatu HP Jetdirect MoxXHO ncnonb30BaTh
BcTpoeHHBI Web-cepep. CM. Ilpunoxenue B.

Ilepen ncnonb3oBaHueM BcTpoeHHOTO Web-cepBepa He06X0IMMO HACTPOUTD
IP-ampec cepsepa nmeuatnn HP Jetdirect. Ommcanue [P-anpeca n 0630p paboTh
B cetu 110 ipotokoy TCP/IP cm. B [Ipunoxenue A.

IP-anpec ceprepa meyatt MOXeT ObITh HACTPOEH HECKOJIBKUMU CIIOCOOaMU.
HampuMep, MOXKHO aBTOMaTU4YeCKN HacTpanBaTh mapameTpsl IP o cetn,
ucnonb3ys nporokoa BOOTP (Bootstrap Protocol) mniu DHCP (Dynamic
Host Configuration Protocol) npu KaxkiaoM BKJIFOUEHUH cepBepa revyaTu.
Kpowme Toro, MoxxHO HacTpouTh rapameTpsl [P BpyuHyro Ha maHenun
yIpaBJieHUs] IpUHTEPa (IS HEKOTOPBIX MOJIeJIeil CO BCTPOEHHBIM CEPBEPOM
mevaTu) Wi ¢ nmomouibio Telnet, Komann «arpy» 1 «ping», HP Web Jetadmin
WM APYTUX TIporpaMM agfMUHUCTpUpoBaHus. [[s1 momyyeHust
TOTIOJIHUTEIbHBIX CBeieHni 0 mapameTpax HacTpoiiku TCP/IP cm. [napa 3.

Cepsepy neyatn HP Jetdirect, koTopoMy He ynaercst TOJy4uThb TOMyCTUMBbII
IP-anpec 1o ceTn mpu BKIIOYEHUM, aBTOMATUIECKU ITPUCBANBAETCS
crannapTHbiil [P-anpec 192.0.0.192 wnu nokanbHBIN ceTeBOi agpec

B mramna3oHe oT 169.254.1.0 mo 169.254.254.255. IP-anpec, HacTpOeHHBII
Ha cepBepe MevyaTH, MOKHO HaliT! Ha cTpaHulle KoHduryparmu Jetdirect.
Jl71s1 TosTyyeHusl NOTIONMHUTENIbHBIX CBefeHniA cM. [1apa 3.

Ecau cepBepy neuatu npucsoeH IP-anpec mo ymonuanuto 192.0.0.192,

LIS TTOJTyIe€HHs MOCTYTa K BCTpoeHHOMY Web-cepBepy He00X0I1MMO BpeMEHHO
HAaCTPOUTH Ha KOMITBIOTEPE TOT XXe ceTeBoii HoMep IP win 3agaTh MapiipyT
Ha cepBep IevaTu.

ITocne ycranosku IP-ampeca Ha cepBepe ITeUaTH BHIIOJTHUTE CIIEIYOIIIIe
nelicTBUSI.
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1. 3anyctute nomuepxkuBaembiii Web-0paysep.

2. Bsenute IP-anpec cepBepa reyaTu B I10JI€ apeca.

about:blank - Microsoft Internet Explorer provided by Hewlett-Pac

J File Edt “ew Favortes Toolz Help

Jﬁddress
L - P A T - B ET
n:r"l{' Fnrl-\.l:ﬁrr' ':h'\n nﬂFrﬂ{"h Hnmﬂ qﬂ:rr"h '::ll..lnrih:-{\-

Puc. 4.3 Beon IP-appeca

3. Tlpwu Bblgaude mpenymnpexnaeHus o 0e30IacHOCTU OTlepallii HaXKMUTE
KHOIIKY Yes.

J7151 mepBOHAYAILHOTO MOCTYMA K MPOBOAHBIM CepBepaM IevyaT

C MOJIHBIM HabopoM GYHKIIMI BCTpoeHHBIN Web-cepBep MCIONb3yeT
craHgapTHbIi porokon HTTP. OnHako, ucnonb3ys mig uaeHTuUKauum
yCTaHOBJIeHHbIN LI poBoii cepTrdukar X.509, cepBepbl MOZKHO HACTPOUTD
Kak 3alluileHHble y3ibl. [Ipy npaBUIIbHOM HaCTpoOIiKe Wit 6€3011acCHOr0O
IOCTyIa MOTYT ObITh MCIIOJIb30BaHbI 3alUIIEHHbIE TTOAKIIOYSHUS

no niporokoiy HTTPS (3amuiennoii Bepcuu npotokona HTTP).

I1pn nepBoM obpallieHUM K BcTpoeHHOMY Web-cepBepy ¢ 6ecripoBOIHBIX
CepBePOB MeYaT ¢ MOJHBIM Hab0pOM (DYHKIIUIA OH BHICTyMAeT

KakK 3alluileHHbIi. [To yMonuaHuio Ojist mepBOHaYaIbHOTO OOpalleHus
TpebdyeTcs 3alluIleHHOe NoaKIoueHue mo npotokonxy HTTPS.

st uaeHTUUKALIMI UCITONB3YEeTCS IIPeIBapUTENbHO YCTAHOBICHHBIIM

ceptudukar (X.509), monnucaHHbIA Ha CAaMOM YCTPOMCTBE.

Ecnu cepBep nmeuatu HacTpoeH 1is Mo aKIodeHus mo npotokony HTTPS,
TO ¢ moMo1Ibio MeHIo Internet Options MoxXHO HacTpouTh Opay3ep

IIJIS1 ITHOPMPOBAHMSI MpeaynpexkIeHni 0 6€30IacHOCTU (XOTs 3TO

U He peKoMeHayeTcs naenath). Cm. Mgmt. Protocols.

B mopensix cepepon nmeyat HP Jetdirect HauanbHOro ypoBHS 0€3
BO3MOKHOCTU MoaepHu3anuu (Hanpumep, HP Jetdirect 175x 1 200m)
3allMIIeHHBIA BCTpoeHHBI Web-cepBep He MmonuepKuBaeTcs.

4. Orobpas3uTtcs cTpaHuia BctpoeHHoro Web-cepBepa, riiaBHast cTpaHuIIa
cepBepa neyatu HP Jetdirect unu cTpaHuiia ycTpoiicTBa, OTHOCSILASICS
K Web-cepBepy, yCTaHOBJIEHHOMY Ha 5TOM YCTPOMCTBeE.
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3ameyanus no padore

@ Tlocie BBoja WM U3MEHEHUS 3HaUEHUs ITapameTpa KoHGUTypau
HaxXMHUTe KHOIKY Apply, 4TOObI M3MEHEHUST BCTYIIWIN B CUITY,
i KHoniKy Cancel, 4TOObI OTMEHUTh BHECEHHbIE U3MEHEHUS.

® lsmenenue IP-anpeca nmpuBeneT K 3aKphITHIO CBSI3U CO BCTPOSHHBIM
Web-cepBepom. 111 BOCCTaHOBJIEHUSI CBSI3U BOCIIOJIb3YyHTECh HOBBIM
IP-anpecom.

BHUMAHUE Usmenenne IP-ampeca cepsepa nmeuatn HP Jetdirect
MOXXET IIPUBECTH K COOSIM TIPU IIEYATH C TeX KIUEHTOB,
ULl KOTOPBIX HACTPOEHA I€YaTh Ha 3TOT IPUHTED
¢ yKazaHueM mpenbiayiiero IP-agpeca.

® Bcrpoennniii Web-cepBep npenocrapisieT JOCTYI K IMapaMeTpaMm
NOAKJIIOUEHUS K 6ecripoBoIHOI ceTu cepBepoB neuatu HP Jetdirect.

BHUMAHUE TIpu usmeHeHnn mapaMeTpoB OECIIPOBOTHOM CETH
[TOIK/IIOUYEHNE K CETH MOXET OBITH IIOTEPSIHO.
115t TOBTOPHOTO TOIKIFOUEHUS MOXKET BOSHUKHYTh
HEOOXOIUMOCTh [IEPEHACTPOUTH CUCTEMY B COOTBETCTBUAU
C HOBBIMHU 3HAYEHUSIMU TIaPAMETPOB.

IIpu moTepe MOIKITIOUYEHHUSI cepBepa MevaT K CeTh
MOXeT ITOTpeboBaThCs BO3BpAT K HACTPOKaM cepBepa
10 YMOJTYaHUIO 1 TIOBTOPHAS YCTaHOBKA.

® ODyHKIMM U apaMeTpbl KOHOUTYpaLnu, He MoaaepKrBaeMble CepBepamMu
rneyaTy HavyaJbHOro ypoBHs, TakuMu Kak HP 175x 1 200m,
He oToOpaKaroTcs.

® Cetu Novell NetWare. Ha ctpanuiie Network Settings Bocroib3yiiTech
Bkiankoit IPX/SPX njis1 HacTpoiiku mapaMeTpoB cepBepa ouepenu Novell
Directory Services (NDS). Crenyet oTMETUTb, YTO BCTpOEeHHBII Web-cepBep
He crnoco0eH co3naBaTh 00beKTHl NDS (00BeKThI «cepBep MevyaTuy,
«IIPUHTEP» U «0Uepeab nevyaT») Ha cepBepe Novell. 115 cozmaHust Takux
00BEKTOB HEOOXOAMMO Mcnonb30BaTh cpenacTtBa Novell NetWare, Takue
Kak nporpammMa NWAdmin, unu Hactpouts ctek IPX/SPX mist paboThl
¢ NDS ¢ nomouipio ciyxkedHbIx mporpamM HP, Takux kak mactep HP
1o ycTaHOBKe ceTeBoro npuHtepa wim HP Web Jetadmin.
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OO0bIyHbIIT BuJ BKJaaku Home

Ecau He ynaercs nonyuuts noctyn K Web-cepBepy Ha MOAKIIOYEHHOM
YCTPOMCTBE WJIM OH OTCYTCTBYeT, Ha BKiIanke Home oTobpaxkaercs riaBHast
crpanuia HP Jetdirect. Ha rmaBHoit crpanuiie HP Jetdirect comepxxurcst
n300pakeHre yHUBEPCAIbHOTO MPUHTEPA, TIPeICTaBstolee
rnojcoenHeHHoe ycTporicTBo. OToOpaXkaeTcss Molelb cepBepa reyaT

HP Jetdirect, HoMep MUKpPOIIpOTpaMMEI, CETEBOI alpec, a TAKKe Ipyrast
noctymnHasi nHgopmanus o6 ycrpoiictBe. Tabi. 4.1 comep>KUT KpaTKuit
repevyeHb IeMEeHTOB, 0TOOpakaeMbIX Ha r1aBHoi crpanuie HP Jetdirect.

Ta6n. 4.1  3dnemeHTbl rnaBHoi cTpaHuubl HP Jetdirect (1 us 2)

MapameTp OnucaHue

Bknaaka Home Otob6parkaeT rnaBHyto cTpaHuuy HP Jetdirect unu rnaBHyto
CTpaHu1Ly NOACOEANHEHHOrO CETEBOr0 YCTPOMCTBA,
€CJIM OHa AoCTynHa.

<Bknaaku Bknaaku pasnnuHbIX yCTPOUCTB OTOBPXKAOTCA TOMBKO B TOM
yCTPOMCTB> cnyvae, ecnv noAcoeAnHeHHOe CeTeBoe yCTPOMCTBO (Hanpumep,
MPUHTEP UK MHOrOPYHKLMOHANbHOE ycTporcTBo all-in-one)
COAEPXMT NoaaepnBaemMbln BCTPOoeHHbI Web-cepsep.
Bknazku ycTtpoiicts o6ecneunsatoT goctyn k Web-cTpaHuuam,
OTHOCALLMMCH K KOHKPETHOMY YCTPOWUCTBY.

Bknaaka MNpeaocTasnAeT 4OCTYN K NapamMeTpam KoHdUrypaumu,
Networking 6e30nacHOCTM U AMArHOCTUKK ceTu. [ns nonyyeHun
AONONHUTENbHLIX cBeAeHun cMm. Bknaaka Networking.

Device Info OnpeaenaeT yCTPOWCTBO (Hanpumep, HasBaHne MoAaenu
npuHTEPa UM MHOrodYHKLMOHANLHOro ycTpoicTaa all-in-one),
NOAKJIIOYEHHOE K ceTn Yepes cepsep neuvatn HP Jetdirect.
Kpome Toro, otoBparkatotca pyrue cBeieHns 06 aToM
yCTPOMCTBE (Hanpumep, KONMYEeCTBO pacneyaTaHHbIX CTPaHuL
WNK COCTOSIHWE NaHenu ynpaenexus). OTo6paxaroumecs
CcBeJeHWA 3aBUCAT OT PYHKLMIA MOAKITFOUYEHHOIO YCTPOMICTBA.

Select Language | Oto6pakaeTca B ToM cnydae, ecnu Web-ctpanuubsl HP Jetdirect
NOAAEP>KMBAIOT HECKONBLKO A3bIKOB. Kpome Toro,
noaaep>xmBaemMble A3bIKU MOXXHO BblépaTb B HaCTpOVIKaX A3blKa
ucnonb3yemoro 6paysepa.

Ona oTobpakeHus NoaAepKMBaeMbIX A3LIKOB (KPOMe
aHrMMIACKOro) B HacTpoiikax Bpaysepa AOMKHO ObiTb
paspeLueHo ucnonb3oBaHve dannos «cookie».

Scan 3anyckaet cepsep Web Scan Ha cepsepe neuatv HP Jetdirect,
€CN1 cepBep BKIIOYEH U NOALEPXKMUBAET NOACOEIMHEHHOE
ceteBoe ycTpoinctso. Web Scan nossonAeT BeIMONHATE NPOCTOE
CKaHWpoBaHue ¢ ycTpoicTea ¢ nomoLlbio Web-6paysepa.
MmeeTcA napameTp HAaCTPOWNKM CKaHUPOBAaHWUA B 3NEKTPOHHYO
nouty.
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Tabn. 4.1

AnemeHTbI rNaBHou cTpaHuubl HP Jetdirect (2 U3 2)

MNapameTp

OnucaHue

Host Name

YkasbiBaeT IP-uma rnaBHOro Komneotepa, HasHavyeHHoe
ANA yCTPOWCTBA M XpaHALleeca Ha cepsepe nevatv HP Jetdirect.
Cwm. napametpsl TCP/IP B pasaene Bknagka Networking.

System Up Time

BpeMﬁ C MOMeHTa nocneaHero BbIKNHOYEeHUA U BKNHOYEHUA
cepsepa neuvatv HP Jetdirect unu cetesoro ycrpoicrea.

System Contact

TekcToBasA CTpoKa (xpaHAwancs Ha cepBepe neyatu

HP Jetdirect) ¢ MMeHeM KOHTaKTHOro nuua And 3Toro
yCcTpoWcTBa.

Cwm. napametpsl TCP/IP B pasaene Bknaaka Networking.

System Location

TexcToBan CTpOKa (xpaHALLanAcA Ha cepBepe nevaru
HP Jetdirect), koTopana onpeaenaet pusnyeckoe
MECTOMOIOXKEHNUE 3TOr0 YyCTPOWUCTBA.

CM. cTpaHuubl koHdurypauun cetn TCP/IP.

HP Jetdirect

Homep mozenu cepsepa nevatn HP Jetdirect
(Hanpumep, HP J4169A).

Firmware Version

Bepcua pabounx MHCTPYKUMIA, yCTaHOBNEHHbIX HA cepBepe
neyatn HP Jetdirect.

IP-anpec

IP-anpec, HacTpoeHHbI Ha cepsepe neyatn HP Jetdirect.
Lna nonyyeHus obwmx ceeaeHuii o6 IP-aapecax
cm. Mpunoxenwue A.

Hardware
Address

CeteBov annapatHbii agpec (unu Media Access Control, MAC)
cepsepa neuvatu HP Jetdirect. 310T yHMKanbHbIM aapec
npucsaunsaetca komnanuen Hewlett-Packard, Ho moxxeT
aAMWHUCTPUPOBATLCA NOKANBHO.

LAA

JTokanbHo aamuHncTpupyembin aapec (LAA) samensAeT aapec
ycTpoiictea nokanbHon cetn (MAC). Anpec LAA MoXKeT BbITb
HacTpOeH ceTeBbIM aAMUHUCTPATOPOM NPU IOKANbHOM
ynpasnexuu. o ymonuanuio aapec LAA asnaetca
npesBapuTeNbHO Ha3HaYeHHbIM aAPecoM YCTPoMCTBa
NOKasbHOW CeTy.

Admin Password

MokasbiBaeT, 3aAaH N1 Naponb aAMUHUCTpPaTopa. JTOT Naposb
TaKkXXe MOXXHO HacTpouTb nocpeacTBoM ceaHca Telnet

¢ cepsepoM neuatn HP Jetdirect unm ¢ nomoLLbio nporpammel
HP Web Jetadmin.

Crpanuua Admin Password cny»xuT AnAa 3ajaHua u yaaneHus
naponAa aaMuHucTpatopa. Ecnu naponb aamuHucTpatopa

He yCTaHOBJIeH, N0ABUTCA 3anpoC Ha BBOA UMEHHU Nnonb3oBaTend
M napona anAa Aoctyna K napamMmeTtpam CeTu. ,Elﬂﬂ nonyyeHua
AONONHUTENbHBIX CBEAEHWI BOCNONb3YNTECH CChINKON «Help»
unu obpatutechb k pasaeny Admin. Account HacToALLEero
pyKkoBoACTBa.
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Bxnanka Networking

Bxkrianka Networking mpegocTasisieT JOCTYI K ITapaMeTpaM KOHGUTYpaIimn
cetu u coctosiHIIO HP Jetdirect. DiieMeHTEI MeHIO, pacIIOIOXeHHBIE CIIEBa,
CIIy>KaT IS JOCTYIa K CTpaHMUIIaM, COIEpsKaIIM ITapaMeTphl HaCTPOUKM

U CBEJEHUS O COCTOSTHUM.

Ta6n. 4.2 MNyHKTbl MeHto Networking

Paszgen CONFIGURATION
o Crtpanuubl Network Settings @ Privacy Settings
e Other Settings e Select Language
Pasgen SECURITY
® Settings e Mgmt. Protocols
e Authorization ® Wireless
Pazgen DIAGNOSTICS
o Network Statistics e Configuration Page
® Protocol Info

OTtnpaska B komnanuio HP cBenennii o mpoaykre

Korna BbI B mepBhIii pa3 oTKpbiBaeTe BKIaaKy Networking BcTpoeHHOTO
Web-cepBepa, 3ampalinBaeTcsl pa3pellleHre Ha OTIIPaBKY CBeIeHUIA

o npoxaykre B Komnanuto HP yepe3 UuTepHeT. UneHTHDMKALIMOHHBIN

KOJI TIpOIyKTa 1 I0Jb30BaTeNbCKUe NaHHbIe, coOpaHHble HP, ncnonb3yrorcs
ISl JajibHEWILIero yIydllleHUs] CBOMCTB MPOIyKTa v ciayxk0. B cooTBeTCTBUM
C MOJUTUKON KoHPuaeHInanbHocT HP c60p TMUHBIX TaHHBIX

He nipousBogutcst. Cm. Hewlett-Packard Online Privacy Statement.

Mo>kHO B JIt060K MOMEHT BKJIIOUUTh WM OTKJIFOUUTh 3TO CPEICTBO
Ha ctpaHulle Privacy Settings Bkianku Networking.
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Crpanmmpl Network Settings

Crpanuiibl Network Settings 1o3BoJisitOT 3amaBaTh U U3MEHSITh HapaMeTPhl
koHburypauuu rpotokoiioB 802.11b (Wireless Ethernet), TCP/IP
Bxnanka IPX/SPX, AppleTalk, DLC/LLC u SNMP YT00bI HACTPOUTH
napaMeTp, BBeIUTe HeoOX0IMMOe 3HaUeHe 1 Ha>KMUTe KHOIIKY Apply.

802.11b (Wireless Ethernet)

Crpanuibl HacTpoeK becripopomHoii cet 802.11b 1o3BoJISIOT co31aBaTh 1
M3MEHSTh TapamMeTpbl ToAKItoYeHUs K 6ecripoBogHoii cetu IEEE 802.11b.
Jl71s1 monmyyeHus CBeIeHU# o mapamerpax KoHdurypamuu cMm. Tabi. 4.3.
Jl71s1 mosTyyeHusl OTIOTHUTENbHBIX CBEIEHUI 0 HACTpOliKe 6ecipoBOIHOTO
cepsepa neyatu HP Jetdirect cm. [Ipunoxenue B.

Bknanka 802.11b comepXuT oHy CTaTUYECKYIO CTPAHMILY, HA KOTOPOW
TIpYBEIEHBI BCe TTapaMeTphbl HACTPOIKK 6eCIIPOBOIHOM CETH, HEOOXOANMBbIe
IUIsl co3maHus 6ecrpoBoaHOTO onkiaovYeHust. Hasxxmure kHoriky Apply,
YTOOBI U3MEHEHNSI BCTYMWIN B CUJTY, Ui KHOTIKY Cancel, 4ToObI OTMEHUTH
BHeCeHHbIe n3MeHeHUsT. UToObI yCTAaHOBUTDH 3HAUSHUST TTapaMeTPOB

10 YMOJIYaHUIO, HAXXKMUTE KHOTIKY Reset to defaults.

ITomumo 3TOTO, HJ1 HACTPOHKM GECTIPOBOIHOTO CETEBOTO MOIKIIOUEHUS
MOYHO BOCTIONIb30BaThcsl KHOMKOM Use Wizard B BepxHeil yacTu CTpaHUIIbI
802.11b. [1pu HaxkaTMM KHOTIKU 3aITyCKaeTCs MacTep HACTPOMKH,
TTO3BOJISIFOIINET HACTPOUTH BCe HEOOXOAMMbBIE IMapaMeTphl U, B 3aBUCUMOCTH
OT BbIOpPAHHBIX HACTPOEK, ITHOPUPOBATH HENCITONb3yeMble MapaMeTphl.

MpumeyvaHue Tlpu HempaBUILHOM 3aBePIICHUN paGOTHl MacTepa
(Hampumep, nocie HaxaTus KHonku Cancel) Ha aKpaHe
MOXeT oTobpa3uThes crpanuua Operation Failed.
B TakoM ciydae HE0OXOAMMO MOJOKIATh OKOJIO OBYX
MMHYT, IIpeKIe YeM CHOBa 3aIlyCcKaTh MacTep.
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MpumeyaHue

Cepsep neuatu HP Jetdirect HacTpoeH 1o ymoa4aHuIo
Ha MCTOJb30BaHNE OTHOPAHTOBOM TOTIOJIOTUU CETH,

TIpU KOTOPO# OH JOCTYIIEH JIF0OOMY HEaBTOPM30BaHHOMY
knneHTy. [ToaToMy 1oce BKIIFOUeHUsT peKOMEHIyeTCsI
cpasy U3MEHUTh HACTPOUKY 0 YMOJYaHUIO U YOeTuThCs,
YTO NaHHbIE U3BMEHEHHMS YCIIENTHO BHECEHBI.

Ta6n. 4.3 MMapameTpbl HacTPolKK GecnpoBoaHoi ceTr 802.11B (113 7)

MapameTp

OnucaHue

Ad Hoc
(peer-to-peer)

OpnHopaHroBas Tononorua (Touka-Touka) — Tononorus
6ecnpoBOLHONM CETH, MPU KOTOPOK YCTPOMCTBa BECnpoBOAHbIE
yCTpOMCTBa B CETU HENOCPEACTBEHHO B3aUMOAENCTBYIOT ApYr
¢ apyrom. O6opynoBaH1e TOYEK AOCTYNa HE UCMOMb3YEeTCA.
OAaHOPaHroBYHO TOMOMOMMIO Ha3bIBAKOT TAKXKE HE3aBUCUMbIM
6a3oBbIM HabopoM cny»xob (Independent Basic Service Set, IBSS)
1 PEXXUMOM «KOMMbIOTEP-KOMIBIOTED> .

Mo ymonuaHuto cepsep nevatn HP Jetdirect HacTpoeH Ha paboTty
B CETM C OAHOPAHroBoMn Tononorven. [inAa nepBoHavyanbLHoro
NOAKNIOYEHUA K cepBepy Neyat KOMNbOTep TaKxe HGOéXOLlVIMO
HacTpouTb Ha paboTy B CETU C OAHOPAHIOBOW TOMOIOrMEN.

Channel

(Tonbko B 0AHOPAHroBO# ceTu.) BriBop kaHana onpeaenseT
paanoyacToTy, UCMoNb3yeMyto CEpBEPOM nevatu ANA OTnpaBKu
COOOBLLEHMIA 0 AOCTYNHOCTM B TOM Cly4ae, eCiu He yaanoch
YyCTaHOBWTb NMOAK/IOYEHWE K YKa3aHHON OAHOPaHrOBOMN CEeTH

Ha ntobom KaHane.

Mo ymonuanuto ucnonbsyertca 10-i kaHan (2457 Mru).

Kpome Toro, MoxeT ObITb UCNonb3oBaH U 11-i kaHan (2462 MIu).

Infrastructure

Mpwn ncnonb3oBaHUM TONONOMMK C MHPPACTPYKTYPOI CBA3L
Mex/y ceTeBblMKU YCTPOWCTBaMM NPOU3BOANTCA Yepes
o6opyAoBaHKe ToYek A0CTyna. Touyka AocTyna — 3T0 YCTPOHCTBO
(Hanpumep, LUMO3 UK KOHLEHTPATOP), MPUHUMALOLLIEE U
nepeHanpasnAtoLLee CETEBbIE AAHHbIE MEX/Y 6ECNPOBOAHLIMM
yctpoiictBamu. OBbluHO 060pyaoBaHMe TOUKKM AOCTyna
“cronbayetca AnA NOAKMIOUYEHNA BECNPOBOAHLIX YCTPOICTB

K NpOBOAHO# ceTn. Tononorusa ¢ MHGPACTPyKTypoii Haubonee
npeanoyTuTesnbHa Ana KPYMHbIX CeTewn.

Tononoruto ¢ MHPPACTPYKTYPOit Ha3bIBAIOT TakxKe 6a30BbIM
Habopom cny»6 (Basic Service Set, BSS), Tononorueit Tuna
«3B€34a», a TakXKe TONonorMei NnpeanpuaTua.
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Ta6n. 4.3 MapameTpbl HacTpoiKku 6ecnpoBofHom ceTv 802.11B (213 7)

MapameTp

OnucaHue

Network Name

Onpegaenset uma 6ecnpoBOHON CETH, K KOTOpPOK ByaeTt
noAakntoueH cepsep nevatn HP Jetdirect. Uma cetn asnaetca
3HaueHvem napameTpa SSID (vaeHTUPUKaTop HaBopa cny»xo)
unu napametpa ESS (paclumpeHHbiit Habop cny»6), KOTopbIN,
KaK npasuno, UCronb3yeTcs B 60bLUMX CETAX C UHPPACTPYKTYPOM.
HonyckaetcA nyctoe 3HaueHve nona SSID, Hanpumep B ceTAx
C KOHTPONIEM J10CTYNa, OCHOBaHHbLIM Ha Masnoi MOLLHOCTH
curHana, WudpoBaHWv 1 CpeAcTBax NPOBEPKM NOASIMHHOCTY.
Mo ymonuaHuto cepaep nevatv HP Jetdirect HacTpoeH Ha padoTy
B CETU C MMeHeM «hpsetup». [inA nepBoHayansHOro NoAKIIYeHnA
K cepBepy neyaTtu KOMMbIOTEP TaKkXKe He0OX0AMMO HaCTPOUTb
ansA paboTbl B CETU C UMeHeM «hpsetup».

(Mpumeuanne. 3HaueHue SSID BBOAWTCA C YYETOM perncTpa.
Mpu BBOAE HEOOXOAUMO ObITh BHUMATENbHBIM U UCTIONB30BaTh
npaswibHbBIA PErMCTP ANIA CUMBOJIOB.)

Open System

(Be3 npoBeEpKM NOANMHHOCTH.) DTOT METOA cneayeT Belbpartb,
€C/iu HeT HeOGXO,ElVIMOCTVI B NpoBepKe NoANTNMHHOCTHU yCTpOVICTB
B CeTu 1 3allmte A0CTyna K CeTu. Tem He MeHee, BOBMOXXHOCTb
“cnonb3oBaTh WKWPPOBaHKE ANA 3aLUUTLI NepesaBaeMblx
AaHHbIX COXpaHAEeTCA.

Shared Key

(Heobxoaum kntou WEP.) BeibepuTe faHHbIM MeTo, ecnu

B Ka)XJOM CETeBOM yCTPOWUCTBE ANA AoCTyna v padoThl B ceTH
“cronb3ayeTcA 0BLLUMiA KoY LWMPOBaHHA (TO ecTb obLuee
3HauyeHune naponsa). Bce ycTporcTea A0MKHBI CNONBb30BaTb OAWH
Knoy. B cepsepe neuatn HP Jetdirect nonaeprkusatotca Katoun
WEP cranaapTta IEEE 802.11 ana 6esonacHoi paboThl B CETH.
Ana MeToza NpoBePKU MOANMHHOCTU «OBLLMA KIHoY»
HeobxoAanMO HacTpouTb Kitoun WEP.

EAP/802.1x

(Tonbko B ceTAx ¢ MHPpaCTPyKTypon.) [na ncnonbzoBaHua
pacLUMPeHHO naeHTUdUKaLUmMn Belbepute npoTokon 802.1x
Extensible Authentication Protocol (EAP). MNpotokon EAP/802.1x
np1MeHseTcA anA 6ecnpoBOAHOIO A0OCTYNa K CETAM C CEPBEPOM
ayTteHTuduKaumm, Hanpumep ¢ cepsepom RADIUS (Remote
Authentication Dial In User Service, RFC 2138). Mpwu Bribope
ayTeHTMdUKaumn EAP/802.1x Heo6X0AMMO HACTPOUTL
AOMNOJSHUTENbHBIE NapameTpbl. 3HaYEHUA HEKOTOPbIX
napameTpoB 3aBUCAT OT NpoTokonos EAP/802.1x,
33/1eMCTBOBAHHbLIX B CETH.
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Tabn. 4.3 MMapameTpbl HacTpoKkn GecnposoaHoi cetr 802.11B (313 7)

MapameTp

OnucaHue

Enable Protocols

BkntoueHne (He0BX0AUMO OTMETUTL GNIAXKOK) U OTKIOUEHUE
(Heo6x0aMMO CHATb diaXkoK) npoTokonos EAP,
noAAepXX1BaeMbIX CEPBEPOM NneyaTtu.

LEAP: (Lightweight Extensible Authentication Protocol). LEAP —
(PUPMEHHBI NpoTokon komnaHuu Cisco Systems. [ns paboTsl
npotokona LEAP Heobxoanmel s3Hayenna EAP User Name n EAP
Password. Kpome Toro, B HemM UCNONb3yOTCA AMHAMUYECKHE
KoUK WndpoBsaHua.

PEAP: (Protected Extensible Authentication Protocol).

B npotokone PEAP ana nposepKku NOAIMHHOCTM CEPBEPOB CEeTH
MCMONb3YIOTCA UMPPOBbLIE CEPTUPHMKATBI, a ANA MPOBEPKM
NOANMHHOCTW KNIMeHTOB — naponu. Ana pabotsl npotokona PEAP
HeobxoanMbl 3HaueHua napametpos EAP User Name,

EAP Password n CA Certificate. Kpome Toro, B Hem
MCMONb3YIOTCA ANHAMUYECKHUE KNHOUM LLUMPPOBAHKA.

MD5: (EAP c ucnone3sosannem Message Digest Algorithm 5,
RFC 1321). B npotokone EAP-MD5 ncnonb3ayetca napons,
3alUMLLEeHHbIH anroputMomM wudposaHua MD5. [na paboTs
npotokona MD5 HeobxoanMmo BBecTv 3Hauenua EAP User Name
1 EAP Password. Kpome Toro, B HEM UCMOSb3YHOTCA CTaTU4eCKue
KNouu WndposaHua. .

TLS: (EAP ¢ ucnonbesosanuem Transport Layer Security,

RFC 2716). B npotokone EAP-TLS ana npoBepKx NOANWHHOCTH
Kak CepBepoOB, TaK U KIMEHTOB UCNONL3YOTCA LUMPPOBLIE
ceptuduKkatbl X.509. [na paboTsl npotokona TLS Heo6xoanMbI
3HauyeHuna napametposB EAP User Name, Jetdirect Certificate u
CA Certificate. Kpome Toro, B HeM MCMONb3YHOTCA AMHAMUYECKUE
Koun WndpoBsaHua.

TTLS: (EAP c ncnonbsosanuem Tunneled Transport Layer
Security). EAP-TTLS — pacwupeHune npotokona EAP-TLS,

B KOTOPOM TaK»Xe Ucnonb3ytotea undposblie ceptuduratsl X.509.
Ona pa6otsl npoTokona TTLS Heo6xoAnNMbI 3HAYeHUs
napametpos EAP User Name, EAP Password n CA Certificate.
Kpome Toro, B HEM MCMONb3YHTCA AMHAMUYECKHUE KITHOUM
LiMppoBaHua.

Custom: xoTa HUKaKKUX 0COBbIX HACTPOEK He TpebyeTcs,
MOXKHO YKa3aTb YHUKaNbHYH KOMOUHALIMIO UMEHH NoNb3oBaTens,
naponsa v UMPpPOBbIX CEPTUPUKATOB.

User Name: YkasaHve umenn nonb3osarena EAP/802.1x (anuHon ao 128
CMMBONOB) ANA AaHHOr0 ycTporcTBa. o ymonuyaHuio B KayecTse
MMEHM NoJb3oBaTena UCMosb3yeTcA CTaHAapTHoe UMA y3na
cepsepa neyatn — NPIXXXXXX, FAe XXXXXX — nocneAHu1e WecTb
umMop aapeca yctponctea flokanbHon cetv (MAC).

Password, YkasaHwve napona EAP/802.1x (anuHon Ao 128 cumsonos)

Confirm ANA [JaHHOro ycTporcTea. [inA noATBEpXKAEHUA NPaBUIbHOCTH

Password napona BeeaunTe ero BTopow pas B none Confirm Password.
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Tabn. 4.3

MapameTpbl HacTpoiiku 6ecnposogHom ceTh 802.11B (4 U3 7)

MapameTp

OnucaHue

Server ID

(Tonbko anAa npotokonos EAP-TLS, EAP-TTLS.) YkasaHue
CTPOKKM NpoBepkM koaa cepsepa (Server ID),
MOEHTUOULMPYIOLLIEN CepBep NPOBEPKU NOAMHHOCTH.

Crpoka Server ID ykasaHa B LMppOBOM CepTuduKaTe, BblAaHHOM
cepBsepy NPOBEPKK NOASMHHOCTU A0OBEPEHHBIM LEHTPOM
cepmqwmauvm. 3HauyeHne MOXKET ABNATbLCA YacTbHo CTPOKMH,
ecnu He BKNoyeH napaveTp Require Exact Match.

Require Exact
Match

(Tonbko ana npotokonos EAP-TLS, EAP-TTLS.) Bkntouenue
(HEe06X0AMMO OTMETUTL PAXKOK) U OTKIIOUEHWE (HEOOX0AMMO
CHATb PNaXKOK) HEOBXOAMMOCTH NMOMHOrO COOTBETCTBUA CTPOKU
Server ID cTpoKe, NONy4YEHHON OT cepBEPaA NPOBEPKHM
NOANMHHOCTK B NpoLIecce NPOBEepPKM NoannHHocTM 802.1x EAP.

Encryption
Strength

YKasaHune ypoBHA KPUNTOCTOMKOCTH, MCMOSb3YEMOro

NPy NOAKIOYEHUU K CepBEpY NPOBEPKM NOASIMHHOCTH.

MoxxHo BbIGpaTh 3HaueHua Low, Medium unu High. ins kaxkaoro
3HauYeHWA OTOBPAKAIOTCA anropuTMbl AN ONPeAeNeHUs caMoro
cnaboro U3 NPMMEHAEMbIX anropMTMOB LLINGPOBAaHUA.

B 6paysepax paHHUX BEPCUIA MOXXET NMOAAEPKUBATLCA TONbKO
HU3KWUI YPOBEHb KPUNTOCTOMKOCTH (40-paspaaHoe LWUPpOBaHKe).

Jetdirect
Certificate

(Tonbko ana npotokona EAP-TLS.) [lomkeH BbiTb YCTAHOBNEH
unopposon ceptuduxar X.509, noaTseprkaatoLLIUin NOAIMHHOCT
cepsepa neyatv Jetdirect. Kak npasuno, ceptuoukar Jetdirect
MOXET BbITh noanuvcaH Ha camMmom yCTpOVICTBe unu nony4yeH

13 HE3aBUCUMOTO IOBEPEHHOI0 UCTOUHWKA, Hanpumep,

13 LIeHTpa cepTudmKaumm. M3HayanbHO yCTaHOBMEH cepTuduKar
Jetdirect, noanMcaHHbIM Ha caMOM YCTPOWCTBE. XOTA B HEKOTOPbLIX
cnyvanx [0MNyCcKaeTcA UCMonb3oBaHne cepTudUKaTos,
NOAMNUCAHHBIX HA CaMWX YCTPOMCTBAX, Takne cepTudukarsl He
o6ecneunBaloT HEOBXOAMMOrO YPOBHA HAAEKHOCTH NMPOBEPKK
Knuenta. lMoaTomMy AnA MeToA0B NPOBEPKK NOANMHHOCTU EAP,
B KOTOPbIX HE0OX0AMM cepTuduKart Jetdirect, oH LOMKEH ObiTb
nosy4yeH 13 He3aBMCUMOro IOBEPEHHOIr0 UCTOYHMKA UK LIeHTpa
cepTuprKaumm.

nA 06HOBNEHNUA MMEIOLLErOCA UK YCTAaHOBKN HOBOTO
ceptudukata Bocnonb3ynTech kHonkon Configure.

Mpu ycTaHOBKe HOBLIN CePTUMKAT 3aMeLlaeT MMetoLLMICA.
Mpu 3anpoce ceptuduKara y He3aBMCUMOro LieHTpa
ceptuduraummn Hactpoiky EAP/802.1x He yaacTca 3aBepLunTb
[10 TEX Nop, NoKa LMPPOBOI cepTUPUKAT He ByAeT nonydyeH

W yCTaHOBNEH.
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Tabn. 4.3

MapameTpbl HacTpoiiku 6ecnposogHom ceTh 802.11B (513 7)

MapameTp

OnucaHue

CA Certificate

(Tonbko ana npotokonos PEAP, EAP-TLS, EAP-TTLS.)

Ana noatsep)kaeHnUA NOANMHHOCTA cepBepa NPOBEpPKM
NOANIMHHOCTU Ha CEPBEPE Neyatv A0MKEH BbiTb yCTAHOBNEH
ceptudmkar CA. 1ot ceptudukat CA fomKeH ObiTb BblAAH
LIEHTPOM CEPTUPUKALIMKM, B KOTOPOM Bbin NOANUCAH CepTUPUKAT
cepsepa NpoBEpPKM NOANUHHOCTH.

[na yctaHoBKKM 1 HacTpoiikn ceptudukara CA ncnonbsyerca
kHonka Configure.

Authentication
Behavior:
Reauthenticate
on Apply

BkntoueHne (HEOBXOANMO OTMETUTL PRAXKOK) M OTKIOUEHUE
(He0B6X0AMMO CHATL GAXKOK) MPOBEPKMU MOATMHHOCTH
NpK HaXKaTUM Ha 3TOK cTpaHuue KHonku Apply ana coxpaHexua
BHECEHHbIX U3MEHEHWI.
Mpumeyanune. STOT napameTp He NpUMeHaeTcA
ZNA MacTepoB HaCTPOKKM napameTpos 6e30MmacHOCTH
1 6ecnpoBoAHOM CeTU. M3MeHeHWe NnapameTpoB
6ecnpoBoAHOI CETH C MOMOLLLIO MacTepa Bceraa npUBoAMT
K MOBTOPHOW NPOBEPKe NOANIMHHOCTM CepBepa neyaru.
Mpw oTKNIOYEHMM (MO YMONYaHWIO) NOBTOPHAA NpOBEpKa
NOANMHHOCTK CepBepa nevyat He NPOM3BOANTCA A0 Tex nop,
NoKa U3MEHEHUA HACTPOEK He NpUBeaYyT K He0BX0AUMOCTH
NepenoaKOYeHNA K CEeTH.
Mpw BKNIOYEHNM BCEraa BbINOMHAETCA NOBTOPHAA NPOBeEpKa
NOANMHHOCTK CepBepa C UCMONb30BAHNEM HOBbIX 3HAYEHUN
napamMeTpos.

EAP/PSK

[nf “cnonb3oBaHWA PaCLUIMPEHHO| AEHTUOUKALMK BbiBepuTe
npotokon Extensible Authentication Protocol Pre-Shared Key
(EAP/PSK). Mpotokon EAP/PSK 06bl4HO ycTaHaBnuBaeTca

B MasbIX ceTax, rae He UCNoNb3yroTCA cepBepbl NMPOBEPKU
noanuMHHocTy. Mpu BeIGOpPE NPOTOKONA NPOBEPKU NOSIMHHOCTH
EAP/PSK Hy»HO BBECTM Dpasy-naposib, KOTopan UCMob3oBanach
ZNf reHepaumnu o6LLero KioJa AaHHOU CETU.

Pass-phrase

BBoa ¢pasbl-napons And BXoAa B CeTb, KoTopan OyneT
“crnonb3oBaHa AnA reHepauuu obLLero Kaoua NpoBepKy
noAsMHHOCTK no npotokony EAP/PSK B aaHHo# cetu.
®dpasa-naponb AomKHa umeTb oT 8 Ao 63 cumsonos ASCII

B LecTHaJLaTtepuyHomM popmarte ¢ AManasoHoM 3HaYEHU

ot 21 go 7E (Bkntouaa cumsonbl 0-9, a-z, A—Z u pasnuuHbie
crneuuanbHble cumBonel |, @, #,%, %, , &, (,), .+ = LL G ]
\ <> 70 ~).

Disabled
(No encryption)

Bribepute 3HaueHue Disabled (No encryption),
ecnu anda aoctyna K MCﬂOﬂb3yeMOVI CeTn n yctaHoBneHuAa
NOAKMIOYEHUN HE NCMONBb3YIOTCA KNHOUM LUMPPOBAHHUA.

Enabled [Mapametp Enabled yctaHaBnvMBaeTca 419 MCNONb30BaHMA
napameTpoB LUMPPOBAHMSA, yKa3aHHbIX HUXE,
NPy NOAKOYEHHUAX U AOCTYNE K CETU.
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Tabn. 4.3

MapameTpbl HacTpoiiku 6ecnposogHom ceTh 802.11B (6 U3 7)

MapameTp

OnucaHue

Static (WEP)

Bribepute 3HaueHue Static (WEP), ecnu ana ynpasneHus
AOCTYMNOM M 3alUMTbl AaHHbIX B CETU Ucnonbaytotca knoun WEP
(Wired Equivalent Privacy). Bce ycTpoicTBa B CETU A0MKHBbI BbiTh
HaCTpOeHbl ceTeBbIM aAMUHUCTPATOPOM Ha UCNonb3oBaHue
OAHOro Kitoya.

Encrypt transmit data using: Bribepute TEKyLLWIA aKTUBHBIN KITHOM.

Ha cepsepe neuatn HP Jetdirect Mo)KeT xpaH1TbCA A0 YeTbipex
cratnyeckux kntouen WEP (kntouun 1, 2, 3, 4). AKTUBHBIM AnA
naHHoi ceTn (SSID) MoXKeT ObITb TONBKO OAMH UX ITUX KIHOUEN.
Mo ymonuyaHuio akTUBHBIM ABNAETCA Koy 1.

Mpumeuanue. Mpv BBoAEe Kntouet WEP cneayet ybeantscs,
4TO OHM BBOAATCA B T€ XKe MO31UMM (MONA), YTO U B APYIUX
yCTpOMCTBax UCMONb3yemon cetn. Hanpumep, ecnu B Apyrux
yCTpoOHCTBax B KayecTse aktusHoro kntoya WEP
MCMONb3yeTCA KNtoY 2, Ha cepBepe nevatun Jetdirect 3ToT kntoy
TakKe HeoBXoAMMO BBECTY B MoJe Kitova 2, a 3aTem
onpeaennTb KoY 2 Kak akTuBHbIi. MNpu BBOAE Ktoua

B Ipyroe nosne pesynbTarbl LUMPPOBaHMA U AellndpoBaHUa
GyayT oTAMyaThbCs.

B 6ecnpoBoaHbix cepBepax nevatn HP Jetdirect
noaaepxusatotca kntoun WEP ana 40/64-paspaaHoro

1 104/128-paspaaHoro wndposaH1a AaHHbIX. BBoa oaHOro
WIIM HECKONbKUX Kntouen WEP.

Input keys in: Boi6op ana BBoaa kntoua WEP anpasuTHO-
LUMPPOBLIX CUMBOMOB UK LLECTHAALATEPUYHBIX LMP.

Mpu HeobxoaMMOCTH Uchonb3oBaThb AnA BBoAa Kitova WEP
cumBonbl ASCII (8-paspaaHbie) BoiGepuTe 3HaYeHWe
Alphanumeric. BBoa orpaHuueH cnesytoium Habopom
cumeonos: 0-9, a—z, A-Z. (Mpumeyanune. CUMBONbI ACTKHbI
BBOAWTLCA C y4eTOM peructpa. Beoa cMMBONOB B pasfinyHbix
peructpax («a—z» unn «A—Z») NPUBOAMUT K PA3NNYHBIM
3HaueHunam knoya WEP.)

[na BBOAA KIIHOHA C NOMOLLbIO LECTHaAUATEPUYHBIX Yucen
(4-paspaaHbix) BolbepuTe 3HayeHre Hexadecimal.

Beoa orpaHuuen cneayownmun cumsonamu: 0-9, a—f, A—F.
(Mpumeuanue. MNpu BBOAE LWECTHAALATEPUYUHBIX LMPP PErUCTP
He yunTbiBaeTcA. BBoA CMMBONOB B pasnunyHbIX perncrpax («a—f»
nnn «A—F») He NpMBOANT K pasnnuuHbIM 3HaveHnam knroya WEP.)

B ka)xaom none kntova BBeante 5 andasuTHO-LUMPOBLIX
cumsonos unn 10 WwecTHaauarepuuHblx yucen (40 paspanos)
2ns 64-pas3paaHoro LWKMdpoBaHua, Moo 13 andaBUTHO-LMPPOBbIX
CMMBONOB MNK 26 LecTHaauatepuuHblx uucen (104 paspaaa)
ana 128-paspaaHoro WwudposaHua.

(Mpumeuanue. B oboux cnyuanx 24 6uta IV (Initialization Vector,
BEKTOP MHMUManu3aunu) 406aBnATCA aBTOMATUUYECKHM. )
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Ta6n. 4.3 MapameTpbl HacTpoiKku 6ecnpoBoHoM ceTv 802.11B (7 U3 7)

MapameTp

OnucaHue

Dynamic

AnA AMHaMUYEeCKOro LWMPPOBAHUA MOXHO BbIOpaTb OAMH

13 creayoLLnx napameTpos.

e Basic Encryption: noanepxusaetca AnHamuyeckoe
wnpposaHme WEP.

o Robust Encryption: noaaep»xusatotca NpoToOKOsbI
wmndposanHma Dynamic Wi-Fi Protected Access (WPA) n WEP.

Mpun HacTpoike npoBepkn noanuHHocT EAP/PSK Ha cepsepe
nevatu yctaHasnmsaetca napametp Robust Encryption
(npotokonsl Wwnpposanua WPA).

Mpu HacTporike npoBepku noanMHHocTn EAP/802.1x

(tTonbko LEAP) Ha cepBepe neyatv A0MKeEH ObiTb YCTaHOBNEH
napameTtp Basic Encryption.

Mpwn HacTporke npoBepku noanuHHocTM EAP/802.1x

(tonbko PEAP, TLS, TTLS) Ha cepBepe neyaru, B 3aBUCUMOCTH
OT TeKyLLel ceT, MOXeT BbITb YCTaHOBNEH NapameTp Basic
Encryption nnn Robust Encryption. lMpoTtokonsl AuHaMmuueckoro
LWMPpPOBaHMA HAXOAATCA NOA YNpaB/ieHMEM CepBepa NPOBEPKU
NOANMHHOCTU U, KPOME TOro, A0/MKHbLI NOAAEPXKMBATLCA TOUKOM
faocTyna.

TCP/IP

Crpanunia TCP/IP conepXuT napaMeTpbl KOHGUTypaluy, npeacTaBieHHbIE

B Tabu. 4.4.

Tabn. 4.4 MapameTpbl TCP/IP (1 u3 4)

MapameTp

OnucaHue

IP Configuration
Method

Onpeaensaet mMeToz, C NOMOLLbIO KOTOPOro Cepsep nevaty

HP Jetdirect 6ynet nonyuats cBOM napamMeTpbl KOHOUrypaumm IP:
BOOTP (no ymonuanuto), DHCP, Manual unn Auto IP.

Lna npotokonos BOOTP wnu DHCP napamertpsl IP 6yayTt
aBTOMaTnyecku HacTpameatbca cepsepom BOOTP unu DHCP
npu KaXXA0M BK/IIOYEHUM CepBepa nevaTty.

Ecnu BeibpaH MeToa Manual, ocHoBHble napameTpsbl [P MoXHO
BBECTM BPYUHYHO, ucnonbdya aty Web-cTpaHuuy wnu apyrue
[0CTynHblE CpeacTsa.

Mpu BbiBope napametpa Auto IP cepsepy neuyatv Byaet
NPUCBOEH YHUKaNbHbLIA aApec B IOKaNbHOK cetn 169.254.x.x.

Jna nonyyerna JONONHUTENBHBIX CBEAeHW cM. [naBa 3.
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Tabn. 4.4 NapameTtpbl TCP/IP (2 u3 4)

MapameTp

OnucaHue

Default IP

YkasaHue IP-aapeca, KoTopblit OyAeT MCnonb30BaTheA B TEX
cnyyanx, Koraa cepBepy nevaru He yaaetca nonyuuts |IP-aapec
no ceT BO BpeMA NpuHyauTenpHoi neperactponkn TCP/IP
(Hanpumep, Npu HACTPOWKE BPYUHYHO ANA UCMNONb30BaHNA
npotokona BOOTP/DHCP).

DEFAULT_IP: yctaHoBKa cTaHaapTHoro 3asoackoro IP-aapeca
192.0.0.192.

AUTO_IP: yctaHoBka nokanbHoro IP-agpeca 169.254.x.x.

MepBhbiii napameTp onpeaenaeTca TeM, Kakoi IP-aapec 6bin
NonyYeH Npu NepBoM BKIOYEHUN.

Send DHCP
requests

OTOT PNaoK UCcnonb3yeTca AnA onpeaeneHus Toro, 6yayT nu
3anpockl DHCP neproaunyeckn otnpasnatbCa CO CTaHAaPTHLIM
IP-anpecom 192.0.0.192 unu ¢ aBTOMaTMYECKN Ha3HAYEHHBIM
nokaneHbiM IP-aapecom 169.254.x.x.

CHUMUTE 3TOT GNAXKOK, Y4TOOLI OTKOUNTL 3anpockl DHCP.

OTmeTbTe (OTMEUEH MO YMONYaHUIO) 3TOT Garkok
Aana BktoyeHnda sanpocos DHCP.

Host Name

YkasbiBaeT umeA |P ceTeBoro ycTponcTea B CNoBECHOW dopme
(06bexkT SNMP SysName). Mma AomKHO HaunHaTtbeA ¢ ByKBbl
¥ 3aKaHuMBaTbCA ByKBOW MK Lndpoii. ObLuasn AnuHa He AoMKHA
npesbiwatk 32 cumsona ASCII.

IP Address

310 none vcnonb3yetca AnA BeoAa |IP-aapeca BpyyHyto

Ha cepsepe neyatn HP Jetdirect. IP-anpec npeacraenaet coboi
ueTbipexBaiTHbIi (32-6UTHBINR) aapec B popMe «n.n.n.n»,

rae «n» — uucno ot 0 ao 255.

C nomoubto IP-agpeca y3en B cetv TCP/IP 3apaetca
oZHo3HauHo. [ybnupytolumneca IP-aapeca HeionyCTUMBI

B cetv TCP/IP. AnA nonyyeHna AONOAHUTENbHBIX CBEAEHW

06 IP-aapecax cm. [Mpunoxerue A.

Subnet Mask

Ecnu MCnonb3yeTcA NnoAceTb, C NMOMOLLbHO 3TOro NosA MOXXHO
BPYYHYIO 3aZaTtb Macky noaceTtu. Macka noacetv —

370 32-paspAaHoe YMCNO, KOTOPOE MPKU UCMOSIb30BAHUK

B IP-aapece onpeaendAeT, Kakue paspaabl yKasblBatT CeTb

M NOACETb, a KaKne — YHUKaNbHO onpeAendroT y3en.

[na nonyyerna AONONHUTENBHON MHOOPMALMM O MacKax
noacetv cMm. [punoxexune A.

Default Gateway

OnpeaenseT IP-aapec maplupyTtmMsatopa Unm KoMnbroTepa,
KOTOPbIA MCMONb3YEeTCA ANA NOAKIIOYEHNUA K APYTMM CETAM
UM NoAceTAM.

Domain Name

YkasbiBaeT uma agomeHa DNS (Domain Name System),
KOTOpOMY MpuHaanexuT cepsep neyatn HP Jetdirect
(Hanpumep, support.hp.com). OHO He BKAOYAET UMA y3na,
T. €. 9TO He NoJIHoe MMA AoMeHa (Kak, Hanpumep,
printer1.support.hp.com).
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Tabn. 4.4

MapameTtpbl TCP/IP (3 13 4)

MapameTp OnucaHue
Primary WINS YkasbiBaeT IP-aapec ocHosHoro cepeepa WINS (Windows
Server Internet Naming Service). Cepsep WINS npeaocrasnaet

IP-anpec v cny»6bl onpeseneHna MeH ANA CeTeBbIX
KOMMbIOTEPOB M YCTPOUCTB.

Secondary WINS
Server

OnpeaenseT IP-aapec, KOTOpbIA A0MXEH UCMNONBb30BaTLCH
ana WINS, ecnu ocHosHon cepeep WINS HenocTyneH.

Syslog Server

YkasbiBaeT IP-agpec rnaBHoro KomnbtoTepa, KoTopbi HACTPOEH
AnA nonyyenus coobllenuit Syslog oT cepsepa nevaru

HP Jetdirect. Ecnu cepsep Syslog He ykasaH, coobLieHus
Syslog oTKntOYEHbI.

ﬂ,J‘IH nony4yeHUAa A0NONTHUTENbHbIX CBED,EHVIVI CM.

Mpunoxexune A.

Syslog Maximum
Messages

Onpegaenaet MakcMManbHOe KONMMYecTBO cooOLLeHuit syslog

B MUHYTY, KOTOPbIE MOXXET OTNPaBnATb CepBeEpP nevatn

HP Jetdirect. Ota ycraHoBKa no3sonAaeT aAMUHUCTpaTopam
KOHTpOnupoBaTtk pasmep log-daina.

3HaueHue no ymonyanuto — 10 cooBLUEeHUI B MUHYTY.

lNpu ycTaHOBKe HYyNeBOro 3HaYeHUA MaKCUMabHOE KOMINYEeCTBO
He onpeaeneHo.

Syslog Priority

KoHTponupyeT punbTpaumio coobLueHuin Syslog, oTnpaBnaembix
cepsepy Syslog. AuanasoH ¢punbTpaumu: ot 0 1o 8, rae 0 —
Gonee nopobHbie coobLueHus, a 8 — Gonee obluue. OTYeThI
BblAAKOTCA TOJIbKO MO COOéU.leHVIFlM HWXXe YPOBHA, YKasaHHOro
B duibTpe (T. €. Bonee BbICOKOro NpuoputeTa). Mo ymonuaHuio
YCTaHOBNIEHO 3HA4YeHWe 8, COOTBETCTBYIOLLEE BblAaye BCEX
coobLueHuit Syslog. HyneBoe 3HaueHWe No3BONAET OTKIOUYUTL
Bblaayy coobLueHnin Syslog.

Idle Timeout

YKasbiBaeT BpeMA B CEKyHAaAX, B TEYEHUE KOTOPOro
COXpaHAETCA COeMHEHWE NPK OTCYTCTBMU Nepeaayn AaHHbIX.
MOoXHO ycTaHOBUTL 3HaueHue, He npesbiatoiee 3 600 c.
3Hauenune no ymonyanuio — 270 c. Ecnu yctaHoBneHo 3Havexue 0,
TanM-ayT oTKoueH u coeantenna TCP/IP ocTatotca oTKpbITEIMK
210 TEX Mop, NoKa OHW He ByAyT 3aBepLUeHbl YCTPOACTBOM

Ha APYroM KoHuUe ceTu (Hanpumep, paboueii cTaHumMen).

TTL/SLP

YKasbiBaeT KoNMYecTBo nonbITok (TTL) oBHapy»xeHus
MHOXXeCTBEHHOM pacchinku IP ana naketos SLP (Service
Location Protocol). 3HaueHne no ymonyanuio — 4 nonbITkK
(4Mcno MapLUpyTM3aTOpOB B NIOKanbHOM ceTy). [lnanasoH
3HauveHun: ot 1 ao 15. Ecnun yctaHoBneHo 3HaueHune 1, yHKumna
MHO>XECTBEHHOW pacChlIKM OTKJIHOUEHa.

3710 none MrHop1pyeTcA Npu UCNONb30BaHNM CEPBEPOB MevaTu,
HacTpoeHHbIX ¢ aapecamu Auto IP (nokanbHbiMu). MapameTp
TTL oTnpaBnAeMbix NakeTos Bceraa 6yaet MMeTb 3HaueHue 255
¥ OrpaHMuMBaTLCA JIOKANbHON CETLIO.
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Tabn. 4.4 NapameTtpbl TCP/IP (4 u3 4)

MapameTp

OnucaHue

System Contact

YKasblBaeT SML0, KOTOPOE Ha3HAYEHO aAMWHUCTPATOPOM

ana o6cny)XuBaHUa 3TOro ycTporcTea. B aTom none moxet
YKasbiBatbCA HOMep Teﬂe(‘DOHa nnn aHanoruyHasa MHq)OpMaLlVIH.
Mocne HacTpoiku aTOT NapameTp ByneT oTobpaxartsea

Ha rnaBHon cTpaHuue HP Jetdirect.

System Location

YKasbiBaeT PU3MyecKoe MecToHaxoaeHue yecTponcTea

¥ APYryto CONyTCTBYOLLYHO MHGOPMauuio. JlonyckarTcaA TONbKO
neuatHble cumBonel ASCII (He Gonee 64).

Mocne HacTpoiku aTOT NapameTp ByneT oTobpaxartsea

Ha rnasHou cTpaHuue HP Jetdirect.

Banner Page

YkasblBaeT, BKIOUEHA MM OTKIIFOUYEHa NeYvaTh TUTYIbHOrO iMcTa
LPD npv neyatn 3anaxuit. [lnA BHELIHWX CepBepoB nevaru

HP Jetdirect, y KOTOpbIX MMEETCA HECKOMIbKO NOPTOB, MOXXHO
onpenen1Tb HACTPOMKY ANA Ka)KAOro nopta. Y BHYTPEHHUX
CepBepoB neyatn MMeeTca TOIbKO OAWH NopT (nopT 1).

Bkaagka IPX/SPX

Bxkianka IPX/SPX no3Bossier HacTpouth mapameTphl IPX/SPX (Internet
Packet Exchange/Sequenced Packet Exchange) Ha cepBepe meyatu

HP Jetdirect nnst pa6otsl B cet Novell NetWare unu IPX/SPX-coBMecTuMOit
cetu (Hampumep, cetu Microsoft). OnucaHue mapaMeTpoB Ha 3TOM CTpaHUIIE

cM. B Taba. 4.5.

BHUMAHUE  Ecau ucronb3yeTcst peskiuM IIPSIMOM ITeYaTH 110 ITPOTOKOITY

IPX/SPX B cett Microsoft, He OTKJIIOYAliTe IIPOTOKOJI
IPX/SPX.

Ilng cetu Novell NetWare:

® BcrpoeHHniit Web-cepBep MoXKeT UCITOJb30BaTLCS IS HACTPOKU
napameTpoB Queue Server Mode B okpyxkeHuu Novell Directory
Services (NDS).

® BcrpoenHniit Web-cepBep He M03BoJIsIeT co31aTh cepBep meuatu NDS,
NPUHTEP U 00BEKThI oyepeau. s co3maHns 3TUX 00BEKTOB UCIIOIL3YITe
HMMeEIOIIMECs] B paCIIOPSIKEHUMU MHCTPYMEHTBI WJIU YTUIINATHI.
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Ta6n. 4.5 MapameTpbl IPX/SPX (1 U3 2)

MapameTp

OnucaHue

IPX/SPX Enable

BkntouaeT unu oTkntoyaet npotokonsl IPX/SPX Ha cepsepe
neuatv HP Jetdirect. Ecnu 3TOT dna)kok CHAT, NpOTOKON
IPX/SPX oTKntouYeH.

IPX/SPX Frame
Type

YkasbiBaeT TMn ppeiima IPX/SPX, koTopblit He06X0AMMO
1cnonb3oBath B ceTh AnA cepeepa nevatn HP Jetdirect. MNocne
HaCTPOVKK TUNa Pppeiima BCe OCTallbHbIE TUMbl PErMCTPUPYOTCA,
HO He y4uTbIBAKOTCA.

e AUTO (no ymonuyaHuio) — pacnosHaBaHve BCEX TUMOB
$penMoB 1 yCcTaHOBKa NepBOro 06HAPYXEHHOTO.

o EN_8023 — BriGop TMNa ppeiima IPX cetv ctaHaapTa
IEEE 802.3.

EN_II — BbiGop Tna ¢peiima IPX B cetv Ethernet.

EN_8022 — Bribop TMna ¢ppeiima IPX cetn ctaHaapta
IEEE 802.2 ¢ ¢ppenmamm IEEE 802.3.

o EN_SNAP — Bbi6op Tvna ¢ppeiima IPX cetn SNAP ¢
¢dperimamu IEEE 802.3.

o TR_8022 — Bhibop TMNa dppeiima IPX cetv cTaHaapTa
IEEE 802.2 LLC ¢ ¢penmamu IEEE 802.5.

o TR_SNAP — Bri6op Tvna ¢peiima IPX cetn SNAP ¢
¢dperimamm IEEE 802.5.

uHtepsan SAP

YKasblBaeT BDEMEHHOW UHTEpBan (B CeKyHAaXx), B TEYEHWE
KoToporo cepsep nedyatn HP Jetdirect oyxnaaet coobLueHui
LUMpoKoBeLartenbHon paccbinku SAP (Service Advertising
Protocol), koTopble Ucnonb3yoTea Ansa 00 bABNEHUA O
cywectaytowmx cny>k6ax B cetn Novell NetWare. Ytobbi
OTKNIOUMTL cooOLLeHua SAP, ycTaHoBUTE 3HadeHue 0.

Print Server Name

YkasbiBaeT uma npuntepa NetWare ana cepsepa nevatu

HP Jetdirect (Tonbko 6ykBEHHO-UMdPOBLIE CUMBONEI). MMA no
ymonuaHnio — NPIXXXXXX, rae XXXXXX — LeCTb NoCneAHnxX
uMdp ceTeBoro annaparHoro aapeca cepsepa neyaru

HP Jetdirect (MAC).

NDS Tree Name

YkasbiBaeT umAa gepesa NDS ana atoro yctpowcTtsa. Mma
nepesa NDS (Novell Directory Services) cooTBeTCTBYET UMEHHM
OpraHu3aLMOHHOro Aepesa, KOTOPOe UCMOJb3yeTcA B BaLLen
ceTu. YtoBbl oTKtoumMTL noaaepkky NDS, octaBbTe 310 none
nycCTbIM.
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Ta6n. 4.5 MapameTpbl IPX/SPX (2 us 2)

MapameTp OnucaHue

NDS Context KonTekct NDS cepBepa neyatn — 310 koHTerHep NDS unu
opraHusalLMoHHanA eanHuLa, coeprkallan 00bEKT cepBepa
neyatn. OGbEKTE OUEpPEan NeyaTu U yCTPONCTB MOTyT
HaxoauTbca B ntodom mecTe aepesa NDS, Ho cepBep neuaru
HP Jetdirect AomkeH BbiTb HACTPOEH C UCMONL30BAHUEM
MOJSIHOTO MMEHM 00 BEKTA CEpBEpPA NeyaTu.

Hanpumep, ecnu cepsep neyatn HaxXoAUTCA B KOHTeMHepe
«marketing.mytown.lj», To nonHoe nma koHTekcTa (CN) cepepa
neuartn: «OU=marketing.OU=mytown.O=lj»

(rne OU — koHTerHep noapasaenexunsa, a O — KOHTenHep
opranusaumnn BHyTpn Aepesa NDS). Cepsep neuatu Takxe
MOXET HasblBaTbcA «marketing.mytown.lj».

Y1066l oTKNtOUMTL NoaaepkKy NDS, ocTaBbTe 3T0 NOE MyCThIM.

Mpumeuanune. O6bekTsl NDS He MoryT cosaasaTbes
BCTpoeHHbIM Web-cepsepom.

Job Poll Interval YKasblBaeT BDEMEHHOW UHTepBan (B CEKyHAax), B TeYeHne
koToporo cepsep neuvatv HP Jetdirect HaxoanTcA B oxxunaaHum
[10 NPOBEPKM HaNIMUMA 3a[laHnii Nevatn B o4epeau.

PJL Configuration | na napameTpoB fA3blka 3agaHua npuHtepa (PJL) Bkntounte

(oTMeTbTe GnaXkok) Unu BbIKOYUTE (CHUMUTE PNarkoK)

ANA CneayoLwmnx napameTpoB:

® Banner Pages (ana neyatn TUTYNbHbIX pa3aenatoLLmnx
CTpaHWL Mexay 3aflaHuAMK neyarm)

e End-Of-Job Notification (ecnu ato yBeaomnexune npuHATO
OT MPUHTEPA, Ha KIMEHTCKOE NPUIIOXKEHWe nepeaaeTca
coobLueH1e 06 OKOHYaHWUK 3aaaHuA)

o «Toner Low Notification» (ecnn a10 yBeaomMneHue npuHATO
OT NpuHTEpa, cepeep nevatn HP Jetdirect Hanpasut
CO0OLLEHUE «3aKAHUMBAETCA TOHEP>» KIIMEHTCKOMY
MPUNOXKEHMNIO)
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AppleTalk

Bxknanka AppleTalk mo3BosisieT HacTpanBaTh HEKOTOPbIE TTapaMeTPhbl
npotokona AppleTalk Ha cepBepe nedatnn HP Jetdirect. Onucanue
rapaMeTpoB Ha 3TOi cTpaHulle cM. B Tab. 4.6.

MpumeuvaHue K orobpakaempiM mapamerpaM AppleTalk oTHOCSITCS
TUIbl NpuHTEepoB AppleTalk, KoTopblie 0OBIBIECHBI B CETH.

Cepsep neyatu HP Jetdirect mongnep>kuBaeT TOJbKO
AppleTalk Phase 2.

Ta6n. 4.6  Mapametpbi AppleTalk

MapameTp OnucaHue

dnarok BkntoyeHne (Heo6x0AMMO OTMETUTL GIAXKOK) U OTKIIOUEHWE
AppleTalk Enable | (Heo6xoauMo CHATL Ppnaxkok) npoTokona AppleTalk Ha cepepe
neuatn. Ecnn npotokon AppleTalk BkntoueH, oToBpakatotca
HacTpoeHHble napameTpbl npotokona AppleTalk Ha cepsepe
nevartu.

Device Mma npuntepa B cetn AppleTalk. [pu BBOAE MMeHH, KoTOpoe
(AppleTalk) Name | y»xe ucnonb3yeTca B CETH, 32 UMEHEM, YKa3aHHbIM Ha CTpaHuLe,
6yaet cneaosatb HOMEp, NMOKa3bIBAIOLLMIA, YTO AAHHOE UMA
nyénupyertca.

Print Type Tun npuHTEpa, 06bABNAEMOro B ceTh. MoXeT oToBpaxatbcs
MakcumyMm ABa Tuna (Hanpumep, HP Laserdet n LaserWriter).

Zone Bribop AocTynHoi ceTeBoii 30HbI AppleTalk ana npuHTEpa.
Mo ymonuanuio oTobparkaeTca BblbpaHHaA B HACTOALLIMIA
MOMEHT 30Ha.

Y1061 0BHOBUTL CMIUCOK AOCTYMHbIX 30H, HAXKMUTE KHOMKY
Refresh selected zone Info.

DLC/LLC

C noMollibio UMerolIerocs daaxkka MOXHO BKIIOUMTH ((J1asKOK OTMEUEH )
WiIn OTKIIYUTD (Prakok cHAT) npoTokoiasl DLC/LLC (Data Link
Control/Logical Link Control) Ha cepBepe neuatu HP Jetdirect.

Ecmu srot dnakok cHat, npotokoibl DLC/LLC oTKII04eHBbI.
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SNMP

MoHO 3amaBaTh WM U3MEHSITh UMerolurecs: mapamerpbl SNMP (Simple
Network Management Protocol). Cm. Ta6u. 4.7.

BHUMAHUE IIpu ynpasieHun yCTpOICTBAMU C IIOMOILBIO IIPOTrPaMMBbl
HP Web Jetadmin pis1 Hactpoiiku mpoTokona SNMP v3 u
IPYTUX MapaMeTpoB 6e30IaCHOCTH Ha cepBepe MmevaTu
cienyet Takke ucroyibzopatb HP Web Jetadmin.

I1pn coznanun yyetHoii 3anmucu SNMP v3 ¢ moMoIipio
BcTpoeHHOro Web-cepBepa CyILeCTBYIOIIME YUETHbIS
3anucu SNMP v3 ynansiorcs. KpoMe Toro, naHHbIe
yueTHo 3anucu SNMP v3 Heo0Xxoa1uMo BBECTU

B yrpasisitolieM npuiaoxkenuu SNMP. g nonyyeHust
TOIOJHUTEIbHBIX cBeneHni cM. SNMP v3.

Tabn. 4.7 MapameTpbl SNMP (1 13 2)

MapameTp OnucaHue
Enable Bkntouenne Ha cepsepe nevatn areHtoB SNMP vi/iv2.
SNMPvi/nv2 [na ynpasnexua AOCTYNOM K CepBepy neyatn MOXHO

read-write access | HaCTPOMTb MONb30BATENLCKUE UMEHA rpynm.

Mapametp SNMP Set Community Name — 310 naponb

ANA NONyYeHUs BOSMOXHOCTU HACTPOMKKM (M aocTyna

C npasamy Ha 3anucb) k AaHHEIM SNMP Ha cepsepe nevatu
HP Jetdirect.

Mapametp Get Community Name npotokona SNMP —

370 Naponb, 06ecneynBaloLLMiA JOCTYN C NPaBaMK «YTEHHUA»

K uHpopmaumu SNMP Ha cepsepe nevatn HP Jetdirect.
Bxoaswas komaHaa SNMP SetRequest nnvn GetRequest

ANA NnoJsly4yeHna oTBeTa OT cepBepa nevartn AomKHa coaepXarb
cooTBeTcTBYlOLee ma rpynnel Set unun Get.

Mma rpynnel AomKHO cocToATb 13 cumsonos ASCII v no anvxe
He A0/MKHO npesbiwaTb 255 CUMBOSOB.

Mo ymonuaHuto uma rpynnel Get — «public», koTopoe MOXHO
OTKIIOUMTL AN OrpaHnyeHns aoctyna. Ecnv ctanaaptHoe uma
public oTKItO4EHO, HEKOTOPbIE MOHUTOPLI NOPTOB MM CPeACTBa
oBHapy»xeH1A MoryT paboTaTb HenpasuibHO.

Enable Brkntouenne Ha cepsepe nevatn areHtoB SNMP vi/v2
SNMPv1/nv2 C npasamy TONbKO Ha YTeHune. [pasa Ha 3anucb OTKMHOYEHBI.
read-only access | o ymonuanuto uma «public» rpynnel Get BkntoueHo.
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Ta6n. 4.7 MNapameTtpbl SNMP (2 u3 2)

MapameTp OnucaHue
Disable Otkntoyenune areHtoB SNMP v1/v2c Ha cepBepe nevaru
SNMPv1/nv2 (pexkomeHayeTcA AnA OKPYXXEHWA CO CTPOrMMK NpaBunamMm

6esonacHocTH). Ecnu npotokon SNMP v1/v2¢ oTKntoueH,
HEKOTOPbIE MOHUTOPLI MOPTOB UK CPEACTBa OOHAPYKEHUA
MoryT paboTatb HenpasuIIbHO.

Enable SNMPv3 (Tonbko anna cepepos neyatv HP Jetdirect ¢ nonHbiM Habopom
bYHKUMIA.) BrntoueHne (HE0OX0AUMO OTMETHUTL GIAXKOK) UK
OTKJtOUEHUE (HEOBXOANMO CHATb dnaok) areHta SNMP v3
Ha cepsepe neuaru.

Koraa areHT BKOYEH, HA cepBepe nevyaTn A0/HKHa MMeTbCA
yueTtHanA 3anmce SNMP v3, a aaHHble y4eTHOW 3anucu AOMKHBI
6bITb BHeCEHbI B ynipasnatoLlee npunoxkedne SNMP v3.

[nsa cosaaHua yyeTHOM 3anucy HeobxoanMo yKasaTtb
cneayloLime cBelleHua:

User Name: nma yyetHoi 3anucun SNMP v3.

Authentication Key: 16-paspaaHoe 3HauyeHWe AnA NPOBEpPKM
noAnMHHOCTH coaepxunmoro SNMP-nakeTa ¢ NoMoLLbo
anroputma MD5.

Privacy Key: 16-paspaaHoe 3HaueHne Ana wudpoBaHUa AaHHbIX
B SNMP-nakeTte ¢ nomolubto anroputma DES.

Context Name: KOHTEKCT, B KOTOPOM MOMb30BaTeNlb UMEET
noctyn kK o6bektam SNMP. 10T napameTp Bceraa MMeet
3HayeHune «Jetdirect».

Other Settings

DTOT 2JIeMeHT obecreunBaeT JOCTYII K Pa3IMYHbIM ITapaMeTpaM HacTPOKU
yIpaBjieHus 1 nedyatu. Huke npuBeneHbl 3T apaMeTphl U UX OIMCaHUe.

® Misc. Settings: 11 BKJIIOUEHUS pa3IMYHbIX JOITOJIHUTEIbLHBIX IIPOTOKOJIOB
1 QYyHKIUN
® Firmware Upgrade: (11 cepBepOB MevaTH ¢ IOAIePKKOl OOHOBICHUS

MMKPOIIPOTpaMMbl) nobaBieHre HOBBIX MYHKIIUI 1 MOIepPHU3ALIUS
MUKpPOIIpOrpaMMHOT0 obecriedeHns cepBepa medatn HP Jetdirect

® Crpanuna LPD Queues: yctaHOBKa o4epeneit edaTH, UCIOIb3yeMbIX
TIpY TTeYaTH OCpencTBoM ciyk6 neyatn LPD

® Ilapamerpnl USB: (TOAbKO IJIs1 BHEIIHMX CEpBEPOB MevyaTH) HaCTpolika
MapaMeTpOB MOIKIIOYEHUS [0 YHUBEPCAIbHOM MOCIeq0BaTeIbHOM
mHe (USB)

® Crpanuna Support Info: HacTpolika ccbutku Support, oTo6paxkaemoit
B pa3nene Other Links B 1eBoif yacT OKHa

® Refresh Rate: ykazaHue mpomexyTka BpeMeHHU (B CeKyHIax) oOHOBICHUS
CTpaHMIIBI IMaTHOCTUKH BCTpoeHHOTo Web-cepBepa
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Misc. Settings

CTtpaHula JOTOJTHUTENbHBIX TapaMeTpoB Miscellaneous Settings ro3Bossier
YCTaHOBUTDH Pa3INUHbIE NOTIOHUTEIbHbIE TTPOTOKOJIBI U DYHKIIUH,
Kak onucaHo HuKe. CM. Tab. 4.8.

Tabn. 4.8 Miscellaneous Settings (1 u3 5)

MapameTp

OnucaHue

SLP Config

BkntoueHune unum otknoueHne npotokona SLP (Service
Location Protocol), ucnonbayemoro BbiGpaHHbIM KIIMEHTCKUM
NPUNOXEeHUeM AN aBTOMAaTUYECKOro 0OHapyKeHNs

1 naeHTMdMKaumnm cepsepa neyatn HP Jetdirect.

Telnet Config

BkntoueHue unu oTkNtoueHe A0CTyNa K napameTpam KoHUrypauuu
HP Jetdirect ¢ nomoubto Telnet. [inAa nonyyerna AONONHUTENbHBIX
cBejeHuit cMm. [nasa 3.

mDNS

BkntoueHue U BeikntoueHue cnyxo6 Multicast Domain Name System
(mDNS). Cny>x6a mDNS 06bI4HO Ucronb3yeTcs B HEOOMbLUMX CETAX,
B KOTOPbIX HE UCTOoMb3yeTcA 00bl4HbI cepBep DNS, anA HasHaueHus
IP-anpeca v onpenenenuna nmeH (4epes nopt UDP 5353).

Multicast IPv4

BkntoueHue 1 oTKoUEHKUe NoNyveHns v nepeiaym cepBepom nevaru
MHOroaZpecHbIX NakeToB Mo npoTtokony IPv4.

9100 Config

BkntoueHue u otkntoueHune cny»x6 nopta 9100. Mopt 9100 —
370 co6CTBEHHbIN raw-nopT TCP/IP HP Ha cepsepe neyatu

HP Jetdirect, koTopbI# CMONB3yeTCA MO YMOMYaHUIO ANA Nevyary.
LocTyn K HEMy OCyLLEeCTBAAETCA C MOMOLLbIO NPOrPaMMHOro
obecneuyenusa HP (Hanpumep, HP Standard Port).

Mevatb no
npotokony FTP

BKntoueHWe Unu OTKNIOUEHWE CNy>KO NpoToKona nepeaauu gpannos
(FTP), koTopble AoCTyNHbI ANA neyatu Ha cepsepe nevatv HP Jetdirect.
[na nonyyerna JONONHUTENBHBIX CBEAEHU cM. [naBa 6.

LPD Printing

BkntoueHue unu oTknrodeHue cnyxo Line Printer Daemon Ha cepsepe
neyatn HP Jetdirect. LPD Ha cepBepe neyatn HP Jetdirect
npefoCTaBnAET Cny)X6bl AUCNeTyepa ouepean IMHERHOro NpUHTEpa
ans cuctem TCP/IP. Onsa nonyyeHWs A0ONOMHUTENbHBIX CBEAEHUN
cMm. [naea 5.

IPP Printing

Bkntouenune unu otknoyeHne npotokona IPP Ha cepsepe nevatu
HP Jetdirect. Ecnin npuHTEp NpasuibHO NOAKNOYEH U HACTPOEH
COOTBETCTBYIOLLMIM JOCTYN K HeMy, npotokon IPP nossonaet
BbIMOMHATL NeYaTb Ha 3TOM YCTpoWcTBe Yepes NHTepHeT

(Mnn nokanbHyto ceTb). Takxe TpebyeTcs HanMumMe NpaBUNbHO
HaCTPOEHHOW KIIMeHTCKoM cuctemsl IPP. [ina nonyyenua ceeaerun
0 nporpammHomM obecneuenuu IPP cm. [naea 2.
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Tabn. 4.8

Miscellaneous Settings (2 us 5)

MapameTp

OnucaHue

Link settings

(Tonbko ana npoBoAHbIx ceter 10/100TX.) HacTpoika ckopocTu
noAakntouexuna cepsepos nevatn HP Jetdirect 10/100TX (10 unu
100 M6uT/C) 1 pexkuma (NonyaynneKCHbIA Unu AynneKCHbIM).
Bo3mMoKHbIE 3HaUEHUA NepeuncneHbl HUKeE.
BHUMAHMUE! lNMpu n3ameHeHnn napameTpos NOAKIOYEHUA
coeMHeHne C cepBepoM MeyaTn 1 CETEBLIM YCTPOUCTBOM MOXKET
6bITb MOTEPAHO.

e AUTO: no ymonuanuto. CepBep nevatu ucrnonb3yet
aBTOMAaTUYECKYIO HACTPOWKY ANA COOTBETCTBMA CKOPOCTU U
pexkumy cBAsu B ceTu. Ecnu aBTocornacosaHue BbINOMHNTL
He yaanochk, 6yaet yctaHoBneHo 3Hadenne 100HALF.

10TXFULL: 10 M6uT/c, AynneKcHbIi pexxum padoTbl
10TXHALF: 10 M6wuT/c, nonyaynneKcHbIi pexum padoTsl
100TXFULL: 100 M6wuT/c, AynneKcHbIi pexum paboTsl

100TXHALF: 100 M6uTt/c, nonyaynneKcHbli pexxum paboTh

DNS Server

Ykasanue IP-aapeca cepsepa DNS (Domain Name System).

Email (SMTP)
Server

Ykasanwue IP-aapeca npeanoututensHoro cepsepa SMTP (Simple
Mail Transport Protocol) ncxoasLuen aneKTpoHHOW NouTkl And
UCMONb30BaHNA NOAAEPIKMBAEMbIMU CKAHMPYIOLLIMMM YyCTPONCTBAMM.

Scan Idle
Timeout

YKasaHue BpeMeHU B CEKyHAax, B TE4EHME KOTOPOro CoXpaHAeTcA
coeZnHeHne Npu OTCYTCTBUU Nnepeldayn AaHHbIX. MakcumansHoe
3HaueHne — 3 600, sHayeHue no ymonyanuto — 300. MNpu 3anaxum
3HaveHuAa 0 BpeMA OTKNHYeHUA He UCNonb3yeTcAa U coeaAnHeHune
0OCTaeTCcA OTKPbITbIM 0 MOMEHTa 3aKpbITUA ceTeBom CVICTeMOVI,
BbINOJIHAOLLEH AOCTYN K YyCTPOUCTBY.

Locally
Administered
Address

YKasaHue nokanbHO aaAMUHUCTpUpyemoro aapeca (LAA),
3aMeHAIoLLIEero NpeaBapuUTeNbHO YCTaHOBNEHHBIM aapec ycTpoicTea
nokansHow cetu (MAC). Mpu ncnonb3osanuu aapeca LAA aomxkHa
ObITb BBEZIEHA ONpeAeneHHan Nonb3oBaTenem CTpoKa, CocToALlan
POBHO 3 12 LWecTHaALaTePUYHbIX UMP.

Ina cepsepos neuyatn B cetn Token Ring aapec LAA nomxeH
HauMHaTbCA C LeCTHaALATEPUYHOIO 3HaYeHua B ananasoxe ot 40 ao 7F.
Ina cepsepos neuatn B cet Ethernet anpec LAA aomkeH
HauMHaTbCA C LUeCTHaALAaTEPUYHOro 3HayeHna X2, X6, XA nnm XE,
rae X o3Havaet wecTtHaauarepuuHyto uméepy ot 0 ao F.

Aapec no ymonyaHuio — 370 aApec, yCTaHOBNEHHbIM NPOU3BOAUTENEM.

Koz syslog

YKasaHue KOAa, ncnonb3yemMoro AnA ykasaHna UCTOYHUKa
COO0OLLEHUA (HAaNpUMEp, ANA YKa3aHUsA UCTOYHKUKA BbIOPaHHbIX
COO0OLLEHMI BO BPEMSA NOUCKA U YCTPAHEHWA HEUCTIPABHOCTE).
Mo ymonuanuio cepsep nevatn HP Jetdirect ucnonssyet LPR

B KayecTBe KoAa UCTOYHMKA, OAHaKO AnA o6ocobnenus OTAEeNbHbIX
CepBepoOB NeyvaTtn UK Ux rpynmn MOXKHO UCNONb30BaTb 3HAYEHUA
nokanbHoro nonb3sosarensa ot «local0» Ao «local7».
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Tabn. 4.8 Miscellaneous Settings (3 u3 5)

MapameTp

OnucaHue

On fatal error

(TonbKo ANA BHELLHWX CepBEPOB neyarun.) 3aaaHua AeicTeuA,

BbINO/IHAEMOr0 CEPBEPOM MEYaTh NP 0OHAPYIKEHUH

HeucnpaBUMOM OLLMOKKM Npu padoTe C NOAKNHOUYEHHBIM YCTPOHCTBOM.

o Halt (mo ymonuaHuio): ceTeBble onepaunu cepsepa nevartm
npuocTaHasnusatoTcs. HeobxoaMmo BMeLLIATENLCTBO
nonb3osarens.

o Reboot: nponsoinaet nepesanyck cepsepa neyaru Tak xe,
KaK Npwv BKIOYEHWU/BBIKITIOYEHUM NPUHTEPA.

Error page type

(TonbKo ANA BHELLHMX CepBepoB neyarn.) YkasaHue tmna cTpaHubl
ANarHoCTUKKU, aBTOMATUYECKKU nevaTtaemMon nNpu Hemcnpasmmon
oLm6Ke.

o Basic (no ymonuaHuio): neyaraeTtca ctaHaapTHaA ctpaHuua
Default Diagnostic Page. 310 oaHa cTpanuua, coaepxaiian
CBOZHbIE CBeZleHWA 00 oLLMBKe B MOHATHOM Nosb3oBaTeNAM
dopme.

o Full: neyataetca ao 5 ctpaxuu, coaepatluux nosiHole
ZIMarHoCTUUYeCK1e cBelieHna — noApobHbIe CBeAeHNs
0 COCTOAIHUM NPUHTEPA U BPpEMA 0BHAPYXKEHUA OLLMOKM.
OTH cBeZeHus npeHasHauYeHbl ANnA nepcoHana cnyxobl
noanepxku HP.

o None: cTpaHuua AMarHoCTUKK He nevaraeTcs.

Dynamic Raw
Port Setting

Mo3BonaeT ykasbiBaTb AONONHUTENBHBIE NOPTHI ANA NevaTk Ha nopT
TCP 9100. B 3aBUCHMOCTM OT NPUIOIKEHNA, AEACTBUTENBHBIMU
asnatotca noptel ¢ 3000 no 9000.

Disablelistening
on these ports

Lna o6ecneuyeHns 6e30NacHOCTH B 3TUX ABYX NONAX MOXKHO
OTKITIOUUTB CIY»KObI MPUHTEPA, MCNONb3YIOLLIME CETb. B Kaykaom none
HY>XHO yKasaTb HOMepa NopToB, KOTOPbIe UCNOJb3YHTCA 3TUMU
Cﬂy)KéaMVI ANnA ceTeBbIX ﬂOLlKJ'IIOl-IeHVIVI. B KaxK4oM nosie Moxxet BbITb
yKasaHo 0 NAT1 nopToB (Hanpumep, [5, 10, 40, 20, 50]). Jonyctumeli
AvanasoH Homepos nopToB — OT 1 Ao 65535.

Streams: B 3TOM Nnone BBOAATCA HOMepPA NOPTOB TeX CNy»0, uepes
KOTOpbIe NPOXOAAT NOTOKU AAHHbIX. MoToku AaHHbIX UCNONb3YHT
npotokon Transport Control Protocol (TCP) anA rapaHTMpoBaHHOM
AO0CTaBKU AaHHbIX.

Datagrams: B 3ToM none BBOAATCA HOMepa NopPTOB TEX Y0, uepes
KOTOpbIe NPOXOAAT AatarpaMMbl. [na gatarpaMm, KOTopble 00bIYHO
UCMONb3YIOTCA NPU OTNPAaBKe COOBLLEHMI LLIMPOKOBELLATENBHOM
paccbliku, npumenaetca npotokon User Datagram Protocol (UDP),
ABNAOLLMICA MPOTOKONOM 6e3 yCTaHOBKM MPAMO# CBA3K
OTnpasuTend ¢ nonyyaresem, Koraa [0cTaBKa M BOCCTaHOBJIEHNE
oLMBOK He rapaHTUpyeTcA.
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Tabn. 4.8

Miscellaneous Settings (4 u3 5)

MapameTp

OnucaHue

Enable MFP and
AlO software
support

BkntoueHune v oTKNIOYEHHUE HA CepBepe nevatu NoAAEPIKKU
BCEX PYHKLMN CKAHUPOBAHUA YCTAHOBJIEHHOIO Ha KNMEHTCKUX
KOMMbIOTEPax NPOrpamMmMHOro o6ecneyeHns ans
MHOropyHKUMOHanbHbIX yctpoicts HP (MFP unu All-in-One).
[Mpu OTKAOUEHUM CepBep NeyaT He NOAAEPIKUBAET HUKAKUX
OYHKUWMI KNMEHTCKOrO NporpaMMHoro obecneyeHus,

3a UCKJIIOYEHUEM CeTeBOW nevaru.

Moanepxka dyHkunn cepeepa nevatn Web Scan Bkntoyaetca
1 BbIK/IHOYAETCA OTAENBHO.

Enable Web
Scan

BktoueHue nnv oTkntoYeHne 6a30BOro CKAHMPOBAHMA MOCPELCTBOM
BCTPOEHHOI Ha cepBepe nevatu ¢yHkumn Web Scan. Pabota
dyHKUMn Web Scan He 3aBMCHT OT HACTPOEK NOALEPIHKKM
nporpammHoro obecneuerua MFP 1 AlO, onucaHHbIX BbilLe.

Enable
Scan-to-email

BkntoueHune unum oTKNoYeHWE NOAAEPIKKU CKaHUPOBaHKA
NOCPEeACTBOM JNIEKTPOHHOM NouTkl. [pK BKAKOYEHWM MOMUMO
3arpysKku v oToBpakeHus OTCKaHMPOBaHHbIX 00Pa30B MOXKHO
MCnonb3oBaTb UX Nepeaady no 3NEKTPOHHON noyTte.

PyHKLMA CKAaHMPOBAHWA C UCMONb30BAHNMEM 3NEKTPOHHOW NOYThI
[OCTyMNHa TONbKO B TOM Cilyyae, eciim yKasaH NoyToBbI cepBep.
Heo6xoa1Mo ykasaTb cepBep 3NEKTPOHHOM NOUThI, BBEAA 3HAUEHWe
onucaHHoro Bbilwe napameTpa Email (SMTP) Server.

mDNS Service
Name

YkasaHue 6yKBeHHO-LMPPOBO# CTPOKM AnnHOM 10 64 cumsonos ASCI,
Ha3HAYEHHOM JaHHOMY YCTPOWCTBY UK cny>k6e. JTo UmA ABnAeTcA
MOCTOAHHBLIM W UCTIONb3YeTCA AnA padoThbl C OTAESNbHLIM YCTPOICTBOM
UK cny>k6oW, ecnu AaHHble 0 NMOAKMHUYEHUH (Takue Kak IP-aapec)
M3MEHSIHOTCA OT CECCUM K ceccum. JTa cny>kBbl oToBpaxaeTca

B Apple Rendezvous. MMeHeM cny6bl N0 yMONYaHUIo ABNAETCA
MoZenb NpuUHTepa 1 aapec ycTponctaa nokanbHoi cetn (MAC).

mDNS Domain
Name

(MapameTp TONbKO ANA YTeHuA.) YKaszaHue AOMEHHOr0 UMEHM
mDNS, Ha3HaYeHHOro YCTPOWCTBY U UMEIOLLErO GOPMY

<uma y3na>.local. Ecnv onpeaensemoe nonb3osarenem uma

He 6bINo Ha3Ha4YEHOo, UCMONb3YETCA UMA Y3na N0 YMONYaHUIO

NPIXxxxxX, Fae XXXXXx 03HayaeT nocneaHue 6 uMopp aapeca

yctponctea nokanbHow cetn (MAC).
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Tabn. 4.8 Miscellaneous Settings (5 u3 5)

MapameTp OnucaHue

mDNS Highest |YkasaHnue ans neuat cny»k6sl mDNS HauBbicLLErO NpUopUTETa.
Priority Service |YT06bl ycTaHOBKTL 3TOT NapameTp, BblBepuTe 0fHY U3 CReayoLLMX
HacTpoeK nevary.

9100-printing: neyatb no npoTokony IP yepes cOBCTBEHHLIN raw-nopT
HP 9100.

IPP Printing: neuats no npotokony Internet Printing Protocol.

LPD Printing (RAW): neyats LPD no ymonyaHuto u3 ovepeau raw.
LPD Printing (TEXT): nevatb LPD no ymonuaHnuto u3 ouepeau text.
LPD Printing (AUTO): neuats LPD no ymonuanuto 13 ouepeau auto.
LPD Printing (BINPS): neuats LPD no ymonuanuto u3 odepeav binary
postscript.

LPD Printing (<onpeaensemoe nonb3osatenems): otobpaxaerca
CMWUCOK A0 5 HasHaueHHbIX Nonb3osarenem ouepenen LPD, ecnv oHu
ObInM HACTPOEHLI paHee, rae <onpeAenseMoe Nnonb3oBaTenems —
370 UMA oyepeau neyatn LPD, HasHaveHHOe nonb3oBatenem.
Buibop napameTpa no ymMonyaHuio 3aBUCHT OT MPUHTEPA, 00bIYHO
BbibupaeTca napameTp 9100 Printing unu LPD Printing (BINPS).

Firmware Upgrade

DTa cTpaHula TTO3BOJISIET OOHOBIISITH MUKPOIIpOrpaMMy U 100aBISITh HOBbIE
GbYHKIMY B cepBephl IevaT, Mo aaepKrBarolIe 0OHOBICHUE
MMKPOIIPOTrpaMM.

B cucreme nomkeH nmeThest daiiyl 0OHOBIECHUS MUKPOIIPOTPaMMBbI.
Jg monydeHus: noaxoasiiero gaiia 0OHOBIEHUST OCETUTE CTPAHUILY
MHTepaKTUBHOU nonuepxxku HP mo agpecy:

http://www.hp.com/go/webjetadmin_firmware
Ha 57011 cTpaHulie BBITIOJHUTE CASIYyIOIINe OeCTBUSI.
1. OmnpenenuTte Monelib cepBepa IedaTu U ¢paitn 00HOBIECHUS.

2. TlpoBepbTe Bepcuo OOHOBIEHUS U yOeIUTECh, YTO Ha CepBepe IevaTn
ycTaHOBJIeHa 6oJiee cTapast Bepcust MUKpOIIporpaMMbl. Ecin 3To Tak,
3arpy3ute ¢aiia ooOHoBJIeHUsI. B MpoTUBHOM ciiyyae 0OHOBIEHUS
MMKPOIIPOTpaMMBbI He TpebyeTcsl.

It 0OHOBIEHNSI MUKPOIIpOrpaMMBbI cepBepa MeyaTy ¢ TIOMOIIBIO
BcTpoeHHOro Web-cepBepa BBITIOJTHUTE CAEIYyIOIINe OEeUCTBUS.

1. Bsenute nyTh K daiiay oOHOBIEHUST WIM Ha3KMUTE KHONKY Browse,
YTOOBI YKa3aTh €ro MeCTOIOJIIOXKEHHUE.

2. 3arem Haxkmute KHonKy Upgrade Firmware.
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MpumeyaHue Ilpu 06HOBIEHUN MUKPOIIPOrpaMMbl Bepcun 10 X.24.00
HEeo0XOIMMO MOBTOPHO BBIMTOJTHUTL OOHOBJIEHUE, UTOOBI
WMETh BO3MOXKHOCTh UCTIOJIb30BaTh MO IeP>KBaeMble
SI3BIKY, KPOME aHTJINICKOTO.

Crpanunia LPD Queues

Ctpanunia LPD Queues ro3BoJisieT ykazath ouepenu neyat LPD Ha ceprepe
nieyatu Jetdirect. JlomonHuTebHBIE CBEIEHMS O TIeUaTH ¢ TOMOIIbIO city>k6 LPD
1 ouepesx rmevyatu cM. B [aBa S, «<HacTpoiika meyaTtu ¢ ucnonb3oBaHveM LPDy.

Ilepen HacTpoiikoii ouepeneit LPD Heobxonumo BKiItounTh nieyatb LPD
Ha cepBepe neuatu. Ecau cmyx661 LPD oTkimtoueHsl, nepelinure Ha BKIAIKy
Misc. Settings m1st X BKIIOUEHMSI.

Ecau cnyx6s1 LPD BKIIOUEHBI, OCTYMHBI NECATh PAa3IMYHbIX ouepeaeit
revaty. YeThbIpe ouepeu 13 TaHHOTO CICKa HACTPanBaIOTCSI aBTOMAaTHUYECKH,
1 VX TTapaMeTphl He MOTYT ObITh M3MeHeHbI. OcTaBIIIecs IecTh odepeneit
MOTYT OBITH OTIpeNieIeHbI MOJIb30BATEIEM.

JI71sl MTaHHBIX IIECTH oYepeneii MMeeTCs BO3MOXKXHOCTh HACTPOUTh CTPOKU
CHMBOJIOB (aHAJOTMYHBIE KOMaHIaM YIIpaBJIeHUs 3a0aHusl ), KOTOpble
aBTOMAaTUYECKM NOOABSIOTCS 10 WM TTocie 3ananus neyatu. Mmeercst
BO3MOXKHOCTb OTPEIESUTD 10 IEBSITA CTPOK, 1 MOXKHO HACTPOUTD KaKIyIO
oyepenb TaKUM 06pa3oM, 4ToObI Jitobast U3 3TUX CTPOK IpeIiecTBoBaIa
NaHHBIM MevaTy («MMsI Ha4albHOM CTPOKW») WU ClieqoBala 32 HUMU
(«MSI KOHEYHOU CTPOKIY ).

ITapamerpsl ouepenu LPD mis ycraHoBku odepeneit LPD ommcaHb! Himke.
Cwm. Taba. 4.9.
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Ta6n. 4.9 MNapameTpbl ouepeau LPD (1 us 3)

MapameTp

OnucaHue

Queue Name

Mma onpeneneHHoi nonb3osartenem ovepeau. Uma moxket
coaepxxartb A0 32 ntobbix oTobparkaembix cumsonos ASCII.
MoxKeT ObITb ONPEAENeHO A0 LLECTU OYEPEnEN.

Prepend String
Name

Beeaunte nma 0AHOM MM HECKOMBbKMX CTPOK, KOTOPbIE AOSKHbI
6biTb N0GaBneHbl B Hauane AaHHbIX A0 neyatu. HyxxHo ykasaTb
MMeHa CTPOK 1 3HauYeH!A B TabnuLe, pacnonoXeHHON B HUXHEN
4acTu CTpaHuLbI.
[nA BCTaBKM ANMHHOW CTPOKU HECKOMBbKO CTPOK UMEH MOTyT BbiTb
coeanHeHb! Mexy coBoi, COeAMHEHbI Pa3aeneHbl 3HAKOM «+».
Hanpumep, anA BCTaBKM ANMHHON CTPOKM, pasaeneHHon Ha ABe
pasHble CTPOKH, BBEAUTE:!

<UMACTPOKUT>+<UMACTPOKUZ>
rae «MMACTPOKMT» U «MMACTPOKKU2» 0603HAYAIOT MMEHa CTPOK
C pasHbIMU 3HAYEHUAMMK.

Append String
Name

Beenute nma 0AHOM MK HECKOJIbKMX CTPOK, KOTOPbIE A0MKHbI
6bITb 106aBNeHbl Nocne (B KOHLE) AaHHbIX neyatu. Hy»xHo
yKasaTb UMeHa CTPOK U 3HaueHWs B Tabnuue, pacnonoXeHHOH
B HWKHEW 4acTu CTPaHuLbI.
[nA BCTaBKM ANMHHOW CTPOKM HECKOMbKO CTPOK MMEH MOryT BbiTb
CBfA3aHbl MeXAy COBOM, TO ECTb COEANHEHbBI 3HAKOM «+5.
Hanpumep, anA BCTaBKM ANMHHON CTPOKM, pasaeneHHon Ha ABe
pasHble CTPOKM, BBEAMTE:

<UMACTPOKUT>+<UMACTPOKNZ>

rae «MMACTPOKMT» U «MMACTPOKKU2» 0603HAYAOT UMEeHa CTPOK
C PasHLIMU 3HAYEHUAMM.
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Ta6n. 4.9 MNapameTpbl ouepeau LPD (2 us 3)

MapameTp

OnucaHue

Queue Type

MHcTpyKumnsa 06paboTku ans ovepeau. Buibepute oanH

3 CreflytoLLMX TUMOB OYepean.

o RAW — 6e3 obpabotku. Cny)x6a NnoCcTpoUHOM nevatv
o6pabatbiBaeT faHHble B O4EPEeAM TUMa raw Kak
dopmatnpoBaHHble dpannbl B A3bikax PCL, PostScript
unun HP-GL/2 1 oTnpaBnfAeT AaHHble 6€3 U3MEHEHHA
Ha npuHTep. (CneayeT OTMETUTB, YTO K 3a4aHuI0 neyatu
6ynet nobaBneHa onpeaeneHHas nonb3oBatenem
HauanbHas WM KOHeYHas CTpoka.)

o TEXT — pobaBnsaetca cumBon Bo3Bpata Kapetku. Cnyxxba
MOCTPOYHOM NeyaTv obpabaTteiBaeT AaHHbIE B 04epessx Tuna
text Kak HepopMatupoBaHHbIi TekcT ASCII v fobasnsaeT
CMMBON NepeBoAa CTPOKM NOCAE KaXKAoW CTPOKK nepea
ee 0TNpPaBKON Ha MPUHTEP.

o AUTO — aBtomaruyecku. Cny»k6a nocTpo4HOM neyatu
aBTOMaTUYeCKK onpeaenaeT TMn ouepean (raw unu text)
ANA OTNPaBKKW AaHHbIX HA NPUHTEP.

o BINPS — Binary PostScript. 3101 napametp npeanuceiBaet
uHTepnepetaTopy PostScript BocnpuHumars 3agaHue nevatm
KaK ABOMYHbIE AaHHble PostScript.

Default Queue
Name

MmA ouepeau, UCNoONb3yeMou, ecnn ouepeab, yKasaHHanA ana
3ajaHua nevyatun, HeussecTHa. 1o ymonuaHuio AaHHOW oYepesbio
asnaetca AUTO.

String Name

Mma cTpoku cumBonoB. MoxkeT BbiTb onpeseneHo Ao BOCbMU
CTPOK CUMBOJIOB ANA UCMOMb30BaHuA B ouepeanax LPD; aaHHbIN
napameTp 3a4aeT UMA CTPOKK, a napameTp 3HayeHue 3aaaet
COAEPXKMMOE CTPOKKW. HayasbHoe n KoHe4YHoe nmeHa CTPOoK
(ykasblBatoTca B Tabnuue B BepxHer yactu okHa 6paysepa)
ZIOMKHbI BEIOUPATLCA U3 YKasaHHbIX 34eCb UMeEH. UMa MoxxeT
coaepxxatb A0 32 ntobbix oTobparkaembix cumsonos ASCII.
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Tabn. 4.9

MapameTpbl ouepeau LPD (3 u3 3)

MapameTp

OnucaHue

Value

Coanepxumoe ctpoku. Mapametp String Name 3anaet ums
CTPOKHM; NnapameTp Value onpenenaer coAepXMMOe CTPOKM.
Koraa anA Ha4yanbHOM MM KOHEYHOW CTPOKM YKa3aHO MMA
(BTabnuue B BepxHer YacTi okHa Bpaysepa), ciy»«6a NnoCTPOUHOM
neyatu oTNpaBsnAeT COAEPIKMMOE 3TON CTPOKKU HA NPUHTEP

A0 Unn nocne AaHHbIX neyatu (B 3aBMCUMOCTH OT TUNa CTpOKVI).

3HaueHnA CMMBONIOB MOTYT NieXaTb B pacLUMPEHHOM AnanasoHe
ASCII ot 0 no 255 (B LWeCTHaALATEPUYHOM CUCTEME CHUCTIEHNA —
ot 00 ao FF). Heneuataembii cMMBON MOXHO YKa3aTb C MOMOLLIbIO
€ro LecTHaZLaTepuyHoro 3HaueH1a nyTem BBoaa 00parHoi
KocoK yepThl (\) nepea ABYMA LeCTHaALATEPUYHBIMM
cumsonamu. Hanpumep, ana sBoaa cumsona «escape» (1B)
Heobxoanmo BaecTn \1B. Ecnin cTpoKa coaep)XuT cam CMMBON
obpaTHoit Kocow YepTsl (\), OH yKasblBaeTCH C NOMOLLbHO
3HavenuA \5C. B aaHHOe none MoXHo BBECTH 10 240 CHMBONOB.
CvmBONbI B A2HHOM M0Jie MPOBEPAIOTCA Ha Hannyme
LecTHaAUATEPUYHBIX 3HAYEHMI, MPU HEOBXOAMMOCTHU OHM
npeobpasytoTcs 1 COXpaHATCA B CTPoKe. B cTpoke Moxet
XpaHuTbca Ao 80 CMMBOJOB; BCE NOCNeAyHoLLUMe CUMBOSIbI

He yUMTbIBalOTCA.

Il HaCTPOMKM ompeaessseMoii IoIb30BaTeIeM ouepeny nevyaTyu cHavaja
Heo0X0IMMO 3a1aTh CTPOKH, ONPeNeIUTh UX KaK HauaJlbHble I KOHEYHbIE
U ompenenuTsb TAN ouepenu. ITocne onpenenenus ouepenu LPD cinenyer
ycTaHOBUTH NpuHTep LPD, ncnonp3yroniyii naHHyto ouepenb. Hanpumep,
IIPU YCTAaHOBKE CTPOKU «a», UMEIOIleil 3HaueHue «abcy 1 CTPOKU «Z»,
HMMeEIOIIei 3HaUEHHE «XYZ», MOKHO OIPeNeINTh OUepeIb IedaTh «az_queuey
C HavyaJbHOM CTPOKOM «a», KOHEUHOI CTPOKOM «Z» U TUIIOM OUEPEOU «rawy.
3aTeM, Ipu OTIIpaBKe 3alaHus MedyaTu, COAepKallero TeKCT
<formatted_text>, uepe3 ouepenb «az_queuey, 3agaHue OyIeT OTIIPaBIeHO
Ha MpUHTEp B BUIE: «abc<formatted_text>xyz».

WHcTpykium 1o yctaHoBke npuHTepa LPD pasnnuarorcst B 3aBUCMMOCTH
OT oIepaliOHHON CUCTeMBbI, TONOJMHUTENbHbIe cM. B I'1aBa 5, «<HacTpoiika
[eyaTu ¢ ucnoab3oBanreM LPDy.
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IIpumep. Eciin umeerca npuHTep LPD 1 Heo6xonumo cbpachiBaTh

€ro rapaMeTphl Iepe IevaThio KaKI0ro 3aJaHusl, MOXKHO YCTaHOBUTh
orpeeeHHYO M0JIb30BaTeeM o4Yepelb IeyaT ¢ UMeHeM «clear_printery,
BbInaronIyo Komanny copoca PCL (Escape-E) B Hauane Kaxknoro 3amaHusl.
JlaHHas1 ycTaHOBKA BBIMOJIHSETCS CASIYIOLIM 00pa3oM.

CHayajia yCTaHOBUTE ouepelb MevaTu.

a. Hazosute cTpoky. Beenure «reset_string» B mose «String Name»
B cTpoke 1.

b. Omnpenenure 3HaueHue ctpoku. Beemure «\1BE» (Escape-E)

B nosie «Valuey» B cTpoke 1 (B KauecTBe albTepHATUBBI MOXKHO
BBecTH «\1B\45»)

c. Hazosure ouepens. Beenute «clear_printery B mose «Queue Name»
B CTpOKE 5.

d. YcraHoBuTe HayaJbHYIO CTPOKY. BBemuTe «reset_string» B mose
«Prepend String» B cTpoke 5.

e. Ocraspre noje «Append String» B CTpoKe 5 ITyCTBIM.

f.  ¥Ycranosute Tun ovyepeny. C MOMOIIbIO PACKPHIBAIOIIETOCS MEHIO
BeIOepuTe B mojie «Queue Type» B cTpoke 5 3HaueHUEe «RAW).

3areM ycTaHOBUTE MPUHTED, UCTIOJb3YIOIIMIA 3TY OUepeb, yKa3as IIpy 3arpoce
AMeHU ouepeu 3HaueHue «clear_printery. (ITompo0OHbBIe cBeeHMsI 00 yCTaHOBKE
npuHTepa cM. B [maBa 5, «HacTpoiika meyaty ¢ ncnonb3oBanrem LPDy.)
ITocne sToro Mo60e oTrpasisseMoe Ha TPUHTEP 3aIaHKe IevaTH (Kak ¢ cepBepa,
TaK 1 ¢ KJIMEHTCKOT0 KOMIMbIOTEPA, K KOTOPOMY TTOAKIIOUYEH MpUHTEp) OymeT
colepKaTh KoOMaHIy cOpoca B HavaJle 3alaHMsl.
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ITapamerpsr USB

Ecau cepsep neuatu HP Jetdirect mpemocraBisieT BO3MOXHOCTh
noakmtoueHns USB Kk cereBomy ycTporicTBy (Hampumep, K ipuHTepy USB),
31ech MOSIBUTCS cChUTKa 151 TapaMeTpoB HacTpoiiku USB. Cwm. Tab6a. 4.10.

Ta6n. 4.10 MNapameTpbl USB

MNapameTp USB

OnucaHue

USB Speed

(MapameTp TONbKO ANA YTEHWUA, TONBLKO ANA CEPBEPOB neyatu
USB 2.0.) Yka3aH1e aBTOMaTM4ecKon CKOPOCTU COeANHEHUA
yepes nopt USB mexkay cepBepomM neyatu u yCTPOWCTBOM.

o Full Speed: 12 M6uT/c, kak ykasaHo B XxapaKTepucTUKax
USB v2.0, coBmecTma ¢ xapaxktepuctukamu USB v1.1.

o Hi-Speed: 480 M6ut/c — Tonbko ana yctpoicts USB v2.0.
o Disconnected: nopt USB He noaknoyeH.

Desired
Communication
Mode

Bribop HauBbICLLErO YPOBHSA NoaKtoueHua no USB ans
nepeAayn AaHHbIX MeXAYy CepBepOM neyat ¥ NPUHTEPOM.
Mpy U3MEHEHUM TEKYLLIEW HACTPOWKM [N1A TOFO, YTOObLI USMEHEHMA
Havanu AeicTBoBaTh, HE0OXOAMMO 3aHOBO NOAKIIOUUTL
USB-kabenb unu BbIKIOUYUTL W BKIIOUYUTL CEPBEP Nevaty.

o Automatic (no ymonuaHuio): cepeep neyaru neltaetcA
YCTaHOBWTb HauWBbICLLUWIA OCTYMNHbIA YPOBEHb, HAYMHAA
cIEEE 1284.4. Ecnun 310T ypOBEHb MCMONL30BATL HE yAaeTce,
npeAnpvHUMAaETCA NOMbITKA UCNONb30BaTh NOCNEAY LI
YPOBEHb.

e |EEE 1284.4: 370T ypoBeHb NOAKIOYEHNA ABNAETCA
HauBbICLLMM, NO3BONIAA UCNOMb30BaTh HECKONBKO KaHanos
AnA 0JHOBPEMEHHOW Neyarn, CKaHMpPOoBaH1A 1 nepeaayu
JaHHbIX O COCTOAHMN.

® MLC: (HecKonbKo noruyecknx kaHanos). CoBCTBEHHbIN
pexxnm ceAsn HP, o6ecneunBatoLLnii OIHOBPEMEHHYIO
neyatb, CKaHMpPOBaHWE 1 Nepeaavy AaHHbIX O COCTOAHMM
MO HECKOJIbKMM KaHanam.

o [lByHanpaBneHHbIi: 6a30BbIi ypoBeHb, 00eCneumBatoLLmii
ZByHanpasfeHHblit 0BMeH AaHHBbIMU C MPUHTEPOM.
[aHHble neyaTtv 0TNpaBnaroTCA Ha NevaratoLLee yCTPOHWCTBO,
C neyvararoLlero yCTpoicTBa Bo3BpaLlaTcA AaHHbIE
0 COCTOAHHUM.

o OpHoHanpaBfeHHbIN: CaMbli HU3KMIA YPOBEHD,
obecneunBatoLLnit 0AHOHaNpPaBNEeHHbIH 0OMeH AaHHBIMM
OT cepBepa neyatu K NpUHTepy.

YpoBeHb 0BMeHa AaHHbIMM, 3aaHHbIM HA cepBepe nevar,
oToOparkaeTca Ha CTpaHuLe KoHdUrypauuu Jetdirect.

Status Page

Bri6op A3bika onucanuaA ctpanul (PDL) ana ctparuubl

Language KOHUrypaumu Jetdirect, oTnpaBnaemMomn Ha NpUHTep.
HoctynHele 3navenua: PCL, ASCII, PostScript u HPGL2.
RUWW Hcnonb3oBanue BcTpoeHHoro Web-cepsepa 138




Crpanuna Support Info

DTa CTpaHMWIIA UCTIONb3YETCs ISl HACTPOMKH CChIJIOK ISl TIOTyYeHUST
TTOMOIIY TlepCOHaNa CITY>KObI MOAAePXXKA. MOKHO Ha3HAYNTh KOHKPETHOE
JIUIIO U3 CITY>KOBI TTOMIeP>KKY M HOMep TeJleDOHa aIMUHUCTPATOPA IS 3TOTO
YCTpOlicTBa, a Takke anpeca URL mist mpoayKToB Ha OCHOBE
MHTEPHET-TEXHOJOTUM U TSI CIY>KObI TEXHMIECKOM TTOIIePKKH.

Refresh Rate

YacTtoTa 00HOBIEHUST — 3TO MHTEPBa BpeMeH! (B CEKyHIaX) MEXIy
aBTOMAaTUYECKMMU OOHOBJICHUSIMU CTPAaHUIL IUAaTHOCTUKMU.
3HaueHue 0 oTKIIOYaeT OOHOBICHUE.

Privacy Settings

Ha ctpanute Privacy Settings MO>XHO BKJIFOUUTH pa3pelieHre, O3BoJIsolee
BcTpoeHHOMY Web-cepBepy cobupath naeHTU(UKAIINOHHLIE TaHHEBIS
MPOIYKTa, UCTIOIb30BaTh 3T CBEICHUS, a 3aTeM OTITPABJISITh UX B KOMIIAHUIO
HP (Heo6xomum moctyn K MaTepHETY). CBeneHrs 00 UCTIONb30BaHUN
npoaykTta 6ymyT ucrionb3oBaHbl HP mist manbHeiiiero yiaydiieHus ero
cBoricTB 1 cinyk6. [To ymonuaHuto ata GyHKIUST OTKITIOUYEHA.

Y106kl BKITIOUUTH 3Ty DYHKIINIO, OTMEThTE (BJIaXKOK M HAKMUTE KHOTIKY Apply.

YT1006bI OTKITFOUUTH 3TY DYHKLIMIO, CHUMKTE (DJIasKOK U HAKMUTE KHOTIKY Apply.

Select Language

DTa cchuika oToOpaXkaeTcsi B TOM cinydae, ecnu Web-ctpanuisl HP Jetdirect
MO IeP>KUBAIOT HECKOJILKO SI3bIKOB. [Tomnep:krBaeMble I3bIKU TAKXKEe MOXKHO
BBIOPATh C TOMOIIIO TTapaMeTPOB HACTPOKH sI3bIKa B 6pay3epe (CM. CIIpaBKy

o 6paysepy).

J1nst oTo6paskeHrs TOAIePKUBAEMbBIX SI3BIKOB (KpOMeE aHTIIMICKOT0) B HACTPOIKaX
O6paysepa IOJKHO ObITh pa3pelleHO UCTIOoNb30BaHue (dailioB «cookie.

Settings

Pacnonoxennoe B pasneine SECURITY Mento Settings obecrieunBaer nocTyn
K CIIedyIolIUM BKiIagkaM: Status (oroOpaxkaercs nmo ymonuanuio), Wizard,
Restore Defaults. OTo6paskaeMble HACTPOMKHU 3aBUCSIT OT MCIIOJIb3YEMOM
MoJieny cepBepa nevyaTtu. B Mmogensx cepepoB nedyatu HP Jetdirect HayanbHOrO
ypoBHsI 6€3 BO3MOXXHOCTH Mo e pHM3auu (Hanpumep, HP Jetdirect 175x 1 200m)
3allMIIeHHBIN BCTpoeHHbI Web-cepBep He MmonuepKuBaeTcs.
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Status

Ha ctpannne Status oTo6paskaroTcst TEKyIIMe HACTPOUMKHU TTapaMeTpOB
6e3omacHOCTH cepBepa Medatu. CIIMCOK HACTPOeK 3aBUCHT OT (DYHKITUIA,
TTOAEP>KUBAEMBIX CEPBEPOM TIEUaTH.

Wizard

MpumeyvaHue Eciu st yripapieHus yCTPONCTBAMY TIPUMEHSIETCST
nporpamMma HP Web Jetadmin, 3ToT MacTep UCITOJIb30BaTh
He cienyeT. BMecTo ucnonb3oBaHUsS MacTepa mapaMeTphbl
6e30macHOCTH CETH CJielyeT HaCTparuBaTh C MTIOMOIIbIO
HP Web Jetadmin.

Ctpanuna Wizard cmy>XuT mj1s1 3aIycka Mactepa HaCTpPOMKM TTapaMeTpoB
6e3onacHoctu HP Jetdirect Security Configuration Wizard. 9ToT Mactep
ITOMOKET HACTPOUTD BCe MapaMeTphl 6€30IacHOCTY cepBepa MevaTH,
HeoOXonuMble IJIsl €ro UCIOIb30BaHus B ceTu. [ 3amycka Macrepa
BOCIIONb3yHTECh cehlTKoi Start Wizard. Otkpoercst ctpanuiia Security Level.

Ha6op napameTpoB 6€3011aCHOCTH, HACTPAMBAEMBIX B MacTepeE, 3aBUCUT
OT BEIOpaHHOTO YpOBHS Oe30macHoCTy. JIJIsl IToTy9eHrs TOIOJTHUTEIbHBIX
cBeneHmii cM. Taba. 4.11.

MpumeyaHue Tlpu HempaBUILHOM 3aBePIIEHUN pabOThl MacTepa
(Hampumep, nocie HaxaTus KHonku Cancel) Ha 9KpaHe
MOXeT oTobpa3uThes crpanuua Operation Failed.
B TakoM ciydae HE0OXOAMMO MOJOKIATh OKOJIO OBYX
MMHYT, IIpeKIe YeM CHOBa 3aIlyCcKaTh MacTep.

Restore Defaults

DTa cTpaHU1Ia CIYKUT ISl BOCCTAaHOBIIEHHUSI 3aBOICKMX 3HAUEHUI TapaMeTPOB
6e3omacHocTU. CMCcOK oToOpakaeMbIX ITapaMeTPOB 3aBUCUT OT PYHKIIUIA,
MO AeP>KUBAEMbIX CEPBEPOM MEUATH.

3aBoICKMe 3HAYEHHUST BOCCTAaHABIMBAIOTCS TOJIBKO JIJIST OTOOpakaeMbIX
rapamMeTpoB, 3HaUEHUs JPYTUX MapaMeTpoB He U3MEHSIIOTCSI.
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Tabn. 4.11 YpoBHM 6e3onacHOCTU B MacTepe HaCTPOMKH (1 u3 2)

YpoBHHU
6esonacHocTH

OnucaHue

Basic Security

Mpw BIGOPE 3TOr0 ypOoBHA HEOBXOAMMO HACTPOUTL NAPOSb
aAMWHMCTPpaTopa AN ynpasneHna HacTpoikamu. Mapons
aAMWHMCTPaTopa AeWCTBUTENEH U ANA APYrMX CPeACTB
ynpasneHua, Takux kak Telnet n npunoxkenna SNMP.
Tem He MeHee, HEKOTOpble CPeACTBa YNpaBfeHud,
Hanpumep Telnet, nepeaatoT AaHHbIE B TEKCTOBOM BUAE U
He obecneunBatoT A0CTATOUHbIN YpOBEHb 6e30NacHOCTH.
Maponb aamMUHKUCTPATOPa BBOAUTCA Ha CTpaHuLe
Administrator Account. [MNaponb aamuHucTpaTopa
UCnonb3yeTcA Takke B Kayectse Mmenu rpynnsl SNMP
vi/v2 Set Community Name ana ynpasnatoLmx
npunoxenun SNMP.

Ha ctpanuue Configuration Review npuseneHsbl

BCE TeKyLUWe napameTpbl, MMEIoLLne OTHOLLEHNE

k 6esonacHocTu. [Ans 3aBepLueHWs 6a30B0OM HACTPOMKM
Ha>kmute KHorKy Finish.

Enhanced Security
(pekomenayeTca)

B 3TOM ypoBHE K HacTporKam 6a3oBOro ypoBHs
Z06aBneHo OTKNIOYEHNE NMPOTOKOMIOB YNpaBneHns
6e3 BO3MOXXHOCTeH He3onacHoi nepeaayn faHHbIX
(unppoBaHua) (Hanpumep, oBHOBNEHHE
MUWKponporpamMmbl no npotokonam Telnet n FTP,
npotokonsl RCFG, SNMP v1/v2c). OAna nonyyexun
CBEAeHW 0 HACTPOVKe OTAENbHLIX MPOTOKONOB
cm. Mgmt. Protocols.
Maponb aamMuHKUCTPaTOpPa BBOAUTCA HA CTpaHuULUe
Administrator Account.
Crpanvnubl SNMP Configuration cny>«ar ana HacTponku
cneayoLmnx napameTpos npotokona SNMP.
e Enable SNMPv3 (Tonbko ana cepsepos nevatv
C MOSHBIM HAaB0POM (YHKLMI): BKITHOYEHUE NPOTOKONA
SNMP v3 1 cosaaHve yyetHoi 3anucu SNMP v3.
Mpwv ynpaBneHun yctpornctBamu NnocpeacTsom
nporpammbl HP Web Jetadmin cosaasatb yyeTHyto
3anuce SNMP v3 He pekomeHnayetca. Cm. SNMP.

o Enable SNMPv1/v2 read-only access: 3Ty GpyHKUMIO
cneayet BKIOYUTL ANA NOAAEPXKKN CPEACTB,
OCHOBaHHbIX Ha npoTtokone SNMP v1/v2, uTo6bl UMeTb
BO3MOXXHOCTb 0BHapY)XMBaTb YCTPOKMCTBA U MonyyaTb
aHHbIE O COCTOAHUK.

Ha ctpanuue Configuration Review npueeaeHsbl

BCe TeKylUuve napameTpbl, MMEIOLLUe OTHOLLEeHUE

k 6esonacHocTu. [Ans 3aBepLueHWs 6a30B0ON HACTPOMKM
Ha>kmute KHomKy Finish.
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Tabn. 4.11 YpoBHU 6e30nacHOCTU B MacTepe HaCTPOMKH (2 u3 2)

YpoBHH OnucaHue
6esonacHocTH
Custom Security 3T0T ypoBEHb NO3BONAET HACTPOUTL BCE AOCTYMHbLIE

napameTpbl 6e30NacHOCTH, NOAAEPKUBAEMbIE CEPBEPOM
neyatu. [ina nonyyeHus AONONHUTENbHBLIX CBEAEHUN

006 OTAENbHbLIX NapamMeTpax U HaCTPOMKax CM. BKNaZKM
Ha cTpaHuuax Mgmt. Protocols v Authorization B pasaene
SECURITY.

Maponb aamMuHKUCTPaTOpPa BBOAUTCA Ha CTpaHuLUe
Administrator Account.

Crpanuua Web Mgmt. (Tonbko AnA cepeepoB nevaru

C MOSHBEIM HABOPOM YHKLIMI) CIYXKUT ANA HACTPOMKM
noAKroueHui no npotokony HTTPS (3awmwieHHan Bepcua
npotokona HTTP), B TOM u1cne cepTMPpUKaTOB 1 YyPOBHEN
LUndpoBaHHA.

Crpanuua Management Tools no3sonseT HacTpouTb
NPOTOKOJbI yNpasnexus 6e3 obecneyeHns 6esonacHocTi
(Takvue, kak RCFG, o6HoBneHne MukponporpamMmbl Telnet
u FTP).

Crpanvubl SNMP Configuration cny>art ana HacTponku
cneayoLmnx napameTpos npotokona SNMP.

o Enable SNMPv1/v2: nossonaeT ucnonb3osarb
nporpamMmHoe o6ecneyeHve ynpaBneHus,
ucnonb3aytoLee npotokon SNMP v1/v2. Mpu BeiBope
oTobparkaetca ctpanuua SNMP v1/v2 Configuration
AnA HacTpoikn umer rpynn SNMP.

e Enable SNMPv3 (Tonbko anA cepsepos neyaru
C NMonHbIM HAaBoPOM dYHKLMI): NO3BONAET CO3AaTb
yueTHyto 3anuce SNMP v3. Mpwv ynpasneHuu
ycTporcTBamu nocpeactsom nporpammel HP Web
Jetadmin cosgasartb yuyeTHyto 3anuce SNMP v3
He pekomenayetcA. Cm. SNMP.

Crpanuua Authorization cny»xut ana cosaanua cnucka
yrnpasneHus JOCTYNOM npu HE0BXOAMMOCTH yNpaBnAThb
AOCTYNOM OTAENIbHbIX Y3/10B K yCTpOVICTBy.

Crpanuua Print Protocols and Services npeaHasHayeHa
ANA BKIKOYEHUA UNKU OTKNHOYEHUA ceTeBOM neyartu, Cﬂy)K6
neyaTi U NPOTOKONOB 0BHaPYKEHWUS YCTPOWUCTB, BAMAOLLMX
Ha 6e30MacHOCTb.

Ha ctpanuue Configuration Review npueeaeHsbl

BCe TeKyllne napamMeTpbl, UMetoLLiMe OTHOLLeHne

k 6esonacHocTu. [Ans 3aBepLueHWs 6a30BOM HACTPOMKM
Ha>kmuTe KHomnKy Finish.
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Authorization

Ha crpanunie Authorization nmeroTcsl BKIanku ISl yIpaBJIeHUS! TOCTYTIOM

K YCTPOMCTBY, a TaKKe K PYHKIMSIM HACTPOMKHU U YIIpaBJIeHUS yCTPONCTBOM.
Kpowme Toro, Ha 3T0li cTpaHUlIe HAaCTpauBalOTCs CepTUMUKATHI IJ1s1 IPOBEPKU
MOITMHHOCTHU KJIMEHTOB 1 CEPBEPOB.

Admin. Account

JaHHas cTpaHUIlA TTO3BOJISIET YCTAHOBUTD MapoJib aIMUHUCTPATOpA ISt
YIpaBJeHUs JOCTYIIOM K MapamMeTpaM U CBeIEHUSIM O COCTOSIHUU cepBepa
nieyatu Jetdirect. [Taponb amMuHUCTpaTOpa COBMECTHO UCTIONB3YETCS
MIPUIOXKEHUSIMU HACTpOMKM cepBepa mevatu Jetdirect (Takumu, Kak
BcTpoeHHbIT Web-ceprep, Telnet u HP Web Jetadmin). Ecniu mapons
YCTaHOBJIEH Y TPEIITPUHUMAETCS MOMBITKA TTOJYYUTh HOCTYI K CEpBEpY
mevyatn Jetdirect ¢ MOMOIIBIO TaHHBIX CPENICTB, TOTPEOyeTCS BBECTU UMST
TONB30BATENS U OaKHbLL NAPOAb, YTOOBI TIOJYIUTh TOCTYII.

MpumeyvaHue Tlaponb aIMUHKCTPATOPA MOKET OBITH COPOIIIEH
C TIOMOIIIBIO «XOJIOIHOTO» Mepe3arrycKa,
BOCCTaHABJIMBAIOILIErO 3aBOJICKIE 3HAUCHUS
10 YMOJIYaHHMIO.

Ha crpannie nmeetcst paskok, OTMETKa KOTOPOTO TTO3BOJISIET
cuHxpoHu3npoBath naHHbie HP Web Jetadmin u umst rpynmst SNMP v1/v2c
Set Community Name. [Tpu ormMeTKe daxkka maposib aiMUHUCTpaTopa OyneT
Tak>Ke MCI0Ib30BaThCs B KauecTBe MMeHU Tpyrinbsl SNMP Set Community
Name n1s1 ipunoxxkeHuit ynpasneausi SNMP v1/v2c.

MpumeyaHue Eciu BIOCTEACTBIUMA U3MEHUTD MMSI TPYIIIIBI ITO TPOTOKOITY
SNMP (Hanpumep, ¢ nomolbio Bkiaagku SNMP
Ha ctpanutie Network Settings vy ¢ moMoIibio porpaMMbl
Web Jetadmin), 3HaueHMs 3TUX IBYX ITapaMeTpoOB OOJIbIlIe
He OYIyT SBIATbCS CUHXPOHU30BaHHBIMU.
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Bkaanka Certificates

(TonbKo ISt cepBepOB MevaT C MOJTHBIM HabopoM DYHKIINIA. ) DTa BKIanKa
obecrieunBaeT JOCTYM K ClIy>K0aM yCTaHOBKM, HACTPOWKHU U YTIpaBIeHUS
mdpoBbix ceptudukaToB X.509. Lludposoii ceptudukar — 310 37€KTPOHHOE
coo01eHMe, conepxkaliee, TOMUMO IPYTUX BJIEMEHTOB, KITH0U (KOPOTKYHO
MOC/IeI0BaTeIbHOCTD, MCTIONIb3YeMYto Ijis I poBaHUs 1 OeindpOBaHNs )
u undpoByro noanuch. CepTUdUKaThl MOTYT OBITH BbIIAHBI U MOITMCAHbBI
IIOBepEeHHOI TpeTheil CTOPOHOI (0OBIYHO Ha3hIBA€MOI TOBEPEHHBIM
neaTpoM (Certificate Authority, CA), KOTOpPBIII MOXXET CYIIIeCTBOBATh BHYTPHU
OpraHu3aly Wiv BHe ee). B uHOM ciydae cepTudrKaThl MOTYT ObITh CO3IaHbI
Ha CaMOM YCTPOMCTBE, YTO (haKTUUECKU O3HAYAET CAMOCTOSITETbHOE
MOATBEePKIeHNe COOCTBEHHOM TONJIMHHOCTH.

MpumeyvaHue Xots KcHoNb30BaHUE MOAMMCAHHBIX HA YCTPOMCTBE
cepTU(dUKATOB pa3pelleHo U IMO3BOJISET UCII0Ib30BaTh
mmdpoBaHue, OHU He 00ecreynBaloT BEICOKOI
Hale>KHOCTHU MIPOBEPKU MOUIMHHOCTHU.

Ha ctpanmiie Certificates oToOpakaeTcst cocTOsSTHAE CepTU(PUKATOB,
YCTaHOBJIEHHBIX Ha cepBepe neuat HP Jetdirect.

® Jetdirect certificate. Ceptudukar Jetdirect ucrnosnb3yercs st TpoBepKU
nneHTrduKaum ycrpoiictsa Jetdirect mpu CBsI3M ¢ KJIMEHTaMU U
cepBepaMu TIPOBEPKHU MOMTMHHOCTH.

M3HauanbHO ycTaHOBNEeH cepTudukar Jetdirect, moanucaHHbIi Ha caMOM
ycrpotictse. [1pu ncrnonb3oBaHUM 6€CTIPOBOIHBIX CEPBEPOB MEYATH 3TO
Mo3BoJIsIeT BCTpoeHHOMY Web-cepBepy ucronb3oBaTh mpotokon HTTPS u
BBICTYIIATh B KaUECTBE 3alMIIIEHHOTO y3Jia [IPY ITepBOHAYaIbHOM JOCTYIIe
¢ momompio Web-0paysepa.

Haxxmute kHOMKy View 1151 MpOCMOTpa COIeP>KMMOTO UCXOIHOTO
ceptudukara Jetdirect unu kHonky Configure myist o6HOBIEHUST WU
YCTaHOBKM HOBOTO cepTrdukata. CMm. HacTpoiika cepTudukaros.

Bynyun ycraHoBieHHbIM, cepTudukar Jetdirect coxpaHsieTcs mpu
«XOJIOJHOI» Mepe3arpy3Ke, MCIoIb3yeMOH IJIs BO3BpaTa K HacTpoitkam
cepBepa rnevaty 1o yMOJIYaHUIO.
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® CA Certificate. (Tonbko mist 6ecipOBOIHBIX CEPBEPOB MEYaTH. )
CepTudukar, BblIaHHbIN TPETbE CTOPOHOI (IOBEPEHHBIM LIECHTPOM ),
HUCMOJb3YyeTCs Uil UAeHTU(UKALUK cepBepa IPOBEPKU MOIIMHHOCTU ITPU
npoBepKe nouiMHHOCTH o npotokonaMm EAP (Extensible Authentication
Protocol). UnenTudukanms cepsepa moaTBepKaaeTcsl Ipyu COBIaIeHUN
naHHBIX B cepTudukare CA ¢ maHHBIMU, COOePKAIIUMUCS B cepTUdUKaTeE,
IOJIyY€eHHOM OT CepBepa MPOBEPKU MOIIMHHOCTH.

Ceptudukar CA mig cepepa neyat — cepTUdUKaT, UCIIOIb3YEeMbIi
IIJ1s1 TIOINMCH cepTUdHUKaTa cepBepa IMpoBepKU noaanHHocTu. To ectb CA
HeobX0IMMO MOJy4YaTh B TOBEPEHHOM LIEHTpe cepTU(UKALIVH, BbIIABIIEM
cepTUdUKAT cepBepy MIPOBEPKU MOIMHHOCTHU.

Haxxmute kHOMKy View 1151 MpoCcMOTpa COIep>KMMOTO UCXOIHOTO
ceptudukara Jetdirect unu kHonky Configure myist o6HOBIEHUST WU
yCTaHOBKM HOBOTO cepTrdukata. CMm. HacTpoiika cepTudunkaros.

IIpwu Bo3BpaTe K 3aBOJCKMM HaCTpPOIKaM cepBepa Medat ceptudukar CA
He COXpaHsIeTcs.

MakcumanbHbIl pa3Mep cepTUduUKaTa, KOTOPbIi MOXKeT ObITh YCTAaHOBJIEH
Ha cepBepe nieuatn HP Jetdirect, coctasnsier 3072 6aiita.

Hacrpoiika ceprudukaTon

Ipu HaxkaTru kHonkK Configure 3amyckaeTcsl MacTep HaCTPOWKHU
cepTudUKaTOB, MO3BOJISIIOIINN OOHOBUTH UM YCTAHOBUThH HOBBIM
ceptudukar. OTodpakaeMble CBeIeHMUs 3aBUCST OT THUIA cepTUdUKaTa
(Jetdirect wu CA) u BoIOMpaeMbIx HacTpoekK. Ta6u. 4.12 conepsKUT onucaHust
0TOOpakaeMbIX JaHHBIX 1 TTapaMeTPOB.

MpumeyvaHue Tlpu HempaBUILHOM 3aBePIIEHUN PaGOThl MacTepa
HacTpoiiku cepTudUKaTOB (HaIIpUMep, MOCie HaXKaTHs
kHonkHu Cancel) Ha 5kpaHe MOXeT 0TOOpa3UThCSI CTpaHMIIA
Operation Failed. B TakoM ciiydyae He00XOIUMO MOJ0KIAaTh
OKOJIO IByX MMHYT, TIpeX e YeM CHOBa 3allyCKaTh MacTep.

RUWW Hcnonb3oBanue BcTpoeHHoro Web-cepsepa 145



Tabn. 4.12 CTpaHUuUbl MacTepa HaCTPOWKU cepTUPUKATOB

MapameTpel cepTuduraToB
BbibepuTe 0AHO M3 3HAYEHMIA.

Update Pre-Installed Certificate. O6HoBneHWe NpeaBapuTenbHO yCTaHOBIEHHOTO
cepTdvKaTa, NoANMCaHHOro Ha caMoM ycTpoicTae. Mpu 06HOBNEHMM STOT
cepTudmKat nepesanuceiBaetca. [pu 0OHOBNEHUM MBMEHAETCA creaytoLlee
3HaueHue.

o Certificate Validity Period

Mpu Mcnonb3oBaHnn cepTdUKaToB, NOANUCAHHBIX HA yCTpoCTBe, Bpaysep ByaeT
onpenendaTtb cepTMdUKaT KaK NOANUCaHHbIA Ha YCTPOMCTBE NPK KakAON HOBOM
Web-ceccuu, npu aTom MOXKeT BbiTb BbIBEAEHO NPEAYNPEXAEHUE 0 6e30NacHOCTH
onepauuu. BeiBoaa AaHHOro cooBLueHna MoXHO u3bexxaTtb, ecnu Ao6aBuTb
CepTUPHMKAT B XpaHUNHLLE cepTudUKaTOoB Bpaysepa Min OTKIOUUTL
npeaynpexaexus B Opaysepe (He pekoMeHayeTca).

MoAnucaHHbIe Ha YCTPOMCTBE CepTUPUKaThI HE ABNAIOTCA Ge30MacHbIMM,
MOCKOJIbKY, B OT/IMUME OT CEPTUPMKATOB TPETbEN CTOPOHDI, BaAeneL Takoro
cepTuduKara caMm noATBepXKAaeT CBOKO NOANMHHOCTL. CepTuduKaThl, BbldaHHbIe
TPETbEH CTOPOHOM, 0BecneunBatoT Gonee BbICOKMIA YpoBEHb 6€30MacHOCTH.

Create Certificate Request. [Mpv Bbi6ope AaHHOro nyHKTa notpedyeTcs ykasatb
YCTPOMCTBO ¥ OpraHM3aunoHHblE CBEAEHWA Ha CneayoLlen CTpaHumue.

o Certificate Information
OT0T NapameTp UCMoNb3yeTcA, HanpUMep, Koraa ANd NPOTOKoNa NPOBEPKM

NOASMHHOCTH B 6eCNPOBOAHO CETU HEOGX0AMMA YCTaHOBKA cepTUdHKaTa Jetdirect,
BbIAAHHOTO I0BEPEHHON TPETbEW CTOPOHOM UK LEHTPOM CEPTUPUKALIMK.

Install Certificate. [laHHbIi NYHKT oToBpa)kaeTcs B TOM ciyyae, ecnu Obin
BbINOJIHEH 3anpoc cepTudukara Jetdirect y Tpetbeit CTOPOHEI M 0XKMAaeTCcA ero
nonyyexue. locne nonyyeHna cepTudUKar cneayet yCTaHOBUTb C NOMOLLbIO
JaHHoro nyHkra. MNpwu yctaHoBKe AaHHbIA CepTUdUKAT nepesanuchiBaet
npeABapUTENIbHO YCTaHOB/EHHbIN CepTUdUKaT.

Mpwu BbIGOpPE AaHHOrO NyHKTa NOTPeByeTCA BBECTV AaHHbIE HA CNEAYHOLIMX
3KpaHax:

o Install Certificate

YcTaHaBnMBaeMbli CepTUPUKAT AOMKEH ObITh CBA3AH C 3aNPOCOM CEPTUdUKATA,
co3JaHHbIM paHee ¢ NomMoLLblo BcTpoeHHoro Web-cepsepa.

Install CA Certificate. (Tonbko anAa 6ecnpoBOAHbLIX CEPBEPOB Nevatu.)

OtoT napameTp oto6parkaeTcA Npu UCMonb3oBaHWKM ccbinkk Configure ans
cepTMdHUKaTa, KOTOPbI AOMKEH BbiTb YCTAHOBNEH ANA HEKOTOPbIX MPOTOKO/IOB
NPOBEPKU NOANMHHOCTH B 6ecnpoBoAHbIX ceTAx. [pu BeiBope AaHHOTO NyHKTa
noTpeByeTcA BBECTU AaHHbIE HA CNEAYIOLLMX SKpaHaX:

o Install Certificate

Import Certificate and Private Key. 3101 napameTp no3sonset uMnopTMpoBatb
NPUHATLIN paHee N3BECTHbIN CepTudUKaT Kak cepTudukar Jetdirect. MNpm nmnopre
cepTUdUKaTa TeKyLUKi cepTuduKkar OyaeT nepesanucaH. MNMpu Boibope AaHHOTO
nyHKTa noTpebyeTca BBECTU AaHHbIE HA CEAYIOLLEM 3KpaHe:

o Import Certificate and Private Key.
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Tab6n. 4.12 CtpaHuubl MacTepa HaCTPOMKU CepTUPUKATOB

Export Certificate and Private Key. O1oT napameTp no3sonfaeT akcnoptposartb
TeKyLmni cepTdukar Jetdirect, yctaHOBNEHHbI HA cepBepe nevatu, ana
“cnonb3oBaHWA Ha Apyrux cepsepax neyatu. MNpu BolBoOpe AaHHOrO MyHKTa
notpebyeTca BBECTU AaHHbIE HA CNeAYIOLLEM SKpaHe:

Export the Jetdirect certificate and private key.

Delete CA Certificate. Tonbko ansa 6ecnpoBofHbIX cepBepoB neyvatu. JaHHbii
MYHKT UCnonb3yeTca ANnA yaaneHua ceptudurara JoBEPEHHOro LEHTpa,
YCTAHOBNEHHOIO Ha cepBepe nevatu. [aHHbli MyHKT oToBpaykaerca B cnyuyae,
ecnu yctaHosneH ceptuoukar CA ana npoBepku noanmHHocTn EAP.
BHUMAHMUE! MNpu yaanenun ceptuomkata CA npotokon EAP ByaeT oTkitoueH,
a [OCTyN K CETU 3aKpbIT.

Ceptudurar CA MOXKHO TaKxKe yaanuTb NOCPEACTBOM «XONOAHOr0» nepesarnycka,
NP1 KOTOPOM MPOUCXOAWT BO3BPAT K 3aBOJACKMM HACTpOWKam cepsepa nevaru.

Certificate Validity

OTOT 9KpaH CNYXXWUT ANA yKazaHUA CpoKa AeNCTBUA cepTuduKara, NoANMCcaHHoOro
Ha yCTpoM1CTBe.

OT0T 3KpaH oToBpakaeTcs B TOM ciyyae, eCiiM UCNONb3yeTCA NpeaBapUTENbHO
YCTaHOBNEHHbI CEPTUPUKAT, MOANUCAHHBIA HA CaMOM YCTPOUCTBE, U
ucnonb3syetca napametp Edit Settings ans 06HoBNeHUA nepuoaa ero AercTBuA.
B Hem oToBparkaeTtcs BCEMUPHOE KoopanHUupoBaHHoe Bpems (UTC). BcemupHoe
KoopavHupoBaHHoe BpeMms (UTC) — 370 WKana BpeMeHU, onpeaeneHHas
MexayHapoaHoi nanaton mep u BecoB. OHa yuuTbiBAET PACXOXAEHNUA MEXAY
cpeaHUM BpeMeHeM no puHBKMYY M BpeMeHeM aToMHbIxX Yacos. LLikana
cooTBeTCTBYET LWnpoTe 0 rpaZycoB HyNeBoro MepuanaHa.

3rayenne napametpa Validity Start Date paccunTtbiBaeTcA Ha OCHOBaHWH
noKasaHui YacoB KOMMblOTEPA.

3nauenune napamvetpa Validity Period nokasbiBaeT konmuecTtso AHein (o1 1 40 3650),
B TEYEHME KOTOPbIX CepTUdUKAT ABNAETCA AENCTBUTENbHLIM, HAYMHAA C AHA,
3anaBaemoro napametpom Validity Start Date. Heo6xoanMmo BBecTM AonycTUMoe
3HaueHwue (ot 1 #o 3650). 3HaueHne no ymonyanuuo — 5 ner.

Certificate Information

Ora cTpaHuLa CRyXuT AnA BBOAA CBEAEHWI ANA 3anpoca cepTuduKara B LeHTpe
cepTudUuKaLum.

Common Name. (O6s3atenbHbli napameTp.)

YKkasaHue nosHoro UMeHu ysna unu gonyctumoro IP-aapeca 6ecnpoBoAHOro
yctporcTea HP Jetdirect.

Mpumep:

o Domain Name: myprinter.mydepartment.mycompany.com

o |P address: 192.168.2.116

3Hauenue napamertpa «Common Name» ucrnonb3yeTca AnA yHUKaNbHOM
uaeHTUOMKauum yctpoicTtaa. [na 6ecnpoBoaHbIx cepBepos nevatv HP Jetdirect,
UCNonb3YHOLLMX NPOBEPKY NOANMHHOCTM No npoTokony EAP, B HacTpoikax
HEKOTOPLIX CEPBEPOB NPOBEPKM NOAIMHHOCTH HEOGXOAMMO YKasblBaTb 3HAYEHHE
napameTtpa ceptudunxkara Common Name.

Ecnu Ha cepBepe neuatu Jetdirect HacTpoeH ctaHaapTHbIM IP-aapec 192.0.0.192,

OH MOXXET He NOAOMTW ANA UCMONb3yeMON ceTu. DTOT aapec He cneayet
UCMoNb30BaTh ANA MAEHTUPUKALMK YCTPOWCTBA.
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Organization. (O6a3atenbHbIi napameTp.) YkasaHue nonHoro opuumansHoro
HauMeHOBaHMA OopraHusauuu.

Organizational Unit. (Heo6a3atenbHblt napameTp.) YkasaHve aenaptamMeHTta
Mnu oTaena opraHusaunu.

City/Locality. (O6s3atensHblit napameTp.) Beoa HasBaHuA ropoaa, B KOTOPOM
pacnonoXeHa opraH13aums.

State/Province. (O6s3aTenbHbIi napameTp A BCEX CTPaH/PErMoHoB.) 3HaueHue
LOMXKHO COAEpKaTb HE MEHee Tpex cMMBOOB. (ObsA3aTenbHbIi napameTp.)

Country/Region. [1Byx6yKBeHHbI koA cTpaHbl/peroHa ISO 3166. Hanpumep,
«gb» ans BenukoBputanuu unu «us» ana CLLA. (O6ssatenbHblil napameTp.)

Install Certificate unu

Install CA Certificate

OkpaH Install Certificate ucnonb3yetca ana ycraHoBkM cepTudukara Jetdirect.
OkpaH Install CA Certificate ucnonbsyetca ana yctaHoBku ceptuoukara CA,
BblAAHHOrO 0BEPEHHBLIM LieHTpoM CA AnfA Ucnonb30BaHMA B NPOLIECCE NPOBEPKK
noanMHHoctn EAP/TLS. (Tonbko AnA 6ecnpoBoAHbLIX CEpPBEPOB NevaTy.)

Install a PEM/Base64 (Privacy Enhanced Mail) encoded certificate.

Jna ycraHoBKM cepTdMKaTa ykarknute MaA paina, coaeprallero atoT ceptTuduKar,
¥ NyTb K HeMy. Mnun HaxxmuTe KHOMNKy Browse ana novcka davna Ha cBoem
KOMMbtOTEPE.

Haxxmute kHOMKy Finish ana 3aBepLueHnA yCTaHOBKM.

[na ycTaHOBKM cepTUdUKaTa OH A0MKEH OblTb CBA3AH C 3aNpOCOM CcepTUdUKATa,
CO3/1aHHbIM paHee ¢ nomMoLLbio BeTpoeHHoro Web-cepsepa. Ecnu 3anpoc
cepTudukara oTCyTCTBYET, NYHKT «Install Certificate» HepocTyneH.

Pasmep ceptuduratos Jetdirect u CA orpaHuueH 3 kunobaitamu.

Import Certificate and Private Key.
Mcnonb3yiTe aTOT 3KpaH Ana umnopTta ceptudurara Jetdirect 1 nmuHoro Knroua.

Import a Jetdirect certificate and private key. lNpn umnopte Tekywwun ceptuoukar
W NWYHBIA KNkoY By AyT nepenucaHsl.

daiin nomkeH GbITb 3aKoaMpPoBaH B popmate PKCS#12 (.pfx), ero pasmep

He AOMKeH npesblwatb 4 KéauT.

[naumnopra ceptuouKarta v IMYHOT0 KoYa YKaXKUTe MMA U NyTb $anna, KoTopbii
COAEPXKUT CepTUOUKAT M IYHBIN KITHOY. Unn HaxkmuTe KHoNKy Browse and nouncka
daiina Ha cBoeM KoMMbloTepe. 3ateM BBEAWTE NApOsib, KOTOPbIA Bbin
MCNONb30BaH ANA LWKPPOBAHMA IMYHOIO KNtova.

Haxxmute kHonKy Finish ana sasepLueHna ycTaHOBKY.

Export the Jetdirect certificate and private key.

Mcnonb3yiTe 3TOT 9KpaH AnA 9KkcnopTa B ¢hann ycraHoBneHHoro ceptudukara Jetdirect
¥ JIMYHOTO KtoYa.

YTt006bI 9KCNOPTUPOBATL CEPTUPUKAT U INUHBINA KItoY, BBEAUTE Naposib, KOTOPbIN
6yAeT MCMoNb30BaTbCA ANA LUIMPPOBAHMA IMUHOTO Kitoya. Hy)KHO BBECTM naponb
ellle pa3 AndA noaTBep)xAeHuA. 3ateM Bblbepute Komaray Save As Anf coxpaHeH!a
daiina cepTuduKara u IMYHOro KtoYa Ha BallemM Komnbtotepe. daitn JomKeH
6biTb 3aKkoanpoBaH B popmare PKCS#12 (.pfx).
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Bkiaanka Access Control

Ha sToii Bk1agke oTodpakaeTcsi CUMCOK YIpaBJieHUs TOCTyroM Access
Control List (ACL) cepsepa meuatu HP Jetdirect. B crimcke moctyma
YKa3bIBAIOTCS OTIEIbHBIC Y3JIbl WA CETH, KOTOPBIM pa3pelleH JOCTYIT

K cepBepy IevaTy 1 MoACOe TMHEHHOMY CETEBOMY YCTPOICTBY. B cricok noctymna
MOXHO BHecTH He 6osiee 10 3anuceit. Ecu crimcok mycTotii (y3J1bl He yKa3aHbl),
IIOCTYT K cepBepy MevaT BO3MOXKEH C JIFOOBIX MONIePXKUBAEMbIX CUCTEM.

BHUMAHUE

MpumeuaHue

I1pn ucnonb3oBaHUM 3TOM PYHKIMU ClIeayeT coOMonaTh
OCTOPOXXHOCTb. ECN 1CIOIb3yeMbIii KOMIIBIOTED

He yKa3aH B CITMCKE WIX OTKJIIOUEH JOCTYII IO MPOTOKOITY
HTTP, BO3MOXXHOCTb YCTaHOBJIEHUSI CBSI3U C CEPBEPOM
neyat HP Jetdirect MoxKeT ObITh ITOTEpSIHA.

Jl1g ronydeHus cBeaeHuid 06 UCITOJb30BaHUU CITUCKA
IIOCTyIa B Ka4eCTBE CPENCTBA ISl MOAIepsKaHuUsI
6e3omacHocTH cM. ['naBa 7.

ITo yMomuaHMiO y31aM, MOAKIIOYAIOIIUMCS 10 IPOTOKOIY
HTTP (Hanpumep, mocpeacTBOM BCTPOEHHOI'O
Web-cepBepa win MHTEpHET-IpoToKo1a neuatu IPP),
paspellleH JOCTYII K cepBepy MeyaTh BHE 3aBUCUMOCTHU

OT crmucKa noctyna. st OTKIIoYeH sl TOCTyna Y3108

no npotokony HTTP cHumuTe cooTBeTCTBYIONINH (DIasKOK,
PaCIONIOXKEHHBII 10, CIIMCKOM.

Y3nbl yKa3bBatoTcs ¢ ToMolbio IP-anpeca mmm cereBoro Homepa. Eciu ceTh
COIIEPIKHUT MOJICETH, MOXKHO MUCTIOIh30BaTh aIPeCHYI0 MACKy IJIST OTIpeNeTeHUST
TOTO, UTO 0603HavaeT [P-ampec: OTHebHBINM y3eJ WU TPYIIIY Y3JI0B.

IIpumepsi. CM. TabnUIy MPUMEPOB 3aTTHCEA.

IP-agpec Macka Onucanue

192.0.0.0 255.0.0.0 | PaspeLueH focTyn co BCEX Y3108 C CETEBLIM HOMEpOM 192.

192.1.0.0 255.1.0.0 | PaspelueH aoctyn co Bcex y3noB B cetn 192 noacetu 1.

192.168.1.2 PaspeLueH goctyn ¢ rnaBHoro komnbtotepa ¢ IP-aapecom
192.168.1.2. Macka 255.255.255.255 noapasymesaeTcs,
W yKasblBaTb €e H60693aTeﬂbHO.
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YT00bI 106aBUTH 3aIIUCH B CIIMCOK JOCTYyINa, yKaxknuTe B roJisgx IP address u
Mask cooTBeTCTByIOILIME 3HaYeHUsI I y31a U oTMeTbTe daxkok Enable
IIJISl TOM 3amMch. 3aTeM HaxKMUTEe KHOIKY Apply.

s ynaneHus 3alMCy U3 CIIMCKa CHUMUTE (IIaskoK Save IJIsT 9TOU 3alCH.
3aTeM HaxkMuUTe KHOIIKY Apply.

Jlnsa ynaneHust BceX 3aluceil CHUMUTE Bce IIaskKyU Save 1 HAXKMUTE
KHOIIKY Apply.

Mgmt. Protocols

DTa cChUIKA CIYXXUT 11 HACTPOMKHM YIIPABJISIOIIMX MOIKIIOUEHUIA U OPYTUX
IIPOTOKOJIOB, BIUSIOLINX Ha 6€30IMacHOCTbD.

Web Mgmt.

Dra BKJIaIKa MpeaHa3HaYeHa 111 yIpaBieHUs TOIKITI0YeHUSIMUA K BCTPOSHHOMY
Web-cepBepy nocpencteom Web-6payzepoB. OHa oTobpakaeTcsl TOJIbKO
IUTSI CEpBEPOB TeYaTH C TOJTHBIM HabopoM (hYHKIIMIA.

I1o yMOI9aHUIO BEHITONMHSIETCS 3alllAIIeHHOE MOIKII0UeHE K ITopTy 443

o npotokony HTTPS (3amminennas sepcusi nporokona HTTP). [Tockonbky
nopthl 80, 280 1 631 mpomoyKalOT UCTIOIb30BaThCs IS paboThl MHTEpHET-
nportokoina nedatu (IPP), npyrue He3almuieHHbIE MOIKIIOUEHIS
UTHOPUPYIOTCSL.

XOT$I3TO He peKOMEH Ty eTCsI, TUMEETCSI BO3MOKHOCTD Pa3peIlnTh IO IKITIOUESHIS
Kkak 1o npotokoiay HTTPS, rak u mo HTTP, He sBnstromemMycs 3aIiIIeHHBIM,
cHsB dnaxxoxk Encrypt All Web Communication.

st mommepkku noakiatodeHui rmo nmporokony HTTPS momkeH ObITh
yctaHoBneH cepTudukar Jetdirect. I3HayaibHO ycTaHOBJEH cepTuduKar,
MOICaHHBIN Ha caMoM ycTpolicTie. [Ijisi 0OHOBIEHUST 3TOTO cepTrdurKara
WJIM YCTAaHOBKM HOBOTO BOCTIONb3yiiTech KHOoMKoi Configure. [{71s1 monyueHust
TOTIOJTHUTENBHBIX cBeneHnii cM. HacTpolika cepTudUKaToB.

ITpu ucnonszoBanuu ceptrucdukara Jetdirect umMeeTcsi BO3MOXHOCTD yKa3aTh
ypoBeHb mrdpoBaHus. MoxkHO BbiOpaTh 3HaueHus1 Low, Medium vnu High.

Jl7151 KaXkmoro 3Ha4eHusl 0TOOpaskatoTcsl aIlTOPUTMBI TS OTIpeNeIeHUST
caMoro ¢1aboro U3 mpuMeHsieMbIX aITOpUTMOB I poBaHus. B 6pay3zepax
pPaHHUX BEPCUI MOXET MOIICPKUBATHCS TOJIbKO HU3KWIA ypOBEHD
kpunTocToiikocTu (40-pa3psumHoe mmdpoBaHUe).
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MpumeyaHue IlommepkuBaeMble aTTOPUTMBI I POBAHUS
obecreunBaroT pa3InYHbIN ypOBEHb KPUTITOTpaduecKoit
3aIIUTHL. B HACTOSIIIMIT MOMEHT MO IePKUBAOTCS
cJenylolre alrOpuTMBbI IbpoBaHMS 1 AendOPOBAHUS:
DES (Data Encryption Standard, 56-pa3psinHbiii),

RC4 (40-pa3psinnblii unu 128-pa3psimHblii), a Takxke
3DES (168-pa3psaHbiii).

SNMP

Bkuanka ciy>kuT mj1sl BKIFOUEHUST UM OTKJIFOUEHUST Ha cepBepe nevyaT
areHToB SNMP v1, v2c 1 v3 (B 3aBUCMMOCTH OT MOIIe/IN cepBepa). B cepBepax
revyaTu HadaiabHOTro ypoBHs areHT SNMP v3 He nonnep>xuBaetcs. Oncanue
HactpoeK SNMP cwm. B Tabx. 4.7.

SNMP v3. Ha ceprepe neuatu HP Jetdirect yctanosnen arent SNMP v3
(mporokon Simple Network Management Protocol Bepcuu 3) mist obecriedeHust
dbynKuit 6ezomacHocTH 1o ipotokony SNMP. Arear SNMP v3 ucnons3yer
Mogenb 6e3omacHocTy Ha 6a3e moib3oBatens w1t SNMP v3 (RFC 2574),
obecreurBaroILyto MPOBEPKY MOITUHHOCTHY MOJIb30BaTeNs U 3aIUTY TaHHBIX
MTOCPENCTBOM I POBAHUSI.

Arent SNMP v3 Bkitouaercst mpu co31aHUM HayaJbHOU YUETHOM 3amucu
SNMP v3 Ha cepBepe neuatu. [Tocne cozmaHust y4eTHOM 3arCH MOJYIUTh
TIOCTYT WINA OTKITIOUNTD JaHHYIO 3aMCh MOXKHO C TIOMOIIBIO JIFOO0TO
MPaBUJILHO HaCTPOEHHOTO TpmioxkeHus: SNMP.

BHUMAHUE TIIpu ynpasieHun yCTpOICTBAMYU C IIOMOILBIO TPOTrPaMMBbI
HP Web Jetadmin mist HacTpoiiku npoTtokona SNMP v3
U IPYTUX IMapaMeTpoB 6e30MacHOCTU Ha cepBepe revyaTu
cienyet Takke ucroib3opatb HP Web Jetadmin.

I1pn co3nanun yyetHoit 3anmucu SNMP v3 ¢ moMo1ipo
BcTpoeHHOro Web-cepBepa CyILeCTBYIOILIME YUETHbIS
3anucu SNMP v3 ynansiorcs. KpoMe Toro, naHHbIe
yueTHo 3anucu SNMP v3 HeoO6XxoaumMo BBECTU

B yIIpasisiroleM npunoxkeHun SNMP.

HauanbHyto yueTHyo 3aMich MOXKHO CO3M1aTh, yKa3aB IUIsl YIIPABJISEOIINX
npunoxeHuit SNMP v3 meron nposepku nognmuHHocti HMAC-MDS
u xiroun mmdposanus gaHHsIXx CBC-DES.
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BHUMAHUE

Other

Ilepen co3manmeM HadaibHOU ydeTHOM 3amc SNMP v3
cJenyeT OTKJIFOUMTh MpoToKona Telnet u ybenuTthbes,

YTO pa3pelieHo MOoIKI0UeHe K BCTPOEHHOMY
Web-cepepy no nporokoiay HTTPS. D1o momoxet
MIpeIOTBPAaTUTh HEABTOPU30BAHHBIN JOCTYI U ITepeXBaT
TMAHHBIX YUETHOM 3aMKCH Yepe3 He3alluIIeHHOe
coeMHEHNE.

Arentsl SNMP v1 u v2¢ MoryT paboTaTh napauiebHO
c arenToM SNMPv3. TeM He MeHee, I1g 0o0ecTiedeHns
nojHoit 6e3onacHocTd SNMP arentsl SNMP vl u v2c
cJlelyeT OTKJIIOUMTb.

DTa BKJIaJIKa WCIIONb3YeTCs Il BKIIOUSHUS] WY OTKITIOUEHUS Pa3IMIHbIX
MPOTOKOJIOB CepBepa, NMpeaHa3HAYSHHBIX IS TIeYaTH, CIyK0 reyaT
u ynpapieHus. Cm. Tab6u. 4.13.

Ta6n. 4.13 Tpoune npoToKonbi (1 U3 2)

MapameTp

OnucaHue

Enable Print
Protocols

BkntoueHune nnum oTkoueHne ceTeBbIX MPOTOKONOB,
noanepxveaemMbix cepepom nevatu: IPX/SPX, AppleTalk,
DLC/LLC. Hanpumep, MoxeT notpe6oBaTbCs OTKAOUUTb
HEKOTOpPblE HEMCMNONb3yeMble NPOTOKOJbI ANA NPeAoTBpaLleHna
[0CTyna K MPUHTEPY C UX MOMOLLbIO.

CBeneHuna 0 ceTeBbIX Cpefiax, B KOTOPbIX UCMOJb3YHOTCA

3TV NPOTOKONbI, CM. B [nasa 1.

Mockonbky BcTpoeHHbI Web-cepBep ucnonb3ayet ana pabots
npotokon TCP/IP, 3TOT NPOTOKON OTKOUUTE HENb3A.

Enable Print
Services

BKntoYeHWe U OTKNOUYEHWE PasNIUUHBIX CIY)KO nevatu,
noaaepxunsaemMbix cepsepom: nopt 9100, LPD (Line Printer
Daemon), IPP (Internet Printing Protocol), FTP (File Transfer
Protocol). OTkntounTe Heucnonbsyemole cnyXobl Ans
npeAoTBpaLLeHNa A0CTyNa K NPUHTEPY C UX NOMOLLbHO.
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Ta6n. 4.13 Tpoune NpoOTOKONbI (2 U3 2)

MapameTp Onucanue

Enable BKJtOUEHWE MNW OTKIOYEHWUE MPOTOKONIOB 0BHAPY>KEHWUA YCTPOICTB,
Device noALEPXKMBAEMbIX CEPBEPOM NevaTu:

Discovery SLP (Service Location Protocol).

Ecnun npotokon BktOUeH (OTMeYeH Gpnarkok), cepsep nevartu

HP Jetdirect otnpasnaeT B ceTb naketsl SLP, ncnonbsyemble

MPUNOXEHUAMU ANA aBTOMATUUYECKOr0 0OHAPYKEHMUA U

YCTaHOBKM NpUHTEpA.

Mpu oTKNOYEHWM (CHATUM PnarkKa) nakeTbl SLP He oTnpasnatoTeA.
mDNS (multicast Domain Name System).

Ecnu aT10T napamMeTp BKIOUYEH (OTMEUEH), IOCTYMHbI CNyXXObi

Multicast Domain Name System (mDNS). Cny»6bl mDNS

00bIYHO NPUMEHSAIOTCA B HEOONbLUMX CETAX, B KOTOPbIX

He ucnonbayeTcs 0BbiuHbIA cepBep DNS, anA HasHaueHunA

IP-aapeca u onpeaenenua umer (Yepes nopt UDP 5353).
Multicast IPv4

Ecnu atoT napameTtp BKtOYEH (OTMEUEH), cepBep neyaru

GyneT oTNPaBnAThL U NONyYaTb MHOrOaAPECHbIE NaKeTbl

no npotokony IPv4.

Enable BkntoueHune unu oTknouYeHre ncnonb3oBaHua npotokona FTP
Management | ans o6HOBREHUS MUKPONPOrpaMMbl HA CEPBEPE NeyaTy.
Protocols Mpotokonbl Telnet FTP He AaBnAoTCA 3alUMLLEHHBIMU, MO3TOMY

nepesAaBaemble C UX MOMOLLbIO NapPoNK MOTYT BbiTb NepexBayeHsbl.
Bkntouenne unum otkntoyenHme RCFG — npoTtokona yaaneHHon
HacTpowku B ceTax IPX, ucnonb3yemoro ycrapesLimmu
npunoxxexuuamu aAnA Hactporku napametpos ceth Novell NetWare.
Otkntoyenune npotokona RCFG He noBnuAeT Ha pexxum npamMon
neyatv no npotokony IPX/SPX.

MpoTtokonel Telnet, RCFG 1 BO3MOXHOCTb 06HOBNEHUSA
MUKponporpaMmmbl No npotokony FTP pekoMeHAyeTCA OTKOUMUTb.

Wireless

DTa cCchUIKA CITY>KWUT IUIsl HACTPOWKHY IMapaMeTpoB 6€30MacHOCTH
OecripoBOIHEIX ceTell. Onumcanre GYHKIIMI 1 mapaMeTpoB cM. B Tabi. 4.3.

Network Statistics

DTa cTpaHULIa UCTIOJIb3YeTCs Ui OTOOpakeHKs 3HAaYeHU I cueTYnKa 1 Ipyroi
MHMOpPMAIMU O COCTOSIHUM, KOTOpas B TaHHbIM MOMEHT XpaHUTCSI Ha CepBepe
neyat HP Jetdirect. DTa nundopmaiyst o0bIYHO OBIBAET ITOJE3HOM IS
IMAarHOCTUKU HEIOJIaIoK, CBSI3aHHBIX C CEThIO UM CETEBBIM YCTPOMCTBOM.
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Protocol Info

Ha 3710ii cTpaHuIie NPUBOIUTCS CIIMCOK Pa3IMYHbIX TapaMeTPOB
KoHdurypaunu cetv Ha cepsepe nneuat HP Jetdirect mist Kaxkmoro mpoToxosa.
Hcnonb3yiiTe 3TU CIMCKY IJIS1 IPOBEPKU HY>KHBIX 3HAUEHMIA.

Configuration Page

Ha sroii cTpanunie noka3aH BuI cTpaHUIBl KoHburypannu HP Jetdirect,
KOTOpast CONEePKUT KPaTKyIo MHMOPMAIIMIO O COCTOSTHUN 1 KOHGUTYpalin
HP Jetdirect. Comepsknmoe 3TOi cTpaHUIIBI onrcaHo B [1aBa 9.

Jlpyrue cchlixu

Support

CseneHus1, oToOpaxkaeMble Ha CTpaHuUIle Support, 3aBUCIT OT 3HAYeHUIA,
HacTpoeHHBIX Ha BKianke Ctpanuma Support Info 8 MeHIo Other Settings.
B nndopmarum mo mognep:kKe MOXET OBITh YKa3aH HOMep TenedoHa Win
MMSI COTPYIHUKA OTIeIa TEXHIIEeCKOM ITOIIe PKKH, a TAKSKE CETEBEIE CCHUIKM
Ha CTpaHMIILI IPOAYKTOB M TeXHHMIeCKOM moamep:kku. Paznen Web-cchurok
00BIYHO BKITFOYAET CCHUIKM Ha CTPaHMIILI MHTePAKTUBHOM nommep:kku HP
U CTPaHMUILIBL, cofepKallue cBeaeHus o mponyktax HP (Heobxomum moctyrm
B UHTepHET).

HP Web Jetadmin

HP Web Jetadmin —aTo rnaBHbIit uHCTpyMeHT HP 1151 ynpaenenusi cereBsiMu
nepudepuitHBIMHA YCTPONCTBAMMI.

Ccouika Ha HP Web Jetadmin 6ynet orob6paxkaTtbcsi Ha CTpaHHUIIaX BCTPOEHHOTO
Web-cepBepa ToIbKO B TOM ciyydae, ecnu nmporpamma HP Web Jetadmin
obHapyXuya JaHHOE YCTPOMCTBO ¢ oMoIIbio cpeacTBa «Integration URL».
HP Web Jetadmin Mo>XHO MCTIOSIb30BaTh ISl peau3alii paciiMpeHHbIX
GbyHKIUH yripaBieHUsI 1JIsl STOTO U IPYTUX yCTPOICTB B CETH, TTOAKITIOUYEHHbBIX
K cepBepy nedatu HP Jetdirect.

HP Home

TIpenocraBasieT cchlIKy Ha M1aBHYI0 cTpaHuly Hewlett-Packard na Web-y3ne
HP (Heo6xomuMm moctyn Kk MHTepHeTy). Ilepexon 1o 3Toli CChlIKe TakxkKe
OCYIIECTBJISIETCS MPU HaxKaTuM Ha Jiorotun HP.
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Help

Ha ctpanuie Help Bxinanku Networking conepskutcst KpaTkuii 0630p
dyHkuuit BcrpoenHoro Web-cepepa HP Jetdirect. Ha crpanuiie Help
HMMEIOTCS CChIIKM Ha TOC/IeqHUEe CBeIeHs 0 BCTpoeHHOM Web-cepBepe
(Heobxonmum noctyn B UHTepHeT).
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HacTtpoiika neyatu ¢ ucnoJib3oBanueM LPD

BBenenue

Cepsep neuatu HP Jetdirect conepxut momyns LPD (Line Printer Daemon —
cinyk6a IMOCTPOYHOM TevyaT) WIS MOAIeP>KKU MOCTPOYHOM MevyaTu.

B Hacrosiieli rmaBe onuchiBaeTcs, Kak 3alaTh KOHPUTypaluio ceppepa
neyatu HP Jetdirect oy ncnonb3oBaHus B pa3IMYHbIX CUCTEMaX, KOTOpbIE
nomnepkuBatoT LPD-nieuats. [IprBeneHHbIE MTHCTPYKIIMKA OXBATHIBAIOT TEMBI:

® LPD B cucremax UNIX
m 3ananue KoHdurypaumu cucteM UNIX Ha 6aze BSD ¢ momompio LPD
m 3anaHue KOHOUTYpaluK ouepeieii meyaTu ¢ TOMOIIIbI0 yTUIuThl SAM
(cuctrembr HP-UX)
® LPD B cucremax Windows NT/2000
® LPD B cucremax Mac OS

MpumMeyaHue I omepallMOHHBIX CHCTEM, He TePEUMCICHHBIX BBIIIE,
obpaTuTech K IOCTaBIsSIEMO TOKYMEHTALlUU 1
9JIEKTPOHHOM cIpaBKe.

ITocnennue Bepcum Novell NetWare (NetWare 5.x ¢ NDPS
2.1 nnu 6osee Mo3aHEN BEpCUM ) OIS PKMBAIOT IIeYaTh
LPD. UHCcTpyKIMK U oanep>kKKy Mo YCTaHOBKE MOXKHO
HaWTW B NOKyMeHTaluu, npuaaraemoii K NetWare. Kpome
TOro, 06paTUTECh K TEXHUUECKOM TOKYMEHTALUN
(Technical Information Documentation, TID) na Web-y3ne
TeXHU4YecKoit monmepxxku Novell.

RUWW 156



Cayx6a LPD

Tepmun ciayx6a LPD (Line Printer Daemon) o603HayaeT poTOKOJI U
IporpaMMHoe obecreueHre, CBSI3aHHbIe C JUCTIETUEPOM OUepe I TOCTPOYHOM
rneyaTy, KOTOpPbIe MOTYT ObITh YCTAHOBJIEHBI WISl pa3nuyHbIX cucteM TCP/IP.

HekoTopble IMPOKO pacipoCTpaHeHHbIE CUCTEMBI, B KOTOPBIX CepBep IevaTh
HP Jetdirect nognepxxnBaer LPD Ha pyHKIIMOHAIBHOM YpOBHE, BKIIOYAIOT:

cuctemy UNIX yHuBepcurera bepkiu (BSD)
cuctemy HP-UX

Solaris

cuctemy IBM AIX

Linux

cuctemy Windows NT/2000
cucrtema Mac OS

B npumepax koudurypaumuu misg cucreMbl UNIX B HacTosiieM pasuene
ucnonb3yercs cuHTakcuce mist cucreM UNIX yHuBepcuteTa bepkiu (BSD).
CuHTaKCcuC ISl IPYTUX CUCTEM MOKET OTIMUaThest. CBeeHUsI O CUHTaKCUCe
IIJISL CTIONIb3YeMOM CUCTEMBbI CM. B JOKYMEHTALIUU K CUCTEME.

MpumeyaHue

dynkumn LPD moryT rcnionb3oBaThes B J1000#
peai3alyy 3TON CUCTEMbI, KOTOpasi COOTBETCTBYET
pexkoMeHmanuaM mokymenTa RFC 1179. Omaako
TIpoIlecC HACTPOMKM MUCTIETYEPOB OUepen TedyaTn
MOXeT oTinyaThes. MHbopMmaimio o KoOHOUTyprpoBaHUM
CHCTEMBI CM. B TOKYMEHTAIIUHN K Balllell cCCTeMe.

TIporpamMHoOe obecrieueHure u ipotokoi LPD BkitoyaroT cienyronye

KOMIIOHEHTBHI.
Tabn.5.1 TMporpammbl U npoToKonbl LPD
HassaHue HasHaueHune nporpaMmmel
nporpammbi
lpr Opranusauua ouepeaen 3afaHui Ha nevartb.
Ipg BblBOA Ha 3KpaH ovepeaen neyatu.
lprm YnaneHve 3aaaHui u3 ouepenen nevatv.
Ipc YnpasneHue oyepesnamu nevaru.
Ipd Mouck 1 neyatb pannos, ecnu yKasaHHbIA NPUHTEP
NOAKMIOYEH K cUCTEME.
Ecnu ykasaHHbIM NPUHTEP NOAKIIOYEH K APYron cUcTeme,
3TOT Npouecc nepegaet dannel npoueccy Ipd yaaneHHon
CUCTEMbI, U3 KOTOPOW AOMKHBI pacneyarbiBatbCcA Gpannbl.
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TpedoBanus no Hactpoiike LPD

TIpexxne yeM BbI cMoxXKeTe Kcroib3oBaTh LPD-neyats, Heo6xonmmMo
COOTBETCTBYIOIIMM 00pa3oM MOIKIIOUNTh IPUHTEP K CETU Yepe3 cepBep
neyat HP Jetdirect, a Takzke mojayuynTh MHGOpMaLIMIO O COCTOSIHUU cepBepa
neyaTy. DT1a ”HOOpMaLMs IPUBOIUTCS Ha CTpaHMLIe KOH(MUTYpalliu cepBepa
neuyat HP Jetdirect. Ecnu crpanuiia KoHdurypanum nmpuHTepa

He paclieyaThIBajach, HAliJUTe COOTBETCTBYIOIINE NHCTPYKIIUU

B PYKOBOJICTBE 110 YCTAHOBKE 000PYIOBaHUS IS UCIIOJIb3YEeMOTro cepBepa
MevyaTu WIK B TOKyMEHTAllMU IPUHTEPa, BXOISIIEi B KOMILIEKT ITOCTaBKMU.
Kpowme Toro, creayer ybenuThCs, UTO B BallleM PACIIOPSDKEHUU UMEIOTCS:

@ oIepaloHHas cucTeMa, MoaepsKuBarolas neyarb B pexkume LPD

@ [IOCTYII K CUCTeMe Ha ypOBHE MPUBWIETMPOBAHHOTO MOJIb30BaTens (root)
WK aIMUHKUCTpATOpa CETU

@ arnmnapaTHbIN agpec yCTPOMCTBa JIOKAJIbHON ceTH (MIKM apec CTaHIINM )
cepBepa nevatu. DTOT ajJpec IeyaTaeTcs BMecTe ¢ MHdopmMalmei
0 COCTOSIHUM cepBepa rnevyaTu Ha ctpaHule KoHdurypauuu HP Jetdirect
B popmare:

HARDWARE ADDRESS: XXXXXXXXXXXX,

rae X — mecTHanarepuyHas nuudpa (Hanpumep, 0001E6123ABC);

® IP-anpec HacTpoeH Ha cepBep neyatu HP Jetdirect.

00630p nactpoiiku LPD

st HacTpoiiku cepBepa neuatu HP Jetdirect Ha paboTy B pexxume cepBepa
nedaty LPD Heob6X0a1MO BBIIIOJTHUTD CIIeIyOIIe TeCTBHS.

1. Hacrpoiika mapameTrpoB npotokoja IP

2. Hacrpoiika ouepeneii meyatu

3. Tleuvartsb TecToBoOTrO (haiina

Huxe mpuBonsiTest moapobHble MHCTPYKIIAN TTO KaXKIOMY IIIary.

IHIar 1. Hacrpoiika napameTpos nporokoia IP

Jlng HacTpoliky mapameTpoB npoTokosna IP Ha cepBepe neuatu HP Jetdirect
cMm. [napa 3. JInsg nmojydeHus1 TOMOJHUATENbHBIX cBeleHuit o cetssm TCP/IP
cM. [punoxenne A.
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IIar 2. HacTpoiika ouepeneii meyaTu

Heob6xonnMo ycTaHOBUTH O4epe b IevaT 1Jisk KasKI0ro IpUHTepa WK SI3bIKa
nevatu (PCL wim PS), KoTophle ucmoib3yiores B cucteMme. Kpome Toro,
pasInyHble 0Yepeau JOKHBI ObITh OIpeneaeHbl 11 (opMaTUPOBAHHBIX U
HedopMaTUpOBaHHBIX ¢daiinoB. UMeHa ouepeneil TekCTOBEE U KOOOBHE
B CIeIyIoNuX IpuMepax (CM. rp tag) UMeIOT 0CoOble 3HAUEHMSI.

Ta6bn.5.2 TloagepmuBaeMble UMeHa ouepenaen

raw, rawl, raw2, raw3 He obpabarTbiBaetca
text, textl, text2, text3 nobaBnaeTcA CUMBOJ BO3BpaTa KapeTku
auto, autol, auto2, auto3 aBTOMaTUYEeCKHU

binps, binpsl, binps2, binps3 | binary PostScript

(ompenerigeTcd noJib30BaTesieM) | ONpeAenAaeTcA nonb3oBaTesiem, npu
HEeoBX0AMMOCTHM BKIIOUYAET KOMaH/HblEe
CTPOKM A0 U nocne nevyataembiX AaHHbIX

Cay:x6a nmocTpouHoii meyatu ceppepa rneyatu HP Jetdirect obpadaTriBaeT
TeKCTOBEHE JaHHbIe B ouepenn Kak HedopMmaTtupoBaHHbIi TeKCT ASCII n
nIo0aBiIsieT CUMBOJI IepeBoa CTPOKM IOC/Ie KaKI0i CTPOKH Iepes ee
MOChUIKOI Ha TipuHTep. (OOpaTUTe BHMMaHME, YTO ceiiuac paccMaTprBaeTCs
peKuM, IpY KOTOPOM KoMaH1a 3aBepiueHust ctpoku PCL (3HaueHue 2)
BBIIAETCSI B Hayajie 3adaHusl. )

Cry:x06a mocTpouHOii meyaTn oopabaThIBaeT JaHHbIE B 0Uepeand raw KakK
dopMaTtuposaHHbie daitnbl B popmaTtax PCL, PostScript unu HP-GL/2 n
OTIpaBJIsIeT JaHHbIe HA IPUHTEp 03 U3MEHEHMSI.

JlaHHBIE B o4epenr auto OyIyT aBTOMaTUUeCKU 00pabaThiBaThCs KakK
TEKCTOBbIE WU IBOUYHBIE, B 3aBUCUMOCTH OT TOI'O, UTO TpedyeTcs..

B ouepenu binps unrepnperatop PostScript BocipyHuMaeT 3agaHue
rneyaTy Kak IBOMYHBIEe naHHbIe PostScript.

JI71s1 oTipeieIeHHbIX T0JIh30BaTeIeM MMEH ouepeneil cirysk0a MocTpouHO
revyatu 106aBysieT onpeneaeHHbIe TT0JIb30BaTeIeM CTPOKHU 10 U ITOCIIe NaHHbBIX
nevaTy (onpenensieMble MoJib30BaTeIeM OYepe v eYaT MOTYT ObITh YCTaHOBJIEHBI
¢ nomortwio Telnet (CnaBa 3) wiu BcrpoeHHOoro Web-cepsepa (Inasa 4)).

Ecnu nmsa odyepenu otamdaeTcs oT onvcaHHLIX Boie, To HP Jetdirect
BOCIIPUHMMAET €ro Kak rawl.
HTar 3. Ilegats TecToBoro aiiia

Pacnieuaraiite TecToBbIii haiin, ncnonabdyst Komanasl LPD. MHcTpyKium
CM. B CITpaBKe CHUCTEMBI.

RUWW Hacrpoiika neuatu c ucnonbzoBanuem LPD 159



LPD B cucremax UNIX

3ananne KoHpurypamun odepeau nedatu aisa cucteM UNIX BSD

Otkpoiite daiin /etc/printcap o penaKTUPOBAHUS U BBEIUTE
clIeIyIollKe CTPOKU:

printer_ name|short_printer_name:\

t1p=:\

:rm=node_name:\
:rp=remote_printer_name_argument:\ (31ech HEOOXOIUMO
BBeCTH text, raw, binps, auto Wi umsl, onpeaeaeHHOe I0JIb30BaTeIeM )
:1f=/usr/spool/lpd/error_log_ filename:\
:sd=/usr/spool/lpd/printer_name:

rie printer_name ykasblBaeT IIPUHTEP IJIs MOJb30BATEN,

node_name yKa3blBaeT IPUHTEP B CETHU,
remote_printer_name_argument sgpisgercs o603HaueHUEM oYepeIn
nevyaru.

Il momyyeHus1 JOTOJIHUTEIbHBIX CBeIeHU 0 PyHKIIMM printcap M. CTpaHUILy
printcap cripaBKH, BbI3bIBAEMOI KOMaHIOM man.

IIpumep: 3amich B daiie printcap s npuaTepoB ASCII M TEKCTOBBIX IPUHTEPOB

1j1_text|textl:\

:1p=:\

:rm=laserjetl:\

rrp=text:\
:1f=/usr/spool/1lpd/1jl_text.log:\
:sd=/usr/spool/lpd/1jl_text:
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IIpumep: 3amuch B aiine printcap aias npunrepos PostScript, PCL u HP-GL/2

1j1_raw|rawl:\

:1p=:\

:rm=laserjetl:\

rrp=raw:\
:1f=/usr/spool/lpd/1jl_raw.log:\
:sd=/usr/spool/lpd/1jl_raw:

Ecnu npuHTep He mommep:KMBaeT pexKM aBTOMATHIECKOTO IePEKITIOUeHUS
mexny s3bikamu PostScript, PCL m HP-GL/2, To mis BeI60pa sI3bIKa
HCIIONB3YyiTe aHe b YIIpaBIeH!s IIpUHTepa (€Car TaKoBast IMeeTCsl)

WX BBIOEPUTE SI3BIK B MPIJIOKEHUN C IIOMOIIBI0O KOMaH]I, BCTpanBaeMBIX

B JaHHbIE ITeYaTu.

ITonp3oBarenu JOJI>KHBI 3HAaTh UME€Ha IIPUHTEPOB, TaK KaK ITPpH
HCIIOJIb30BaAaHMM KOMaH IM€YaT OHU OOJI>KHBI BBOOWUTH 3T UMECHA
B KOMaHIHOU CTPOKE.

Cospaiite Hanky mjd gucrieryepa ouyepeau rneyaTtu, Co3gaB COOTBETCTBYIOIIME
3aIrimcu. IlJ'ISI 9TOT'O B KOPHEBOM KaTaJIOI€ BBEIUTE!:

mkdir /usr/spool/lpd

cd /usr/spool/lpd

mkdir printer_name_1 printer_name_2

chown daemon printer_name_1 printer_name_2
chgrp daemon printer_name_1 printer_name_?2
chmod g+w printer_name_1 printer_name_2

roe printer_name_1 uprinter_name_2 — IPUHTEPHI, KOTOPHIE
TOJIKHBI OBITH TIOMEIIEHBI B OUepeb reyaT. MOoKHO TaKXKe MCIOJIb30BaTh
NUCTIeTYep ouepenn il HeCKOJIbKUX MPUHTEPOB. B mpuMepe HIzke
MTOKa3bIBAa€TCsI, KaK BBITIONHSIETCSI CO3IaHNe KaTaJloroB MUCIIeTYe pU3aliuu
13 KOMaHIHOM CTPOKU ISl IPUHTEPOB, UCTIOIb3YEMbIX IS TEKCTOBOM
(umu ASCII) meuatn, a Takke mist nedatu PCL wim PostScript.

IIpumep: Co3naHue NaNK| qUCTieTIEPa 09epeau MeYaTH 1)1 TEKCTOBBIX
npuaTepoB 1 npuatepoB PCL/PostScript

mkdir /usr/spool/lpd

cd /usr/spool/lpd

mkdir 1j1_text 1jl1_raw

chown daemon 1j1_text 1jl_raw
chgrp daemon 1j1_text 1jl_raw
chmod g+w 1jl1_text 1j1_raw
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Hacrpoiika ouepeneii neyatu ¢ ucnoyb3osanueM SAM (cucremsl HP-UX)

B cucremax HP-UX moxxHO ricnionb3oBath yTuiauTy SAM mist HacTpoWKu
yIaJeHHbIX ouepeneii meyaTu mjisi Bbisoaa ¢aitnos TekctoBbix (ASCII)
i KonoBwix (PCL, PostScript unm npyrux si3pIKOB Tie4aTH).

Ilepen 3amyckom yrunutsl SAM Boibepute [P-anpec mist cepepa reyatu
HP Jetdirect u co3paiite mist Hero 3anuch B daiine /etc/hosts
KOMIIbIOTepa, paboTaromero B cucreme HP-UX.

1. 3amycrute ytunuty SAM B MpUBUIETMPOBAHHOM PEXXKUME.
Bri6epute Ilepudepuiinbie ycTpoiicTBa 13 21a6H020 MEHIO.
Bri6epute Ilpunrepsi/ILnorTepsl 13 MeHro Ilepugeputinvie ycmpoticmea.

Bri6epute Ilpunrepsi/ILnorTepst u3 Mmenro [Ipunmeposi/ILiommepeoi.

AN

Bribepute /Io6aBuTh yiajeHHblIi IPUHTEP U3 CTIcKa Jelicmeus, TIocIe
Yyero BeIOepUTe UMsI IPUHTEPA.

IIpumep: my_printer wmnu printerl
6. BbibepuTe UMs ynaJeHHOI CCTEMBbI.
IIpumep: jetdirectl (ums y3na cepBepa reyatu HP Jetdirect)

7. BribepuTe MMS TUCTAHIIMOHHOTO IPUHTEPA.

Beemnte Tvn text mig ASCII wm raw g dopmatos PostScript, PCL

mwm HP-GL/2.

BBemute auto mas aBTOMaTUYECKOIO BhIOOpaA CIy>K0O0M MOCTPOUHOM
[eYarTu.

Benute binps, yToObI JaTh KOMaHIy UHTepIpeTaTopy PostScript
BOCIIpPMHMMATh 3alaH1e TleyaT! KaK IBOMYHBIE TaHHBIe PostScript.

BBC,[[I/ITC nMAa OHpeHeHeHHOfI IIOJIB30BATECJIEM OUYCPECIN IJId no0aBIeHUS
OIIPE€OCICHHLBIX ITOJIB30BATE/IEM CTPOK JO I/I/I/IJ'II/I IIOCJIC TaHHBIX II€YaTUu
(OHpe,I[eJ'IHEMbIe IIOJIB30BAaTCIEM OUECPCIU II€YaT MOTYT OBITb

ycTaHOBJEHHI ¢ ToMolibio Telnet, [naBa 2 unu BctpoeHHoro Web-cepsepa

Inapa 4).

8. TIpomepbTe, HaIMUKE yoaJleHHOTO TIpuHTEpa B cucteme BSD.
Heob6xonumo BBecTH Y.

9. Haxmure kHonKy OK B HIKHe# yacTu MeHro. Ecniu HacTpolika npoiaeT

YCIICIHO, IMporpaMMa pacredyaracr coo0l1ieHune:

I[IpuHTED nobaBJieH W TOTOB IIOPVMHMMATE 3allpPOCEH
Ha TIiedaThb.
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10. Haxxmute xHonky OK u Beibepute BolitTi 13 MeH0 Crucok.

11. Beibepute BoliiTH M3 yTHIMTBI Sam.

MpumeyaHue Ilo ymonuanuto Ipsched He ucnosnb3yercst. [Ipu ycraHoBKe

o4yepenu rneyaTtu HE 3a6y;[LTe BKIIIOUMUTDH IJIaHUPOBIIUK.

ITeyats TecToBOrO (haiina

Jl7151 TpOBepKU MPAaBUILHOCTY MOIKIIOUEHUS IPUHTEPA U CepBepa IeyaTh
pacrnieuaraiiTe TeCTOBBIN (aiin.

1.

B cTpoke cucTteMHOro 3ampoca BBeIUTe:
lpr -Pprinter_name file_name

roe printer_name 3agaeT NpUHTEp, a £ 11e_name — daiin, KoTophlit
IOJI3KEeH OBITH pacrieyaTaH.

IIpumepsi (1151 cuctem BSD):

TexcroBblii paitn: 1pr -Ptextl textfile
daiin PCL: 1pr -Prawl pclfile.pcl
®daiin PostScript: 1pr -Prawl psfile.ps
daiin HP-GL/2: 1pr -Prawl hpglfile.hpg

s cucmem HP-UX samenume 1p -d ua 1lpr -P.

Jlg BeIBOJA JaHHBIX COCTOSIHMS IpuHTepa Ha 3anpoc UNIX BBenuTe:
lpg -Pprinter_name

rne printer_name 3amgaeT IpUHTED.

IIpumepsi (1151 cuctem BSD):

1pg -Ptextl
1lpg -Prawl

s cucmem HP-UX samenume 1 pstat wa lpg - P 0as noayuenus OanHuix
COCIMOSIHUSL.

Ha sroM niponiecc HacTpoliku cepBepa neuat HP Jetdirect nist ncnonb3oBaHust
¢ LPD 3akanuuBaercs.
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LPD B cucremax Windows NT/2000

B Hacros1eM pasnene onuchbiBaeTcs, Kak 3a1aBaTb KOHOUTYPALMIO ceTei
Windows NT/2000 mist ucnonb3oBanust HP Jetdirect LPD (cmyx651
MOCTPOYHOI MeyaTH).

DTa Tpoleaypa COCTOUT U3 IBYX YaCTeil:

® ycrtaHoBKa nporpammHoro obecrieueHust TCP/IP (ecnu oHo eiie
He yCTaHOBJIEHO)
@ HacTpolika ceTeBoro npuHrepa LPD

Ycranoska nporpammuoro ooecnedennsi TCP/IP (Windows NT)

DTa npoleaypa no3BoJsieT MPOBEPUTh, ycTaHOBJEeH Jin rpoTokon TCP/IP
B ncrionb3yemoit Bamu cucteme Windows NT, u mpu Heo6XoaguMocT
BBITIOJIHUTh YCTAHOBKY.

MpumeyaHue [lnsycraHosku koMmrnoHeHToB TCP/IP MoryT motpe6oBaThest
Gaiinbl ycTaHOBOYHOTO KOMIUIEKTa cucteMbl Windows uinu
YCTaHOBOYHBIE KOMITaKT-IHCKU.

1. JIyig mpoBepKH TOro, MOAAePKUBAETCS JIA MPOTOKOJ Teuyatu Microsoft
TCP/IP n nieuats B pexxuume TCP/IP, BeimoaHuTe caenyromnme neiicTBUS.

m Windows 2000: Beibepute Ilyck, Hactpoiika, [1anens ynpapiieHus.
3aTtem oTKpoiiTe nanky CeTb H yAaJeHHbI T0cTyN K ceTH. BribepuTe
17151 cBoeit cetn mapameTp Iloaxk.modyenue mo JoOKaJbHOM ceTH, a 3aTeM
BeIOepUTEe KoMaHy CBoiicTBa.

Ecnu untepreT-nporokon (TCP/IP) ykazaH 1 BKJIFOUEH B CITMCOK
KOMITOHEHTOB, KOTOPbI€ UCITONB3YIOTCS B TAaHHOM COE€IMHEHUH,

TO He0OXoaMMOe TporpaMMHOe obecriedeHne yXKe YCTaHOBJIEHO.
(TMepetinuTe K pasneny «HacTpoiika ceTreBoro npuHTepa uist paboThl

¢ KoMmInbloTepamu nion ynpasieHreMm Windows 2000»). B mpoTtusHOM
cilyyae repeianre K mary 2.

m NT 4.0: naxxmure kHonKy Ilyck, Beioepute meHio Hactpoiika, a 3aTem —
ITanenns ynpasienus. Bei6epute komanny CeThb ISl BRIBOIA Ha 9KpaH
nuanoroporo okHa Ceme.

Ecnu nporokon TCP/IP ykazan Ha Bkianake IIpoTokosl 1 omniiuyst
«ITeuats Microsoft TCP/IP» nmpuBeneHa Ha Bkiagke CiayxKoObl,
HeobXxoIuMoe mporpaMMHOe obecIieueHre y:Ke YCTaHOBJIEHO

B cucteMme. (Ilepelinure K pazneny «Hactpoiika ceTeBoro npuHTepa

17151 paboThl ¢ KoMnbloTepaMu non yrpasiaeHreM Windows NT 4.0».)
B npoTuBHOM ciayyae nepeiinuTe K mary 2.
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2.  Ecau nmporpaMmHoe obecriedeHre He ObIJI0 YCTaHOBJIEHO paHee:

m Windows 2000: B okHe ITo0karouenue no 10KaibHoli cemu - ceolicmea
BLIOEpUTE KOMaHIy YCTaHOBUThb. B okHe Boibop muna cemesoeo
xomnonenma Boibepute IIpoToKos 1 HaXKMHUTE KHOIIKY J100aBHUTD,
yTo06bI 100aBuThH IIpoTokon TCP/IP.

CrenyiiTe MHCTPYKUUAM Ha 9KpaHe.

m NT 4.0: HaxxmuTe KHONKY Jl00aBUTh Ha KaxXK10i BKJIagKe M yCTAHOBUTE
cayx6n1 IIporokoa TCP/IP u Ilewats Microsoft TCP/IP.

CrnemyiiTe HHCTPYKIIUSIM Ha KpaHe.

BBenute nmoHbIi yTh K daitnam quctpubdytrea Windows NT npu
TIOSIBJIEHUY COOTBETCTBYIOIIETO 3arpoca (BaM MOXeT MTOHaT00UThCsI
KOMITaKT-IUCK 17151 pabodeit ctanium uinu cepeepa Windows NT).

3. Bsenure 3HaueHus kKondurypanuu TCP/IP mis kommbioTepa.

m Windows 2000: Ha Bxitanke O6mme okHa [lo0karouenue no n10kaibHot
cemu - ceéoticmea, Beibepute IIporokon TCP/IP 1 HaxkMuTe
kHOTKYy CBoOlicTBA.

m B NT 4.0 moryT aBTOMaTH4eCKH 3aIIpallliBaThHCS 3HAUCHMS
koHburypanuu npotokona TCP/IP. B mpoTtrBHOM ciiyyae oTKpoiiTe
Bki1anky IIporokossi B okHe Cemu u Boibepute [Iporokon TCP/IP.
3areM HaxxmuTe KHOMKY CBoiicTBa.

Ecau Bl HacTpauBaere cepBep Windows, B COOTBETCTBYIOILINX MOJSX
BBenute [P-ampec, ampec 1U103a MO0 yMOTYaHUIO YU MacKy TTOACETHU.

IIpu HacTpoiike kimenTta NT y3HaliTe y CHCTEMHOIO aIMIHUCTPATOPAa,
IIOJKHA JIX OBITh BKIIFOUeHA aBTOMAaTHYeCcKast KOHDUTYpalus IpoTOKOJIa
TCP/IP, a Takke Hy>XKHO JI1 BBOIUTH B COOTBETCTBYIOIIIME ITOJIS
cratndeckuii IP-agpec, agpec momo3a mo yMordaHUIO M MacKy IOJMICETH.

4. Haxwmmute xHonky OK 111 BeIXOa.

5. Ilpwu 3ampoce BeiiauTe 13 Windows 1 mepe3amycTUTe KOMIILIOTED,
4TOOBI U3MEHEHUS BCTYIWIN B CUTTY.
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HacTpoiika ceTeBoro npuHTepa Jjist padboThl ¢ KOMIbIOTEpaMH
noz ynpasjenueM Windows 2000

HacTtpoiite npuHTEp MO yMOJIYAHUIO, BHIIOIHUB CIeIyIOIIe NeiCTBYS.

IIpoBeprTe, ycTaHOBIEHBI 1M cIy:K0bI Print Services misg Unix
(Tpebyetcs Hanumuue rmopta LPR).

a. Haxwure Ilyck, Hacrpoiika, a 3atrem — [lanens ynpaBieHus.
Otkpoiite nmanky CeTb H yIaJeHHbIH T0CTYI K CETH.

b. Ortkpoiite MeHI0 /IonoJHUTENBHO 1 BHIOEPUTE ITapaMeTp
JIonoJIHUTE IbHBIE CETEBbIE KOMIOHEHTDI.

c. Bnibepurte u BkiItounTe mapametp JApyrue ciiyk0bl J0cTyna K ¢aiiiam
W MIPUHTEPAM B CETH.

d. Haxwmure kHonky CocraB 1 yoenuTech, YTO BKIIIOUEH ITapaMeTp
Cuyx0b1 nedat 1ns Unix. Eciv oH He BKIIIOUEH — BKIIIOUUTE €rO.

e. Haxwmure kHonky OK, a 3atem — /lanee.

Ortkporite nmanky Ipunrepsl (Haxkmute KHONKY IIyck, BbIOEpUTE MYHKT
Hacrpoiika, a 3aTem — IIpunTepsr).

JIBaxk bl IIEIKHUTE HA 3HauKe YcTaHoBKa mpuHTepa. Ha riepBoM skpaHe
MIpOrpaMMbl YCTAHOBKM IIPUHTEpa Ha>KMUTe KHOMKY Jlajee.

Bri6epute JIokabHblii HIPUHTEP U OTKITIOUNTE aBTOMATUUECKUIA TIOMCK
yctaHOBKHM IipuHTepa Plug and Play. Haxkmute kHomiky /lanee.

Bri6epute Co3znatb HOBbII mopT, a 3aTeM — Ilopt LPR. Haxkmute
KHOIIKY /lajee.

B oxne Jlobasrenue LPR-coemecmumozo npunmepa.
a. Beemute uMst DNS wmm IP-anpec cepBepa nneuat HP Jetdirect;

b. Jlig uMeHM MpUHTEpa WK ouepear MedaT Ha cepBepe mevatu
HP Jetdirect BBenuTe (CTpOoUHBIMU OyKBaMM) raw, text, auto, binps
WJIM YMsI OTIpeIeIEeHHO IoIb30oBaTesieM ouepeau reyaTt (KoTopast
MOKET OBITh yCTAHOBJIEHA C TIOMOIIBIO BcTpoeHHOro Web-cepBepa.
Cwm. ['naBa 4).

c. 3areM Haxxmute KHonky OK.
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MpumeuaHue Cepsep neuatu HP Jetdirect paccMaTpuBaeT TeKCTOBbBIE

10.

11.

12.

13.

daiinbl Kak HepopMaTrpoBaHHbIN TeKeT i daitnbt ASCII.
daiinbl TUMA «rawy SBJISIIOTCS 0T(HOPMATUPOBAHHBIMU
aitnamu Ha si3bikax npuHTepa PCL, PostScript unmu HP-GL/2.

Ecau tun ouepenu — binps, uatepnperatop PostScript
MoJyyaeT KOMaHIy BOCIIpPUHUMATD 3aJlaHKe TevaTu
KakK IBOMYHBIe maHHBIe PostScript.

J[7151 TPEXTIOPTOBOTO BHEIIHETO CEpBepa rMevaTu
HP Jetdirect no6aBbTe K UMEHU HOMED ITOpTa
(Hampumep, rawl, raw2 Wi raw3).

BribepuTe mpousBoguTenst u Moaeb mpuHTepa. (Ipu HeobXomuMocTH
HaXKMHUTE KHOTIKY Y CTaHOBUTDH € JUCKA W CIIEIyiiTe MHCTPYKIIUSIM
Ha 9KpaHe IJIs1 YCTAaHOBKU IpaiiBepa mpuHTepa.) Haskmure KHOTIKY Janee.

I1pwu 3anpoce BEIOEpUTE TTapaMeTp TSI COXpaHEHUS CYIIECTBYIOIIIETO
npaiiBepa. Haxkmure kaonky lanee.

BBennte uMs IprHTEpa U yKaXkKUTe, TOJIKEH JIN OH MCITOJIb30BaThCS
KakK MPpUHTep Mo ymomuaHuto. Haxkmure kHomky lanee.

Yxaxure, TOJDKEH JIX 3TOT MPUHTEP OBITH JOCTYIIEH C JTF0O0T0
KoMIIbloTepa. B ciydae, ecnv oH OyneT HOCTYIIEH BCeM, YKaXKUTe o01ee
UMsl, KoTopoe OyIyT UCTIONb30BaTh Ipyrue nojb3oparenn. Haxkmure
KkHOTKY Jlanee.

ITpu He06XO0TUMOCTH BBEIUTE MECTOIOIOKEHME 1 IPYTYI0 HHDOPMAITIIO
IUIsl TaHHOTO MpuHTepa. Haxkmute kKHOMKY Jlasee.

Yxaxure, Hy>KHO JIM pacriedyaTbiBaTh TECTOBYIO CTPAHUILy Y HAXKMUTE
kHOTKY Jlanee.

Haxxmute KHOIIKY FOTOBO, 4TOOBI 3aKpPbITb OKHO MacCTepa.
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HacTpoiika ceTeBoro npuHTepa Jjist padboThl ¢ KOMIbIOTEpaMH
nox ynpasjendeM Windows NT 4.0

B cucreme Ha 6aze Windows NT 4.0 3agaiiTe mpuHTEp 110 yMOJIYaHUIO,
BBITIOJIHUB CIIEAYIOLINE NeCTBUSI.

1. HaxwmwuTte kHonKy Ilyck, BbIOepHUTe MOCIEeN0BAaTEIbHO KOMAaHIbI
Hacrpoiika u Ilpunrepsl. OTKpoeTtcst okHO IIpunmepol.

JIBaxk bl 1IEJKHUTE Ha 3HaUYKe Y CTAaHOBKA NMPUHTEPA.
Bri6epute JloKaabHblil NpUHTEP U HAXKMUTE KHONKY Jlamee.
Bri6epute KoMaHmy J100aBUTh HOPT.

Bri6epute nmapametp Ilopr LPR, 3atem — Hosblii mopr.

AN

B none Ums unu adpec LPD-cepsepa BBenute IP-anpec iy nms
DNS-ceppepa neuatu HP Jetdirect.

MpumeyaHne Kiuents NT moryT BBecTr [P-anpec wim umst cepsepa NT,
HacTpOeHHOro Ha nedath LPD.

7. B mnone Ums npunmepa uru ouepedu newamu na cepeepe HP Jetdirect
BBeIUTE (CTPOUYHBIMM OYKBaMHU) raw, text, binps, auto uim nmsa
oIpeeeHHOM MOIb30BaTelIeM ouepenu eyat (KOTopast MOXeT ObITh
yCTaHOBJIEHA C TIOMOIIIbIO0 BCTpoeHHOro Web-cepBepa.

Cwm. 'naBa 4). 3atem Haxkmute kHonKy OK.

Cepsep neyatu HP Jetdirect o6pabartbiBaeT mexcmosgoie paitnbl Kak
HedopMaTupoBaHHbIM TeKCT uian daiinbl ASCII. daiinbl Tna raw
SIBJISIIOTCS 0oTPOpMaTHpOBaHHBIMU aliaMu Ha si3bikax npuHTepa PCL,
PostScript mim HP-GL/2. Ecau Tun ouepenu — binps, MHTEpIIpeTaTOp
PostScript mosydyaeT KoMaH1y BOCIIpMHUMATh 3aaHue IeyaTu

KakK IBOMWYHBIe JaHHbIe PostScript.

MpumeyaHue ]lis TpeXMOPTOBOrO BHEILIHETO CEpBepa MevaTu
HP Jetdirect no6aBbTe K MMEHN HOMeEp IOpTa
(Hammpumep, rawl, raw2 Wim raw3).

8. TlpoBeprbTe, BHIOpAH JM NOPT B CIIUCKE JOCTYIHBIX TOPTOB B OKHE
Yemanosexa npunmepa, 3atem menkaute Jdanee.

9. BblnoaHuUTe najabHEHIIe UHCTPYKIIUH, TTOSIBIISIIOIIMECS] Ha SKpaHe,
ISl 3aBepLIEHKUS] KOHPUTypaLuu.
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IIpoBepKa HaCTPOWKH

B cpene Windows NT pacrnieuaraiite paiin u3 1ro060ro npuioxKeHus.
Ecau ¢aiin neuataeTcs mpaBmIbHO, HACTPOIKa IIPOU3BeeHA YCIIEIIHO.

Ecnu 3agaHye Ha mevyaTh He BBHINOJIHSETCS, MONPpoOyliTe pacrnedyaTaTh (aiin
n3 cpensl DOS, ucnonb3ys clenyrolyo KOMaHIy:

lpr -S<ipaddress> -P<queuename> filename

roe ipaddress — IP-agpec cepBepa neuatu, queuename 3a1aeT
crnenrduKanuio «<rawy (IBOMYHBIN ) WK «texty (TeKCTOBBIN), a £ 11 ename —
nMg daiina, KoTopblii HeobxonuMo pacriedatatb. Ecim daiin nmeyaraercs
NpaBWILHO, HACTpOIiKa 3aBeplleHa ycremHo. Eciu ¢aiin He nmeyaTaercst
WIM TIeYaTaeTcsl HelpaBUabHO, CM. I'1aBa 8.

ITeyats u3 KmenroB Windows

Ecau npunrtep LPD Ha cepepe NT/2000 siBnsieTcst COBMECTHO
WCTIONb3yEeMbIM TIPUHTEPOM, KIMeHThl Windows MOTYT MoJcOoe NMHUTHCS

k ipuHTepy Ha cepepe NT/2000, ucrionb3yst yrunuty Windows «Y cTaHOBUTB
MIPUHTEP», KOTOpast HAXoOUTCA B Tamnke «[ IpuHTepbI».

LPD B cucremax noa ynpanjienueM Windows XP

B HacrosiieM pa3nene onmuchiBaeTCsl, Kak 3a1aBaTh KOHGUIYpaIUO ceTei
Windows XP nns1 ucrionb3oBanus cinyxk6 HP Jetdirect LPD (ciy»x6
MOCTPOYHOI MeyaTH).

DTa mpoleaypa COCTOUT U3 IBYX YacCTeii:

® JlobGaBneHue JOMOJHUTEIBHBIX CeTeBbIX KOMITIOHeHTOB Windows
@ HacTpolika ceTeBoro npuHrtepa LPD

Jlo0aBJeHNe NOMOHHTEILHBIX CeTeBbIX KOMIIOHEHTOB Windows

1. Haxwmwute kHornky Ilyck.
Bri6epute myHKT Ilanens ynpasiaenus.
Otkpoiite KoMnoHeHT CeThb 1 noak/oYeHus K Vinrepuery.

lenkuuTe Ha 3Hauke CeTeBble MOAKIIOYEHHS.

A I

Otkpoiite MeH:0 JlomoHuTEIbHO. B packphiBarollieMcsl CIIMCcKe BEIOepUTE
IMyHKT JI0NOJIHUTE/IbHBIE CETEBbIE KOMIIOHEHTBI.

RUWW Hacrpoiika neuatu c ucnonbszoBanuem LPD 169



Ot1MmeTbTe diakok Jpyrue ciyK0bl JocTyna K (haiiiaM ¥ mpuHTEpam

B ceTH 11 HaxkmuTte KHONKY Jlanee. (Ecinu nepen kHonkoii /lanee HaxkaTh
kHorKy Cocra, OyIeT BLIBEIEHO OKHO, CofepKaliee KOMIOHEHT « CITysKObI
nevatu mis1 UNIX».) byner mokasaH CiicoK ycTaHaBIMBaeMbIX paiiioB.

3akpoiite okHO «CeTeBble MOOKI04YeHsI». Tenepb B okHe CBoiicTBa IPUHTEPA
npu Beibope Iloptel, lo6aBienue nopra noctynHo 3HayeHune «LPR porty.

Hactpoiika ceteBoro npuntepa LPD

o0asienue npuntepa LPD

1.

Otkporite nmanky Ilpunrepbl (Haxkmute KHONKY IIyckK, BbIOEpHUTE MYHKT
«Hacrpoiika», a 3arem — IIpunTepbl U hakcebl).

Bribepute koMaHy YcTaHOBUTb pUHTEP. B oKHe MpuBeTCTBUS MacTepa
YCTaHOBKU TMPUHTepa HakMuTe KHOMKY Jlanee.

Bri6epute JlokaabHblii IPUHTEP U 0mKAi04UIe aBTOMATUYECKOE OTIpeiesieHre
M yctaHoBKYy nipuHTepa Plug and Play. Haxxmute kHonky lanee.

Bri6epute komaHmy Co3aaTh HOBBIi MOPT, a B PACKPHIBAIOILIEMCS CIICKE
peibepuTe 3HaueHue Ilopr LPR. Haxkxmute kHonky Jlajee.

B okne «Jlob6apnenue LPR-coBMecTMMOro npuHTepa» BHITIOJHUTE
cleayoliue necTBusl.

a. Beemute umg DNS (Domain Name System) wiu IP-anpec cepBepa
nevatu HP Jetdirect.

b. Baemure (cTpoyHBIMU OyKBaMM) UMS OUYepenM IeyaTu cepBepa
HP Jetdirect (Hanpumep: raw, text, auto wii binps).

c. Haxwmure kHonky OK.

Bribepute nsrorosutenst u Moaeab npuHTepa. (ITpu HeobxoguMocTH
HaXKMUTE KHOIKY YCTAHOBUTH C JUCKA U CJIeayiiTe MHCTPYKLIUSIM
Ha DKpaHe IIJ1s1 yCTaHOBKM ApaliBepa mpuHTepa.) HaxkMmure kHonky Jdanee.

ITpu 3anpoce HaxkMuTe KHOMKY Jla 1St cCOXpaHeHUsI CyIECTBYIOLIErO
npaiiBepa. Haxkmure kHonky Jlajee.

BBenuTe uMst mprHTEpa U NPY HEOOXOAUMOCTH YKAKUTE, UTO €ro CleayeT
HCMOJIb30BaTh Mo yMomyaHuoo. Haxkmute kHonKy dajee.

Ykaxure, clieyeT JI1 IPeIoCTaBISITh COBMECMHbLI 00cmyn K JaHHOMY
MpuHTepY (HaIpMep, B TOM Cllydae, eCJIM JaHHbI KOMITbIOTED SIBJISIETCS
cepBepoM reyaTn ). [Ipu npenocTapieHUY COBMECTHOT'O TOCTYIa YKasKUTe
o011ee nMs1, KOTopoe OYIyT UCIIONb30BaTh Ipyrue Mob30BaTeu.
Haxmute kHoniky danee.
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10.

11.

12.

I1pn He0O6X0IMMOCTH BBEIUTE MECTOMONOXKEHME U IPYTyI0 MH(MOPMAIIIIO
1 faHHoro npuHTepa. Haxkmure kHonky Jlajee.

Jl1g TeyaTy TECTOBOM CTpaHMIIbI HaxKMUTe KHOTIKY /la, a 3aTeM —
KHOIKY /lanee.

Haxmute kHonky I'oToB0, YTOOBI 3aKPHITH OKHO MacTepa.

Co3nanne nopra LPR 119 ycTaHOBJIEHHOr0 NPUHTEPA

Haxxmute xHonky Ilyck n Beibepute myHKT IlpunTepnl n akchl.

IIenkHUTE TIpaBOif KHOTIKOM MBIIIM Ha 3HAYKe MPUHTEpPA 1 BEIOEpUTE
B KOHTEKCTHOM MeHI0 KoMaHy CBoiicTBa.

OTkpoiite BKIaaky ITopTel 1 HaxkMUTe KHOMKY Jl00aBUTH MOPT.
Bri6epute Hosiii mopt, a 3ateMm — IlopT LPR.

B nione Ums uau adpec LPD-cepsepa BBenute umss DNS unu [P-anpec
cepBepa neyat HP Jetdirect.

B nuanoroBoM okHe HMms npunmepa uau ouepedu newamu Ha cepgepe
BBeaUTe (CTPOYHBIMU OYKBaMM) UMST OUepein TieuaTH cepBepa

HP Jetdirect (HammpumMep: raw, text, auto, binps wm nMms,
orpeeseHHOe TTOJIb30BaTesIeM).

Haxxvute xronky OK.

Haxxmute kHOTIKY 3aKpbITh, a 3aTeM — KHOTIKY OK, 4TOOBI 3aKpHITH OKHO
CBOWCTB IIpUHTEpA.
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LPD B cucremax Mac OS

g monnep>xku IP-neyatn Ha KoMMbIOTepax, paboTAOIIMX MO yITpaBJIieHEM
OIHOI U3 MepPeYnCIeHHbIX HUXKE OTepallMOHHbBIX CUCTEM, TpebyeTcst
LaserWriter 8 Bepcuu 8.5.1 mu 6ojee TTo3aHENH:

® Mac OS Bepcuu 8.1 wiu 6osee nmo3aHel Bepcun
® Mac OS Bepcuu ot 7.5 1o 7.6.1

® Desktop Printer Utility Bepcun 1.0 nnu 60s1ee nmo3aHeit Bepcun

MpumeyvaHue IP-neyath Ha LaserWriter 8 HeBo3MokHa B cpene Mac OS
Bepcuu 8.0.

IIpucsoenue IP-anpeca

IIpexxne yem Bl cMOXeTe HacTpouThb TipuHTep misi LPR-meuaTtu, cnemyer
MIPUCBOUTD TIPUHTEPY Wi cepBepy neyaTtul [P-anpec. [{ns 3ananus [P-anpeca
UCTIONB3YiTe cnyxkebHyro mporpammy HP LaserJet.

1. B manke HP LaserJet npaxxnn! menkante Ha HP LaserJet Utility.
2. Haxmwure kHotiKy Hactpoiika.

3. W3 npokpyunBaemoro cnucka Beibepute TCP/IP u HaxkmuTe
KHOTIKY PeakTupoBaTh.

4. BobibepuTte Hy>KHYIO ONIIMI0. MOXHO aBTOMaTUYEeCKHU MOTYyUNTh
koHwurypanuto TCP/IP ¢ ceppepoB DHCP wniu BOOTP vnu ke 3anatb
koHurypaunio TCP/IP Bpyunyio.
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Hactpoiika Mac OS

Jlng 3agaHus KoHUrypauun KommbioTepa 151 LPR-nmeyaTtu BeInonHuTe
clieyroliue neMcTBus.

1.
2.

3anyctute cinyxxkebHyro nporpammy Desktop Printer.
Bri6epute Printer (LPR) 1 Haxkmute kHOnKy OK.

B paznene PostScript Printer Description (PPD) File HaxkMuTe KHOTIKY
Change... u Boibepute PPD mnst cBoero mpuHTepa.

B paznene Internet Printer wn LPR Printer, B 3aBUCHMOCTH OT UCIIOJIb3YeMOI
Bepcuu nporpammbl Desktop Printer, Haskmute kHOTiKy Change....

Beenute [P-anpec npuHTEepa uiam uMs nomeHa B rione Printer Address.

BBC,[[I/ITC nMs ouepeaun, €CJIM TaKOBOE UCITOJIb3YCTCS. Ecmm HET, OCTaBbTC
9TO IIOJIE ITYCTBIM.

MpumeuyaHue Hmenem ouepenu OObIYHO sIBIsIETCS raw. [lpyrue

10.

11.

IOTTyCTUMBbIE UMeHa ouepeneil — text, binps, auto
WM UMSI Ouepen, orpeneeHHOe Mob30BaTeIeM
(ompenensieMble TIOJIb30BaTEIeM OUepeny reyaTu MOTYT
OBITh YCTaHOBJIEHBI C TTOMOIIIbIO Telnet nam BCTpOEHHOTO
Web-cepsepa. Cm. [1ara 4).

Ilng TpexnopToBoro BHelrHero cepsepa redyat HP Jetdirect
no6aBbTe K MMEHU HOMeD ITopTa (HampuMmep, rawl, raw2
WId raw3).

Haxxmute kHOMKy Verify, uTo6b1 yOeAMTHCS, UTO MPUHTEP HAlICH.

Haxmute kHonky OK unu Create B 3aBUCMMOCTH OT MCITOJIb3yeMOM
Bepcum ciay:KebHoi nporpaMmbl Desktop Printer.

Ortkpotite MeHto File 1 Be16eprTe Save niu UCTIONB3YHTE TUATIOT
COXpaHEHMS B 3aBUCUMOCTH OT MCTIOIb3yeMOI BepCUHU CTy>KeOHO
nporpaMmbl Desktop Printer.

BBenuTe nMs 1 pacrioioxkeHre 3HaYKa TpUHTepa 1 HaskMuTe KHOTIKY OK.
HMMeHeM, UCTIOIB3yeMBbIM 10 YMOJTYaHMIO, siBJIsieTcs IP-anpec mpuHTepa,
a3HaYOK IPUHTePa IT0 YMOJTYaHMIO pacIiojiaraeTcst Ha paboveM CTojIe 9KpaHa.

Brliinyre U3 mporpaMMsl.

Jlnst momyyeHus HoBelinelt nHdopMaluu o6 rcronb3oBaHuu cnyx6 HP Jetdirect
LPD u3 cucrem Mac OS otkpoiite pa3nen «LPR printing» Ha Web-y3ne «Apple
Computer's Tech Info Library» (bubnuoTteka KOMITbIOTEpPHOI TEXHUYECKOM
nmokyMmeHTanmu Apple) mo ampecy http://til.info.apple.com.
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IIeyaTs mo mporokoay FTP

BBenenue

FTP (File Transfer Protocol, mpoTokon nepenaun ¢daitios) spiasercs
6a3MCHOI1 cy>XeOHOI MporpaMMoil obecriedeHust CBSI3U MO MPOTOKOIY
TCP/IP, npenHazHaueHHON WIS IIepeqayl JaHHBIX MEXKIY CHCTEMaMM.
ITevarts o mpotokony FTP — 310 Bo3MoskHOCTh uctonb3oBath FTP mist
nepenaur haiios reyaTy U3 CUCTEMbI KJIMEHTa Ha IPUHTED, TTOAKITIOYeHHbIT
B ceTh uepe3 cepBep mmeuatn HP Jetdirect. Bo BpeMs ceaHca meuatu

o mpotokosy FTP knuent coenunsiercst c FTP-cepeepom neuatu HP Jetdirect
1 TTOChUTAeT Ha Hero ¢aiin mevyatu, najee cepep reyaTd, B CBOIO OYepeb,
nepenaet ¢aits meyaTy Ha MPUHTEDP.

Hoctyn k FTP-cepBepy neuatu HP Jetdirect Mmoxket 6bITh pa3peliieH Uin
3a0JJ0KMPOBaH C TTOMOIIIbIO OHOTO U3 CPEICTB HacTpOiiKu, HarpumMep Telnet
(cm. nara 3) wnu BcrpoeHHoro Web-cepBepa (cm. [naBa 4).

TpeooBanus

JIJ1s1 BBIMOJIHEHMS ONMCBIBAeMOM 31eCh neyaTu 1o nmpoTtokony FTP
Heo0X0IUMO creayolee:

® cepsepnbl neuatu HP Jetdirect ¢ Mukponporpammoii Bepcun x.24.01
uinu 6osiee mo3aHen

® ximeHtckue cucrembl TCP/IP ¢ mporokonom FTP, ynopinerBopsiroliuM
TpeboBaHusgM ctaHgapta RFC 959

MpumeyaHue ]liisi mojydyeHuUs CIIUCKaA MOCTEIHUX TPOTECTUPOBAHHBIX
CHCTEeM TTOCETUTE CTPAHUILY MHTePAKTUBHOM TOIIePKKI
HP 1o anpecy www.hp.com/support/net_printing.
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daitpl meyaTn

FTP-ceprep HP Jetdirect nepenaet daiinsl meyatn Ha TPUHTED,

HO He UHTepIpeTupyeT nx. YToObI (aiiipl meyaT nevyaTtainuch MpaBuiIbHO,
OHU JOJIKHBI OBITH CO3TaHbI Ha SI3bIKE, KOTOPHIN PACIIO3HAETCS IPUHTEPOM
(nmammpumep, PostScript, PCL ninu HecopmMaTUpOBaHHBIN TEKCT).

It MoATOTOBKY (hOpMAaTHPOBAHHBIX 3aJaHUI Ha Tle9aTh He0OX0IUMO
CHavaJja BBITIOJIHUTH TevyaTh B (paiii 13 MpUKIagHOMN MpOorpaMMbl, B KOTOPO
BbI paboTaeTe, UCTIOJIb3YS VISl 3TOTO ApaiiBep BHIOPAHHOTO MIPUHTEPA, TTOCIIe
yero rnepenarb daiin rneyaTu Ha ipuHTep Bo Bpemsi FTP-ceaHca.

st dopmaTupoBaHHBIX (PaiIoB MeYaTH CleayeT UCTOb30BaTh JTBOMYHBIC
(rpadpmueckue) TUILI Iepenad.

Ncnosb3oBanue neyatu no nporoxkoay FTP

FTP-coemmnenus

AHaJIOTMYHO CTaHIAPTHOM nepenave daitnos 1o nporokony FTP, meyats
o ripotokony FTP ucnonssyer nsa TCP-coennHeHusI: yripapisitoliiee
coeMHEHNEe U COeqMHeHe TSl Iepeaun TaHHbBIX.

OTtkpoiThiii FTP-ceaHc ocTaeTcsi akTUBHBIM 10 TeX TOP, TTOKa KJIMEHT

He 3aKpOeT coeqHeHue 00 Moka MpoaoLKUTEIbHOCTh Hepabodyero
COCTOSTHMSI TIPU YIIPABJISIIOIIEM COeNMHEHUN U COeAMHEHUM TS Tiepenayu
NIAaHHBIX He TIPEeBBICUT TaiiM-ayTa MpocTos (1o ymomyaHuto 270 cekyHn).
TalimM-ayT IpOCTOSI MOXKHO YCTAHOBUTD C TIOMOILBIO PA3IMIHBIX
nHcTpyMeHToB HacTpoiku TCP/IP, sanpumep BOOTP/TFTP, Telnet,
MaHeny yrpasieHust npuHTepa (cm. [nasa 3), BcrpoeHHoro Web-cepsepa
(cMm. [nara 4) vy yripaBisitolLero MporpaMMHOTO 00ecrieueHusI.
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YnpasJsioniee coeIuHeHne

ITpu ucnonb3oBaHWM cTaHIAPTHOTO TTpoToKoja FTP knneHT oTkpbiBaeT
ynpasisoniee coenuHenne misi FTP-cepBepa Ha cepBepe nevatu

HP Jetdirect. Ynpapnsomue coennaenuns FTP ucmonb3ytores mis obMmeHa
KoMmaHIaMu Mexay kiaueHToMm 1 FTP-cepsepom. Cepep neuatu HP Jetdirect
MOIeP>KUBAET 1O YeThIpeX yIpasisitomux coenuHeHnit (mmm FTP-ceancoB)
onHoBpeMeHHoO. Eciu 3anpaiimBaercst 60/bliie COeTMHEHUH, UeM pa3pelieHo,
BBIBOAMTCS COOOIIIEHNE O TOM, UTO YCIyra HeOCTYITHA.

Yupasnswoume coenuHernus FTP ucnons3ytor TCP-mopt 21.

CoeauHenne 115 MepeIayn JaHHbIX

Bropoe coenuHeHne — coequHeHUe N1 Tepeaadn JaHHbIX — CO31aeTCs
BCSIKMI pa3, Korja daiin nepegaercst Mexkny KineHtoM u FTP-cepepom.
KnueHT ynpasnser co3naHueM COeIUHEeHUsI ISl repeaayn JaHHbIX

C TIOMOIIIbIO KOMaH]I, KOTOPhIE OCYILLIECTBIISIOT 3alIPOC COeTUHEHUS

IJIs1 mepenayu naHHbIX (HanpuMmep, FTP-komannel 1s, dir wim put).

XoTs1 KoMaHIbl 1s 1 dir MOXHO MCIIOJIb30BaTh Bcerna, FTP-cepsep
HP Jetdirect omHOBpeMeHHO MOAAEPKUBAET TOJBKO ONHO COeIMHEHNE
IJIS TIepeiaun JaHHBIX TTeYaTu.

FTP-coenuHeHnue 1151 nepenauyu JaHHbBIX ¢ cepBepoM neyatu HP Jetdirect
BCer/ia BBITTOJIHSETCS B IOTOKOBOM peXXrMe, B KOTOPOM CUMBOJI KOHIIa haiiia
BBOJUTCSI TIPU 3aKPBITUU COeTUHEHUS IS Tlepeiaul JaHHBIX.

Korna coennHeHre 1jis1 mepegady JaHHBIX yCTaHOBJICHO, MOXKHO YKa3aTh
tun nepenaun (ASCII wim nBondHoit). KJIMeHThI MOTYT IIOIBITAThCS
aBTOMATUYECKU COIJIaCOBBIBATh TUII Mepeaaun, ¥ TUII Iepeaadu 1o yMOTYaHIIO
3aBHUCHUT OT KJIMEHTCKOM cucTeMbl (HampuMep, HacTpoiika 111 Windows NT
o ymoayanuio MoxeT ObITh ASCII, a msg UNIX — binary (nBonyHas)).
YT00bI yKa3zaTh TUII MIepellauM, BBeIUTEe KOMaHOy bin mwim ascii

B KoMaHOHo# ctpoke FTP.
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Hagano FTP-ceanca

Yto06n1 HauaTh FTP-ceaHc, BBeUTE ClIemyIONIYI0 KOMaHIy B KOMaHIHOM
crpoke MS-DOS unu UNIX:

ftp <IP address>

roe <IP address>—3To npaBuiabHbli IP-anpec wim nms y3na, HacCTpoeHHOe
s cepepa neyatu HP Jetdirect. Cm. Puc. 6.1

Puc. 6.1 Mpumep Hauana FTP-ceaHca

& Command Prompt - ftp 192.168.45.39

icrosoft(R) Windows NICTHMD
(C> Copyright 1985-1996 Microsoft Corp.

N>ftp 192.168.45.39

onnected to 172.168.45.39

28 JD FIP Server Ready

sepr (192_.168.45.39:<{none>>: susan_g

31 Username Ok. send identity {email address) as password.
assword:

30— Hewlett—Packard FIP Print Server Uerszion 2.8

irectory: Description:

PORT 1 Print to port 1 HPF Color LaserJet 4588

To print a file. use the command: put <{filename> [portxl
or ‘cd’ to a desired port and use: put <filename>.

[Ready to print to PORT1

238 Uzer logged in.
Ftp>

4| | Kl

Ecnu coennHeHme yCIENIHO yCTaHOBJIEHO, Ha DKpaHe MOSIBIISIETCS COO0IeHe
«['oTOBOY.

ITocne ycnenHoro ycTaHOBJIEHUS COeIUHEHUSI IT0Ib30BATEII0 MpeIaraeTcst
BBECTU MM$ TIOJIb30BATeNs U Mapojib. B KauecTBe MMEHHU 110 YMOJYaHUIO
o6eperca nms noas3oBatenst. FTP-cepsep HP Jetdirect momyckaer ar060e umst
nonb3oBatens. [Tapoiab UTHOpUpPYETCSI.

ITocne ycnenHoro Bxona B CUCTEMY Ha 9KpaH KJIMEeHTa BBIBOAUTCS COODOIIeHNE
«230». KpoMe TOro, BLIBOISATCS NOCTYITHBIE IJIs1 IIeYaTH IIOPThl cepBepa

HP Jetdirect. Kapthl BHyTpeHHero cepBepa neyatu HP Jetdirect umeroT onuH
nopt (Port Port 1). Buemnue cepepnl neuatu HP Jetdirect

C HECKOJILKMMM MOPTaMU MOKa3bIBAIOT BCE UMEIOIIMECS B PACTIOPSIKEHUM
MOPTHI, IPY 3TOM B KauecTBe ITopTa 1o yMmond4aHuio npuHumaercst Port Port1.
Ilns n3aMeHeHus NopTOB moJb3yiiTech KomaHnoit FTP cd (change directory,
CcMeHUTh KaTajor). [Ipumep Bxona B cucteMy IpuBeneH B pasnaeine «[Ipumep
FTP-ceaHcayr.
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3asepmenne FTP-ceanca

Ilng 3aBepiienuss FTP-ceanca BBenuTe KoMaHay quit wim bye.

MpumeuaHue Ilepen 3aBepiienrem FTP-ceaHca peKOMeHIyeTCsl BBECTH
komaHay Ctrl-C, 4To6bI rapaHTUPOBAThH 3aKPHITHE
COeIMHEHUsI TSI TTIepenayl TaHHbIX.

KoMmanap!

Tabm. 6.1 COOCP>KUT CBOOKY KOMaH, OOCTYITHBIX ITOJIb30BATCIIO BO BPpEMSI

ceanca FTP-mevatn.

Tabn. 6.1 HomaHabl nonb3oBatens ana FTP-cepBepa HP Jetdirect (1 13 2)

KomaHnpa

OnucaHue

user
<HIMATIOJIB30BaTEJIA>

<HMATIOJIE30BaTEJII> 3a4aeT Nofib3oBartesa.
JTro60oi nonb3oBaTeNb MOXET BOMTU B CUCTEMY W Neyatatb
B BblOpaHHbIi MopT.

cd <noptT#>

<mopTH#> BbIGMpPAET HOMep nopTa AnfA nevatu.

Ona oaHonoproseix cepsepos neyatn HP Jetdirect
[0CTyneH TonbKo portl. [1nA MHOronopToBbIX CEPBEPOB
neyaTu cneayert ykaselBaTb port1 (no ymonuaHuio), port2
unu port3.

cd / / yKasbiBaeT KopHeBon katanor FTP-cepsepa
HP Jetdirect.

quit Komanaa quit unm bye 3asepluiaet FTP-ceaHc
¢ cepsepom nevatn HP Jetdirect.

bye

dir KomaHaa dir vnn 1 s BbIBOAWT HA 9KPaH COAEPKUMOE

1 TeKyLllero Karanora. Ecnu ata KOMaHAa BBOAUTCA

s B KOPHEBOM Kartasore, T0 BbIBOAUTCA CNUCOK AOCTYMHbIX

ANA neyarn nopTos. JnA MHOronopToBbIX CEPBEPOB
neyatu AOCTYMHbIMU NopTamMu AnA neyatn ABNAKOTCA
PORT1 (no ymonuanuio), PORT2 n PORTS.

pwd Komanaa BbIBOAWUT TEKYLLMI KaTanor uinv TeKyLmMin nopt

nevatu cepsepa Jetdirect.

put <wmmsabansa>

KomaHaa <mmsibatrisia> ykasbiBaeT pann And oTnpasku
Ha BbIGpaHHbIi NopT cepBepa nevatv HP Jetdirect.

JnAa MHOronopToBbIX CEPBEPOB NevaT B KOMaHae MoryT
yKasblBaTbCA PasfiMyHble NopThl:

put <wummsipamrna> <mopTH>
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Tabn. 6.1 Homanpab! nonb3osatena ana FTP-cepsepa HP Jetdirect (2 3 2)

KomaHpa

OnucaHue

bin

3anaet pexxum asonyHon FTP-nepeaauun dpainos.

ascii

3anaet pexxum FTP-nepeaaun dainos B kogax ASCII.
Cepsepebl nevatn HP Jetdirect noanep»xmearoT ToNbKO
Henevataemble CMMBOJIbI ANA ynpasieHna Gpopmarom
npu nepeaave AaHHbIX (MCMOMb3YHOTCA CTaHAAPTHbIE
3HAYEeHMA MHTEPBANOB 1 Nonen).

Ctrl C

Yt06b 0AHOBPEMEHHO NPEKPaTUTL AEUCTBUE
FTP-komMaHZabl 1 ntobyto nepeaavy AaHHbIX, crneayeT
Hakatb knasuwwm Ctrl v C. CoeanHernve ana nepeaayn
AaHHbIX 3aKpblBaeTCA.

rhelp
remotehelp

Mcnonb3oBaHne 3ToN KOMaHbl 3aBUCHUT OT KITMEHTCKOM
cuctembl (ncnonbsyite rhelp B UNIX nnun remotehelp

B Windows NT/2000). OHa oTo6paxaeT CNUCOK KoMaHz
FTP-cuctembl, noaaep»xmBaemMbix cepBepoM nevaty.
(Mpumeuanmne. OTobparkaeMble KOMaHAbI He ABNAKTCA
KoMaHzamu nonb3osarena. JloctynHble KoMaHAbl 3aBUCAT
ot ucnonb3dyemoin FTP-cuctemsl.)
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IIpumep FTP-ceanca

Hwxe npuBonutcst mpumep TunmyHoro ceanca FTP-nevaru:

C:\> ftp 192.168.45.39

Connected to 192.168.45.39.

220 JD FTP Server Ready

User <192.168.45.39:<none>>: susan_g

001 Username Ok, send identity <email address> as password
Password:

230- Hewlett-Packard FTP Print Server Version 2.0
Directory: Description:

PORT1 Print to port 1 HP color LaserJet 4500

To print a file, use the command: put <filename> [portx]
or cd to a desired port and use: put <filename>.

Ready to print to PORTL

230 User logged in.

ftp> pwd

257 "/" is current directory. <”default port is : /PORT1>
HP Color LaserJdet 4500”

ftp> cd portl

250 Changed directory to *“/PORT1”

ftp> pwd

257 " /PORT1” is current directory. “HP Color LaserJet 4500”
ftp> bin

200 Type set to I. Using binary mode to transfer files.
ftp> put d:\atlas\temp\ftp_test.ps

200 PORT command successful.

150 Opening BINARY mode data connection

226- Ready

226- Processing job

226 Transfer complete

31534 bytes sent in 0.04 seconds <788.35 Kbytes/sec>
ftp> quit

221 Goodbye

C:\>
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DyHKIMH 0€30MacHOCTH

BBenenue

Ha cepsepe neuatu numerorcst yHKIUM 6€301aCHOCTH, KOTOPBIE MO3BOJISIIOT
CHHM3UTh BEPOSITHOCTh HECAHKIIMOHUPOBAHHOTO JOCTYIA K TTapaMeTpam
KOH(MUTYpallny CeTH U IPYyruM JaHHBIM Ha cepBepax nmedyat HP Jetdirect.
DTH (HYHKIIMU MOTYT OTJINYATHCS B 3aBUCHMOCTH OT BEPCUU MUKPOTIPOTPAMMBI,
YCTaHOBJIEHHOI Ha cepBepe MevaTu.

BHUMAHUE Hecmorps Ha TO UTO 3TU (DYHKLMU [IO3BOJISIOT CHU3UTD
BEPOSITHOCTh HECAHKLIMOHUPOBAHHOTO JOCTYIIa
K MapaMeTpaM KOH(MUIypaluy CETH Ha cepBepax MeyaTu
HP Jetdirect, npenoTBpalieH1ue HECAaHKIIMOHUPOBAHHOI'O
JOCTYIa HE MOXKET OBbITh TapaHTUPOBAHO.

Ecnm Heo06xo 1Mo MCI0ab30BaTh paciiipeHHbIe GYHKIIUU
0e30MacHOCTH, 00paTUTECh B KOHCYIbTALIMOHHYIO Cl1y:K0y HP.

Tab6s. 7.1 comep>XUT CBOIKY OCHOBHBIX (DyHKIIMI 6€30MacHOCTH,
obecrieunBaeMbIX cepBepamu redat HP Jetdirect.
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Tabn. 7.1 KpaTkoe onucaHue ¢pyHKuui 6esonacHocti HP Jetdirect (1 M3 4)

BesonacHoe ynpaBneHue BcTpoeHHbIM Web-cepBepom

(Tonbko ana cepBepoOB Neyatyt ¢ NOMHBIM HABOPOM QYHKLMIA.)

[MpeasapuTenbHO yCTAHOBMEHHbIM CO3AaHHbBIM HA CAMOM YCTPOMCTBE
uMdpoBsoi ceptudurar obecneunBaert JOCTyn K BcTpoeHHoMy Web-cepBepy
¢ nomoubto Web-6paysepa no npotokony HTTPS (3aLunileHHbI

npotokon HTTP). Mpotokon HTTPS (3awmwweHHanA Bepcua npotokona HTTP)
oBecneunBaeT BO3MOXHOCTb Be30macHoi nepeAayn AaHHbIX C MOMOLLbO
6paysepa.

Lindpposble cepTndpmrarthl, BollaHHbIe JOBEPEHHOW TPEeTbEeN CTOPOHOMN, MOTYT
6bITb yCTAHOBNEHBI HA CEpBep neyatu, No3BONAA HACTpanBaThb ero Kak
[I0BEPEHHbIN y3ern.

Mcnonb3oBanune npotokona HTTPS no3sonaeT HacTpanBaTb BCTPOEHHbI
Web-cepBep v ynpaBnaTb ero ceTeBbiMM NapameTpamMu 1 MpoToKonamu
no 6esonacHoMy KaHany.

MacTtep HP Jetdirect Security Configuration Wizard o6ecneunsaet npocToi
B MCMOMb30BaHWK MHTEPdENC ANA HACTPOMKK NapameTpoB 6e30MacHOCTH.

MacTep HacTponKK 6ecrnpoBOAHbLIX YCTPOWCTB obecneunBaeT A0CTyMHbIN
UHTepdeWc AnA HACTPOMKK NapameTpoB LMGPOBAHUA U NPOBEPKK
NOANIMHHOCTH BECNPOBOAHBIX YCTPOWCTB.

Yn paBiieHne ceTeBbiM MPOTOKOJIOM

CeTeBas neyartb, Cly»X0bl neyatu, NPOTOKOSbI yripaBineHus U obHapyXeHus
yCTpoiicTB cepepa nevatn HP Jetdirect MoryT ObiTb BKIHOUEHbI M OTKIHOUEHBI.
Bnaroaapa oTKIOYEHUIO HENCNONb3YEeMbIX U HEHYXHbIX CETEBLIX NPOTOKONI0B
MOXHO NPeaoTBPaTUTb HECAHKLUMOHUPOBAHHLIN AOCTYN Yepes NPUNOXEHNS,
KOTOPbIE UCMOSb3YIOT 3TU NPOTOKOSbI.

MpoToKosbl MOFYT BbITb BKIHOUEHBI M OTKAKOUEHBI Yeped Telnet ¢ nomMoLLblo
BcTpoeHHoro Web-cepsepa unu cpeactsa HP Web Jetadmin.

Maponb agmuHucTpatopa IP

Mcnonb3yetca nporpammamu Telnet, HP Web Jetadmin n BCTpoeHHbIM
Web-cepsepom ana ynpasneHua AOCTYNOM K napameTpam KOHpUrypaumu
HP Jetdirect.

MoxkHo ucrnonb3oBatb A0 16 ByKBEHHO-UMOPOBLIX CUMBOSIOB.

HactpoeH Ha cepsepe neuatu HP Jetdirect ¢ nomolubto cny6 TFTP (Cnaea 3),
Telnet (Cnasa 3), BctpoeHHoro Web-cepsepa ([nasa 4) unu nporpammsl HP
Web Jetadmin. Mo>xHo ucnonb3oBath A0 16 GyKBEHHO-LIMBPOBLIX CUMBOOB.

Mpw HacTpoiKe ¢ NoMoLLbIo BCTpoeHHoro Web-cepBepa MoxkeT ObiTb
CUHXPOHM3MPOBAH Kak MMA rpynnel no npotokony SNMP, ncnonesyemoe
B Habope komaHa SNMP vi1/v2¢ nporpammel HP Web Jetadmin.

COpoLueH C MOMOLLBIO «XONOAHOT0» Nepesarlycka cepsepa neyatm
ANnA BOCCTAaHOBNEHUA 3aBOACKUX 3HaUYeHu no yMOn4aHuto.
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Tabn. 7.1 KpaTkoe on1caue ¢pyHKumii 6esonacHocTv HP Jetdirect (2 u3 4)

CnucoK ynpaBneHUa AOCTYNoMm no npotokony IP

YkasbiBaeT He 6onee 10 y310B UM ceTel Y3108, KOTOPLIM paspeLLeH AoCTyn
K cepsepy neyatv HP Jetdirect n noacoeaMHeHHoOMy ceTeBOMy YCTPOWCTBY.

,D.OCTyI'I 006bI4HO npeaoctaBnAeTCcA TONbKO y3aM, YKa3aHHbIM B 3TOM CMNUCKe.

Mo ymonuanuto ysen, ucnonssyownin HTTP (Hanpumep, BCTPOEHHbIN
Web-cepsep unu IPP), He npoBepAeTcA Ha COOTBETCTBUE CMUCKY AOCTYNa,
no3ToMy emy paspeLleH JocTyn. TeM He MeHee, AOCTyN y3M10B N0 NPOTOKOIY
HTTP Mo)KeT BbiTb OTKNKOYEH C MOMOLLIbIO BCTpoeHHoro Web-cepBepa.

Ecnun cnucok nycToi, To AOCTyN paspeLleH AnA BCEX y3N0B.

HactpoeH Ha cepsepe neuat HP Jetdirect ¢ nomoLubto cnyx6 TFTP (Cnaea 3),
Telnet (Cnasa 3), BctpoernHoro Web-cepsepa ([naea 4) unv ynpasnatoLLero
nporpamMmHoro o6ecneyeHus.

YnpaeneHue ¢ nomolubto Telnet

Loctyn yepes Telnet MoXKeT ObITb OTKIOUEH C MOMOLLLHO BCTPOEHHOIO
Web-cepsepa (cm. [nasa 4). [loctyn yepes Telnet He ABnAeTcA 6e30nacHbIM.

MpoBepKa NOANUHHOCTHU U WWKWPpOBaHUEe

(Tornbko AnA cepBepoB Neyatvt ¢ NoMHBIM HABOPOM QYHKLMA.)

YnpasneHue umpposbimu ceptuduxkaramu X.509 ocyluectenaetca

€ nomoLbto BCTpoeHHoro Web-cepBepa Kak AnA MpoBepKMU NOANMHHOCTH
Ha OCHOBE KJIMEHTa, TaK 1 ANA NPOBEPKW NOANMHHOCTU TUNA «KIMEHT-CEPBEP>.
(Pasmep ycTaHoBNEHHbIX CEPTUPUKATOB orpaHuyeH 3 Kbaint. Moxert ObiTb
YCTAHOBMEH eAWHbIN CepTUdMKaT LJOBEPEHHOT0 LEHTPA CepTUdUKaLMK
(Certificate Authority, CA).)

[na 6ecnpoBofHbIX CEPBEPOB NeyaTh NoAAEPKUBAKOTCA
yCOBEPLLEHCTBOBaHHbLIE METOAb! LUIMPPOBAHWA U MPOBEPKM NOASIMHHOCTH.
Hanpumep, noaaep»xumsatoTcA NPOTOKOSbI MPOBEPKK NOASIMHHOCTH

C AvHamuyecKkumu Knrovamu wudposanua 802.1x Extensible Authentication
Protocol (EAP), Bkntouas npotokon Wi-Fi Protected Access (WPA).
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Tabn. 7.1 Kpatkoe onucaHue ¢pyHKuui 6esonacHocti HP Jetdirect (3 us 4)

Wma rpynnsi (IP/IPX) no npotokony SNMP vi/v2c

(Tonbko SNMP v1/v2c)

Maponb Ha cepsepe neyatn HP Jetdirect, KOTOpbIM C NOMOLLLIO KOMaHA
ycraHoBkuM SNMP (Hanpumep, OT ynpaBnftoLLero nporpaMmmMHoro ofecneuyeHus)
paspeLuaeT 3anucbiBaTth (MK 3a4aBaTh) NapaMeTpbl KOHUrypaumm

HP Jetdirect.

[na MMeHu rpynnbl, HA3HAYEHHOro Nob30BaTeNeM, KOMaHAbl YyCTaHOBKU
SNMP gomxHbl coaep)xaTb UM, Ha3HAYEHHOE MOJNIb30BaTENEM, KOTOPOE
pacnosHaeT cepBep 10 BbINOJIHEHUA KOMaHAbI.

B cetax IP noatBepyxaeHne komaHa yctaHoBk SNMP MoeT BbiTb

B Ja/ibHeWLIeM AOCTYMHO TONbKO ANA CUCTEM, YKa3aHHbIX B CIMCKE
ynpasneHua A0CTyNoM.

HactpoeHo Ha cepsepe nevatn HP Jetdirect ¢ nomoLusto cnyx6 TFTP (Cnasa 3),
Telnet (Cnasa 3), BctpoerHoro Web-cepsepa ([nasa 4) unu ynpasnatoLLero
NPOrpaMmMHOro obecneyeHus.

Mpotokon SNMP v1/v2c ucnonb3yeT TEKCTOBOH GOpMAaT 1 MOXET ObiTb
OTK/MIOYEH.

SNMP v3

(Tornbko AnA cepBepoB Neyatvt ¢ NoMHbBIM HAGOPOM QYHKLMA.)

AreHt SNMP v3 Ha cepBepe neuat HP Jetdirect o6ecneunBaer 3alLmLLEeHHYO
nepeaavy AaHHbIX C NTOMOLLbIO ynipasnatoLero npunoxernna SNMP v3, Takoro
kak HP Web Jetadmin.

CepBep neyatv noaaep>xmeaet cosnaHue yueTtHon 3anmcu SNMP v3
npu BKIOYEHUM C MOMOLLIbIO BCTpoeHHoro Web-cepsepa. [laHHble yueTHoM
3anucu MoryT coaepyxatbeA B ynpasnatoLem npunoxeHun SNMP v3.

CepBep nevat noaaepXnBaert cozaaHne nonHon yyetHon sanmcn SNMP v3
1 ynpasneHue ¢ nomMmoLlbto cpeactsa HP Web Jetadmin.

Maponu n npopunu HP Web Jetadmin

YnpasneHue AOCTYNOM K napameTpam KoHduUrypauuu cepsepa nevatu

HP Jetdirect ¢ ucnonb3osaHrMem napona aaAMUHUCTPATOPA, KOTOPLIK MOXET
6bITb HacTpoeH ¢ nomollbio HP Web Jetadmin, Telnet unu BCcTpoeHHoro
Web-cepsepa. MHCTPyKUMUKM CM. B MHTEPAKTUBHOM cnpasKe NporpaMmbl

HP Web Jetadmin.

HP Web Jetadmin npeaoctaBnfaet BO3MOXXHOCTb ynpaBneHnsa A0CTYNOM

C nomoLLbo Npodpunei nonbzosarensa. Npopunu nonbsosarensa
NOALEPKMUBAIOT 3aALLMUTY OTAENbHBIX NPOdUNENR C MOMOLLLIO NAPONA 1
ynpasnaembln aoctyn K HP Jetdirect u pyHKkumnam npuHtepa. [JononHUTensHyo
MHPOPMaLMIO CM. B MHTEPaKTMBHOMK cnpaske HP Web Jetadmin.

(Tornbko ANA cepBepoB NeyatH ¢ NosHbIM HabopoM GyHKUMIA.) CpeacTBO
HP Web Jetadmin nossonset Brkntoyats areHT SNMP v3 Ha cepBepe nevatv
u cosaaBartb yuyeTHyto 3anuce SNMP v3 ans 6esonacHoro ynpasneHus
cepBepoM.
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Tabn. 7.1 KpaTkoe onucanue ¢pyHKumii 6esonacHocTv HP Jetdirect (4 u3 4)

BnoKMpoBKa NaHenu ynpaBneHUA NpUHTepa

o OrtaenbHble NpuHTepbl HP npefocTaBnatoT BO3MOXHOCTL 3a6/10KMpoBaTh
naHenb ynpa.neHus, YToObl NPeAoTBPaTUTE JOCTYN KO BHYTPEHHUM
napameTtpam KoHourypaumn HP Jetdirect. Bo MHOrmMx cnyyaax aty
6MOKMPOBKY MOYKHO YCTaHOBWTb YAANEHHBIM CMOCOOOM C MOMOLLLIO
YNpaBnAoLLMX NMPUIoXeHui (Hanpumep, HP Web Jetadmin). Yto06bl
onpenenuTb, NOAAEPKMBAET K NPUHTEP BFIOKMPOBKY NaHenu ynpasneHus,
obpatutechb K AOKYMEHTaLUUU NPUHTEPA.

NcnoJb3oBanne (GpyHKIMiA 0€30MaCHOCTH

JocTtynoMm K nmapamerpaM KoHdurypaunu HP Jetdirect MoxkxHO yrpaBisiTh
C TIOMOIIIbI0 KOMOMHUPOBAHHOTO HUCIIONIb30BaHMS UMEIOIIUXCS (DYHKLIMI
6e3omacHocT. Tabu. 7.2 cOOepKUT MMPUMEPHI pa3IMYHbIX ITapaMeTpPOB

U COOTBETCTBYIOIIME YPOBHM YIPABJIEHUS TOCTYIIOM.

Tab6n.7.2 MapameTpbl ynpaBneHUa 4OCTYNOM

MapameTpbl

YpoBeHb ynpaBneHusa 4OCTynom

o [loctyn no npotokony HTTP
(BcTpoeHHbIn Web-cepsep)
C NOMOLLbIO NPUAOXKEHNUH
SNMP v1/v2c n uepes Telnet.

e [laponb agmuHucTpaTopa
HE yCTaHOBEH.

o Wcnonb3aytotca umeHa rpynn
SNMP v1/v2c no ymonuanuio.

o [lpoBepka NOANUHHOCTH U
LndpoBaHue OTCYTCTBYIOT.

o Cnucok ynpasneHus
ZOCTYMOM MyCT.

Huzkwmid.

OntumansHo ANA JOBEPEHHOro OKpy»XXeHuA.
JocTyn K u3mMeHeHuno napameTpos
KOHPUrypaumm cepeepa neyvatvm HP Jetdirect

¢ nomoLubo BcTpoeHHoro Web-cepsepa, Telnet
nnm SNMP MoxKeT BbiTb nonyyeH us nodoi
cuctembl. Maponb He TpebyeTcs.

e [laponb agmuHucTpaTopa
yCTaHOBIEH.

® WmA rpynnbl No NpoToKony
SNMP v1/v2, 3afaHHoe
nonb3oBatesnieM, yKkasaHo.

o Cnu1cok ynpasneHns A0CTyNoM
COAEPKUT 3anucK y3nos K
NPOBEPOK NOAKJIOYEHUI
no npotokony HTTP.

o Telnet n apyrue
He3alLUMLLEHHbIe NPOTOKObI
OTKJTIOYEHBI.

Cpeanumii.
YpoBeHb 6e30MacHOCTU ANA OKPYKEHUA
C HU3KMM YPOBHEM JOBEpUA.

Ecnu naponb aaMuHMcTparopa M MMA rpynnel

no npotokony SNMP vi/v2c usBecTHbl, AOCTYN

paspeLueH cneayowmnM y3nam 1 NpunoXxeHam:

® CcuCTemMaM, yKasaHHbIM B CIUCKE yrpaBieHna
faoctynowm List, a Takxe

e ynpasnaowmm npunoxxennam SNMP vi1/v2c
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Ta6n.7.2 MapameTpbl ynpaBneHUA JOCTYNOM

MapameTpbl

YpoBeHb ynpaBneH1s 4OCTynom

[ ] HeMCI‘IOHb3yeMbIe NPOTOKOJ1bI
OTK/THOY€EHbI.

e [loctyn no npotokony HTTPS
paspeLleH C NPMMEHEeHNEM
cepTMpUuKaToB, Co3aaHHbIX
[0BEPEHHLIMU UCTOUHUKAMMU.

o bBecnposoaHbie cepsepbl
neuaru Jetdirect HacTpoeHsl
ANnA NpoBepPKK NOANTNHHOCTHU
802.1x EAP cncnonbsoBarunem
AMHAMUYECKUX KNtoYen
LMppoBaHua.

e SNMP v3 BkJtOYEH,
SNMP v1/v2C OTKNHOYEHDI.

o Telnet oTkntOYEH.
[Maponun yctaHoBREHbI.

Cnu1cok ynpasneHvsa A0CTyrnoM
COZEPXKMT yKasaHHble 3anucu,
a coelItHeH1A No NPoToKoy
HTTP nposepsatotca.

e [laHenb ynpasneHua
npuHTEpa 3a6MoKMpOBaHa.

Bbicokuii.

Bbicokuit ypoBeHb 6e3onacHocTy ans
OKPY>XEHWA C HU3KUM YPOBHEM JOBEPHUA.
JocTtyn npeaocTaBnAaeTcA TONbKO YKa3aHHbIM

B CMUCKe ynpasneHna AOCTynoM y3nam,
NOASIMHHOCTb KOTOPLIX MPOBEPEHa.
LLInppoBaHve obecneunBaeT 3allnTy AaHHbIX;
nepenava no cetv HesalnMdpPOBaHHOroO TEKCTa
He ucnonb3yerca.

BHUMAHUE! HacTpoKu, BbINONHAEMbIE NPK
BKJTFOYEHUM (Hanpumep, HAaCTPOMKK OT cepBepa
BootP/TFTP unun DHCP/TFTP), MmoryT usmeHAaTb
napameTpbl cepsepa neyaru npu nepesanycke.
Cnegnyet y6eanTbcs B NPaBUIIbHOCTH HACTPOEK
NP1 BKIOYEHUN MUTAHKA.
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Ilounck u ycTpaHeHHe HEHCIIPABHOCTEH cepBepa
neuyatu HP Jetdirect

BBenenue

B 37011 raBe onmuckiBaeTcsl, Kak BHISIBUTh M YCTPAHUTD HETIOJIAKY, CBSI3aHHbBIE
¢ cepsepom neuatr HP Jetdirect.

Brnox-cxema momoraer OIIPECOC/INTL ITPABUJIbHLBIC IEACTBUS IS TIOUCKA
1 YCTpaHCHUS CIICOYIOIINX HeHCHpaBHOCTeﬁZ

HEIoJaaK1 IMpUHTEpa

HemnoJaJKy MpU ycTaHOBKe TTporpammMHoro obecrnieuenns HP Jetdirect

1 COTYTCTBYIOIIKE TPYTHOCTH
HETIONaIK!, CBSI3aHHbBIE C CEThIO

J7151 moucKa M ycTpaHEeHUsT HEMCIIPABHOCTENM, CBI3aHHBIX C CEpBEPOM IeUaTH
HP Jetdirect, moHamobuTcs cliemyrolee:

crpaHuiia Konburypauuu Jetdirect (cm. [1ara 9)
KOHOUTYpaIlMoHHas M TUarHOCTUYeCKasl CTPaHUIIBI PUHTEPA
IIOKyMEHTAIIMSI, TpUaraeMasi K mpuHTepy

IIOKyMeHTallsl, mpuaaraemas K ceppepy nedatn HP Jetdirect
NMAarHOCTUYECKKNE UMHCTPYMEHTHI U CITy>KeOHbIE TTPOTpaMMBbl,
TOCTaBJIsIEMbIE C CETEBBIM MPOTPaMMHBIM obecrieueHneM (Harmpumep,
yrunuthl Novell NetWare, yrunutsl TCP/IP nnu Takue npunoxxeHust
IUTSl yIIpaBJIeHUs ceTeBbIM MpuHTepoM, Kak HP Web Jetadmin)

MpumeyaHne YTobbl MPOCMOTPETH OTBETHI HA YACTO 3a1aBaeMbie

BOIPOCHI 00 YyCTaHOBKE M HACTPOIKE CEpBEPOB MeuaTu
HP Jetdirect, BbImoNIHUTE ITOKMCK O Ha3BaHUIO
ucnonb3zyemoit Mmogen HP Jetdirect Ha Web-cTpaHuiie
http://www.hp.com/support/net_printing.
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B03BpaT K 3aBOJACKHNM YCTAaHOBKaM

3HaveHus mapameTpor ceppepa rneuatu HP Jetdirect (Hanmpumep, [P-anpec)
MOTYT ObITh BO3BpAIIEHbI K 3aBOJACKMM YCTAaHOBKAaM C TTIOMOILBIO CIIEIYIOIINX

TpoLenyp.

BHUMAHUE

Jlng 6ecripoBogHBIX cepBepoB neyat HP Jetdirect
BO3BpAT K 3aBOJCKMM HaCTpOiKaM MOXET IPHUBECTU

K IOTepe CoeqHEeHUsT OECIIPOBOIHOrO CcepBepa IevaTu

C UCTIOJIb3yeMOM CeThi0. MOKeT MOTpeOoBaThCs ITOBTOPHAS
HacTpoiika rmapaMeTpoB OeCIIpPOBOIHON CETU U MOBTOpHAs
yCTaHOBKa cepBepa IevaTi.

ITpu BoccTaHOBIEHUM 3aBOACKUX HACTPOEK MyTeM
«XOJIOMHOM» mepe3arpy3ku HudpoBoii cepTudukar
cepsepa nevatu Jetdirect X.509 mig Web-cimyxx6 SSL/TLS
Oynet coxpaHeH. OnHaKo cepTUdUKaAT JOBEPEHHOI'O
nentpa ceptudukanuu (Certificate Authority, CA),
YCTaHOBJIEHHBII IJIS1 TIPOBEPKU cepBepa MPOBEPKU
MOJUIMHHOCTU, HE COXPaHMUTCS.

® Ilpuntep HP LaserJet Printer ¢ BHyTpeHHnm cepBepom nevyatu EIO

B 6onbimHceTBe ciydaeB BHyTpeHHUI cepBep nedatu HP Jetdirect
MOXeT OBITh BO3BpaIlleH K 3aBOICKIM yCTaHOBKAM TIPU BBITIOJTHEHUN
«XOJIOMHOTO» TIepe3arpy3ku mpuHTepa. s OTIebHbIX TPUHTEPOB

HP LaserJet «xomomgHasi» mepe3arpy3Ka BEITIOTHSIETCSI OTKIIIOUSHHEM 1
TOCJIe Y OIIM BKITIOYeHHEM ITUTaHWs IPUHTepa MpY HaxkaToi KHorke Go.
JI1st moTy4eHusT CBeIeHMIA TT0 IPYTUM TIpUHTepaM 00paTUTeCh K X
pykoBoncTBaM. Mnu noceture cTpaHully http://www.hp.com/go/support
u Haiinute daiin bpj02300.html.

MpumeuaHue

HekoTopble mpuHTEPHI TTO3BOJISIIOT MIPOU3BECTH BO3BPAT

K 3aBOJICKMM YCTaHOBKAM C IaHEJIM yIpaBeHUs IPUHTEpa.
OpgHako 3Ta KOMaHIa He I03BOJISIeT Iiepe3arpy3uTh CepBep
neyat HP Jetdirect. I1pu monbITKe BOCCTaHOBIEHUS
3aBOACKMX HACTPOEK 0 YMOJYaHUIO paciievyaTaiiTe
cTpaHuly KoHdurypauuu Jetdirect, yTobbl yoenuThes,
YTO 3aBOJICKME HACTPOINKM Ha3HAYCHBI.
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BHUMAHUE Co6poc mapaMeTpoB IIpUHTEpa IIPUBEIET K BO3BPATY BCEX
apaMeTpoB IIPUHTEPA K UX 3aBOICKMM YCTAHOBKAM.
ITocne cOpoca mapamMeTpoB IIPUHTEPA BaM, BO3MOKHO,
TOTPebYETCS] BOCIIONb30BATHCS TAHENBIO YIIPABICHHUS
[IPUHTEPA IJIsl IEPEHACTPOIKI €ro MapaMeTpoB
B COOTBETCTBHMHM C TPEOOBAHUSIMU TIOJIb30BATENEA.

® Buyrpennue LIO cepsepnl meuatn HP Jetdirect

I1epesarpy3ure cepsep meuatn LIO HP Jetdirect, ynep:kuBast KHonky Test
Mpu ycTaHOBKe cepBepa rnevatu B THe310 LIO. [TockonbKy nutaHue
cepsepa neyat LIO mocTtymnaeT uepe3 MpuHTEP, MPUHTEDP MOJIKEH ObITH
BKJTFOYEH.

® Buemnue cepeepnl neyatn HP Jetdirect

BeimonHuTe copoc mapaMeTpoB BHellIHero cepepa rneuaty HP Jetdirect,
yIep>KnBast HaskaToii KHOTKY Test Ha cepBepe rmeyaTvt py IMoAcoe IMHEHUH
LIHypa 3JeKTPOIUTaHUSI.

Ilocie BO3BpaTa K 3aBOACKMUM YyCTaHOBKAaM CBS3b CETEBBIX YCTpOﬁCTB
C IIPUHTEPOM MOXKET OBITb IIOTEPsAHA.
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Oﬁume TEXHUYCCKHNE HEUCIIPABHOCTHU

CxemMa TeXHMYECKHX Hel/ICﬂpaBHOCTeﬁ — IIOUCK M OLICHKA

[MpuHTep BKAKOYEH
1 HaxoauTCA
B pexume
OHNanH?

Cwm. npoueaypy 1

Moxete
pacneuararb

KOHOHUIYPaLMOHHYH0
CcTpaHuuy?

Cwm. npoueaypy 2

aucnnee
naHenu ynpasneus
npuHTEPa MMEeTCA
coobLueHne
«[OTOB»?,

Cm. npoueaypy 3

Ha KoHdurypaumorHoit
CTpaHvLe nofBnAetca
coobueHue «Kapra
BBO/Jla-BblBOAA

Cwm. rnasy 9
HET

YcTaHoBneHa cBAsb

npuHTEpa C CeTbio? Cwm. npoueaypy 4

ECnu HeMcnpaBHOCTL NOBTOPAETCA,
06patuTeCh K AOKYMEHTALMM N0
MCNONb3yemoi Bamy CETH.

Puc. 8.1 AHanus HenonagKku
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IIpoueaypa 1. Yoeaurech, 4T0 NPUHTEP BKIIIOYEH W HAXOAUTCS
B MHTEPAKTHBHOM peXXnMe

YT00bBI yOEIUTHCS, YTO IIPUHTEP TOTOB K I1€YaTH, IIPOU3BEINTE IIPOBEPKY
10 CJIEOYIOLIUM IMyHKTaM.

1. TlpuHTep NMOIKIIOYEH K UCTOUHUKY NTUTAaHUS U BKIIIOUeH?

Y nocToBepbTech, UTO MPUHTEP MOIKIIOUYEH K UICTOYHUKY TUTAHUS
M BKModeH. Eciu ipob1eMa He Mcyesiia, BO3MOXKHO, HEUCIIpaBeH Kabelb
MUTAHUS, UICTOUHUK MUTAHUS WIW IIPUHTED.

2. TlpuHTep HaXOIUTCSI B UHTEPAKTUBHOM pexkume?

JloJI>KeH ropeTh MHIMKATOp MHTepaKTUBHOTO pexxuMa. Eciu oH He ropur,
HaXXMUTE COOTBETCTBYIOIYIO KiaBully (HanpuMmep, On Line unu Go),
YTOOBI IIEPEBECTU IPUHTEP B MHTEPAKTHUBHbBIN PEXKUM.

3. OrtcyrcTBYeT MHAMKALMS Ha TTaHEIU YIIpaBlIeHMs IpUHTEpa
(XOTsI IpUHTEP OCHAILIEH MaHeJIbIo YIIpaBlieHusI)?

m Y0eouTech, YTO IIPUHTEP BKIIOUYEH.
m YO6enurech, uTo cepBep meuatu HP Jetdirect ycraHoBlieH nmpaBWIbHO.

4. CBeTHTCS MHIUKATOP IIPOrOHA CTPAHMIIEI (TaM, rue mMeeTcs)?

Ecnu vHOuKaTop ropuT, 3TO MOXET 03HA4aTh, YTO CUMBOJI IIPOTOHA
CTpaHMIIBI He OBLT MOCTaH ¢ JAHHBIMU Ha TevaTh, a TAaKKe UYTO JaHHEIe
HaxXOMSTCS B COCTOSTHUM OKMIaHUSI ITOIauy CUMBOJIA TIPOTOHA CTPAHUIIBI
IUTSI BRIBOJA Ha mpuHTep. [lepeBenuTe MpUHTEP B aBTOHOMHBIM peXXKM
1 HaxkmuTe Kiasuiny Form Feed, mociie yero cHoBa BKITIOUNTE
MHTEPAKTUBHBIA pEXXIM.

5. TlosBnstroTCS T Ha TIaHENIX yIIpaBieHUs IpyTHhe COOOIEeHMs, IOMIMO
coobmennss TOTOB?

m Cmcok coobIIeHMit O CeTeBBIX OIMMOKAX M MepHI IO UX YCTpaHEeHUIO
CM. B OITMCAHUY TIPOLIEAYPHI 3 HACTOSIIIETO pa3ena.

m O6patnTech K JOKYMEHTALIUK IPUHTEPA, B KOTOPOU MPUBEAEH IMOTHBIN
CIICOK COOOIIEHMIA TTaHe N YTTPpaBJIeHMS U OTTCAaHUe Mep 110 YCTPaHEHUTIO
HETToNaI0K.
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IIpouenypa 2. Ileuats crpanuubl KoHdurypammuu HP Jetdirect

Crpanunna kondurypauu HP Jetdirect siBisieTcst BasKHBIM CpeICTBOM
MOKCKa U YCTpaHeHUs HercrpaBHocTeil. MHdopManusi, mpuBeaeHHast

Ha 3TOi1 CTpaHUIIe, COISPKUT CBEIEHUSI O COCTOSIHUU CETU U cepBepa IeyaTn
HP Jetdirect. Eciin BBl MoXeTe pacrieyaTaTh CTpaHULYy KOHDUTypaluu,

5TO 3HAYUT, YTO IPUHTEP GYHKIIMOHUPYET HOpMaibHO. OnicaHue CBeIEHMUIA,
oTpaxkaeMbIX Ha cTpaHulle KoHdurypauuu HP Jetdirect, cM. B 'naBa 9.

MpumeuaHne B cetu TCP/IP crpanuny kondurypanuu Jetdirect
TaKKe MOXKHO IMPOCMOTPETh ¢ moMoIibio Web-6paysepa,
oOpaTuBIINCH Ha BcTpoeHHBIT Web-ceppep Jetdirect.
Jl71s1 mosTyyeHrsI OTIOIHUTEbHBIX CBeeHuit cM. ['1aBa 4.

Ecau crpaHuniia KoHQUIrypaum He pacredyaTbiBaeTcsl, IPOU3BeIUTe
MPOBEPKY MO CAESAYIOIINM ITyHKTaM.

1. Bce am BBI coenany mpaBWIbHO IUIS BBIBOJA Ha MeYaTh CTPAHUIILI
KoHurypauu?

IITaru, HeoOXooMMBbIe IJIS pacreyaTkKy CTpaHUIbl KOHGUTYpaluu,
3aBUCIT OT MOJeIU NpuHTepa. KOHKpeTHbIe CBeIeHUs O TOM, KaK
pacrneyvararh CTpaHUIly KOHGUIYpalyyd, MOXHO HAliTH B PYKOBOICTBE
I10 3KCIUIyaTalluy Balllero MpuHTepa WM B PYKOBOJCTBE IO YyCTAHOBKE
anmapatypbl cepBepa neuyaty HP Jetdirect.

2. OO6pabarbiBaeTcs M 3aJaHle Ha TTeYaTh?

Crpanuny koHdurypauuu HP Jetdirect Henb3s pacreyaTaTh Ha IIpUHTEPE,
noka oopabaTbiBaeTcsd 3agaHue Ha neyathb. [logoxxnure, moka 3aBepInTCcs
o0paboTKa, 1ocse Yero pacrevyaraiTe cTpaHUIy KOHPUTYpaLuu.

3. Ha naHenu ynpaBjieHUs MIPUHTEPa BLICBEUNBAETCSI COOOIIEHNE
00 ommbke?

m CM. CITMCOK COOOIIEHUI O CETEBBIX OIIMOKAX 1 ONMUCcaHue Mep
10 UX YCTPaHEHUIO B IIpoLieaype 3 HaCTOSILEero pasuea.

m OOparurech K TOKYMEHTAllUM MPUHTEPA, B KOTOPOIl MpuBeaeH
ITOJIHBIN CIIMCOK COOOIIEHMI MaHeIN yIpaBIeHUs U OMUCcaHe Mep
10 YCTPaHEHUIO HEeMoJanoK.
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IIponenypa 3. PaGoTa ¢ cooOmeHnsaMu 00 oMOKaX, BHIBOAUMBIMHI
Ha NaHe)M yIpaBJieHHs NPUHTepa

JI1g paboThI ¢ COODIIEHUSIMHU O CETEBBIX OIINOKAX, KOTOPhIE BHIBOASTCS
Ha MaHeJb YIpaBieHus MPUHTepa, IPOM3BEIUTE IPOBEPKY IO CIEAYIOLIAM
yHKTaM. [Ipednonazaemces, 4mo cmpanuya KOHQuU2ypayuu yice pacne4amand.

1. Ha nmanenu ynpaplieHUsI IpUHTEpA BHICBEUMBAETCSI COOOIIEHE
00 ommbke, mogo0oHoe cienyrouemMy?

ETO X NOT FUNCTIONAL
8X.YYYY EIO ERROR
(rme X — HoMmep THe3na EIO, a YYYY — KoJ o1Ii6Ku )

m OOpaturech K IOKYMEHTAlMU IIPUHTEPa, B KOTOPOU IpUBEIEHO
OIMMCaHMe BCeX COOOIIEHMI TTaHeIM YIIpaBIeHMsI IIPUHTepa.

m Ecau mukponporpamma Jetdirect Obly1a HeJaBHO OOHOBJIEHA,
BBIKJIIOUNTE U CHOBA BBHIKJIIOUMTE CepBep Mevatu. st BHyTpEeHHUX
miat Jetdirect BHIKJIIOUMTE U CHOBA BKJIFOUUTE TIPUHTED.

m Ilepeycranosure cepsep neyatu HP Jetdirect, uTobbl yoenuTnes,

YTO OH YCTaHOBJIEH MPaBUJILHO, a TaKXKe IIPOBEePhTE NPaBUILHOCTh
BCEX COCIUHEHMIA.

m Ecinu Bo3MoxxHO, pacnievyaTaiite crpaHuily kondurypanuu HP Jetdirect u
MpOBEpLTE BCe ITapaMeTphbl KoHburypauuu. CpeneHust 00 MHTeprpeTalyun
coobeHnii crpaHuibl Kondurypanuu HP Jetdirect cm. [naBa 9

m Ecnu Ha npuHTepe nMeeTcst HecKoibKo THe3n EIO, Bocmonb3yiiTech
TIPYTHM THE3I0M.

m BrixmounTe nipuHTep, yoanute cepsep neyatu HP Jetdirect, a 3ateMm
CHOBa BKII04nTe NpuHTEp. Ecm coobiieHune o6 ommbKe ncue3aeT
MIpU yAaJeHU! cepBepa IevaTu, BEpOosTHO, UMEHHO OH ObUI IIPUYMHOM
OLIMOKY. 3aMEeHUTE cepBep IevaTu.

® 3anuinuTe Bce KOJbl OIINOOK M 00paTUTECh B 0OCITY>KMBAIOIILYIO
opranuzanuio. Eciu tpedyercs 3aMeHUTh ceppep neuatu HP Jetdirect
110 TapaHTUU, IIPUIOXKNTE K HEUCIIPAaBHOMY CEpBEpYy IeyaTu Bce
CTpaHUIIbl IMarHOCTUKU U KOHDUTYpaLUn.

2. Ha manens ynpaplieHUsI IpUHTEpA BHIBOJUTCS COOOIIIEHNUE
EIOX MHULVAJIM3ALWS/HE OTKJINYATH [UTAHUE?

TTopoxnuTe necsaTh MUHYT, YTOOBI yOSIUTHCS, YTO COOOIIIEHUE UCYE3IIO0.
Ecau 3Toro He mpou3011LI0, BEPOSITHO, HEOOXOAMMO 3aMEHUTDh CEPBEP
nevatu HP Jetdirect.
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3. Hamanenb ynpaBiaeHus MIpMHTEpa BBIBOIUTCS coobiieHune 4 0 OIIMBKA?

Cepsep neyatu HP Jetdirect o6Hapy>xua cO6oii mepenauyn JaHHbBIX.
T1pyn BOBHMKHOBEHUM 3TOM OIIMOKU IIPUHTED TePEeKII0YaeTCsI
B aBTOHOMHBII peXXUM.

Co6oii mepenauyu TaHHBIX MOXKET MPOU30UTH U3-3a Pu3ndeckoro gedekra
CeTeBOT0 COeNMHEHUS WIM 13-3a OTKJIIOUeHUsI cepBepa. Eciii y mpuHTepa
MMeeTcs IapaMeTp aBTOIPOJOKEHNS U OH BBIKIIIOUEH, CIelyeT HaXKaTh
COOTBETCTBYIOIIYIO KiaBully (Hanpumep, Continue v Go) Ha mpuHTEpe
I10CJie TOTO0, KaK cOoii epeaaun OyneT ycTpaHeH, U e PeKI0YUTh IIPUHTEP
B UHTEPAKTUBHBINA pexXuM. BrimoueHre GyHKIIMU aBTONPOIO/KEHUS
MIPUBOINT K [TEPEYCTAHOBKE COeIMHEHMS O€3 BMEILIATEILCTBA I10JIb30BATESL.
OJHAaKO 3TO HE YCTpaHsIeT IPUUMHY HAPYLIEHUS CBSI3U.

4. Ha maHenb ynpaBieHUs IPUHTEPaA BHIBOIUTCS COOOIIEHUE
00 nanumanuzanuu (INIT)?

DTo pabdbouee coobmenue. [lomoxxnnTe mpuMepHO 3 MUHYTHI,

ToKa coo0IleHre He CYE3HET WU He TIOSIBUTCS IPYroe CoobIeHne.
Ecau nosiButcst npyroe coo61iieHre, CM. TOTIOJTHUTENbHY0 MHDOpMAIIIIO
B TOKyMEHTAIlM1 TIPUHTepa WIM Ha CTpaHUIaX KOHUTyparuu.

5. Ha naHenb ynpasiieHUs IPUHTEPA BLIBOJUTCSI COODIIEHKE, KPOME
coo0bieHns ["OTOB WiK IPYTUX COOOILEHMI, TepeUnCIeHHbIX
B HacCToOsIIIEM pa3nese?

OO6paTuTtech K TOKYMeHTAIlMM MIPUHTEPA, B KOTOPOU MPUBEIEH IMOTHBIN
CITMCOK COOOIIIEHH TTaHe M YTIIpaBJIeHs ¥ ONIMCaHKe Mep TT0 YCTPpaHEeHUIO
HETToNIaI0K.
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IIpoueaypa 4. YcTpaHeHHe HENOJIAI0K CBSA3H MEXIY
NPHHTEPOM H CETHIO

TIpousBenuTe MPOBEPKY 1O CIEAYIOLIUM IMYHKTaM, 4TOObI YOeTUThCS,
YTO MPUHTEP B3aUMOIEHCTBYET C CeThlo. [Ipednonazaemcs, umo cmpanuya
Kongueypauuu Jetdirect yace bviia pacnewamana.

1.

HMeroTcst 11 MexaHUUYeCKUe HapyIlIeHUsI COeIUHEHMI U CBSI3U MeX Iy
paboueil cTaHumel uin GaiiIoBbIM CEPBEPOM U CEPBEPOM MeUYaTh
HP Jetdirect?

IIpoBepbTe ceTeBOI Kabenb, COeqUHEHUS U KOHDUTYpaLIUIO
MaplpyTu3aTopa. ¥ 6enuTech, YTo IJIMHA CETeBOIo KadeJisi COOTBETCTBYET
XapaKTepUCTUKaM ceTH. Y 0e1uTeCh, 4YTO mapaMeTphbl 0€CIIPOBOIHOM CETH
HAaCTPOEHbI IPaBUIILHO.

TIpaBuabHO 1M MOAKIIIOYEHBI CeTeBbIe Kabenu?

Yo6enurech, 4To IpUHTED MOJACOEIMHEH K CETU Yepe3 HallexKallluii TopT
cepBepa neuyatu HP Jetdirect ¢ moMolbio COOTBETCTBYIOLLIETO Kabers.
IIpoBepbTe Bce KabenbHbIE COETMHEHNS HAa IIpeaMeT UCIIPABHOCTU

M TIpaBUJIBHOI'O MOJKII0UYeHUs. Ecnu rmpobjieMa He ycTpaHeHa,
WCIIONB3YiTe OIpyroii Kabeab WM MOPT HJISl MOIKITI0YEHUS
KOHIIEHTpaTOopa WIu TpaHCUBepa.

BLIKIIIOUEH JIM TTapaMeTp aBTOCOITIACOBAHUS Ul CEPBEPOB I1EYATH
10/100Base-TX?

Il obecrieyeHrsI HOpMaJIbHOM paboThl CKOPOCTD M PESKIM CBSI3U CEpBeEpa
revyaTy JOKHBI COOTBETCTBOBAThH ceT. ITapaMeTp aBTOCOIIacOBaHUS
HacTpanBaercs B MeHio EIO Ha nmaHenu ynpapieHUs IpUHTepa.

JI00aBASIIIUCH U B CE€Th KaKMe-HUOYIb MPUI0KEeHU?

IIpoBepbTe X COBMECTUMOCTD U IIPaBUJIBHOCTb YCTAHOBKHU,
a TaKXK€ COOTBETCTBUE BEPCUI IpaiiBepOB IeYaTH.

MoryT i1 reyaTaTh Apyrue Mnojab3oBaTesn’?

IIpobneMa MmoxkeT OBITH B caMoiil paboyeii craHuu. [IpoBepbTe ceTeBbie
IpaiiBepbl paboueli CTaHLINK, TpaiiBepbl IPUHTEPOB U GYHKIIUU
nepeanpecanuu (rmepexsata mwist Novell NetWare).

Ecnu gpyrve moib30BaTeIn MOTYT IIedaTaTh, UCIOJIb3YIOT JIU OHM TY XK€
OIePaLIMOHHYIO cUCTEMY?

IIpoBepbTe MPaBMIBLHOCTD YCTAHOBKM CETEBOI OMepallMOHHOMN CUCTEMBI.
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7. AXTUBU3MPOBAH JIM MPOTOKOJ Ha cepBepe neuatn HP Jetdirect?

IIpoBepbTe cocTOsIHME MPOTOKOJIA HA cTpaHulle KoHdurypauuu Jetdirect.
OnucaHue JaHHBIX CTpaHUIbl KOHUrypauuu cM. ['nasa 9.

(B cetsx TCP/IP BcTpoenHblil Web-cepBep MOXHO TaKxKe UCII0Ib30BaTh
1Sl IPOBEPKU COCTOSIHUS APYruX MpoTtokonoB. CM. [1aBa 4.)

8. HmeroTcs mu coobiieHrs 00 ommbKax B pa3nesie MPOTOKOJIOB
Ha cTpaHule KoHpurypanuu Jetdirect?

Cnucok coobuieHunii 06 ommokax cM. B I'naBa 9 «CtpaHuiia

koHodurypamun HP Jetdirecty.

9. Ecmu ucnomnbsyercs cetb Token Ring, mpaBuiabHO i ycTaHOBIEHA
CKOpOCTh OOMeHa TaHHBIMU?

IIpoBepbTe TeKyllre TTapaMeTphl, yKa3aHHbIE Ha CTpaHUIIE
koHwurypanuu Jetdirect. Ecmu oHM ycTaHOBIEHBI HETIPABUILHO,
BoCIONb3yliTech mapamerpamu Token Ring, ykazaHHBIMU B pYKOBOICTBE
10 YCTaHOBKeE aIlllapaTHOTO obecrieueHusT cepBepa ImevyaTH.

10. Ecnu BbI Mcnionb3yere ceTeBoe obecrieueHre Apple EtherTalk, BuneH nu
npuHtep B okHe Chooser?

m [IpoBepbTe YCTAaHOBKM CETU M cepBepa MevyaTH Ha CTpaHMUIIe
koHdurypaunm HP Jetdirect. Onmcanne maHHBIX CTPaHUIIBI
KoHurypaunu cM. [1aBa 9.

m [loaTBepmuTe ceTeBble MTapaMeTphl IPUHTEPA C TTOMOILBIO TTAaHEIN
yIpaBJIeHUs MpUHTEpa (€CI MPUHTEP OCHAIIICH MaHeJbIO yIIPaBIeHUST ).

m Cwm. paznen, Kacarolluiics TEXHUIECKUX HEMCIIPaBHOCTEM,

B MHTepaKTUBHOU crpaBke cpenactsa HP LaserJet.
m Y0emuTech, UTO B MPpUHTEpE ycTaHOBJeH nmapameTp PostScript.

11. MoxxHO 1 UCIIONb30BaTh Telnet I meyaT HemOCPeICTBEHHO
Ha nipuHTep 1pu pabote B cetu TCP/IP?

Bocnonb3yiitech crnenyromieit komaHmoii Telnet:
telnet <IP address> <port>

rne <IP address> — [P-anpec, IprMCcBOEHHbII cepBepy MevaTu
HP Jetdirect, a <port> — nopt 9100. (ITopT maHHBIX cepBepa
neyat HP Jetdirect 9101 wim 9102 MoxXeT TakKe UCTIOIb30BaThCS
COOTBETCTBEHHO ISl TOPTOB 2 WX 3 MHOTOTIOPTOBOTO BHEIITHETO
cepBepa nevatu Jetdirect.)

B ceance Telnet BBenuTe naHHble U HaxkMuTe Kiuapuiily Enter. [laHHbIe
TIOJIKHBI TTeYaTaThcsl Ha MpUHTepe (MOKET MOoTpeOoBaThCsl pydHast
nomada 6ymarn).
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12. Orob6pazkaerca s npuHTep B HP Web Jetadmin niu npyrom
YIIpaBIISIOIIEM TTPUIOXKEHUN?

m [IpoBepbTe yCTAHOBKHU CETU U CepBepa MevaTy Ha CTpaHULIe
koHurypauu HP Jetdirect. Onucanne naHHBIX CTpaHULIbI
KoHurypauuu cM. ['nasa 9.

m [loaTBepnure ceTeBble MapaMeTphl IPUHTEPA C MOMOILBIO aHEeIN
yIIpaBJIeHUs IpUHTepa (eCIU MIPUHTEP OCHAILLIEH MMaHe IbIO YIIPaBICHMUS ).

m Cwm. pazjed, NOCBSAIIEHHbII TOMCKY U YCTPaHEHUIO HEMCIIPaBHOCTEI,
B MHTepaKTUBHOI cripaBKe IporpamMbl HP Web Jetadmin.

13. Ilpu pabore B cpene Microsoft Windows NT 4.0 (DLC/LLC) BuneH au
MPUHTEP B IUAIIOTOBOM OKHe Jlobasumy cemesoli nepugepulinbiii nopm
Hewlett-Packard?

m [IpoBepbTe YCTAaHOBKM CETU M cepBepa MevyaTH Ha CTpaHMUIIe
koHburypaunu HP Jetdirect. Onmcanne maHHBIX CTPaHUIIBI
KoHwurypauu cM. [1ara 9.

m [loaTBepmuTe ceTeBble TapaMeTphl IPUHTEPA C TTOMOILBIO TTaHEIN
yIpaBJIeHUs MpUHTEpa (€CI MPUHTEP OCHAIIICH MaHeJbIO yIIPaBIeHUST ).

m Y0emuTech, UTO MPUHTEP HAXOIUTCS B TOM 3Ke (prU3MUIECKOl MOICeTH,
a TaK>Ke YTO OH He MOIKJII0UEH Yyepe3 MaplpyTu3aTop.

14. PearmpyeT 11 mpuHTEp Ha KOMaHIBI IIPOrpaMMHOTIO 00eCIIeueHMS
HP Web Jetadmin, 3amyiieHHOTO B IOOIePKUBAEMBIX OITepallMOHHBIX
cucremax?

m [IpoBepbTe YCTAaHOBKM CETU M CepBepa MevyaTH Ha CTpaHMUIIe
koHburypaunm HP Jetdirect. Onmcanne maHHBIX CTPaHUIIBI
KoHwurypauu cM. [naBa 9.

m [loaTBepnure ceTeBble MTapaMeTphl IPUHTEPA C TTOMOILBIO TTAaHEIN
yIpaBJieHUs pUHTEpa (€CIM MPUHTEP OCHAIIIEH MaHEJIbIO YIIPABICHUS ).

m Cwm. pazje, MOCBSAIIEHHbIN TTOMCKY U YCTPAaHEHUIO HEMCIIPaBHOCTEN,
B MHTEpaKTUBHOI crpaBKe mporpamMMbl HP Web Jetadmin.
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Ycrpanenue HencnpaBHOCTEH 0eCIIPOBOIHBIX
cepBepoB MeYaTH

He ynaercst ycTaHOBUTH CBSI3b IIPH II€PBOHAYAILHOI HACTPOIIKE

IIpoBepbTe BHIMOIHEHKE CASIYIOIIMX YCIAOBUIA.

® HacrpoeHbl 11 Ha 6ecIpOBOIHOM KOMIbIOTEPE CIeOyOIIe mapaMeTphbl
cepBepa neuatu HP Jetdirect mo ymonyaHuto:

B PEeXUM MOIKIIYEeHUS: OMHOPAHIOBasl CeTh
m ums cetd (SSID): hpsetup
m mdposanue (WEP): <oTkimoueHO>

MpumeuyaHne Wwms cetu (SSID) BBOOUTCS C yueTOM peructpa. Y 6enuTech
B TOM, YTO UMsI ceTH «hpsetup» BBeIEHO C yIeTOM PETHCTpa.

® Cepsep neyatu HP Jetdirect BK1toueH u paboTtaeT HaajiexKalmM obpazom
(Hameuaraiite «CtpaHully KoHdurypauuu Jetdirecty).

® Brnl HaxomuTech B nMarna3oHe neiictBus ceppepa rneyatd HP Jetdirect.

® K ogHOpaHroBoii ceTH MOIKI0YEeHO He 6osee 1IeCTU YyCTPOMCTB
(c umenem SSID «hpsetupy).

® Ilob6aM30CcTH HET TOUKM JOCTYyNa, HacTpoeHHol ¢ uMeHeM SSID «hpsetup».

® He HacTpauBaroTCs OOHOBPEMEHHO HECKOJILKO CEPBEPOB MEYATH.
Ecnu nMeeTcst HECKOJIBLKO CEPBEPOB I€YaTH, OTKJIFOUNTE UX BCE,
3a UCKJIFOYEHHEM TOTO, KOTOPBIN TPeOYeTCsT HACTPOUTD.
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He YaaeTcda yCTAaHOBUTD CBA3b MOCJIE HepBOHa‘laJILHOﬁ HaCTPOﬁKH

Ecnm Hactpoiika 6ecripoBogHoro cepsepa neuatu HP Jetdirect,
MMOJKJIIOUEHHOTO K UMEIOIIIeiicsl ceTH, ObLIa yCIIeLHO 3aBepllieHa, HO CeTeBOi
KOMIIBIOTEp HE MOXKET YCTAHOBUTh CBSI3b C IIPUHTEPOM (J1aKe C TTIOMOIIIbIO
KOMAaH/IbI «ping»), BHIMOJIHUTE CJeAYIOIIMe NeCTBHSI.

® Hamneuaraiite crpanuily koHurypauuu Jetdirect u mpoBepbTe BCe CeTeBhIE
napameTphbl. B unciio Hanbosiee pacnpocTpaHEHHbBIX OIIMOOK BXOIUT
HemnpaBWIbHbINM BBOJ CJIEAYIOIIMX ITapaMETPOB:

THUIIa OAKIIOUEeHHUS (OTHOPAHTOBAsI CETh WK CETh C UHPPACTYKTYpOit)
umeHu cetu (SSID), KoTopoe BBOOUTCS C yUETOM PETUcTpa

MeToJla MPOBEPKU MOIMHHOCTU

YPOBHSI KPUIITOCTOMKOCTH, KJIFoueil mnudpoBaHus 1 3aJaHHBIX KJIIOUei
nepenayn NaHHbIX

IP-anpeca;

naeHtudukaropa 6azosoro Habopa ciayx6 (BSSID, Basic Service Set
Identifier), KoTopblii OTJIMYaET OAHY OECIIPOBOIHYIO CETh OT APYTOH,
Iaxke ecJIi OHU UMEIOT oguHaKoBbie MMeHa SSID

® YO0enuTech, YTO IIPUHTEP HAXOOUTCS B NMana3oHe NeiCTBUS CETH.
CwM. paznen «IToBblllIeHNe KayecTBa IprueMa 1 MPOU3BOIUTEILHOCTI
IAHHOM TIJ1aBbl.

® lcnonnayiite 6ecripoBonHoii I1K 1 ero ciy:keOHble mporpaMMbl
IUISL TIPOBEPKU JJOCTATOYHOCTH MOILIHOCTH CUTHAJa B TOM MECTe,
rlie pacrojIoXeH MpUHTep. MOIIHOCTh CUTHANA JOJKHA COOTBETCTBOBATh
ImapaMeTpaM cepBepa redaTu, ColepKalluMcs Ha CTpaHuLIe
koHdurypamuu HP Jetdirect.

HacTtpoenHblii Kanaj1 He COOTBETCTBYET apaMeTpam
Ha CTpaHuIe KOHGHUrypamun

(TonbKo nm1s1 omHOpaHroBoii cet.) CpencTa HacTpoiiku HP mo3Bosnsitor
BbIOpaTh KaHan 10 (mo ymonauanuro) win 11 mis 6ecripoBoIHOIO cepBepa
neyat HP Jetdirect. DToT KaHam ucnoyb3yeTcsl cCepBepOM MevyaTH It
coob1ieHus cBoero ceteBoro uMeHu (SSID) B ToM ciyyae, eciiv He yIaeTcs
00HAPYXUTh 1 YCTAHOBUTH CBSI3b C UMeIOIelics 6ECITIPOBOIHOM CEThIO.
Ecau ynaercs moakiIounUThCS K CETH, CepBep MeyaTh 3aHOBO HacTpauBaeT
CBOIi KaHaJI B COOTBETCTBUU C T€M, KOTOPbIi MCIIOJIb3YeTCsI CeThIO.

Crpanunna kondurypamuu Jetdirect orobpaxkaeT ceTeBoii KaHall, KOTOPbIii
UCHOJIb3yeTcs ceThlo. Ha Heil He moKa3aH KaHajl CBSI3U, MCIIOJIb3YeMblii
B TeX CIIy4asiX, KOria ceTb He OOHapy>KeHa.
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He ynaercst ucnoJib30BaTh MacTep HaCTPOIKH OeCIIpOBOIHOTO
noakmodennst HP Jetdirect Wireless Setup

Mactep HacTpoiiku 6ecripoBogHoro noaxkiaoueHus HP Jetdirect Wireless
Setup Wizard (Windows) ncrnonb3yeTcs Iisi HACTPOMKKM 6€CIIpOBOIHOIO
cepBepa neuatu HP Jetdirect mist moctyna K mMeroleics: ceTu.

Ecnm He ynaeTcst UCIIoJIb30BaTh 3TOT MacTep, 00paTUTECh K IPYTUM CIIoco0aM
HACTPOMKMU JaHHOI MOJEIU cepBepa MeuaT, ONMCaHHBIM B Pykosodcmee
aomuHucmpamopa, NocTaBjasieMoM Ha KoMmnakT-nrcke HP Jetdirect.
JloCTYyIHBI ClieAyIolIe CpecTBa:

® BcTpoeHHbINT Web-cepBep (cM. ['naBa 4 u [Ipunoxenue B)

® Telnet (cM. ['apa 3)

@ TIaHeJIb YIpaBleHMs IIPUHTEpa IJIs1 HEKOTOPHIX MOIeneit
(cm. Hpunoxenne C)

MpumeyaHne KonuuecTBO HACTPaNBaEMBbIX C TIOMOIIBIO STHX
IOMOJIHUTEIbHBIX CPEeICTB HACTPOKM IapaMeTPOB
MOXET OBITh OrpaHUUYEHO.

IloBbIeHne KavyecTBa NnpueMa 1 Npou3BOAMTE/IbBHOCTH

Pannocurnansl o6opynoBaHusl 6eCIpOBOIHBIX C€T€il MOTYT IPOHUKATh
CKBO3b 0OJIBIIMHCTBO 00BEKTOB B IIOMEILIEHUSIX U Oru0aTh MPEIsSITCTBIUS.
TeM He MeHee, 1ana30H IelCTBUS U CKOPOCTh 0€CIIPOBOIHOTO COEAUHEHMS
3aBUCKT OT psAna (aKTOPOB, TAKMX KaK KOJIMYECTBO MOJIb30BaTelIeil, KAUeCTBO
M MECTO pa3MellleH1s 000py10BaHMs O€CIIPOBOIHbBIX CeTei, MHTepdEepeHIINS
PaIMOCUTHAJIOB OT Pa3IMYHBIX UICTOYHUKOB (HaIpUMep, B MUKPOBOJTHOBBIX
neyvax u 6ecripoBOIHBIX TeledOHAaX UCIIOIb3YIOTCS O13K1E YaCTOThI).

Kak npaBuio, CKOpocTh Iiepeayn JaHHbIX 0eCIIPOBOMIHOIO cepBepa

HP Jetdirect namaer npu yBeJIMYEeHUU PaCcCTOSIHUS, BOBHUKHOBEHUH
MPESITCTBUIl U MHTepdEepeHIIN paguoCUrHaa.

CuMITOMBI

[ J I/IH,[[I/IKaTOp COCTOAHUA 6CCHpOBO,I[HOI71 CBA3U CBETUTCA 2KCJITBIM CBETOM.

® CiuIIKOM HU3KAas WIN NpelebHO TOMYCTUMAask MOIITHOCTh CUTHaIa
(cM. ctpanuily koHdurypaumu HP Jetdirect vnm BcrpoenHbiit Web-ceprep).

® OueHb HU3KAS CKOPOCTb II€4YaTu 3aaHUMN.
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YcTpaneHue Hemoaama0K

M3MeHuTe MpOoCTpaHCTBEHHYIO OPUEHTALINIO TIPUHTEpa WU
6ecripoBogHoro cepBepa neuat HP Jetdirect. Kak mpaBuno, opueHTanust
cepBepa 1nevaty B CTOPOHY TOUYKM npuema win 6ecripoBogHoro ITK
TTO3BOJISIET YJIyYIIUTh KA4eCTBO MpreMa U TPOU3BOIUTETbHOCTb.

YMeHbIIMTE KOIMYECTBO NCTOYHIKOB PagnuoIIoOMEX WIN YIAJIUTE UX.
Meramummmyecke 00beKThI MOTYT orjaomaTb UJIN OTKJIOHATH paquOCUTHall,
a TakK1e YCTpoﬁCTBa, KaK MUKPOBOJJHOBBLIC II€YN U paJII/IOTeJ'IeCl)OHbI,
paGOTaIOT Ha IMOXO02KUX pagnodyacToTax.

‘YMeHbIIMTe paccTOsSSHIE MEXIY IPUHTEPOM M TOUYKOM TOCTyIa Wi
6ecripoBogHbM [1K. JIJ1s1 3TOTO BBITIOTHATE CIAEOYIONINE TeACTBH:

B TIepecTaBbTe MPUHTEP
B TIepecTaBbTe 000pYIOBaHWE TOYKM JOCTyMa Wi becripoBomHoi ITK
B UCMONB3YiTe JOMOJHUTENBHYIO TOUKY MOCTYIa (TONBKO ISl CETH

¢ nHGPACTPYKTYPOIi)

ITomHUMUTE BbILIIE aHTEHHY 000PYI0BaHMSI TOYKM TOCTYIIA.

B 6onbmmHCTBE pabouynx MoMelIeHU I MoaAbeM aHTEHHBI TOYKU
IIOCTYyIa TIO3BOJISIET YBEJIMYUTh THMANa30H IpreMa U MOBLICUTh
MPOU3BOIUTEIHHOCTh GECIIPOBOIHBIX YCTPOMCTB.

YcraHoBuTe BHEIIHIO aHTeHHY 1151 ceTeBoro npuHtepa HP Jetdirect
(ecnu 3To BO3MOXKHO). B 60/b1IMHCTBE pabouyux MOMEIIEHUI IToabeM
BHEIIIHEeil aHTEHHBI cepBepa MevaTu MO3BOJISET yBEINYNTh TUana3oH
IpremMa cepBepa 1 ero Ipor3BOAUTEIbHOCTD.
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Co0oii npu 3arpy3Ke MHKpPOIPOTpaMMbI

becnpoBonnoii cepep neuatn HP Jetdirect nonnep:kuBaeT ycTaHOBKY IO CETU
1 3arpy3Ky 0OHOBJIEHUII MUKPOIIPOrPaMM, COMIeP3KaIX HOBbIE, yIyUIllIeHHbIE
¢dyukunn. Kak 1 Ha npyrue cepBepsl neuatu HP Jetdirect, MukpomnporpaMmmbl
MOTYT OBITh 3aTpy>KeHbI C TIOMOIIBIO TaKUX cpencTB, Kak HP Download
Manager (Windows), HP Web Jetadmin u FTP (File Transfer Protocol).

® Eciu He ynaeTcst BBITTONHATD 3arpy3Ky MUKPOITPOTrPaMMBI, HY>KHO
TOBTOPUTD 3arpy3Ky 0e3 OTKJIIOUeHHs MMTaHUsA CepBepa revyaTu.

® Eciu Bo BpeMst 3arpy3Ku IIpOM30IILII0 OTKIIOUYEHKE TUTaHKS M CepBep MevyaTu
HYKIaeTcs B [Iepe3arpysKe, Mocaeayolue NeiCTBUS 3aBUCIT OT TOTO, ObLT
JIA cepBep IeYaTy HaCTPOEH ISl IPOBEPKU MOMJIMHHOCTY Ha 6a3e cepBepa.

EcJu npoBepKa Mo/ IMHHOCTH Ha 0a3e cepBepa He MCIOJIb3YeTCs

Ecnu c6oii ipu 3arpyzke MUKpOIIpOrpaMMbl PpoU301iIe] Ha 6eCIpoBOIHOM
cepsepe neuatu HP Jetdirect, miss KOTOpOro He BBITIOHSIETCS TTPOBEPKa
MOJJTMHHOCTH Ha 0a3e cepBepa, HY>KHO IMTPOCTO 3aHOBO HAYaTh MPOIIECC 3arpy3Ku
1 TIOBTOPUTH Bce cHavana. [Ipu nmepesarmycke cepBep neyaTt BOCCTAHOBUT CBOKO
MPEXHIO KOHUTYpalio, KOTopas y Hero Oblia mepej cboeM mpoliecca 3arpy3Kiu.

Ecim HUCIOJIb3YETCA NPOBEPKA NOAJIMHHOCTH HA 0asze cepsepa

BHUMAHUE TIIo BO3MOXHOCTU He BLIKJIIOUATE U HE TIEpe3arpyKaire
cepsep reyatu. [IpocTo MOBTOPUTE 3aHOBO BECH IPOLIECC
3arpy3Kku. I1py BLIKJIFOYEHNHU ¥ TIOBTOPHOM BKJIOUEHUH
cepBep IeYaTy yTPaunuBaeT apaMeTphl NOLIMHHOCTH
U He UMeeT OObIIE NOCTYIA K CETH.

Hpu BBIKJTIOYCHUH U ITOBTOPHOM BKIIOUCHUU WU
HOBTODHOP‘I MHUIHUaJIM3aln CEpBEpa 1neyaTu BbIIOJTHUTE
TNEPpCUYNCIICHHbIC HU2XKE NeCTBUS.

Becnposomnoii cepsep nmeuatn HP Jetdirect mogmep:kmuBaet MeTomd IMpOBEpKH
nomuHHOCTA 802.1x EAP.

HpI/I BBIKJIFOUCHMHM U ITIOBTOPHOM BKJIIOUCHUU CEPBEPA M€YaTU WIN ITIOTEPEC
C 6€CHp0BO,E[HOI‘O TOOKIIOYEHMS K CETU BBITIOJIHUTE CIACOYIOIIHNE 1Iaru.

1. Ycranosute cpenctso 3arpy3ku (Hampumep, HP Download Manager wiu
HP Web Jetadmin) Ha mogmep:kKuBaeMblii 6eCTIpOBOTHOM KOMIILIOTED.

2. Ckonupyiite aiinbl 0OHOBIEHNSI MUKPOIIPOTpaMMbl Ha 6€CTIpOBOIHOM
KOMIIBIOTED.
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3. HactpoiiTe Ha KOMIIbIOTEpE MTapaMeTphbl OECIIPOBOIHON ceTH,
COOTBETCTBYIOILIME TapaMeTpaM I10 YMOJTYaH1I0 6€CIIPOBOIHOTO cepBepa

neyat HP Jetdirect:

B PEeXUM MOIKIIYEHUS: OMHOPAHIOBasl CeTh
m ums cetd (SSID): hpsetup
m mmdposanue (WEP): <pki. uiu BBIKIL>

MpumeyaHue W3-3a Toro, 4To Ha GECIIPOBOIHOM CepBepe MeyaTn
HP Jetdirect mpousoien c6oii, mpu 3arpyske
MUKpPONPOrpaMMBbI C TTOCIEAYIOLIEN ITepe3arpy3Kom
IIJIS1 HACTPOMKY cepBepa neyaTu He MOXKET ObITh
ucnonb3opaH mMactep HP Wireless Setup.

4. Co3paiiTe Ha 6eCTTPOBOIHOM KOMITBIOTEPE MYTh OT KOMITBIOTEpPA
k [P-anpecy 6ecripoBonHoro npuHTepa HP Jetdirect mo ymonuanuto.
Hanpumep, ecnu anpec o ymonaanuto — 192.0.0.192, ucnionbayiite oquH
U3 CIIEYIOUINX CIIOCOOOB:

B UCIONb3YiiTe KoMaHIy «route add» B cTpoKe 3armpoca Win

W 3aHOBO HacTpoiite IP-agpec KoMIbIOTEpa, COBITATATOIIIMIA
¢ ampecoM IP-cetn cepsepa nmeuatu Jetdirect (Hampumep,
ucnonbayite anpec 192.0.0.193)

5. 3amyctute cpenctso 3arpy3ku HP u BbITioiHUTE 3arpy3Ky
MHUKPOIIPOTPaMMEI.

6. Tlocne ycmelrHoi 3arpy3Kd MUKpOIIPOTpaMMEI TIepe3arpy3uTe cepBep
mevaty. [TapameTpsl KOHGUTYpallMK, KOTOpbIe OBUTH ¥ cepBepa rmevyaTu
1o ¢60s1 3arpy3KN MUKPOIIPOTPaMMBI, OYIyT BOCCTAHOBIIEHBI.
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Ilouck u ycTpaneHne HeMCIPABHOCTEH
koHurypamuu LPD UNIX

MpumeuaHue [lns cepsepos nevyat HP Jetdirect B maHHOM pa3smene

Ipearojaarac€rcs, 4To moaKII4YCHHUE K 6eCHp0BOI[HOI71
CE€THU Y2K€ YCTAHOBJICHO.

Hwxe onuchiBaeTcsl, Kakue NEMCTBUS CleqyeT MpearpuHUMaTh IS TTIoMcKa
¥ yCTpaHeHUs HencIpaBHOCTel cepBepa neyatu HP Jetdirect, ¢ koTopbiMu
OJIb30BaTENIb MOXKET CTOJIKHYTHCSI B TIpOliecce revyaTu.

1.
2.

Pacmneuaraitte cTrpanniy Korndurypamun Jetdirect.

Y6enutech, 4To MapaMeTpbl KOHbUTrypauu rnpotokona [P HacTpoeHbI
MpaBWJIbHO. B MPOTMBHOM cilydyae 3aHOBO HAaCTPOWTE cepBep reyaTu
HP Jetdirect.

BoiinuTe B cricTeMy IJ1TaBHOTO KOMITbIOTEpA U BBEIUTE:
ping <IP address>
roe <IP address> 3amaet [P-anpec, Ha3HaUEHHbBIN IPUHTEDY.

Ecau onepanust ping He BBIMOTHSETCS, TIPOBEPHTE MPABUIILHOCTD
[P-anpeca no ctpanuiie KoHdurypauuu. Ecnu agpec npaBUiIbHbIH,
CYyIIIECTBYET HeroJjiaaKa B CEeTH.

Ecau onepanust ping BBIMOTHSIETCS YCIICIIHO, pacrievyaTanTe
npoBepouHbIi ¢aiin. B ctpoke 3anpoca UNIX BBenuTe:

lpr -Pprinter_name test_file(Cucrema UNIXyHuBepcutera
Bepknu (BSD) u cuctema Linux)

rie printer_name WMs Balllero NMpuHTepa, a test_file
cootBercTByromuii ¢aitn (ASCII, PCL, PS, HP-GL/2 nmm TeKCTOBBIN)
IJIST IIPUHTEpAa, OIIpeie]IeHHOTO METKOM : rp B (paiiie printcape.

Ecnm ipoBepouHbIi (haiin He TieYaTaeTcsl, BHITIOTHNATE CIIEYIOIIE OTIepaliin:

B TIpoBepbTe 3amucu B ¢aiine printcap
E TIpOBepbTE COCTOSIHME TIpMHTepa (rcronb3yiite mpoiecc LPC

WM aHAJIOTMYHBII MpoIiece)

B TIPOCMOTPUTE COMep>KaHKMe PETUCTPALIMOHHOTO (aiiya I TaHHOTO

MPUHTEPa, HaTIpUMep
/usr/spool/lpd/error_log_filename

B TIpOBepbTe IpyTre perrucTpallioHHbIe (ailibl, HAaIpUMep

HP-UX: /usr/adm/syslog
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7. Ecau npoBepouHblii (paitn pacrieyaTancs, HO HeIpaBUIbHO
oTOpMaTHPOBaH, BHIITOJIHUTE CIEIYIOIINE ONepallin.

m IIpoBepbTe MeTKYy : rp B (paitne printcap.
IIpumep 1 (nmpennonaraemoe ums gist npuHTepa ASCII nnu TekctoBoro
MpUHTEpa):

text | 1jl1_text:\

t1p=:\

crm=laserjetl:\

rrp=text:\
:1f=/usr/spool/lpd/ERRORLOG: \
:sd=/usr/spool/lpd/1jl_text:

IIpumep 2 (npennonaraemoe umst st mpuHTepoB PostScript, PCL

i HP-GL/2):
raw | 1j1_raw:\
:1p=:\

:rm=laserjet:\

rrp=raw:\
:1f=/usr/spool/lpd/ERRORLOG: \
:sd=/usr/spool/lpd/1jl_raw:

8. IlIpoBepbTe, HACTPOEH JIM IIPUHTEP Ha YKa3aHHBIN TUI IIPOBEPOYHOIO
daiina: PCL, PostScript, HP-GL/2 nmu ASCIL

9. Cnenute 3a TeM, YTOOBI B TIPOIIECCE BHITIOJTHEHMS 3aJaHKS HA IeYaTh
TIPUHTEP He BBIKJIIOYAJICS M He ObLIa MOoTepsiHa CBSI3b C JIOKAJIbHOM CEThIO.
Ouepenu LPD MoryT OBITh BEIKJIFOUEHBI, @ HOCHUTKA JaHHBIX IIpeKpalleHa
B CJIydae, €CI B TIPOIIeCCe BBHITTOJHEHMSI 3aaHUsI TIeYaTy MPOn30iaeT
OTKJIFOYEHME TTUTAHWS TPUHTEPA W HAPYIIIMTCS CBSI3b C JIOKAJIbHOM CEThIO.
(Hanpumep, npuHTEp OyneT BHIKJIFOUEH 1S yCTpaHeHUsI 3aTopa Gymaru.)

Hnst cuctem HP-UX, mocnie Toro Kak NMpUHTEP BKJIIOUEH CHOBA U CBSI3b
BOCCTaHOBJIEHA, UCTIOJb3yiiTe KOMaHy 1pstat -Pgname, 4To0bI
OTpenenuTh, OblIa JIn 0Yepeab BhIKITIOUeHa.

BrikimroueHHast o4yepeab MOXKET OBITH rnepesamnyuicHa ¢ UCII0JIb30BaAHUEM
cne;[yfou_[eﬁ KOMaHIbI:

HP-UX: enable gname
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Crpanmna Kondurypamu HP Jetdirect

BBenenue

Crpanmnna koHburypaun HP Jetdirect — BasKHBIII MHCTPYMEHT IIJIsI
yrpasneHus cepsepamu neyat HP Jetdirect, a Takoke moucka v ycTpaHeHUst
ux Henojianok. Ha 3Toii crpaHuile mpuseneHa naeHTUGUKAIIMOHHAS
nHdopmanusa (HapuMmep, moaenb HP Jetdirect, Bepcust MUKporiporpaMMbl
U anmnapaTHbIi aipec JTOKAIbHOW CETH ), a TAKXKE COCTOSIHME U TTapaMeTphbl
HAaCTPONKM MOANEPKMBAEMbIX CETEBBIX TPOTOKOJIOB. [IpuBOAUTCS TaKKe
ceTeBasl CTaTUCTUKA, KOTOPYIO HaKarIBaeT cepBep MevyaTu.

Crpanunity koHburypanu HP Jetdirect MoxkHO pacriedaTtath IpsiMo
Ha IToIcoe TMHEHHOM TTprHTepe. PopMat cTpaHuIlbl KoHuUTyparuu Jetdirect
3aBUCUT OT

W MOJeNu MpUHTepa
m mognenu HP Jetdirect u Bepcun MUKporporpaMMbl

Hnsa npunatepoB HP ¢ pacimmpennsiv BBogoM/BeiBomoM (EIO)

u yctaHoBJIeHHbIM cepBepoM Tieuat HP Jetdirect EIO crpanuna
koHpurypaumu Jetdirect 6ymeT pacreyaTbIBaThCSI aBTOMATHIECKI
TocJie MevyaTy CTpaHUIbl KoHbUTypauuu npuHtepa. MHCTpyKumnmn
CM. B pYKOBOJICTBE K BallleMy TIpPUHTEPY.

Crpanuity koHpurypaunu HP Jetdirect MoXXHO TakskKe IIpOoCMaTpUBaTh
B CETH, UCTIOJIb3YS YTUINTY yripaBieHus (Hanpumep, HP Web Jetadmin)
WJIU TIOJTyYUB JOCTYII K BCTpoeHHOMY Web-cepBepy Ha cepBepe rnedatu
HP Jetdirect (cm. naBa 4).

Coo0uienys 00 OIMOKAX B 10JIe COCTOSHUSA

Ha crpanune kondurypaunum HP Jetdirect nmeercst HecKoabKO mosneit
COCTOSIHMS JIJISI CepBepa MevaTy 1 MoAIepKBaeMbIX IIPOTOKOJIOB. B mose
COCTOSIHMSI MOTYT OTOOpakaThCsl OJUH MM HECKOJbKO KOJOB OIIMOOK U
COOTBETCTBYIOIIME cO00IIeHUsT 00 ommbkax. CBeIeHUs 0 BceX COOOIIEHUSIX
00 ommbkax cMm. Taba. 9.12.
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®dopMaTt cTpaHuibl KOH(GUTYypauu

[Ipumep TMIIMUHOI cTpaHUIIBI KOHUTYpalny ycTpoiicTBa Jetdirect moka3an
Ha Puc. 9.1. CBenenusi, comepkaliuecs Ha CTpaHUIIe KOHPUTYpaluu,
3aBUCIT OT cepBepa MevaTu.

Puc. 9.1 TunuuyHana cTpaHuua KoHpurypauum Jetdirect

HP LaserJet ies pri | () Pt
aserdJet 4050 series printers "2 PACKARD
EIO 2 - JetDirect Page 1

----- HP JetDirect Configuration - --- --== IPX/SPX -------ecemamnan
S : 1/0 Card Ready Status: Ready
Model Number: J4169A Primary Frame Type: Auto Select
Hardware Address: 0001E63AA043
Firmware Version: GAC18LU Network Frame Type Revd
Port Config: 10BASE-T HALF Unknown EN_802 10
Auto Negotiation: n
Manufacturing ID: 21214114202121G
Date Manufactured: 04/2001

----- -- Novell/NetWare -------------
---------- Security Settings ----------- Statu: 16
Admin Password: Not SBecified NOT CONFIGURED
SSL/TLS: isabled Node Name: NPI3AA043
Cert Expires: Not Applicable
SNMP Versions: 1.2 NetWare Mode: Queue Server
SNMP Set Cmty Name: Not Spemﬁed NDS Tree Name:
Access List: Not Specified

NDS Context:
--------- Network Statistics -----------
Total Packets Received: &
Unicast Packets Received: Attached Server:
Bad Packets Received:
Framing Errors_Received: SAP Interval: 60 sec
Total Packets Transmitted: 3
Unsendable Packets:
Transmit Collisions:
Transmit Late Collisions:

-------------- AppleTalk ---------------
--------------- TCP/IP ------eeemmmceae Status: Initializing
Status: Ready

Name:

Zone: *
Host Name: NPI3AA04: Type 1: HP LaserJet
1P Address 192.168.2.11 LaserWriter
Subnet 255.255.255. Network Number : 65281
Defau]t Gateway 192.168.2. Node Number:
Confi BOOT]
BOOTP Server 192.168.2.2 ~ ----emmeeeeeee- DLC/LLC ------=nnmeennan
TFTP Server: Not Specified Status: Ready
Config File: Not_Specified
Domain Name: ceﬂar hg com
DNS Server:
WINS Server: Not Spemﬁed
Sys1 Server Not Spec1f1ed
Idle 270 sec
Web JetAdmm "URL Not Specified
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Crpanunna Kondurypauum Jetdirect conep>XUT HECKOJIBKO pa3ieos,
OIMCAaHHbIX B clIeaytollei Tabauiie. Jlanee B 3Toi Iy1aBe MpuBeIeHOo oaApoOHOe
OoInMcaHue MapaMeTpoOB M HACTPOEK, a TakxKe coobIIeHnit 00 ommnodKax.

HassaHue OnucaHue

pasaena

KoHpurypauumsa UaeHTMdUKauua cepeepa neyatv HP Jetdirect n o6Lume cBeaeHus
HP Jetdirect 0 COCTOAHMK. [N NoyYeHUa AONONHUTENbHBLIX CBEAEHWUI

unu obLime 0 napameTpax AaHHOro pasaena cm. Tabn. 9.1.

cBeAeHus (Onucanua coobLueHuit 06 ownbrax cm. B Tabn. 9.12.)
CseaneHusa (Tonbko anA BHeLWHWX cepBepos neyvatn HP Jetdirect.) CBeaeHuna

o npuHtepe USB

0 TEKYLLEM COCTOAHUM NOAKYeHnA USB Kk npuHTepy cm. B Tabn. 9.2.
(Onucanua coobLueHuit 06 ownbkax cm. B Tabn. 9.12.)

BecnpoBoaHas
ceTtb 802.11b

(Tonbko ans GecnpoBoaHbIX cepaepos neyat HP Jetdirect.)

CBeZieHHs 0 TEKYLLEM COCTOAHWUM BECNPOBOAHOMO NOAKMHOUYEHUS
M HaCTPOEHHbIX NapameTpax 6ecnpoBoHON ceT cM. B Tabn. 9.3.
(B Tabnuue npuBeAeHO TaKkXKe onucaHue coobLueHuit 06 ounbKax.)

MapameTpel TekKylllee cOCTOAHWE NapameTpoB KOHGUrypauuu 1 ynpasneHua
6e3onacHoCTH aoctynom cm. B Tabn. 9.4.
CeteBan (Tonbko ana npoBoAHbIX cepsepos nevatn HP.) Coaeput
cTatucTvKa CBEAEHMWA 0 TEKYLLMX 3HAYEHWUAX Pa3NnUYHBIX CETEBLIX NAPaMeTpoB,
KOTOpble oTcnexkusaeT cepsep nevatv HP Jetdirect. Cm. Tabn. 9.5.
TCP/IP CBeAeHvA 0 TEKYLLIEM COCTOAHUM U 3HAYEHUAX NapameTpoB
ceTeBbIx NpoTokonos TCP/IP. Cm. Tabn. 9.6.
(Onucanua coobLueHuit 06 ownbrax cm. B Tabn. 9.12.)
IPX/SPX CeneHuna 0 TeKyLLIeM COCTOAHMM U 3HAYEHWAX NapameTpoB

ceTeBbIX NpoToKonoB IPX/SPX. Cm. Tabn. 9.7.
(Onucanua coobLueHuit 06 ownbrax cm. B Tabn. 9.12.)

Novell/NetWare

CBeAeHus 0 TEKyLLEeM COCTOAHWM 1 3HaYEeHWAX NapaMeTpoB CEeTH
Novell NetWare. Cm. Tabn. 9.8.
(Onucanua coobLueHuit 06 owwmbkax cm. B Tabn. 9.12.)

AppleTalk

(Tonbko ana cetv Ethernet.) CBeaeHuna o TEKyLLEM COCTOSHUM U
3HaYeHMAX napameTpoB ceTeBbix npotokonos AppleTalk.

Cm. Tabn. 9.9. (OnucaHus coobLueHni 06 ownbrax

cm. B Tabn. 9.12.)

DLC/LLC

CBeZieHWsi 0 TEKYLLIEM COCTOAHWM U 3HAYEHUAX NapaMeTpoB
ceteBbIx NpoTokonos DLC/LLC. Cm. Tab6n. 9.10.
(Onucanua coobLueHuit 06 owmbkax cm. B Tabn. 9.12.)

HwnarHocTtuka
cetn Token Ring

(Tonbko ana cetn Token Ring.) dononHutensbHble ceeaeHuns
0 AMarHoCTvKe cepBepoM nedatu cetv Token Ring. Cm. Ta6n. 9.11.
(Onucanua coobLueHuit 06 owwmbkax cm. B Tabn. 9.12.)
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Coo01ieHnst Ha cTpaHuIe KOH(pUTypanuu

Kondurypamas HP Jetdirect: oomme cBenenns

B sTOM paznene npuBOASITCS OCHOBHbIE TapaMeTphl KOHGMUTYpalluK cepBepa
neyat HP Jetdirect, onucanue kotopbix cM. B Taba. 9.1. CoobliueHust
00 ommbkax cM. B Tabu. 9.12.

Ta6bn. 9.1  HKoHdurypauua HP Jetdirect (1 us 2)

CoobueHue OnucaHue

COCTOAHME: TekyLlee cocTosAHue cepBepa nedvatn HP Jetdirect.
MJIATA BBOOA/BbIBOJA TOTOBA: cepBep neuatu
HP Jetdirect ycnewHo NoAKNIOUMACA K CETU U OXKuaaeT
NaHHbIX.

MHULUMATTIU3ALMA MNATBI BBOOA/BBIBOJA: cepeep
neyatn HP Jetdirect nHMumManuampyet ceteBble MPOTOKOIbI.
Ona nonyyeHusa AOMONHUTENBHOM MHPOPMALIMU CM. CTPOKY
COCTOAHWSA Ka)XZI0ro NPOTOKOA Ha CTPaHULE KOHUIypaLmK.
MJTATA BBOOA/BbIBOOA HE TOTOBA: Bo3HMKNA
npo6nema, OTHOCALLAACA K CepBepy neyatu unu

ero KoHpurypauuu.

Ecnu cepBep nevatu He rotos, 0TOOpaXKatoTCs Ko OLLMOKH
1 coobLueHve 06 owmnbke. [nA NnonyYeHUa A0MNONHUTESNbHBIX
cBeaeHuit cm. Tabn. 9.12.

HOMEP MOZEJN: Homep moaenu cepeepa nevatv HP Jetdirect
(Hanpumep, J6057A)

AMMNAPATHbBIM JBeHaauaTM3HauHbli LWecTHaAuaTepUYHbIA CeTeBOM

APEC: annaparHbin (MAC) aapec cepsepa nevatu HP Jetdirect,

yCTaHOBNEHHbIN B NPUHTEPE UK YCTPOMCTBE. OTOT aapec
onpeaenAeTcA NPoM3BOAUTENEM.

BEPCHA Homep Bepcun MrUKponporpamMmmbl cepsepa neyaru
MWKPOIPOIPAMMBI: |HP Jetdirect, yctaHoBneHHoro B npuHtepe. 3T0T HOMEpP
umeet popmat X.NN.NN, rae X — GykBa, 3aBucsaLLas
oT MoAenu cepeepa nevatn HP Jetdirect.

BbIBOP MNMOPTA: (Tonbko Ethernet.) YkasbiBaeT nopt cepsepa neyaru
HP Jetdirect, KoTopblit 6611 onpeaeneH Ang UCNONb30BaHKA.

HET: cepBep neyatn He NOAKIIIOYEH K CETH.
RJ-45: noacoeanHeH ceteson nopt RJ-45.

CKOPOCTb YKasblBaeT CKOPOCTb Nepeaayun AaHHbIX No npoTokony Token
MEPEOAYU OAHHDBIX: |Ring, HacTpoeHHyto Ha cepeepe nevatv HP Jetdirect:

4 M6wut/c unm 16 Moéwur/c.

3HayeHu1e aToro napameTpa AOMKHO COOTBETCTBOBAThL
3HAYEHUIO CKOPOCTU Nepeaayn AaHHbIX N0 CETU.

CkopocTb Nepeaaym AaHHbIX HACTPaMBaeTCA C MOMOLLbIO
nepekntoyatensa Ha cepeepe neyatu. CM. pyKoBOACTBO

Mo yCTaHOBKe 000pyZoBaHUA CBOEro NpuHTepa.
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Ta6n.9.1  HoHdurypauma HP Jetdirect (2 n3 2)

CoobueHue

OnucaHue

LAA

NokanbHo aaAMUHUCTPUPYeMbli aapec (LAA) o6osHauaeT
onpenenAemblit Nonb3oBaTeNeM annaparHblin aapec
cepBepa nevatu B NIOKaNbHOW CETHU, KOTOPbIA MOXET ObiTh
HY>XEH CeTeBbIM aAMUHUCTPaTopam. Aipecom no
YyMOJ/IHaHWIO ABNAETCA YCTaHOBNEHHbIN NPOU3BOAUTENEM
azpec yCTpoWCTBa IOKaNbHOW CeTn AnA cepeepa nevaru.

KOH®OUT MNOPTA:

Onpeaensaet napameTpbl cBA3n nopta RJ-45 Ha cepeepe
neuatn HP Jetdirect 10/100Base-TX:

10BASE-T, NOJTYQYMIEKC: 10 Méut/c, nonyaynnexkcHan
10BASE-T, MOJIHbIM OYMNEKC: 10 M6éut/c, AynnekcHaa
100TX, MONYAYNNEKC: 100 MéwuT/c, nonyaynnekcHas
100TX-MOJHbIM OYMNEKC: 100 Méwut/c, aynnekcHasa
HET OAHHbIX: cepsep neyatn HaxoAnTCA B COCTOAHMM
MHULMaNU3aUum.

OTKJTKOYEHO: ceTeBOE CoeAMHEHME HE BbIN0 0BHAPYKEHO.
MpoBepbTe ceTeBble Kabenu.

ABTOCOITIACOBAHME

YkasbiBaerT, BkntoyeHa (ON) unu seikntoveHa (OFF) dyHkuna
asTocornacosanuda no npotokony |IEEE 802.3u B nopte
HP Jetdirect 10/100TX.

BKJ1 (no ymonuanuio): cepsep neuvatn HP Jetdirect
nonbITaeTcA aBTOMAaTUYECKU HACTPOUTLCA Ha NapameTpbl
CETHU Ha HY»KHOW ckopocTH (10 unn 100 MOUT/C) ¥ B HY)XXHOM
pexxume (NonyaynneKCHOM MK AYyNAeKCHOM).
ABTOCOINIacOBaH1e BKITOYAETCA NOCHE «XOS0AHOro»
nepesanycka.

BbIK/: He06x0AMMO BPYUHYHO HacTpauBaTb CKOPOCTb M
PEeXMM C NaHenn ynpasfieHna NpuHTepa, MCnosb3ya MEHIO
EIO. Ecnu aBTOCOrnacoBaHue OTKIIOUEHO, AnA oBecneyeHmns
npaBubHOW padoTbl 3TH NapameTpbl AOMKHbI
COOTBETCTBOBATL NapameTpam CeTu.

ID MPOU3BOAUTENA:

NAeHTUPMKALMOHHBIN KOA NPOU3BOANUTENSA, KOTOPLIN
HeoBxoanM COTPYAHWKaM OTAena WHTePaKTUBHOM
noaaepxku HP.

OATA
M3rOTOBJIEHUA:

[MokasbiBaeT faty U3roToBMIEHUs cepBepa neyaru
HP Jetdirect.

[MepeaaHHble nakeTol

(BecnposoaHble cepBepsbl nevat HP Jetdirect 802.11b.)
O6Luee KonuuecTBo GperMoB (NaKeToB), NepeaaHHbIX
6e3 OLUMBOK.

[MonyyeHHble nakeTbl

(BecnposoaHble cepsepbl nevatn HP Jetdirect 802.11b.)
O6Lee KonnuecTBo GperMoB (NaKeToB), MOMYYEHHbIX
cepBepoM nevatu 6e3 oLWKUBOK. K HUM OTHOCATCA NakeThl
Luwpor(oeeu_laTeanon paccbl/iKK, MHOroazpecHble nakeTbl
¥ NaKkeTbl, aApecoBaHHbIE UMEHHO 3TOMY CEepBEpy nevatu.
B 970 uMcno He BXxoAAT NakeTkl, cneumnanbHo afipecoBaHHbIe
ApYyrum yanam.
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ITapameTtpsl npuntepa USB

JlaHHBII pa3gena OTHOCUTCS TOJIBKO K BHEIIIHUM cepBepaM IedyaT

HP Jetdirect ¢ nogxmtouenHsiM USB npunTepom. lannsie o USB

Ha ctpaHuie KoHdurypauu HP Jetdirect cm. Ta6u. 9.2. IInsg ycTpoiicTB
IPYruX Mpou3BoauTeneil, omuHbIX oT HP, MoryT ObITh HEIOCTYITHBI
OTHEeJIbHbIE CBEICHMSI.

Ta6bn.9.2 TMMapameTpbli USB

CoobLieHue

OnucaHue

Uwma yctponctea

Mma noaknioyeHHOro neyaratoulero ycrponcrtsa USB,
NoCTaBNAEMOro NPOU3BOANUTENEM.

Mpoussoauntens

I'Ipowsaoamenb NOAKNKOYEHHOro nevararmowero yCTpOVICTBa.

CepwitHblit Homep

CepuiiHbIi HOMEp NOAKIYEHHOro NeyararoLLero ycTponcTsa,
NMPUCBOEHHBLIN eMYy NPOU3BOAUTENEM.

Tun noaKno4eHua

Tekywumnii pexxum ceasm USB.

o 1284.4:ctanaaptHbii npotokon IEEE, pexxum ana npuHtepos
1 MHOro®yHKUMOHanbHbIX ycTporcTts (All-in-One),
oBecneunBaroLLMi ONHOBPEMEHHYIO NeyaTb, CKaHMpPOBaH1e
1 nepeaavy AaHHbIX O COCTOAHUM MO HECKOSIbKUM KaHanam.

® MLC: cobcTBeHHbIN pexxum cBasu HP, o6ecneunBatoLumin
OAHOBPEMEHHYIO NevaTb, CKaHMPOBaHWE 1 nepeaavy
AaHHbIX O COCTOAHWM MO HECKOJIbKUM KaHanam.

e [lByHanpaBneHHbIi: AByHanpaBneHHbIM 06MeEH AaHHBIMM
C NPUHTEPOM, AaHHbIE NeYaTu OTNPaBAAKOTCA Ha NevartaroLlee
YCTPOMUCTBO, C NeyartaroLlero yCTpoicTea Bo3spalLatotca
AaHHbIe O COCTOAHUN.

e OjHOoHanpaBeHHbI: 0fAHOHANPABAEHHBIA 0OMEH AaHHBIMM
OT cepBepa nevaru K NpuHTepy.

® YCTPOWCTBO HE HalAeHo: He ObiNo 0BHAPYXXEHO
NOAK/IOYEHHOE nevararoLee ycTporcTso. MNposepbTe
YCTPOWCTBO U Kabenb.

® YCTPOWCTBO HE NOAAEPKUBAETCA: NOAKNIOYEHHOE
YCTPOMCTBO He ABNAETCA MPUHTEPOM (Hanpumep, kamepa).

CKOPOCTb USB

(Tonbko ana cepeepos nevat USB 2.0.) YkasaHue
aBTOMaTMYECKOM CKOPOCTU CoeanHeHua yepes nopt USB mexxkay
CepBepPOM MeyaTn 1 yCTPOMCTBOM.

MonHas ckopocTb: 12 MBUT/c, Kak ykasaHo B XxapaKTepucTukax
USB v2.0, coBmecTma ¢ xapaxktepuctukamu USB v1.1.

Bbicokan ckopocTb: 480 M6uT/c — Tonbko ana yctpoiicts USB v2.0.
OtkntoyeHo: nopt USB He NOAKOYEH.
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ITapameTtpn 6ecnpoBoanoii cetu 802.11b

Coo00111eH1SI O COCTOSIHMM 0eCITPOBOIHOI CE€TH, TTapaMeTphl HACTPOIKU
U coob1eHus1 06 omubKkax onucaHbl B Tadi. 9.3.

Tabn. 9.3

MapameTpbl 6ecnposoaHoi cet 802.11b (1 13 3)

CoobuieHue

OnucaHue

CcocToAHUe

TekyLee cocTosHWe BecnpoBoaHoii cetv 802.11b
FOTOBO: NOAKNOUYEHWE K BECNPOBOAHON CETU YCTAaHOBNEHO.

e CerTb C MHPPACTPYKTYPOii: CBA3AH C 000PYA0BAHUEM TOUKM
ZOCTyna 1 NpoLuesn NPOBepPKy NOAIMHHOCTU B CETH.

o OpHopaHroBas ceTb: 6€CNPOBOAHLIE COEAUHEHUA C APYrMMU
yCTpOMCTBaMM YCTaHaBNUBAKOTCA HAMPAMYHO
(TOUKKM AoCTyna He UCMONb3YHTCA).

MHuumanusaumua: cepBep neyatu 3arpy><eH, BbINoNHeHa
camMonpoBepKa 1 NpoBepKa BHYTPEHHUX COSAUHEHMM.
CkaHWpoBaHue: cepBep nevatu BbIMOHAET MOUCK YKa3aHHOM! ceT.
Takke MoryT oToGpakaTbCa Apyrue COOBLLEHUA O COCTOAHUU UK
00 owwnbke. OHW NPUBEAEHBI HUXKE.

o CeTbCWHOPACTPYKTypOI: CEpBEpP NeYaT BbIMOHAET MOUCK CETH
(TOYKM focTyNa) € yKasaHHbIM 3HaveHrnem SSID no Bcem kaHanam.

o OpHopaHroBas CeTb: CEpBEP Neyatv BhINONHAET MOUCK CETU
C yKasaHHbIM 3HaueHrem SSID no BceM KaHanam unu cosaaet
nycTyto pabouyto rpynny.

Owwubka: npounsoLuna owwmbka 6ecnpoBOAHOIO NOAKOYEHHS,
NPenATCTBYOLLAA NOAKIFOYEHUIO K TOUKE AOCTyna UK NpoBepKe
NOANMHHOCTK (B CETH C MHPPACTPYKTYPOK) MK NpenaTcTByoLLan
NOAKMIOYEHHIo K BecnpoBoAHOi ceTu. Takxe MoryT oToBpaxarbca
Zpyrve COOBLLIEHNA O COCTORHWM UK 06 oLLMGKe. OHU NPUBEAEHBI HKE.

CoobLueHun 0 cocToAHUM/OWNBKe
e CHUIHAN HE OBHAPYXXEH: (Tonbko anA cetent

C UHPpacTpyKTypoii). CepBep neyatn He CMOr 0BHapPYXNUTb
TOYKY AOCTYyNa M paavocurHan 6ecnpoBoOAHOM CETH.

o CKAHMPOBAHWE [1/1A SSID: cepsep nevaty BbIMOMHAET MOUCK
YCTPOMCTB B CETHU C YKasaHHbIM 3HayeHnem SSID no Bcem
kaHanam. MNpoBepbTe ykasaHHoe 3HayeHue SSID, cocTosaHue
TOYKM AOCTYyNa (B CETU C MHOPACTPYKTYPOWH) UM COCTOAHME
Apyrux 6ecnpoBOAHbLIX YCTPOUCTB.

CepBep neyatv NPoOAOMIKAET NOUCK CETU C YKa3aHHbIM
3HauyeHnem SSID.
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Tabn. 9.3 MNapameTpbl 6ecnposogHoi cetn 802.11b (2 us 3)

CoobuieHune

OnucaHue

e BbINOJIHAETCA AYTEHTUOUKALMA: BeinONHAETCA
npoBepKa NOAIMHHOCTU. B ceTn ¢ MHPPaCTPyKTypon MOXeT
BbINOJHATLCA TAKXXe NPoBepKa NOANMHHOCTU Ha Base cepaepa.

o AYTEHTUOUKALIMAHE BBINMOJTHEHA: cepsep nevatu Jetdirect
He CMOT MOMYYUTb JOCTYN K CETU U3-3a OLLUMOKM NpK NPOBEPKE
NOZNMHHOCTH. TN OLUMOKK 3aBUCUT OT UCMONB3YEMOr0o MeToaa
NPOBEPKM MOANMHHOCTU. Micnonb3yemblii MeToA NPOBEPKH
NOANMHHOCTH yKasaH B none «Tun npoBepKU NOASIMHHOCTU».

e HEOBXOAMMO LLUIMOPOBAHME: B AaHHOM ceTh HeobxoanMOo
“cnonb3oBath LWKpPOBaHWE, OAHAKO HA CepBepe nevatu
Jetdirect oHO He BKNOYeHO. [TpoBepbTe HACTPOMKY LUIMPPOBAHKA.

Tvn
NOAKNHOYEHUA

YkasaHue Tononoruu 6ecnpoBOAHON CETU, HACTPOEHHOW

Ha cepsepe nevatu Jetdirect:

CeTb C MHPPaCTPYKTypoi: 6ECNPOBOAHOE NOAKIOYEHNE

K 060pYyAOBaHUIO TOUYKM AOCTyNa (LLNHO3Y, MOCTY Unu 6a3oBoit
CTaHuum), mosyyarLwemy 1 MapLIpyTM3MpytoeMy Tpaduk Mexxay
YCTPOWCTBaMMU B CETHU.

OnHopaHxrosas ceTb: HeNOCPEACTBEHHOE NOAKIOUYEHNE KO BCEM
ceTeBbIM y3nam 6e3 UCMONb30BaHKUA TOYeK JOCTyna.

Wwma cetn (SSID)

Onpeaenaetumsa cetu (Service Set Identifier), k koTopoi noakNOYeH
cepBep nevaty.

MowHocTb
curHana (1-5)

MoLuHOCTb paanocurHana, NPUHMIMaemMoro CepBepomM nevaru.
MoryT oToBpaxaTtbCa cnefytoLlme 3HaYeHuA:

1, 2, 3, 4, 5: 3Ha4eHWe NoKasbIBaeT MOLLHOCTb NPUHUMAEMOTO
curHana. YposeHb 1 (n10x0), ypoBHM 2 U 3 (MOrpaHnyHbIE YPOBHH),
YPOBEHb 4 (XOPOLLO), YypOBEHb 5 (OTIMYHO).

Het curHana: paavocurHan He 0BHapy»XeH HU Ha OAHOM KaHare.
<MycTO>: CEPBEP NeyaTn He 0OHaPYKUN PaAUOCUTrHaN CETU MPU
CKaHWpoBaHuu.

He BKJIIOYEH: NOKasaTesib MOLLHOCTHA CUrHana He UCnonb3yeTca
npv paboTte cepBepa neyatv B OAHOPAHIOBOW CETH.

Touka goctyna/
BSSID

WneHtudukatop 6azoBoro Habopa cny»xob (Basic Service Set Identifier,
BSSID) — 310 6-6aiTOBbI HOMEp, OTIMYatOLLMIA OAHY 6ECNIPOBOAHYHO
CeTb OT APYroM, AaXKe eCNu OHW UMEOT 0AnHaKoBble umeHa (SSID).
CeTb ¢ uHdpactpyktypor: MAC-aapec uim uma TouKu JocTyna,

K KOTOPOM noakntoueH 6ecnpoBosHoi cepBep neuatn HP Jetdirect.
OaHopaHrosasa ceTb: Clly4anHblii HOMEP UK HOMEP, CO3AaHHbIN
Ha yCTpOMCTBE, ABNAIOLLIMMCA MHULMATOPOM OAHOPAHrOBOW CETH.

Kanan

YKasaHue paanoyactoTHOro KaHana, KoTopbli yKasaH Ha cepeepe
neyaru AnA nouMcKa v NOAKMoYeHUA K ceTh. [OCKOMbKY 3T 3HaYeHue
aBTOMAaTUUYECKKU onpeaenaeTca B UCNOMb3yeMOo CETU, HOMEP 3TOro
KaHana MoXeT OTnnYaTbCA OT HOMepPa, HACTPOEHHOr 0 NoJIb30BaTENEM
(KOTOPBIV MICMONB3YETCA TONBKO ANA LUMPOKOBELLATETbHOM PaCChIIKH,
ecnn ceTb C yKasaHHbIM 3HadeHnem SSID He Haiaera).
OtobparkaeTca HoMep KaHana B AvanasoHe oT 1 ao 14. Cnucok
paspeLLeHHbIX K UCMONb30BaHUIO KAHANIOB 3aBUCUT OT CTPaHbI/pPErMoHa.
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Ta6n. 9.3 MNapameTpbl 6ecnposogHoi ceTn 802.11b (3 u3 3)

CoobuieHune

OnucaHue

Tvn
ayTeHTUdMKaUMM

OtobparkeHne MeToZa NPOBEPKU NOANMHHOCTH, HACTPOEHHOTO

Ha cepBepe neuatu Jetdirect. OH AonXkeH COOTBETCTBOBATL METOAY,
UCMonb3yemMomy B 6eCnpoBOAHOW CETHU, K KOTOPOW By AET NOAKMHOYEH
cepsep nevatv HP Jetdirect.

OTKpbITan cuctema: AnA AoCTyna K CETU He TpeByeTcA npoBepKa
MAEHTUPUKALIMM YCTPONCTBA, ECIIU B CETU HE MPUMEHAETCA NPOBEPKa
noanuHHocTn EAP. Heynaunaa ayTeHTMOMKaLMA yKasbiBaEeT Ha TO,
4TO Cepsep NPOBEPKM NoANMHHOCTM EAP He paspeLunn AOCTyM K CeTu.

OOLUWMI KNKOY: HA KaYKAOM CETEBOM YCTPOWCTBE ANA NonyyeHus
Z0CTyna K ceTh AomKeH BbITb HacCTPOeH 0BLLMi Koy Be3onacHoOCTH
WEP. C6ou npoBepku NOANMHHOCTA cepBepa nevatn NpouMcxXoanAT
B C/lyyae, ecfim YCTAHOBNEHHbIWA KN4 NMOBPEXAEH UK cpeau
YCTaHOB/IEHHbIX U XPAHALLMXCA Ha CepBepe nevatu Kioden
HEMNpaBUNbHO BbIBPaH aKTUBHBIN.

EAP: (Tonbko B cetax ¢ nuppactpykrypon). lNpotokon IEEE 802.1x
Extensible Authentication Protocol (EAP) ucnons3yet cepsepbl
CeTeBOW ayTeHTUOUKaumMm ana AocTyna K knvenTty. HP Jetdirect
noAAepKMBaeT cneaytoLume npoTokonsl EAP: npoTtokonsl nposepku
noanvHHoctn LEAP, PEAP, EAP-MD5, EAP-TLS v EAP-TTLS.
HeynauHan ayTeHTUOMKALMA MOXKET yKasbiBaTb Ha TO, YTO cepsep
nposepku noanMHHoctv EAP oTBepr Bce 3anpockl NPOBEPKM
NOANMHHOCTK CO CTOPOHLI CepBepa nevaru.

PSK: koraa B ceTn oTCyTCTBYET CepBep NPOBEPKM MNOANMHHOCTH,
Ana ayTeHTuduKaumum no npotoxkony Extensible Authentication
Protocol (EAP) ucnonbayetcs 06Lumii kntod. OBLLMiA KoY reHepupyeTca
cepBepoM neyarn ¢ NOMOLLbIO 3aAaHHOK NONb30BATENEM
$pasbl-napona, HaCTPOEHHOW Ha cepBepe nevaTtu.

Twvn
wudpoBaHua

YKaszaHue ypoBHA LUIMPPOBAHKUA, HACTPOEHHOrO Ha cepBepe nevatu
Jetdirect.

64-paspaaHbiv kntow WEP: ykasaHHbI nonb3oBatenem
cratnyeckuii 40/64-paspaaHblii Kntod wnudposaHua WEP 6bin
HaCTPOEH C MCMoJb3oBaHWeM 5 anpasnTHO-LUUPPOBLIX CUMBOIOB
ASCII unu 10 wecTHaaUaTePUYHBIX LMPP.

128-paspaaHbin kntoyw WEP: ykasaHHbIi nonb3osarenem
cratniyeckuit 104/128-paspaaHblit kntou windposanna WEP 6bin
HaCTPOeH € 1cnosb3osaHneM 13 andasBuTHO-UMPPOBLIX CUMBOJIOB
ASCII unu 26 wectHaauaTepuyHbIX LMOP.

Ounamuueckun (WEP/WPA): ucnonbsosaH AMHAMUYECKUI KoY
wnopposanua WEP, WPA vnu cpasy oba.

None: Kntoum LIMPPOBAHMA HE HACTPOEHBI.
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ITapameTpbl Oe30MaCHOCTH

CBeneHUs JTaHHOTO pa3jena cTpaHulbl KoHdurypamuu Jetdirect cm. Ta6u. 9.4.

Ta6bn. 9.4 TMMapameTpbl 6e3onacHocTn (1 U3 2)

CoobuieHue

OnucaHue

Maponb
aAMUHKCTpaTopa:

YKasblBaeT, yCTaHOB/EH Y ANA CepBepa ne4yartv naposnb
aamuHuctparopa IP. 31oT naponb ucnonb3yerca npu Aoctyne
nocpeactsoM Telnet, BctpoeHHoro Web-cepsepa u
nporpammbl HP Web Jetadmin ana ynpasnexua aoctynom
K napameTpam KoHdurypauuu cepsepa nevaru. Moxxert
coaepatb 0 15 6yKBEHHO-LMPPOBLIX CUMBOJIOB (C y4eTOM
peructpa).

He 3aaaH: naponb aaMUHUCTPaTopa He 3ajaH.

3apaH: naponb aaMUHKUCTPaTopa 3aAaH.

(Maponb MoXeT BbITb COPOLLEH C MOMOLLBIO «XOIOAHO0»
nepesarycka cepsepa nevaru.)

BesonacHoe

Web-noakntoyeHnue:

YKasblBaeT Ha UCMONb30BaHUe 3alUMLLEHHOW nepeaayn
ZlaHHbIX Mexxay 6pay3epom 1 BCTpoeHHbIM Web-cepBepom
HP Jetdirect.

HononHutensHo (HTTPS/HTTP): aonyckaertcA
HesallMLeHHaA nepejaya AaHHbIX C UCMONIb30BaHNEM
cTaHAapTHbIX noptos HTTP, a Takxe 3aluuileHHana cBAsb

¢ ucnonbaosaHnem npotokona HTTPS (3awwmiueHHbin HTTP).
Tpebyetca HTTPS: nonyckaeTtca TONbKO 3alluLLeHHan
nepenava AaHHbIx No npotokony HTTPS.

CepTudukar YKasbiBaeT AaTy OKOHYaHMA AeNCTBMA LMPPOBOro
AeincTByeT 0: cepTuduKkara 6esonacHocti SSL/TLS. data npuBeaeHa
B popmare UTC (Hanpumep, 2002-10-02 12:45 UTC).
He BKkntoueH: oToBpaxkaeTca, ecnm He ycTaHOBEH
LUMdpoBOI cepTUdMKAT.
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Ta6n.9.4 MapameTpbl 6e30nacHOCTH (2 U3 2)

CoobuieHune

OnucaHue

Bepcun SNMP:

YkasbiBaeT Bepcun SNMP, BkntoueHHble AnA cepsepa
nevaru.

OrtkntoueHo: Bce Bepcun SNMP oTkntoueHsl AnA cepsepa
neuyatu. [loctyn SNMP 3anpetueH.

1;2: SNMP v.1 u SNMP v.2c noaaepxmsatotrca; SNMP v.3
OTKJTIOYEH UM HE NOALEPIKMBAETCA.

1;2;3-na/np: SNMP Bepcwuii 1, 2¢ 1 3 BrntoyeHsl. SNMP
BEPCHH V.3 BKINOYEH C MUHUMaSIbHBIM YPOBHEM 6e30MacHOCTH
(6e3 ayTeHTUdUKAUMM («Na»)  6e3 CEKPETHOCTH («Np»)).
1;2;3-a/np: SNMP Bepcuit 1, 2¢ 1 3 BrtoyeHsl. SNMP
BEPCUM V.3 BKITKOUEH C MUHUMAJIbHBLIM YPOBHEM GE30MacHOCTH
(c ayTeHTUOHMKaUME («a»), HO 6e3 CEKPETHOCTH («Np»)).
1;2;3-a/p: SNMP Bepcwit 1, 2¢c 1 3 BrntoueHsl. SNMP Bepcum
v.3 BKJIIOUYEH C MUHUMATbHBIM YPOBHEM 6€30MacHOCTH

(c ayTeHTUOMKaLMEN («a») U C CEKPETHOCTBIO («p»)).
3-na/np: SNMP Bepcuit v.1 n v.2c otkntoueHsl. SNMP sepcun 3
BKJ/IHOUEH C MUHUMAIbHBIM YypoBHEM 6e30nacHoCTH

(6e3 ayTeHTUPUKaUMK («na») U Be3 CEKPETHOCTH («Np»)).
3-a/np: SNMP Bepcuii v.1 1 v.2¢c otkntoueHsl. SNMP sepcum 3
BKJIHOYEH C MUHWMAIbHBIM YPOBHEM 6€30MacHOCTH

(c ayTeHTUHMKAUMEN («a»), HO 63 CEKPETHOCTH («Np>»)).
3-a/p: SNMP Bepcuit v.1 n v.2c otkntoueHsl. SNMP Bepcun 3
BKJIHOYEH C MUHUMAIbHBIM YPOBHEM 6€30MacHOCTU

(c ayTeHTUOMKaLMEN («a») U C CEKPETHOCTBIO («Nnp»)).

Uma rpynnsl
no npotokony SNMP:

YKasbiBaeT, HaCTPOEHO M UMA rpynnbl No npotokony SNMP
Ha cepsepe neuatn HP Jetdirect. Uma rpynnbl no npotokony
SNMP — 310 naponbk AnA AoCTyna c npaBamu Ha 3anuchb K
dyHKumam ynpasnenuna npotokona SNMP (SNMP
SetRequests) Ha cepsepe neyatn HP Jetdirect.

He ykasaHo: umsa rpynnel no npotokony SNMP He 6bino
yCTaHOBNEHO.

YKkas3aHo: 6bIno yCTaHOBEHO yKadaHHOE nofb3oBatenemM
umA rpynnel no npotokony SNMP.

Cnncok goctyna:

VKaablaaeT, HaCTPOEH N CNUCOK ynpasneHna A0CTynom
Ha cepsepe neuyatn HP Jetdirect. B cnucke ynpaBnenus
[OCTYNoM K cepsepy ykasbiBaetca |IP-aapec otaenbHbIX
cuctem unu IP-ceTb cucTem, KOTOpbIM paspeLleH A0CTyn
K CepBepy nevatu v yCTPOWCTBY.

YKasaH: CUCOK A0CTyMNa HAacTPOeH Ha cepBepe nevarun
HP Jetdirect.

He ykasaH: cnucok AocTyna He HAaCTPOEH Ha cepBepe
neyatu. [locTyn paspeLleH AnA BCEX CUCTEM.
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CerteBasi cTaTHCTHKA

CBeneHUs JaHHOTO pa3jena cTpaHulbl KoHdurypamuu Jetdirect cm. Ta6u. 9.5.

Tabn.9.5 CerteBan cTtaTucTiKa (1 U3 2)
CoobLeHue OnucaHue
OBLLEE ObLuee konMuecTBo GPerMoB (MaKETOB), MONYYEHHbIX
KOJIMYECTBO cepsepom neuvatn HP Jetdirect 6e3 ownbok. K Hum
MNOJTYHEHHbIX OTHOCATCA MaKeTbl LUIMPOKOBELLATENbHON PACCHIKK,
MNMAKETOB: MHOroazipecHble NaKkeTbl 1 NakeTbl, aipecoBaHHbIe
MMEHHO 3TOMY cepBepy neuvartu. B aTo uncno He BxoaAat
nakeTbl, CneunanbHO aipecoBaHHbIE APYrM y3nam.
MNAKETHI, KonnuecTso ¢ppenmoB, aapecoBaHHbIX UMEHHO 3TOMY
AJPECOBAHHBIE cepsepy nevatn HP Jetdirect. B ato uncno He Bxoaut
JAHHOMY CEPBEPY: | wupokoBeLlaTenbHas unm MHOroaapecHana pacchiika.
MAKETbI ObLuee konuMuecTBo GPerMoB (NaKEeTOB), MONYYEHHbIX
C OLLUMBKAMMU: ¢ owmbkamu cepeepom nedatn HP Jetdirect.

OLLIMBKU ®PEMMOB:

MakcumanbHoe KonuuecTso owmnbok nposepku CRC
(Cyclic Redundancy Check) v ¢peiimoB. Owmnbkn CRC —
970 PpperMbl, nonyyeHHble ¢ owmnbkamu CRC. Owmnbku
PperiMoB — 3TO PperMbl, MONYYEHHbIE C OLLUMOKAMM
BblpaBHUBaHUA. BOMbLLIOE KONUUYECTBO OLIMGOK pperiMoB
MOXET CBMAETENbCTBOBATL O HEUCMPABHOCTU CETEBOMO
kabens.

NEPEOAHHbIE
MNAKETbI:

ObLuee konMuecTBo GpeiMoB (NaKeToB), NepeaaHHbIX
6e3 oLWKBOK.

HE NMEPEOAHHbIE
MNAKETbI:

ObLuee konuuecTBo GpeiMoB (NaKeToB), Nepeaarb
KOTOpble He yAanoch 13-3a OLLMGOK.

M3MEHEHWA KOOA:

MNAKETbBI C KonunyectBo ¢ppenmoB, He nepeaaHHbIX No nNpuynHe

MOBTOPAIOLLUMMUCA | noBTOPAIOLLMXCA KOHPANUKTHBIX CUTyaLuN.

KOH®MMKTAMM:

KOH®JINKThI KonunyectBo ¢ppenmoB, He nepeaaHHbIX No nNpuynHe

C 3ANA3ObIBAHUEM: | KOHOAUKTHBLIX CUTyaLmii C 3anasabiBaHneM. KOHQANKTHbIE
CUTyauuu C 3anasablBaHUEM YacTo BO3HMKALOT, Koraa
AnvHa kabens He COOTBETCTBYET XapaKTepuUcTMKam CeTu.
Bonbluoe nx KONMUECTBO MOXKET CBUAETENLCTBOBATL
0 HEeUCnpaBHOCTH CETEBOTO Kabens.

MAKETbI ObLuee konnyectso dpeiimoB Token Ring, nonyyYeHHbIX

C OLLUMBKAMU cepBepom nevatv HP Jetdirect ¢ olwumnbkamm nsmeHeHus

koaa unm CRC (Cyclic Redundancy Check). BonbLioe
KONIMYECTBO OLLMOOK MOXKET CBUAETENLCTBOBATDL
0 HEeUCnpaBHOCTH CETEBOTO Kabens.

MNOJTYHEHHBIE
MAKETbI OLLIMBOK:

KonunyectBo cnyyaes, koraa cepsep nevatn HP Jetdirect
Token Ring He cMor 06Hapy»X1Tb OTCYTCTBUE NEPEXOAOB
ans 5 nony6uTHLIX MHTEPBANOB Mexay HayanbHeiM (SD)
1 KoHeuHbIM (ED) pasaenutenamu.
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Ta6n.9.5 CeTeBanA cTaTUCTUKA (2 U3 2)

CoobuieHne OnucaHue
OPEUMBI ObLuee konnyectso dpeiimoB Token Ring, nonyyYeHHbIX
C OLLUMBKAMMU C oLMBKamm1 KoNUpoBaHUA GPEMMOB, KOTOpble YKasaHbi
KOMMPOBAHUA: B none coctoaHua ppenma (FS).
OPEMMBI Konunyectso ¢ppeirmos Token Ring, nony4eHHbIX
C OLLUMBKAMMU C olmMBKamm1 AnnHbI GperiMoB.
ONMUHbI:
YTEPAHHbLIE Konunyectso notepaHHbIx ppermos Token Ring.
®PEMMBI:
HAPYLLIEHMA KonnuyecTso HapyLLEHW NPOTOKONA NPOXOXAESHHUA
MPOTOKOJIA TOKEN: | naketos Token.
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Csenenus o nporokose TCP/IP

CBeneHUs JaHHOTO pa3jena cTpaHulbl KoHdurypamuu Jetdirect cm. Ta6u. 9.6.
Coobiienus 06 ommbkax cm. Tabm. 9.12.

Ta6bn. 9.6 CsegeHus o HacTpoiKe npoTokona TCP/IP (1 us 4)

CoobLeHune

OnucaHue

COCTOAHME:

TekyLuee coctosHue TCP.

FOTOB: nokasbiBaeT, uto cepsep neyatn HP Jetdirect
oXuaaet AaHHble no npotokony TCP/IP.
OTKJIKOYEH: nokaseiBaeT, uto TCP/IP oTkntoueH
BPYYHY!HO.

MHULMATTM3ALIMA: nokasbiBaeT, 4to cepsep nevatu
BbINonHAeT nouck cepsepa BOOTP wnu nbitaetca
nonyunTb Gann KoHdurypaumm ¢ ncnonb3osannem TFTP.
Kpome Toro, MoXXeT oTofpakatbca A0MNONHUTENBHOE
co06LLEeHNe O COCTORHMM.

Ecnu cepsep neyatv He rotoB, 0ToOpaykatoTCs Koa
OLWMOKKM 1 coobLueHne 06 owwmbke. Ona nonyyeHus
JIONONTHUTENbHBIX CBEAEHUI cM. Tabn. 9.12.

MMA XOCTA:

Mmsa rnaBHOro KoMnblOTEPA, HACTPOEHHOE Ha cepBepe
neyatu. Ero MOXHO CokpaTuTb.

HE YKA3AHO: 03HauaeT, 4to UMsA raBHOro KOMMbloTepa
He Bbino ykasaHo B KoHdUrypauun BOOTP wnu B daiine
KoHurypaummn TFTP.

NPIxxxxxx: Uma no ymonuanuto — NPIXXxxxX, Fae XXxxxx —
LIecTb NOCneAHnX LUndp aapeca yCTporucTBa JIoKanbHoM
cetn (MAC).

IP-AOPEC:

IP-anpec, HasHayeHHbIM AnA cepsepa nevyatu

HP Jetdirect. 310 o6aA3aTenbHbIi napameTp ana padoTs
cepsepa neyatu B cetu TCP/IP. Bo Bpems uHuumanusaumm
oTobOparkaeTca BpemMeHHoe 3HaueHue aapeca: 0.0.0.0.
Yepes aBe MUHYThI HA3HavaeTcA IP-aapec no ymonyanuio:
169.254/16 nnn 192.0.0.192.

HE YKABAHO: o3Hauaer, uto IP-aapec He HasHayeH unu
3HaYeHWe paBHO HYJHO.

MACKA NOACETHU:

IP-macka noaceTn, HaCTpOEHHaA Ha cepBepe nevyaru
HP Jetdirect. Bo Bpema uHuumnanusaumm otobparkaeTca
BpeMeHHoe 3HadeHne aapeca: 0.0.0.0. B 3asucumocTtn
OT NapamMeTpOB HACTPOWKKU CEPBEP NeYaTn MOXeT
aBTOMaTMYECKM Ha3HauaTb COOTBETCTBYIOLLEE 3HAUEHNe
N0 YMONYaHHIO.

HE YKA3AHO: o3HauaeT, 4To Macka noaceTu

He HacTpoeHa.
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Tabn. 9.6 CeegeHus o HacTpoiKe npoTokona TCP/IP (2 us 4)

CoobLueHne OnucaHue
LLISTHO3 IP-aapec wnto3a, ucnonb3yemMbli Npu OTNpaBKe NakeToB
MO YMOJTYAHMIO: 13 NOKanbHOM ceTn. MOXHO HAaCTPOUTL TONBbKO OZMH LLA03
no ymonyanuto. Bo Bpema nhuumnanmsaumm orobpaxaetca
BpemeHHoe 3HaveHue agpeca: 0.0.0.0. Ecnu oH He
HacTpoeH, ByaeT ucnonb3osarben IP-aapec cepsepa
neuatu Jetdirect.
HE YKA3AHO: o3HauaerT, 4To L3 Mo YMOMYaHUo
HEe HaCTPOEH.
Crnocob MokasbiBaeT, kaknm 06pasom npousBeseHa HacTpomka IP
HACTPOMKM: cepsepa neuatn HP Jetdirect:

BOOTP: aBToMartnyecKkan HaCTpoiKa ¢ UCMoNb30BaHUEM
cepsepa BOOTP.

BOOTP/TFTP: aBTomatnyeckana HacTponka

¢ ucnonbsosaHuem cepsepa BOOTP u ¢panna
KOHurypaummn TFTP.

DHCP: aBTomatnuyeckan HaCTponKa C MCMo/b30BaHUEM
cepsepa DHCP.

DHCP/TFTP: aBTOMaTMyeckas HacTpoiika ¢
ncnonb3osaHvwem cepsepa DHCP v paitna kKoHdurypaumm
TFTP.

RARP: aBTOMatnyeckan HacTpomKa ¢ UCMoNb30BaHNEM
npoTokona onpeaenexua obparHoro aapeca (RARP).
SAOAETCAH MNMOJIb3OBATEJIEM: HacTpoiika Bpy4Hyto
cucnonb3oBaHneM Telnet, naHenu ynpasneHva NnpuHTEpPa,
HP Web Jetadmin, sctpoerHoro Web-cepsepa n apyrux
cnoco6os..

IP MO YMOJNYAHUIO: HasHaueH IP-aapec no
YyMONYaHuio. OTOT aApec MOXKET He NOAOUTH ANA BaLlen
cetv.

ABTO IP: HasHaueH nokanbHbli IP-agpec (169.254.x.x).
Ecnu ceTb ABNAETCA NOKaNbHOM, To 3TOT aapec byaet
AOMYyCTUMBIM.

HE 3AJAHbI: IP-napameTpbl cepBepa nevat He Obinun
HacTpoeHbl. YTouHWTE, BKAoYeH nu napametp TCP/IP, unn
NpoBepbTE, HE HAXOAUTCA JIM NPUHTEP B COCTOAHUM
OLLIMOKM.

CEPBEP BOOTP:
unm

CEPBEP DHCP:
unm

CEPBEP RARP:

310 coobLueHne oToBparKaeTea, ECNK ANA HACTPOWKM
TCP/IP ncnonb3syertca cepsep BOOTP, DHCP nnn RARP.
OH onpeaenseT IP-aapec cuctembl, 0TBEYatoLLEN

Ha 3anpoc cepepa neyati HP Jetdirect o HeobxoaumocTu
aBTomartunyeckon Hactpoviku TCP/IP no ceTu.

HE YKA3AHO: o3Hauaer, 4To He yaanocb onpeaenuTb
HacTpoiiky IP-anpeca cepsepa unu oHa bbina
yCTaHOBMEHA Ha HOJMb B OTBETHOM MaKete.
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Tabn. 9.6

CeeneHuA o HacTporKe npotokona TCP/IP (3 u3s 4)

CoobLueHne OnucaHue

CEPBEP 310 cooblueHre oToBparkaeTca BO Bpems

BOOTP/DHCP: MHUUManusauum, noka cepsep nevatn HP Jetdirect
nbiTaeTcA Nony4nTs HacTpokn TCP/IP ot cepsepa
BOOTP nnu DHCP. Oto6paaeTtcA BpeMeHHbIM aapec:
0.0.0.0.

CEPBEP TFTP: IP-aapec cuctemel, rae Haxoautca ¢ann KoHdurypaumm

TFTP. Bo BpemA MH1uManmsaumm otobparkaetca
BpemeHHbli agpec: 0.0.0.0.

HE YKA3AHO: o3Hauaer, uto cepsep TFTP

He Obl yCTaHOBIEH.

AN KOHOUT:

Mwma paina kondpurypaumnn HP Jetdirect. Uma nyt panna
MOXKeT BbITb COKpaLLIEHO 10 ABYX CTPOK.

HE YKA3AHO: o3HauaeT, 4to ¢aiin He 6bin ykasaH

B otBeTe BOOTP-yana.

MMA JOMEHA:

Mma nomeHra cny6bl popMupoBaHua uMmeH y3nos (DNS),
B KOTOPOM HaxoauTcA cepsep neyatn HP Jetdirect
(Hanpumep, support.company.com). 310 He nonHoe

nma DNS (Hanpumep, printeri.support.company.com),
Tak Kak OHO He BK/oYaeT UMA y3na npuHTepa.

HE YKA3AHO: o3Hauaer, 4to umA JomeHa He 6bino
HaCTPOEHO Ha cepBepe nevaru.

CEPBEP DNS:

IP-aapec cepsepa cny>6bl GOpMUPOBaHUS UMEH
y3nos (DNS).

HE YKA3AHO: o3Hauaer, uto IP-agpec cepsepa DNS
He Obln HACTPOEH Ha cepBepe nevaru.

CEPBEP WINS:

IP-anpec cepsepa WINS (Windows Internet Name
Service).

HE YKA3AHO: o3Hauaert, uto IP-aapec cepsepa WINS
He Obln HACTPOEH Ha cepBepe neyvaru.

CEPBEP SYSLOG:

IP-aapec cepepa syslog, HaCTpPOeHHbIV Ha cepBepe
neyartu.

HE YKA3AHO: o3Hauvaert, 4to cepsep syslog

He Oblfl HACTPOEH.

TAUM-AYT
MPOCTOA:

3HaueHuWe TaM-ayTa B CEKYHAAX, N0 UCTEYEHNH KOTOPOro
cepBep NeyaTv 3aKpbIBaET HE3AHATOE COEANHEHUE NeyaTu
AaHHbIX o npoTtokony TCP. JonycTumble 3HaveHnA
npeAcTasnaloT coboit Lenble Yucna B AManasoHe ot 0

1o 3600. HyneBoe 3HaueHne OTKNIOYaeT MEXaHWU3M
TaMM-ayTa. 3HayeHne No yMOon4aHuio — 270 CeKyHA.
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Tabn. 9.6 CeegeHus o HacTpoiKe npoTokona TCP/IP (4 us 4)

CoobLieHue

OnucaHue

Mpotokon SLP:

MokasbiBaert, OyaeT nu cepsep nevatn HP Jetdirect
noceinatb nakeTsl Service Location Protocol (SLP),
MCNoNb3yeMble NPUNOKEHUAMU CUCTEMBI

ana aBTOMAaTUYECKOM YCTaHOBKM.

BKJ1.: cepsep neuatv nocbinaet naxketsl SLP.

BbIKJ1.: cepBep neuatn He nocbinaet naxketsl SLP.

AJPEC URL CITY>XB
WEB JETADMIN:

Ecnu nporpamma HP Web Jetadmin o6Hapy»kuna B cetn
cepBep nevatv HP Jetdirect, oto6paxaetca aapec URL
cepBepa, KoTopblit ucnonbayetca ans cnyx6 HP Web
Jetadmin. Aapecy URL paspelueHo 3aHumarh TonbKo ABe
CTPOKM, U OH MOXET 0TOBparkaTbCA B COKpaLLEHHOM
dopme.

HE YKA3AHO: o3HauaerT, uto aapec URL cepsepa Web
Jetadmin Henb3a onpeaennTb MAKM OH HE HACTPOEH.
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Csenenus o nporokoie IPX/SPX

CBeneHUs TaHHOTO pa3jea cTpaHuilbl KoHurypauuu Jetdirect cm. Ta6u. 9.7.
Coobiienus 06 ommbkax cm. Tabm. 9.12.

Tabn.9.7 CsegeHus o HacTpoiKe npoToKona IPX/SPX (1 U3 2)

CoobuieHue

OnucaHue

COCTOAHUE:

MokasbiBaeT TekyLlee cocToAHne npoTtokona IPX/SPX.
OTOB: nokaseiBaer, uto cepsep neyatn HP Jetdirect
oXxnzaeT AaHHble no npoTokony IPX/SPX.

OTKJMHKOYEH: nokasbiBaeT, 4to IPX/SPX oTkntoueH
BPYYHYHO.

MHULMATIN3ALIMA: nokasbiBaeT, 4To cepBep neyaru
perucTpupyeTt aapec unu uma ysna. Kpome toro, Moxxet
oToBparkaTbCA AOMNONHUTENBHOE COOBLLEHUE O COCTOAHMM.
Ecnu cepBep neyatv He roToB, 0TOBPaXKAOTCA KO OLUMOKHM
u coobLeHne 06 owunbke. [na nonyyeHus
JIONOJNHUTENbHBIX CBEAeHUH cM. Tabn. 9.12.

OCHOBHOM T
OPEMMA:

Onpeaenset BoIBoOp TMNa dperma Ha cepBepe nevatu
Jetdirect.

ABTOBBbIBOP: cepsep neyatv N(pou3BoAWT aBTOMATUHECKOE
CKaHWpoBaHWe, HaxX0AWUT NepBbIM GperiM 1 pacnosHaeTt
dpeimbl TONBKO 3TOro TMNa.

EN_8023: Bbibu1paeT Tonbko TN dpeitma IPX cetv ctaHaapTa
IEEE 802.3. Bce ocTanbHble TUMbl TOACYUTLIBAKOTCA,

HO He y4UTbIBAKOTCA.

EN_II: orpaHnuenune tvna ¢ppeiima IPX B cetv Ethernet.
Bce ocTanbHble TUMbI NOACUMTLIBAIOTCA, HO HE YUUTLIBAKOTCA.
EN_8022: Bbi6upaet Tonbko TN dpeima IPX no cetn IEEE
802.5 ¢ dpperimamu IEEE 802,3. Bce octanbHble TuMbl
NOACYMTLIBAIOTCA, HO HE YUMTLIBAIOTCA.

EN_SNAP: Bbi6upaeT Tonbko Tvn ppeima IPX no npotokony
SNAP ¢ ¢perimamu IEEE 802,3. Bce octanbHble THMbI
NOACYMTLIBAIOTCA, HO HE YUMTLIBAIOTCA.

TR_8022: BuibupaeT Tonbko Tvn dpeima IPX no cet
IEEE 802.5 ¢ pperimamu IEEE 802.5. Bce octanbHbie Tvnbl
NOACYUTLIBAIOTCA, HO HE YUMTLIBAIOTCA.

TR_SNAP: BbiBrpaeT Tonbko TN dpeima IPX no npoTtokony
SNAP ¢ ¢perimamu IEEE 803.5. Bce octanbHble Tvrbl
NOACYMTLIBAIOTCA, HO HE YUMTLIBAIOTCA.
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Ta6n.9.7 CseneHus o HacTpoiKe npoTokona IPX/SPX (2 us 2)

CoobLueHue OnucaHue

CETb B nepsom cTon6ue («CeTb») yrkasbiBaeTcs ceTeBOM HOMED,

XXXXXX CBA3AHHLIA C TUMOM pperma NPoTOKoNA, KOTOPbIN

XXXXXX MCMonb3yeTcA ANA CBA3U MeXXJy CepBepoM U CepBepoM

XXXXXX neyatu HP irect.

XXX evaru Jetdirect .
HET JAHHbIX: o3Hauaer, uto cepsep nevatn HP Jetdirect
No-npeXxHemy nelTaeTcA OnpeaennTb, KaKon CeTeBon
HOMEp UCnonb3oBaTh.

TUN GPEMMA Bo BTopom cTonbue («Tun ppeimar) ykasbliBaeTcs Tvn

XXXXX dperma, KOTOpbIM UCNONb3YETCA C HA3HAYEHHBIM CETEBBLIM

XXXXX HOMepOM:

XXX EN_8023, EN_8022, EN_II, EN_SNAP, TR_8022,
TR_SNAP. Ecnu onpeaeneHHbIi TMN Gperima He ykasaH
BPYYHYIO, CepBep nevyatn aBToMaTtM4yeCKu onpeaendaet tun
dperima npoToKona, aHanu3npyA ceTeBble AaHHble,
nepesasaemeble no ceTy.
OTKJ/MKOYEH: o3HavaeT, 4To ANA AAHHOW CETU BPYUHYHO
HaCTpOeH onpeAaeneHHbIn TN Gppeinma.

MOJIYYEHO B Tpetbem cTonbue («MOJTYYEHO») ykasbiBaeTca

XXXX KOMIMYECTBO NaKeTOB, MOAYUYEHHbIX ANA KaXXAOro Tuna

XXXX dpeinma.

XXXX

XXXX
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ITapameTtpsl Novell NetWare

CBeneHUs JaHHOTO pa3jena cTpaHulbl KoHdurypamuu Jetdirect cm. Ta6u. 9.8.
Coobiienus 06 ommbkax cm. Tabm. 9.12.

Ta6bn. 9.8 CsegeHun o KoHurypauuu Novell NetWare (1 us 2)

CoobueHue

OnucaHue

COCTOAHME:

MokasbiBaeT TekyLlee coctoaHne KoHpurypauun Novell
NetWare.

FOTOB: nokasbiBaeT, uto cepsep neyatn HP Jetdirect
0XXMAaeT AaHHbIX.

OTKJTHKOYEH: nokasbiBaert, uto IPX/SPX otkntoueH
BPYYHY!O.

MHULUMATNUBALMA: nokasbiBaeT, 4To cepsep neyatu
pervcTpupyet aapec unu uma yana. Kpome 1oro, MoxxeTt
oToBpaXkaTbCA AOMONHUTENBHOE COOBLLEHNE

O COCTOAIHUM.

Ecnu cepBep neyatu He rotos, oToBpakarotca Koa
OLWMOKKM 1 coobLueHne 06 owmbke. na nonyyeHus
LOMONHUTENbHBLIX CBeAeHui cM. Tabn. 9.12.

MMA Y3JA:

Pexxum cepBepa oyepeaun: umA cepsepa nevaru.

Mma aomxHO coBnaaatb C A0NYCTUMbIM UMEHEM cepBepa
reyartu COOTBETCTBYHOLLIEro $pannoBoro cepsepa
NetWare. Uma no ymonuanuio — NPIXXXXXX, rae
XXXXXX — wecTb nocneaHunx umop aapeca ycrpoinctea
nokansHow cetn (MAC).

Pe)xum yaaneHHoro npuHtepa: MMa, JaHHOe CETEeBOMY
NPUHTEPY BO BPEMSA €ro KOHGUrypaumu.

Uma no ymonuaHutio — NPIXXXXXX.

PEXXUM NETWARE:

Pexxum, ncnonssyemoiit cepsepom neuvatn HP Jetdirect.
CEPBEP OYEPE[MW: o3HauaerT, 4to cepBep neyatu
nosyyaeT AaHHble NPAMO M3 oYepeau.

YIOANEHHbLIN MPUHTEP (manee cneayet Homep
NpUHTEPA): O3HAYaET, YTO CEpPBEp neyaTn amynupyert
yaanenHoii npudtep Novell NetWare.

Ecnu npuHTEep He HAcTPOEH, B 9TOM nosne oTobpaxaeTcs
coobLueHre «CEPBEP OYEPEOU>.

MMA JEPEBA NDS:

OtobparkaeT umsa aepesa Novell Directory Services (NDS)
ana atoro npuHtepa. NDS — 310 6a3a AaHHbIX 00BEKTOB
cetn NetWare, opraHnsoBaHHan B BUAE MepapxXU4ecKoin
APEBOBUAHON CTPYKTYpbI.

«HE YKA3AHO» unu otcytcteyeT: NDS oTkntoveHa.
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Ta6n.9.8 CseneHun o KoHpurypauumn Novell NetWare (2 us 2)

CoobueHue OnucaHue

KOHTEKCT NDS: Otobpaxxaet nonHoe uma NDS, rae HaxoantcA 06 bEKT
cepsepa neuvatv HP Jetdirect B aepese NDS. Hanpumep:

CN=lj_cepsepn.OU=noaaep.OU=moirop.OU=moaxkomn
«HE YKA3AHO» unu otcytcteyeT: NDS oTkntoueHa.

MOAKKOYEHHBIM Mone «MoakntoyeHHbIN cepBep» onpeaenaeTr MeTos
CEPBEP: obHapy»enua Jetdirect [NSQ] (Nearest Service Query —
onpoc 6nwxaiiei cnyx06bl) unu [GSQ] (General Service
Query — 3anpoc obLuei cny»«0bl), a TakKe UMsA
$annoBoro NPoKcK-cepsepa, KOTOpbIA UCNONb3yeTcA
ZiNf MOUCKA HACTPOEHHbLIX cepBepoB 6a3 06 LEKTOB.

«HE YKA3AHO» unu otcytcTeyeT: cepep NetWare

He HaCTPOEeH.

MHTEPBAJ (MHTepBan onpoca Hanuuna 3anaHuna.) Ykasoisaet

OMNPOCA OYEPEOM BPEMEHHOW MHTEepBas (B CeKyHAax), B TEYEHME KOTOPOro
cepsep neuatn HP Jetdirect oxxmaaet nposepku Hanmuma
3a/aHuii neyatn B ouepean. Mo ymonyaHuio — 2 CeKyHA.

MHTEPBAJT SAP: YkasblBaeT BDEMEHHOW UHTepBan (B CekyHaax),

B TeYeHue koTtoporo cepsep neyatn HP Jetdirect oxxunaaet
CO0BLLEHMA LUIMPOKOBELLATENBHOM pacchinku Service
Advertising Protocol (SAP) B ceTu.

Mo ymonuyanuto — 60 cekyHA.

CEPBEP x: Onpeanennet dainosbiit cepeep NetWare, kK koTopomy
noacoeaunHeH cepsep nevatv HP Jetdirect.
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Csenenus o npotokoje AppleTalk

CBeneHMs1 TaHHOIO pa3fiena CTpaHuIlbl KoHdurypauuu Jetdirect (TonbKo
s ceteii Ethernet) cm. Ta6a. 9.9. Coobuienus o6 ommbkax cm. Taba. 9.12.

Ta6bn. 9.9 CsegeHus o HacTpoiKe AppleTalk

CoobueHue OnucaHue

COCTOAHMUE: MokasblBaeT TEKyLLEE COCTOAHUE KOHOUTYpaLum
AppleTalk.
FOTOB: nokasbiBaeT, uto cepsep neyatn HP Jetdirect
OXXnaaet AaHHbIX.

OTKJIKOYEH: nokaseiBaeT, uto npotokon AppleTalk
OTKJTIOYEH BPYYHY!O.

MHULUMATNUBALMA: nokasbiBaeT, 4To cepsep neyatu
pervcTpupyet aapec unu uma yana. Kpome 1oro, MoxxeTt
oToBpaXkaTbCA AOMONHUTENBHOE COOBLLEHNE

O COCTOAIHUM.

Ecnu cepBep neyatu He rotos, oToBpakarotca Koa
OLWMOKKM 1 coobLueHne 06 owmbke. na nonyyeHus
LOMONHUTENbHBLIX CBeAeHui cM. Tabn. 9.12.

MMA: Uwma npuHtepa B cetn AppleTalk. Lindpa paaom ¢ atum
MMEHeM yKasblBaeT, YTO HECKOMbKO YCTPOWCTB Has3BaHsbI
3TUM MMeHeM K 310 N-i BapuaHT UMeHu.

30HA: Mma 30HbI ceTv AppleTalk, B KOTOPOM HAXOAMTCA NPUHTEP.

TAM: Tun npuHTEpPa, 06BLABNAEMOrO B CETH.
MoryT oTo6parkaTtbcs ABa Tvna.

HOMEP Y3J1A: HOMEP Y3J1A: onpenenaet Homep B cetn AppleTalk,
NoA KOTOPbLIM B HACTOALLMIA MOMEHT paboTtaeT cepsep
HOMEP Y3/1A: neuatv HP Jetdirect.

HOMEP Y3J1A: onpenenaet Homep y3na AppleTalk,
KOTOpbI 6biN BEIGPaH CepBEPOM NeyaTi Bo BpeMms
MHUALMaNU3aLmu.

Mpumeuanue. MNapametp AppleTalk phase 2 (P2)
npeaBapuTesibHO HACTPOEH Ha cepBepe nevatu

HP Jetdirect.

RUWW Crpanuiia koHduryparmu HP Jetdirect 227



Csenenus o nporokoiae DLC/LLC
CBeneHUs JaHHOTO pa3jesia cTpaHuIbl KoHdurypauu Jetdirect cm. Ta6u. 9.10.

Ta6n.9.10 CsegeHun o HacTpoiKax DLC/LLC

CoobuieHue OnucaHue

COCTOAHHUE: MokasbiBaeT TekyLlee cocToAaHue npotokona DLC/LLC.
FOTOB: nokasbiBaer, uto cepsep neyatn HP Jetdirect
0XXMAaeT AaHHbIX.

OTKJIKOYEH: nokasbiBaeT, uto DLC/LLC oTkntoyeH
BPYYHY!HO.

MHULUMATIM3ALIMA: nokasbiBaeT, 4to cepBep nevatu
perucTpupyet aapec unu uma ysna. Kpome 1oro, Moxet
oToBparkatbCa AOMNONHUTENBHOE COOBLLEHNE O COCTOAHUM.
Ecnu cepBep nevatv He roToB, 0TOOpaXkatoTcA KoA OLLUMOKK
1 coobLueHne 06 owmnbke. [na nonyyeHus
0MNOSHUTENbHBIX cBeaeHun cMm. Tabn. 9.12.
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JInarHocTuka cetu Token Ring

CBeneHMs1 TaHHOIO pa3fiena CTpaHuIlbl KoHdurypauuu Jetdirect (TonbKo
s cereil Token Ring) onucanbl B Ta6u. 9.11.

Tabn. 9.11

UHdopmaumna o anarHocTuke cet Token Ring (1 u3 2)

CoobLieHue

OnucaHue

CocTofAHue:

OnpeaenaeT ycnosue AaHHOr0 COCTOAHMA.
[oTOBO: 03HAYaeT ycnewHbln 4ocTyn B ceTb Token Ring.

OwmbKa: 03HauaeT Hanuuve oMK, na nonyyeHus
OMNONHUTENBHOW MHPOPMAaLMK CM. KOAbl OLLIMOOK U coobLLeHus
0 COCTOfIHWM KOJIbLIEBOW CETH.

Koa:

Mp¥ BBINOMHEHWW KOMaHAbLI OPEN MOTyT BbiTb 0BHAPYXKeHbI
cneaytoLime Koabl OWMOOK.
Owmbka BbINONHEeHUs GyHKUMK: cepBepy nevatn HP Jetdirect
He yaaeTca nepeaartb coobLleHne camomy cebe npw ero Bossparte
BHYTPM CErMEHTA KOMbLIEBOW CETU Yepes KoHUeHTpaTop ceTh Token
Ring. 370 coobLLeHne MOXET TaKxKe 03HauaTh, YTo GPENMbI AaHHBIX
Bbinu nony4yeHbl 40 TOro, Kak Bbinn BBeAEHbI ¢VI3W-IeCKVI.
MoTtepa curHana: o3HayaeT OAHY W3 CNEAYHOLLUMX CUTYauun.
o Cepsep neuyatv HP Jetdirect o6Hapy»xun notepto curHana
B KONbLIeBOK ceTu. MpoBepbTe KabenbHble COeAMHEHUA MEXAY
cepsepom neyatv HP Jetdirect u ceTblo, a Takke KoHUeHTpaTop.

e [loTepn curHana Bbina 3aperucTpupoBaHa Ha BXoAe pecvsepa
cepBepa nevatn HP Jetdirect B npouecce oTkpbITUaA (n1bo Bo Bpems
BO3BpaTa Mo KonbLEeBoi ceTH, TM60 BO BpeMA BBOAA B Hee).

TanmayT: cepsepy neuvatv HP Jetdirect He yaanocb nornyecku
BBECTU AlaHHble B KOJIbLEBYHO CeTb A0 UCTe4YeHnA BpeMeHu BBoAa.
Kaxkzaa ¢pasa npouecca BBoAa A0MKHa ObiTh 3aBepLUEHa

20 ucteyeHna 18-cekyHAHOro BpeMeHu BBoAA.

Co6oit B KONbLEBOW CETU: 3aKOHUYMNOCH BPEMsA NPOCTOA cepBepa
neuvatu HP Jetdirect npy nonbiTke 04MCTKM KONbLIEBOKW CETH NOCne
TOro, Kak OH cTasl akTMUBHbIM MOHUTOPOM; TO €CTb CepBepy nevyatu
HP Jetdirect He ynaeTcs nony4uTb CBOM COBCTBEHHbLIE PPENMBI
AaHHbIX NO OYUCTKE KOJ’lbLleBOl7I CeTu.

MpeaynpexaeHve B KonbLeBoOW ceTu: cepaep nevat HP Jetdirect
nony4yaet CUrHanbHble q)peﬁmu AaHHbIX nocne ¢|VI3VILIeCKOFO BBOAA
B KONbLEBYIO CeTb. OTO 03HAYaeT paspbiB B KONbLEBON CETH.
Ly6nupytowwuii aapec yana: cepeep nedatn HP Jetdirect o6Hapy»xun
B KO/bLIEBO CETH eLLe OAHY CTaHLMIO C TEM XKe aApecoM, KOTOPbIN
X0ueT ucnonb3oBatb cepsep neuatn HP Jetdirect. Heobxoanmo,
uTo6bl BCe aapeca Obiiin YHUKabHBIMU.
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Tabn. 9.11

UHpopmaumna o anarHocTuke cetu Token Ring (2 us 2)

CoobLieHue

OnucaHue

Mapam. 3anpoca: cepsep nevatn HP Jetdirect onpeaenvn Hannune
B KONbLIEBOV CETU cepBepa napameTpoB KonbLesoW cetv (RPS),
HO He oTBeYaeT Ha GperM AaHHbIX 3anpoca MHULManM3aumu.
MonyueHsbl AaHHbIe yaaneHua: cepsep neyatn HP Jetdirect nonyunn
$penm JaHHbIX yaaneHua agantepa Bo BpemA npouecca BBoja
AaHHbIX B ceTb Token Ring unu 3anpoc, coaepalumn ¢ppeinm
AaHHbIX yAaneHns CTaHUMK U3 KONbLeBOW CeTH, v yaanun cebs

13 KOMbLEBOW CeTH.

CocrosHue
KOnbLEeBOM
cetu:

MoryT 6biTb 0OHapPYKeHbI CnefytoLLe COCTOAHWUA KONbLEBOW CETH.

BoccTtaHoBneHue KonbLeBo cetu: cepsep nedvatv HP Jetdirect
nosyunn pperMbl AaHHbIX MO KONbLEBOW CETH, COAEpXKaLLve
Mapkepsl TpeboBaHuit. BoamoxxHo, cepsep nevath HP Jetdirect
nepeaaet GppeimMbl, coaepKaLLme MapKepbl TpeBoBaHHiA.
EAnHcTB. cTaHuuA: cepBep nevatn HP Jetdirect o6Hapy»«un Tonbko
OZHY CTaHUUIO B KOJ’]bLleBOVI CeTH.

MonyyeHbl AaHHBIE yAaneHua: cepsep nevatn HP Jetdirect nonyuunn
dperm faHHbIX yaaneHua aaantepa BO Bpemsa rnpouecca BBoAa
AaHHbIX B ceTb Token Ring unu 3anpoc, coaepalumnn ¢ppeinm
AaHHbIX yAaneHUa cTaHuuMn us KOﬂbLleBOVI ceTn, nyoanun cebn

13 KOJbLIeBOW CETH.

Owwbka aBToyAaneHws: cepsep nevatn HP Jetdirect o6Hapy»xun
oLwnBKy BHYTPEHHEro annapartHoro o6ecneyeHus, NnocneAoBaBLUYO
3anpoueccom aBToyAaneHua curHanos B cet Token Ring, n yaanun
cebA 13 KonbLeBoi ceTu.

Owwnbka obpbiBa Kabens: cepsep nedatv HP Jetdirect o6Hapy»xun
Pas’oMKHYTYHO CETb U KOPOTKOE 3amMblkaHKe B kaberne Mexy cepeepoM
neuatn HP Jetdirect u koHueHTpaTopom cetv Token Ring. YéeaunTecsb,
yTo Kabenb paboTaert, unu, ecim Heo6xoanMo, 3aMeHuTe ero.
Mepeaaya npeaynpeXkaatoLLMX CUTHANOB: CepBEpP nevatu

HP Jetdirect nepenaet curHanbHble Gperimbl B KOMbLEBYIO CETb.
Owwubka annapatypsbl: cepsep nevatu HP Jetdirect nepenaet
CUrHanbHblE q>pe17nv|b| B KO/IbLIEBYO CETb UK NoNny4yaeT UX U3 Hee.
MoTtepa curHana: o3HayaeT 0AHY W3 CEAYHOLLUMX CUTYauun.

o Cepsep neuyatv HP Jetdirect o6Hapy»xun notepto curHana

B KOsbLieBO# cetu. MpoBepbTe KabenbHble COEANHEHUA MeXay
cepsepom nevatv HP Jetdirect n ceTbio, a Takke KOHLEeHTpaTop.

e [loTepn curHana Bbina 3aperncTpMpoBaHa Ha BXoAe pecusepa
cepBepa neyatv HP Jetdirect B npouecce oTKpbITUA (MO0 BO Bpems
BO3Bpara no KonbLEeBoKi CceTH, TM60 BO BpeMA BBOAA B HeE).
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CooOmenns 00 ommokax

Konbr ommbok n coobineHns o6 ombkax, KOTOpble MOTYT OTOOpasKaThCsI
B pasznene «CocTosTHME» CTpaHUILI KoHurypanuu Jetdirect, ommucaHbI

B Tab6m. 9.12.

Tabn.9.12 CoobweHuns 06 owmbrax (1 us 11)

HKona owmnbku u
coobuieHune 06

OnucaHue

LMOPOBOM TECT

oLnbKe
02 OLLIMBKA JIBC — | Bo Bpema camonpoBepky cepeep neyatu HP Jetdirect
BHYTPEHHWA 06Hapy>K1n oLLMOKY NPH BbINOMHEHWUW BHYTPEHHETO LIMGPOBOro

Tecta. BoamoxxHo, cepBep nevatv HeucnpaseH. Ecnu owmbka
NMOBTOPAETCA CHOBa, 3aMeHuTe cepsep nevat HP Jetdirect.

03 OLLIMBKA JIBC —
BHELLIHWM
LMOPOBOM TECT

Cepsep neyat HP Jetdirect HenpaBunbHO NoACOEAUHEH

K CeTU NN HeUcnpaBeH. I'Ipoaepre, npaBunbHO I nNoACOeANHEH
cepsep nevatv HP Jetdirect k cetn. Kpome T0ro, nposepbTe
KabenbHble COeAMHEHWSA U pasbeMbI.

05 CUTHATT
HE OBHAPY>XEH

(Tonbko Ans 6ecnpoBoAHbIX ceTei 802.11b ¢ HPpacTpyKTypoit.)
CepBep neuyatu He CMOT 0BHaPYXXUTb TOUKY AOCTyna U
paavocurHan 6ecnpoBOAHON CeTH.

[MpoBepbTe, HET NN MHTEPdEPEHLMM PAANOCUTHANIOB OT PasHbIX
UCTOYHMKOB. MpK 0BHAPY>KEHWN TAKOBbLIX MOAHUMUTE BhILLIE
cepBep nevyaTn Unu ero BHELLHIOK aHTEHHY (eCnu MMeeTcs).
MpoBepbTe, HET NI B AMana3oHe curHana 6ecnpoBoOAHOro
cepBepa nevatu BKIIUYEHHbIX 6eCNPOBOAHBIX YCTPOWCTB.

06 HEOBEXOAMMO

(Onsa 6ecnposoaHbix ceTeit 802.11b.) Ana aToit cetv

HE BbIMOJIHEHA

LLIN®POBAHUE HeobxoanMMO WKdpoBaHKUE, CEpBEPY NevaTi He yaaeTcs
YCTaHOBWTb CBA3b C CETbIO U3-3a HEMpaBWSbHbIX NapamMeTpoB
wrdposaHua. YéeauTech, 4To Ha cepsepe nevatu
yCTaHOBNEHbI NapamMeTphbl LWMPPOBaHUA.

07 OLLIMBKA NBC — | (Ana npoBoaHbIx ceTe Ethernet.) MposepbTe cetesble

KOHTPOJIJIEP coeavHenua. Ecnv coeanHeHna B nopAaKe, BbINONHUTE
CaMOTEeCTUPOBaHUE NPU BKAKOYEHUHU: BBIKIOUUTE NUTAHWE
NpUHTEPA, a 3aTem CHoBa BK/touYnTe ero. Ecnmn ownbka
NMOBTOPAETCA CHOBa, 3aMeHuTe cepsep nevat HP Jetdirect.

07 (Ona 6ecnpoBoaHbix ceTer 802.11b.) Cepeep nevatu Jetdirect

AYTEHTUOUKALIMA |He cmor nonyuntb JOCTYN K CETU U3-3a OLLUMOKM NpK

ayTeHTUdUKaumuu. Tun oMBKK 3aBUCHUT OT UCMONb3YEeMOro
MeToAa NPOBEepPKK NOASIMHHOCTH.

MpoBepbTe NCNoNb3yeMbli METOA NPOBEPKU MOASIMHHOCTU U
napameTpbl cepsepa neuvatu. Ecnu Ha cepsepe nevatu
HacTpOeH MeToA NPOBEPKMU NOANNHHOCTH «OTKpbITan
cucTeMar, a Touka Aoctyna K cetu Tpedyet nposepku EAP,
ayTeHTUdUKALMA cepBepa nevatu He OyZeT BbINONHEHa,
ZlaXke ecnu oH paboTaeT HOpMasbHo.
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Tabn.9.12 CoobweHuna 06 owmnbrax (2 us 11)

Kon owmnbku u
coobuieHune 06

OnucaHue

ownbke
08 OLLIMBKA JIBC — | BosHukna neperpyska ceTu.
ANNTENBHAA NpumeuaHue. Ecnu cepeep neyatit He NOAKIIOYEH K CETH,
3ALEPXKA 3Ta OWKOKa He nosBnAeTCcA.
08 BbIMOJIHAETCA | (Ana 6ecnpoBoaHbix ceTeit 802.11b.) BuinonHaeTca npoBepka
AYTEHTUOUKALMA [noanuHHocTH. Ecnn cepBep nevaTn NOAKMIOYEH K CETH
C MHPPACTPYKTYPOM, MOXKET TAKIKE BbINOSHATLCA NPOBEPKA
NOANMHHOCTH Ha 6ase cepBepa.
09 OLLIMBKA JIBC — |lNpoBepbTe ceTeBble coeanHeHnA. Ecnmn coeanHenna
NMOMEXM B NopAfKe, BbINOSIHATE CAMOTECTUPOBAHMWE MPU BKITHOUYEHUN:
BbIKNIOYUTE NUTAHWE NMPUHTEPA, & 3aTEM CHOBA BKJIHOUMUTE €ro.
Ecnu ownbka noBTOpAETCA CHOBA, 3aMEHUTE CepBep nevatv
HP Jetdirect. MHCTpyKUMK NO 3aMeHe CM. B PyKOBOACTBE
Mo yCTaHOBKe annapaTtHoro o6ecneyeH1s Ballero cepsepa
nevarv.
09 CKAHUPOBAHMUE | (Ons 6ecnposoaHoi cetv 802.11b.) CepBep BbINOMHAET NOUCK
ANA SSID YCTPOMICTB B CETU C YKa3aHHbIM 3HaueHnem SSID no Bcem
KaHanawm (cetesoe umA). NpoBepbTe ykasaHHOE 3HaYeHue
SSID, cocTosHMe TOUKM AOCTyna (B CETU C UHPPACTPYKTYPOW)
UK COCTOSIHWE ZIPYTrUX BECNPOBOAHBIX YCTPOWCTB.
CepBep neyatn NpOAOIHKAET MOUCK CETU C YyKa3aHHbIM
3Hayennem SSID.
0A OLLIMBKA JIBC — | (Ona nposoaHeix ceTten Ethernet.) MposepbTe cetesbie
OTCYTCTBYET SQE |coeanHenua. Ecnu coeanHenna B nopaake, BbINOAHUTE
€CaMOTEeCTUPOBAaHMUE MPU BKIIFOYEHUM: BBIKITHOYMTE NMUTaHUe
NpUHTEPa, a 3aTeM CHOBa BK/tOUKTe ero. Ecnum owmnbka
NoBTOPAETCA CHOBA, 3amMeHuTe cepsep nevatn HP Jetdirect.
0A OLLIMBKA NIBC — | (Ansa ceTn Token Ring.) Cepsepy neuvatn HP Jetdirect
OBPbIB He yZianocb BBECTU AaHHbIE B KONbLIEBYHO CETb M NMOACOEANHNUTLCA

K ceTu. MNpoBepbTe NepekntoyaTens CKOPOCTU Nepeaayu
ZaHHbIX Ha cepsepe nevatn HP Jetdirect u ybeantecs,

4TO OH YCTaHOBJIEH NPaBUIILHO.

[na nonyyeHna nHGopmaumum no yctaHoBKe nepekntoyarens
CKOpPOCTM nepeaayn AaHHbIX CM. PYKOBOACTBA MO yCTaHOBKe
annapatHoro obecneyexunna cepeepa nedyatn HP Jetdirect.
Kpome Toro, npoBepbTe KabenbHble COEAUHEHUA, BHELLHWH
npuemMmonepenaryuk, KOHUeHTpaTop U cnamnku.

0C OLUMBKA J1BC -
PECWBEP
HE PABOTAET

BO3MO)KHO, BO3HUKNA npoénema C ceTeBblM COeAUHEHUEM UMK
cepsepoM neuatu HP Jetdirect. MposepbTe kabenu 1 ceTeBble
coeaunHenus cetu Ethernet. Ecnn nouck npobnem cetesoro
coeavHeHuA He Jan pe3ynbTatos, BbINO/IHUTE CaMOTeCTUpOBaHue
NPUY BKIKOYEHWK: BbIKNKOYNTE NUTAHWE MPUHTEPA, a 3aTeM CHOBa
BKAtounTe ero. Ecnu owmbka noBTopAeTcA cHoBa nocne
MOBTOPHOTO BK/OYEHWA NPUHTEPA, 3HAYMT, UMeeTcA
Henonaaka cepsepa neyatn HP Jetdirect.
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Tab6n.9.12 CoobweHunn 06 ownbrax (3 us 11)

HKona owmnbku u
coobuieHune 06

OnucaHue

MOTEPA HECYLLIEM

oLnbKe

0D OLLIMBEKA JIBC — | Bo3aMO»HO, BO3HMKNA Npo6nema ¢ CETeBbIM COEAUHEHUEM WU

HE PABOTAET cepsepom nevatn HP Jetdirect. MpoBepbTe Kabenu 1 ceTeBble

NMEPELAKOLLIEE coeavHenua cetv Ethernet. Ecnv nouck npobnem ceteBoro

YCTPOUCTBO COeZIMHEHWA He lan pe3y bTaToB, BbiNOSHUTE CaMOTECTUPOBAaHKEe
NP BKIKOYEHWK: BbIKNOYNTE NUTAHWE MPUHTEPA, a 3aTeM CHOBa
BKtounTe ero. Ecnu owmbka noBTOPAETCA CHOBA, BO3MOMXHO,
umeeTcA Henonaaka cepsepa nevatv HP Jetdirect.

OE OLLIMBKA JIBC — |lNpoBsepbTe ceTeBble coeanHeHua. Ecnn coeanHenna B nopAake,

BbINOJIHUTE CaMOTeCTUpPOBaHWE NPU BKITKOYEHWUNU: BbIKTHOUYUTE
nuTaHue NPUHTEpPa, a 3aTemM CHoBa BKtounTe ero. Ecnv ownbka
NoBTOPAETCA CHOBA, 3amMeHuTe cepsep nevatn HP Jetdirect.

OF OLLUMBKA NBC —
OBPbIB KABEJIA

(Token Ring) Cepsep neuatn HP Jetdirect o6Hapy»xun
Pa30MKHYTYHO CETb UM KOPOTKOE 3aMblKaHue B kabene Mexay
cepepom nevatn HP Jetdirect n KoHUEHTpaTopom NpoBOAOB
ceTn Token Ring. Yéeauntecs, uto kabenb padotaer,

UnK, ecnu HeoBXoAUMO, 3aMEHUTE €ero.

10 OLLIMBKA JIBC — | (Ona nposoaHoit cetn Ethernet.) BoamorkHO, BO3HMKNA Npobnema

MCYE3HOBEHUE C ceTeBbIM coeiMHeHneM unu cepsepoM neuvartn HP Jetdirect.

PA3PAOOB MpoBepbTe kabenu v ceTeBble coeAMHEHMUS. Ecnn nouck npobnem
CeTeBOro COeIMHEHNA He Jan pe3ynbTaTos, BbINOMHUTE
camMoTeCTMpoBaHue Npu BKIKOYEHWUNU BbIKNKOUYUTE NUTAHKUE
NpWHTEpa, a 3aTeM CHoBa BKAouuTe ero. Ecnu owmnbka
noBTOPAETCA CHOBA, BO3MOXXHO, UMEETCA Henonaaxka cepsepa
nevyatn HP Jetdirect.

10 OLLUIMBKA NIBC — | (Ona cetn Token Ring.) Cepsep neuatv HP Jetdirect

ABTOYOANEHUE 06Hapy»un oLwnBKy BHYTPEHHEr0 annaparHoro obecneyeHus,

nocneAoBaBLLYO 3a NPOLECCOM aBToyJaNeHua CUrHanos
B cetn Token Ring, u yaanun ce6s n3 KonbLEBOMN CETH.

11 OLLUMBKA JIBC —
HET MOBTOPHOIO
COEAUNHEHWA

(Ona npoBoaHoii cetn Ethernet.) Mpobnema ¢ ceTeBbIM
COEeANHEHNEM UM KOHPUIypaLmuen BHELLHEN CeTu.
MpoBepbTe paboTy KOHLEHTPATOPa M NopTa NePEeKIOUEHNS.

11 OLLUMBKA JIBC —
YOANEHUE M3

(Token Ring) Cepsep neuatun HP Jetdirect nonyunn ¢opeim
JaHHbIX yAaneHus aaantepa BO BpemA npouecca Beoaa

CETH JaHHbIX B ceTb Token Ring nnu 3anpoc, coaepxatuuin ppeim
JlaHHbIX YAANEHWA CTaHLMK U3 KONbLIEBOW CETH, U yaanun cebs
U3 KONbLIEBOK CeTH.

12 OLLUIMBKA NNBC — | 370 coobLueHune BbIBOAUTCA NPU NOAKNOYEHHOM NopTe

HE ONO3HAKOTCA |10/100 Base-TX, ecnu TakToBble CUrHaNbl CBA3N

TAKTOBbIE He onosHatotcs. [MpoBepbTe ceTeBoi Kabenb 1 yéeauTtech,

CUTHATbI YTO KOHLEHTPATOP reHepupyeT TaKToBble CUrHaNbl CBA3K.

13 OBHOBJIEHUE  |C6pocbkTe MK BBIKHOUMTE M CHOBA BKITHOUMTE CepBeEp nevartu

CETU - HY)XKHA HP Jetdirect, 4to6bl BCTYNWUAK B CUAY HOBbIE 3HAYEHNHA

MEPE3AIPY3KA KOHOUrypauum.

14 OTKMKOYEHO Mpotokon Novell NetWare oTtkntoueH. [posepbTe cepsep
u cepBep nevatu.
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Tabn.9.12 CoobweHuns 06 owmbrax (4 us 11)

HKona owmnbku u
coobuieHune 06

OnucaHue

oLnbKe

15 OLLIMBKA (Ethernet) danHble koHpurypaumnmn ¢yHkumini NetWare

KOH®UTYPALIMA HenpasBWbHO coxXpaHeHbl Ha cepeepe nevatn HP Jetdirect.
HacTtpoitte noBTOPHO cepBep neyartu ¢ NOMOLLbIO NporpamMmel
yCTaHOBKM, BCTPOeHHoro Web-cepsepa unm Apyrix MHCTPYMEHTOB.
Ecnu ownbra NnoBTOPAETCA CHOBA, BO3MOXXHO, UMeeTcaA
Henonaaka cepsepa neyatn HP Jetdirect.

16 OTCYTCTBUE (Ethernet) Cepep neuatv HP Jetdirect He HacTpoeH

KOH®UTYPALIMA ans NetWare. Ytobbl 3aaath KOHUrypauuto cepeepa nevatu

ans ceteit NetWare, ucnonb3yite nporpaMmMHoe obecnedexue,
BCTpOeHHbI Web-cepsep wnu Apyrue cpeacrsa.

17 HE HAMZEH
CEPBEP

(Ethernet) Cepaep neuatn HP Jetdirect He o6Hapy»xun cepsep
neuvatn NetWare (B pexxume yaaneHHoro npuHTepa)

unn $GannoBebli CEpBEp (B peXxnume cepsepa ovepean).

(Ha 3anpoc cepBepoB He NnosnyyeHbl OTBETH 00 bABNEHHbIX
cepBepoB neyaTn unu GpannoBbIx CEPBEPOB, COOTBETCTBYIOLLIMX
3aZlaHHOMy MMEeHU cepBepa nevatv unu Garnnosoro cepseepa.)
Y6eauTech, 4To cepBep Nevatv unu Gainosblii cepeep 3anyLUeH
¥ MMA cepBepa neyatn unu Gpainosoro cepsepa, onpeaeneHHoe
Ha cepsepe nevatn HP Jetdirect, cootBeTcTBYET UCNONB3YyEMOMY
MMEHM cepBepa nevatu unu dpainosoro cepsepa. [posepbTe
TaKxKe paboty Bcex kabenen 1 MapLIpyTU3aTOpOB.

18 HEBEPHbIN
MAPOJIb

Cepsep neuatu HP Jetdirect o6Hapy»kun HenpasunbHbIK
naponb o6bekta cepBepa nevat NetWare. C nomMoLLbHo
ytunutel NetWare (Hanpumep, PCONSOLE) yaanute naponb
o6bekTa cepepa neyatu. Mpu ouepeaHOM NOAKTOUEHUH
cepsep nevatn HP Jetdirect yctaHoBUT HOBLI Naposb.
Mpumeyanune. Koraa 3anaetcA KOHPUrypaumua ¢ HECKONbKUMM
dainoBbIMK cepBepamu, oLnbKa BbIBOAUTCA Ha CTPaHHULY
KOHpUrypaLmmn T0/1bKO B TOM Cnyyae, eCnun He yaaeTca yCTaHOBUTb
COeAVHEHWEe HK1 C OAHUM M3 PainoBbIX CEPBEPOB.

19 HE HASHAYEHA
OYEPE[b

Cepsep neuyatv HP Jetdirect o6Hapy»xun, uto 06bEKTY cepBepa
neyatu He HasHayeHbl o6Cny>kuBaemble odepean. HasHaubte
ouepean AnfA oObEKTA CepBeEpPA NevaTu, UCoNb3ya YTUIUTY
yCTaHOBKM npuHTepa unu ytunutebl NetWare.

Mpumeyanune. Koraa sanaetca KOHPUrypaumua ¢ HECKONbKUMM
¢paiinosbIMK cepBepamu, oLMBKa BbIBOAMTCA HA CTPaHMULY
KOHOMrypaLum TONbKO B TOM CIy4ae, Ciu He yAanoch yCneLluHo
yCTaHOBWUTb COEAMHEHWE HU C OAHUM M3 GanIOBLIX CEPBEPOB.

1A HE 3AJAH
HOMEP MPUHTEPA

Homep NetWare He HacTpoeH AnA 9Toro npuHTepa.
HasHaubTe npaBubHLIM HOMEpP NPUHTEPa ANA cepsepa nevaru
HP Jetdirect. [ina HasHayeHWa Homepa NpuHTEpPa MCMONb3yiHTe
ytunuty NetWare (hanpumep, PCONSOLE), BCTPOEHHbIN
Web-cepBep Jetdirect unu apyroe cpeactso.
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Tabn. 9.12 CoobuweHua 06 ownbrax (5 us 11)

Kon owmnbku u
coobuieHune 06

OnucaHue

CEPBEP NEYATH

ownbke
1B HOMEP Homep, HasHaueHHbI ana npuHtepa NetWare, yxe
MPUHTEPA “cnonb3yeTca Ana Apyroro npuHTepa. HasHausTe AnA npuHTepa
MCMNOJIb3YETCAH HEeNCnonb3yeMbli HOMep. OTO MOXKET TaKXKe NPOU30oHTH
Npu BbIKNOYEHUU U NOBTOPHOM BKIOUYEHWU NPUHTEPA.
B atom cnyuae owwnbka OyzneT cOpoLueHa nocne Taim-ayta
cepBepa neyatv 1 0BHapY)XeHWUs NpepbIBaHUA COEAUHEHMUS.
1C HE 3AJAH daitnoBbI cepBep He MMeeT 0ObeKTa cepBepa neyaru,

KOTOpbI COOTBETCTBYET yKasaHHOMY umenn y3na NetWare.
Ona cosnanusa o6bekTa cepBepa nevyatv UCnonbayiiTe
nporpaMmmy yCTaHOBKM NpuHTepa, ytunuty NetWare
(Hanpumep, PCONSOLE) unu apyrow UHCTPYMEHT.

Koraa 3apnaetca kKoHOurypauua cepeepa nevatv HP Jetdirect
C HECKOJIbKMMU $ainoBbIMK cepBepamu, OLLUMOKa BbIBOAUTCA
Ha CTpaHuLy KOHdUrypauuv ToNbKO B TOM Clyyae, eCiv He yaAanoch
yCNeLLHO YCTaHOBUTb COEAMHEHUE HU C OAHMM W3 GainoBbIX CEPBEPOB.

1D HET
COEONHEHKMA
C CEPBEPOM

Owub6Ka peruma yaaneHHoro npuHTepa. Cepsep nevatv

HP Jetdirect He cmor yctaHoBWTL coeanHenne SPX ¢ cepsepom
neuatn NetWare. Yéeautech, uto cepaep neuatv NetWare BkntoueH
¥ BCce Kabenu 1 MapLLpyTU3aTOPbl GYHKLMOHUPYIOT HOPMAbHO.

1E HE YOANOCb
3APE3EPBUPOBATb
HOMEP MPHUHTEPA

CoeavHenune SPX ¢ cepBepom neyatu 6bino noTepsaHo, Koraa
cepsep neuvatv HP Jetdirect nbitancA sapesepsupoBaTts HOMEpP
npuHTEpa. 3T0 CBUAETENLCTBYET O BO3MOXHON CETEBOM OLLMOKE
unu oumnbke cepaepa nevatn. MNpoBepbTe NPaBUILHOCTL
paboTbl Bcex kabenei u mapLupytusatopos. Monpobyiite
nepesanyctuTb CepBep nevatu.

1F OLLIMBKA MNPU
ONPEAEJIEHWUK
PASMEPA BY®EPA

O6Hapy»<eHa oLLMOKa Npu NOMbLITKE YCTaHOBUTL pasmep Bydepa
YTEeHMA AaHHbIX, MOCTyNamLLmnX oT $hainoBoro cepeepa.

OTO MOXET CBUAETENbCTBOBATL O CETEBOM OLIMOKE.

Koraa 3apnaetca kKoHOurypauuma cepeepa neyvatv HP Jetdirect
C HECKOMNBKUMM $ainoBbIMKU CepBepamM, oLLMOKa BLIBOANTCA
Ha CTpaHuuy KOH¢Mpr3LLVIVI TONbKO B TOM Cny4ae, eCnu

He yAanocb yCneLlHO yCTaHOBUTb COeAMHEHUE HU C OAHUM

13 hannoBbIx CEPBEPOB.

20 HE YOAETCA
BOUTU

Mpu nonbiTke cepBepa nevatn HP Jetdirect BoiTv Ha pannosebli
cepsep npowsoLuen c6oi. BoamoxkHaa npuunHa oLMOKU —
06 bEKT cEpBEpPA NeyaTh He CyLLECTBYET Ha haiioBoM cepBepe.
MpoBepbTe NpaBuNLHOCTL MMEH (GaitnoBoro cepsepa u
obbekTa cepsepa nevatn. Ucnonbayitte ytunuty PCONSOLE
Ans yaanexnus napons o6bekta cepBepa nedyatu. Coszaire
HOBbI 0OBEKT CepBepa nevaty.

Koraa 3apnaetca koHOurypauuma cepeepa nevatv HP Jetdirect
C HECKOJIbKMMU $ainoBbIMK cepBepamu, oLunbKa BbIBOAUTCH
Ha CTpaHuuy KOH¢Mpr3LLVIVI TONbKO B TOM Cny4ae, eCnu

He yAanoch yCMnewHo YCTaHOBUTb COEAMHEHWE HU C OAHUM

13 GannoBbIX CEPBEPOB.
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Tabn.9.12 CoobweHunn 06 owmnbrax (6 us 11)

Kon owmnbku u
coobuieHune 06
owwmnbKe

OnucaHue

21 HE YOAETCH
SAOATb MAPOJ1b

Mpu nonbiTke cepsepa nevatn HP Jetdirect yctaHoBnTs naponb
Ans o6beKTa cepBepa nevatu npousoLuen cooi. (Koraa cepsep
nevyat HP Jetdirect moxkeT 3arpy»atbca 6e3 napons, naposnb
ycTaHaBn1BaetcA aBToMatuyecku.) Mpobnema ceAzaHa

C CeTbio Unu pexxkumom BesonacHocTi. Cosaaiite HOBbIM
006BbEeKT cepBepa neyaru.

Korna 3aaaetcA KOHPUrypaumsa ¢ HECKONbKUMMU (ainosbiMu
cepBepamMu, OLLMOKa BLIBOAMTCA HA CTPAHMULY KOHQUIrypauuu
TONBKO B TOM CllyYae, eCNu He yAanoch YCNeLHo YCTaHOBUTb
COeMHEHNE HU C OAHWUM W3 GaiNoBbLIX CEepBEpPOB.

22 HET
COEAUNHEHWA
C CEPBEPOM

OwmubKa pemuma cepeepa ouepeau. Cepsep nedaru

HP Jetdirect He cmor ycTtaHoBHUTL coeanHeHne NCP

¢ davnosbiM cepepom. NpoBepbTe, NOACOEANHEHDI

N COOTBETCTBYIOLLIME (PansioBble CepBepsl.

Koraa 3aaaetca KOHGUrypauma ¢ HECKONbKUMU $panioBbIMu
cepBepamu, olunbKa BLIBOAMTCA Ha CTPaHULY KOHdUrypauuu
TONbKO B TOM Cny4ae, eCniv He yaanocb ycnewHo yCTaHOBUTb
COeIMHEHNE HU C OAHUM U3 PanoBbIX CEPBEPOB.

23 HE YIAETCA
BOWTH B OYEPEOb

MpousoLuen c6oi npu nonbiTke cepaepa neuatu HP Jetdirect Boiith

B OZIHY M3 ouepesel, HasHaueHHbIX 06 bEKTy cepBepa nevatu.
OT0 MOXET BbITb BLI3BAHO TEM, YTO CEPBEPAM HE PaspeLleHo
($opMUPOBaTHL AaHHY0 ouepeb. [pobnema Takke MOXeT ObiTb
CBA3aHa C CETbI0 MK peXxuMoM 6e3onacHocTh. C NOMOLLBHO YTUAUTEI
PCONSOLE nposepbTe, MOryT n1 cepsepbl $opMUpOBaTL AaHHYHO
ouepenb, UK, ecnu Heodxoaumo, uTo6kl cepaep neuatn HP Jetdirect
obcnyxuBan Apyrue ouepeau, yaanure o6beKT cepeepa nevarv
W3 CNICKa CepBEPOB OYepeei U Co3aalTe HOBbI 0O BEKT (06 bEKT
cepBepa nevarv cneayet A06aBuTb B CMIMCOK CEPBEPOB oUepesen).
Koraa 3apaetcA koHdurypauma cepsepa nevatn HP Jetdirect
C HECKOMbKUMM (aitnoBbIMKU CepBepamMy, OLLMBKA BbIBOAMTCA Ha

CTpaHuLy KoHpUrypauum ToNbKO B TOM Ciiyyae, eciv He yaanocb

YCMELLHO YyCTaHOBMTb COEAMHEHNE HY C OAHUM U3 GannoBbIX CEPBEPOB.

TAUM-AYT SPX

24 CEPBEP Cepsep neuatn NetWare 3anpocun npepsiBaH1e coeiMHeHun
MPEPBAT ¢ cepsepom neuatn HP Jetdirect. OwnbKa He cyLiecTByeT unm
COEAMHEHHME He oBHapy»keHa. Yéeautecs, uto cepsep nevatu NetWare
BKITHOUEH, U MPXU HEOOXOAMMOCTH NepesanycTuTe ero.
25PA3bEANHEHUE— | CoeanHenne SPX ¢ cepBepoM neyatu Bbino noTepsaHo nocne

YCTaHOBKU COeIMHEHMUA. OTO CBMAETENLCTBYET O BO3MOXHOM
ceTeBOM oLLMBKe MK oLuMBKe cepsepa nevatu. MNposepbTe
npaBunbHOCTL PaboThl Bcex Kabenei v MapLupyTM3aTopos.
MonpoByiiTe NnepesanycTuTb cepeep nevatu.

26 HEM3BECTHbIN

lMocne ycneLwHoro CoeaMHeHus ¢ GpainoBeIM CEpBePOM

BO3BPALLIEHHbIN cepsep nevatn HP Jetdirect o6Hapy»xun HenpeaBUAEHHYO

KOO NCP HEYCTPaHUMYto OLWMUOKyY. BTO COOBLLEHME MOXKET BblAaBaTbCA
MpY PasnuuHbIX OLLIMBKAX, B TOM YMCTE MPH 3aKPbITUK
¢aiinosoro cepsepa unu cboe MapLLpyTU3aTopa.
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Tabn.9.12 CoobweHuns 06 owmbrax (7 us 11)

HKona owmnbku u
coobuieHune 06

OnucaHue

oLnbKe

27 MO OLLUMBKE CepBep nevatv nocnan AaHHble, Korga nockinka 6bina sanpeLleHa

MNOJTIYHEHbI cepsepoM neuartn HP Jetdirect. BoamoxHo, 310 cBA3aHO

JAHHBIE C olunBKOM cepBepa nevatn Uiam NnporpammHbiM cOoem.

28 HET Cepsep neuatv HP Jetdirect He cmor BblaenuTb 6ydep B CBOEH

CBOBOAHbIX namaTh. ATo 03HAYaeT, YTo Bee Bydepbl 3aHATHI M3-3a BbICOKOrO

BY®EPOB YPOBHA TpaduKa LLIMPOKOBELLATENBHON PACCHIIKK UK
ceTeBoro Tpaduka Ha cepsep nevaru.

29 HE B TeueHune Gonee Tpex MUHYT cepBep nedyatv HP Jetdirect

ONPEAENAETCA nbiTaetca onpeaenutb npotokon NetWare, ncnonbsyemblii

HOMEP CETHU B ceTu. NpoBepbTe NPaBUIbHOCTL PaBOTLI paiNoBbLIX CEPBEPOB

¥ MapLupyTM3aTopoB. Y6eauTech B NPaBWIbHOCTU 3aZiaHns
TMna ppeima NetWare u ncxoaHon mapLupyTUsalmu.

2A OLLIMBKA NDS:

HasHaueHo 6onbLue ouepeaei, yuem cepeep nedatv HP Jetdirect

MPEBbILLUEHNE MOXeT obpaboTatb. Yaanure B CrIMCKE OAHY WM HECKOJSBbKO

MAKC. ouepeei neyatu, Kotopble ByayT 06CNy)KUBATLCA B PEXKUME

KOJIMYECTBA cepsepa oyepeau.

OYEPEJEWN

2B OLLIMBKA NDS: |Peructpauua B aepese katanoros NetWare HeBo3MoxHa.

HE YOAETCA MpoBepbTe, UTo 0OBEKT cepBepa neyath Bbin onpeaeneH

BOUTH B Katasnore B NpaBMIbHOM KOHTEKCTe. Micnonb3ya yTunuty
NWADMIN unu ananornmunbin MHcTpymeHT NetWare, yaanute
naponb cepsepa neyatu.

2C OLUMBKA Pervctpauua B aepese katanoros NetWare HeBo3MOXKHA.

AYTEHTUOUKALMK |MpoBepbTe, uTo 06BEKT cepBepa nevat Obin onpeaeneH

NDS B Katanore B NpaBu/IbHOM KOHTEKCTE.

2D OLLIMBKA NDS: |He yanaetca nameHnTb Naponb cepBepa nevyaTn Ha 3HaveHue,

HE YOAETCA oxugaemoe cepsepom neyatn HP Jetdirect.

M3MEHWUTb

MAPOJ1b

2E OLLUMBKA HecooTtBeTcTBEHHOE MMA 06 bEKTA CepBepa neyaty.

OTKPbLITOIO He yaanocb npounTtaTb OTKPbITHIA KNtOY $ainoBoro cepeepa.

KNKOYA CEPBEPA  [[MpoBepbTe MMeHa 06BEKTOB MK obpatutech

NDS K aamuHuctpatopy NDS.

2F OLLIMBEKA NDS: |He HaitneH ceTeBow pannoseiii cepsep. BosmorxxHo, cepsep

MMA CEPBEPA BbIKJTIOYEH UK UMEET MECTO Henonaaxka B COeAUHEHUN.

HE HAWMZEHO

30 HEBEPHOE MMA
CEPBEPA MNMEYATH
NDS

O6bekT cepBepa nevatn HP Jetdirect He HaitaeH B ykasaHHOM
koHTekcTe NDS.

31 HE HAWEH

He HaizeH cnvcok 06beKTOB MPUHTEPOB, HA3HAYEHHDIX

CIMNMCOK 06beKTy cepBepa nevaru.

NMPUHTEPOB

32 HE HAMOEH He HaiaeH cnMcok 06beKkToB COOBLLIEeHMIH, Ha3HAYEeHHbIX
CIM1COK 3 06BbEKTY NpUHTEPA.

COOBLLUEHKMA
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Tabn.9.12 CoobweHuns 06 owmnbrax (8 us 11)

HKona owmnbku u
coobuieHune 06

OnucaHue

COEOMNHEHWMA NDS

oLnbKe

33 HE HAPIJJ,EH He HailieH cnMcoK ouepeaei, HasHaueHHbIX 0O bEKTY
CMWUCOK OYEPELEM |npuHTepa.

340LL.NDS: HE HAMAEH | B katanore NDS He HaiinieH 06beKT npuHTepa.

OBBEKT MPUHTEPA

35 OLLIMBKA NDS: |He noanep»vBaetca TekyLuan sepcua $pannosoro cepsepa
HE NMOAAEPX. NetWare.

BEPCHA

36 OLLIMBKA NDS: | [Ons obbekTta cepBepa nevartu, CKOHOUrypupoBaHHOro

HET OB bEKTA AnA aaHHoro cepsepa neuyatn HP Jetdirect, He HasHaueH
MPUHTEPA 006BbEKT NpUHTEPA.

37 OLLIMBKA NDS: O6beKTy cepBepa nevat Ha3HaYeHo CIULLKOM MHOTo
MPEBbILLUEHNE 06BEKTOB NMPUHTEPOB. YMEHbBLLWUTE KONMYECTBO 0O BEKTOB
MAKC. KOJTMYECTBA | npuHTEpOB, HasHaYeHHbIX CepBEPY NeyaTu, C MOMOLLLIO YTUIUT
OBBEKTOB NetWare (Hanpumep, NWADMIN).

38 OLLUMBKANDS:HET | OTCyTCTBYIOT 00 BEKTHI O4epean neyartu, HasHauyeHHble
OBBEKTOB OYEPE[W | obbektam npuHtepa us katanora NDS.

39 OLLIMBKA NDS: | MpuHTEPY HAa3HAYeHO CIULLUKOM MHOr0 OOBEKTOB ouepeaei
CJTULLKOM MHOT'O |neuyatu. YMeHbLUNUTE KONMYECTBO HAa3HaYeHHbIX oYepeae.
OBBEKTOB

B OYEPEOU

3A OLLIMBKA NDS: |He HaiiaeHo nepeBo NDS. 310 coobLLeHWE MOXKET NoABNATLCA,
HE HAMOEHO Korza BblKSIloUeH GpannoBbli cepsep UM MMeroTCA HeMnoiaaku
OEPEBO B CETEBOM COEAUHEHUM.

3B OLLUMBKA Cepsep nevat HP Jetdirect He MOXET U3MEHWUTb COCTORHME

coeanHenuna NDS. lMposepbTe nuUeH3nn B cepsepe
avcnetyepa oyepeau nevaty.

3C OLLIMBKA NDS:
OYEPE[b
HE HAMOEHA

B 3apaHHoM koHTekcTe NDS He HaiieH 06beKT ouepeau
nevartu.

3D OLLIMBKA NDS:
HE HAMOEH Y3EJ1Q

He HanaeH ceTteBon pannoselii cepsep. BoamorxkHo, cepsep
BbIKJ/TOYEH UM UMEET MeCTO Henosnaaka B COeANHEHUN.

3E OLLUMBKA
OTKPBLITOIO
K/TKOYA CEPBEPA
MEYATU NDS

HecooteeTcTBEHHOE MMA 0ObEKTa cepBepa nevartu. He yaanocs
npounTaTb OTKPbITLIN K04 cepBepa neyatu. NposepbTe MeHa
o6bekToB. MNpoBepbTe, UTO KNtod 06bEKTa, Ha3HAUEeHHbIH
cepBepy nevatn HP Jetdirect, ABnAetcA o6beKkTom cepBepa
neyaru, a He NPUHTEPOM WK APYTUM OO BEKTOM.

3F HE HAMAOEH

He ynanocb Haittv aapec cepsepa NDS unu k Hemy HeT

AIPEC CEPBEPA  |poctyna.

NDS

40 ARP HAMJEH Cnovi ARP onpeaenun apyrom y3en cet, UCNoNb3yHOLLMUI TOT e

WOEHTUYHBIW aapec IP, uto u cepsep neyatn HP Jetdirect. Mocne coobLueHun

IP-ALIPEC cnenyeT AONoNHUTeNbHaA MHPopmMaLma 06 oLwnbke,
nokasblBatoLlan annaparHbii aapec KOHPAUKTYIOLLEro y3na.

41 OLLUIMBKA Cepsep neuarn HP Jetdirect He MOXKeT cunTaTe KOHTEKCT

NOVRAM NOVRAM.
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Tabn.9.12 CoobweHuns 06 owmnbrax (9 us 11)

HKona owmnbku u
coobuieHune 06

OnucaHue

oLnbKe
42 HEBEPHbIM IP-aapec, ykasanHbi ana cepsepa neyatn HP Jetdirect
IP-AOPEC (c nomoubto BOOTP), aBnAetcA HeBepHbIM aapecom IP

AnA oAnHouHoro y3na. MNposepbTe 3anucu danna Bootptab.

43 HEBEPHAA
MACKA NOACETH

IP-macka noaceTn, CKOHPUIypupoBaHHanA Ha cepBepe nevaru
HP Jetdirect (c nomowbio BOOTP), ABnAeTcA HeaonycTMmon
mMackoi noacetu. MNposepbTe 3anucu dpaina Bootptab.

44 HEBEPHbIV
ALPEC LLMO3A

IP-aapec wnto3a no yMonyaHuio, yKasaHHbli AnA cepeepa nevatu
HP Jetdirect (c nomowubto BOOTP), ABnAeTcA HeAeHCTBUTENBHLIM
aapecom IP ana oanHouHoro y3na. lMposepbTe 3anuck daina Bootptab.

45 HEBEPHbIW
AJIPEC SYSLOG

IP-aanpec cepsepa syslog, ykasaHHbIM AnA cepeepa neyartu
HP Jetdirect (c nomoLusto BOOTP), aBnaeTcA HeAeUCTBUTENBbHBIM
aapecom IP ana oanHouHoro yana. MNposepbTe 3anucu daina
Bootptab.

46 HEBEPHbIV
AJIPEC CEPBEPA

IP-anpec cepeepa TFTP, ykasaHHbli And cepsepa nevatn HP Jetdirect
(c nomoubto BOOTP), ABnAeTcA HeAeHCTBUTENbHBIM aAPECOM
IP ana oaMHouHoro yana. lNMposepbTe 3anucu dana Bootptab.

47 HEBEPHbIN
AIPEC MEPEXBATA

IP-anpec oaHoro u3 agpecartos nepexsatoB SNMP (NepexBarbl
PDU), ykasaHHbi anA cepsepa nevatv HP Jetdirect (c nomoLubto
TFTP), aBnaetca HeaehcTeuTENbHLIM aapecom IP ana
oanHouHoro y3na. NposepbTe painn KoHdurypauun TFTP.

TFTP-NMEPEOAYN

48 OLLIMBKA KOH®. - | HenonHan nocneansn cTpoka ¢ana koHpurypaumn TFTP
HEMOJTHbIN ®ANJT | He 3akaHuMBaeTCA CUMBONIOM NepeBoaa CTPOKM.

49 OLLINBKA KOH®. - | Ctpoka B daiine koHourypauum TFTP He MOXeT BbiTb
CNULLIKOM obpaboTaHa cepBepom nevath HP Jetdirect

JJNMMHHAA CTPOKA |13-3a npeBbILLeHNA AONYCTUMOWN ANUHBI.

4A OLLIMBKA KOH®. - (B cTpoke ¢aina kondpurypaunn TFTP nmeetca HemssecTHoe
HEWU3BECTHOE KNtOYeBOE CII0BO.

KJTKOYEBOE CJTOBO

4B OLLIMBKA KOH®. - | B cTpoke daiina koHourypauun TFTP otcyTcTByeT Tpebyemblit
HET NMAPAMETPA napamertp.

4C OLLIMBKAKOH®. - | Ctpoka B damne koHdurypaummn TFTP coaeput
HEBEPHbIM HeAonyCTMMOe 3HayeHe 0AHOro U3 NapamMeTpoB AnA AaHHOW
MAPAMETP CTPOKM.

4D OLLIMBKAKOH®. - (B ¢daiine koHourypauun TFTP ykazaHO CIULLKOM MHOMO
CIMNCOK OOCTYIMA |3anuceit ¢ kntoyYeBbIM CrioBoM «allow:» B CNMCKe aapecaToB
MEPEMNOJTHEH rnepexsaToB.

4E OLLUIMBKA KOH®. - (B ¢daiine kondpurypaumun TFTP ykaszaHo CAULLKOM MHOMO
CIMH1COK 3anucei ¢ KNoYeBbIM CNOBOM «trap-destination:» B cnucke
MEPEXBATOB aapecaroB nepexsartos.

MEPEMNOJTHEH

4F HET He yaanocs seinonHute TFTP-nepenavy panna koHdurypauum

OT rMaBHOro KOMMblOTepa Ha cepeep nevatn HP Jetdirect,
yZaneHHblW rNaBHbIN KOMMbIOTEP Nepeaan cepsepy nevatu
naxket TFTP ERROR.
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Ta6n. 9.12 Coo6weHuna 06 ownbrax (10 s 11)

HKona owmnbku u
coobuieHune 06

OnucaHue

oLnbKe

50 CBOM HA He yaanocs BeinonHute TFTP-nepenavy gpainna koHdurypaumm
JIOKAJIbHOM oT y3na Ha cepep neyatv HP Jetdirect, n Ha mecTHOM cepBepe
CEPBEPE INMPU neyartM BOSHWK TalM-ayT B BUAE NPOCTOA UK CUTyauuna
MEPEOAYE TFTP 136bLITOYHOW NMOBTOPHOM Nepeayn AaHHbIX.

51 MPEBBLILLUEHWE | O6Lwee uncno nonbITok nosTopHoi TFTP-nepeaauv ¢paina
MOBTOPHbLIX KOHOMrypauum ot yana Ha cepsep neuvatn HP Jetdirect
MNOMbITOK TFTP NPEBLICUIO AONYCTUMOE KOSIMYECTBO.

52 OLLIMBKA B otBete BOOTP unu DHCP, nonyyeHHoM cepBepoM nedyartu
B OTBETE HP Jetdirect, o6Hapy»xeHa owwmbKa. Jnbo B oTBETE UMEIOTCA
BOOTP/DHCP HeAocTaTouHble cBeAeHuA B Aatarpammve UDP, koTopaa aomkHa

coAepxatb MUHUManbHbIi 3aronosok BOOTP/DHCP anuHoit 236 6aiT,
n1bo none koaa komaHAabl otnnyaetcs ot BOOTPREPLY(0X02),
nMBo MMeeTCA None 3aroNoBKa, He COBNaAatoLLee C annapatHsiM
aZpecom cepBepa neyartu, nM6o ykasaH ucxoaHbli nopt UDP,
KoTOpbIf He ABnAeTcA noptom BOOTP/DHCP (67/udp).

53 HEBEPHAA
OJTMHA METKHK
BOOTP

B otBete BOOTP anuHa MeTku B none noctaBlimMka pasHa 0
nu6o NpeBbILLAET OCTaBLLEECA YACNO HeoOpaboTaHHbIX 6ainToB
B 3anucy nocTaBLUMKa.

C CEPBEPOM DHCP

54 WOET NEPEOAYA | Cepsep neuatn HP Jetdirect B HacToALwmMi MOMEHT nonyyaet
YEPES3 6a30By0 MHPOPMALMIO O KOHPUrypaumu IP uepes
BOOTP/RARP BOOTP/RARP.
55WAOET NEPEOAYA | Cepsep nevatu HP Jetdirect B HacToALWMi MOMEHT nonyyaet
YEPES3 6a30ByH0 MHPOPMaLMIO O KOHdUrypauuu IP yepes
BOOTP/DHCP BOOTP/RARP 1 He 0BHapy»un HUKaKnx OLUIMOOK.
56 DHCP NAK Cepsep neyvatu HP Jetdirect nonyunn ot cepsepa DHCP
coobLeHre 06 oTpuLaTENbHOM KBUTUPOBaHWK B OTBET
Ha 3anpoc 0 KOHpUrypauuu.
57 HET Cepsep neuartn HP Jetdirect nonyunn napamertpsi IP
COEANHEHMA ot cepsepa DHCP, Ho cBf3b ¢ cepsepom DHCP 6bina

notepAHa. [posepbTe cocToaHne cepeepa DHCP.

Ecnv 6bina HasHauyeHa 6eccpoyHan apeHaa, cepeep nevyatu
6yaet ucnonbsosartb IP-anpec cepsepa DHCP, koTopeiit
UCMosb30BaSICA NOCNEAHUM, OAHAKO MOXXET NPOU30UTH
yxyZALleHve ero pabotsl, ecnu He otBeTUT cepeep DHCP.

OTBETE DHCP

58 PEXXUM MpuHTep He noaaepkusaet AppleTalk nnn paclumpenun

POSTSCRIPT AppleTalk.

HE BblBPAH

59 3ATPY3KA CoobLueHune 0 3arpyske MUKPONpPOrpaMMbl. B HacToALwmi

HE 3ABEPLLIEHA -  |MOMEHT MaeT 3arpyaka MUKponporpaMmel B cepBep nevatu

HY>XHO 3ArPY3UTb |HP Jetdirect unu 3arpyska He OGbina ycneLHo 3aBepLueHa.

5A BbIKJ1. / BKJ1. Coo0bLueHue 0 3arpyske MUKPONPOrpaMMbl. 3arpyska

MPUHTEP MUKpPONporpaMmel 3aBepLueHa. BeikntounTe v cHoBa BKIOUMTE
cepsep nevatv HP Jetdirect.

5C OLLIMBKA B Ot cepBepa DHCP nonyueH HeBepHbI 0TBET. [TpoBepbTe

napameTpsl cepsepa DHCP ana aaHHoro cepsepa nevaru.
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Tab6n. 9.12 CoobweHua 06 ownbrax (11 us 11)

HKona owmnbku u
coobuieHune 06
ownbke

OnucaHue

5D CJIULLIKOM
KOPOTKWM CPOK
APEH[bl DHCP

Cpok apeHabl cepsepa DHCP, ykasaHHbI B napameTpax
KoHourypaunn TCP/IP aaHHoro cepeepa nevatu, CAULLKOM KOPOTKUA.
3aHoBo HacTpoitTe Bpemsa apeHasl DHCP Ha cepsepe DHCP.

5E APEHOA DHCP
CBEPOLLIEHA

ApeHnza napameTpoB, HacTpoeHHbIx AnAa DHCP, Bkntouan
IP-anpec, 6bina cOpoLleHa Npu HaCTPOMKe BPYUHYHO,
HanpvMep Npu HaCTPOWKE Ha NaHenn ynpasneHns NpuHTepa.

5F PETUCTPALIUA
HA CEPBEPE WINS
HE BbIMOJIHEHA

MonbITka 3aperncTpMpoBaTtb MA CepBepa nevyatv Ha cepeepe
WINS He yaanacs. MpoBepbTe Hanuume Ay6nupyoLmMx MeH
unu yéeantech B NpaBunbHOCTM HacTpoiku cepsepa WINS.

61 HACTPOEH

IP-anpec He MOXeT BbiTb NonyyeH no cetu. Cepeep neyatv no

AUTO IP YMOM4aH1o NPUMET NoKanbHbii IP-aapec B popmare 169.254.x.x.
62HACTPOEH IP-ALIPEC | IP-anpec He MoxeT BbiTb nonydeH no cetu. Cepsep nevatu
Mo YMONMYAHUIO npumer IP-aapec no ymonuanuio 192.0.0.192.

63 BbINOJIHAETCA
HACTPOMKAAUTOIP

CepBep neyatn aBToMaTM4ecku HaszHavaet IP-aapec,
ucnone3ya popmar agpeca fiokanbHon cetn 169.254.x.x.

64 HEBEPHbIN

B TFTP 6bin 3anaH HeBepHbIi naponb. Y6eauTech, YTo Naposnb

MAPOJIb COCTOMT HEe MeHee YeM U3 16 neyaTHbIX CUMBOJIOB.

83 HET CepBep Obin BLIKMHOUEH B Pe3yNbTaTe U3MEHEHWUA KOHOUrypaLmuu
COEANHEHMA UK 3anpoca Ha nepesarpysky. Ecnu npuHtep He HaxoauTcA B

C CEPBEPOM aBTOHOMHOM PEXUME, B COCTORHWUM OLLIMOKM UNK He 0BCnyXxuBaeT

Zpyrov nopT BBOAA/BbIBOAA UM APYrOi CETEBOW MPOTOKON, 3TO
CoOOLLEHNe aBTOMATUUYECKM UCYEe3aeT YePEe3 HECKOMBKO CeKyHA.

84 HACTPOEHbI
TAMMEPbLI APEHIBb
DHCP

CepBep neuyatv 06Hapy»un OLMOKY B CPOKax apeHzbl

cepsepa DHCP no oaHow “3 cneaytoLmnx NpuyImH:

® Bpems 06HOBNEHWA MeHblue 30 ceKyHA

® CpOK NepeHasHaveHna apeHAabl MeHbLle 52 cekyHA

® CpOK nepeHasHavyeHWA apeHabl MeHbLle U1 paBeH
BpPEMEHN 0OHOBNEHMA

® CpPOK apeHAbl MeHbLUe UK paBeH CPOKY nepeHasHavyeHnqa

86 OBHOBWTE ONA
MHOIOA3bLIKOBOM
MOAJEPYKKM

IMpyn 06HOBNEHMM NOAAEPXKMBAEMOTO CepBepa nevat, KoTopbli

COAEPUT MUKponporpaMmy 6onee paHHew Bepcuu, uem X.24.00,
HY>XHO BbINONTHUTL 0BHOBREHWE ABaXKAbI. OTO HEOBXO0AMMO, €CNK
TpebyeTca NoALEPIKKa CEPBEPOM NEUaTH CPEACTB yNpaBneHus (Takux,
KaKk BCTPoeHHbIn Web-cepBep) Ha A3bIKE, OTAMYHOM OT aHMIUICKOrO.

F1 MOMbITKA
YCTAHOBUTb
CBA3b

C CEPBEPOM

Cepsep nevatn HP Jetdirect nbiTaeTca ycTaHoOBUTb CBA3b
¢ cepepamu NetWare. 310 — 06bl4HOE coobLLEHME.
Moaoxaute, noka coeanHeHWe He ByaeT YCTaHOBNEHO MK
He NoABUTCA ZIPYroe COOBLLEHUE O COCTORHUM.

F2WMIOETNEPEJAYA
YEPE3 TFTP

Cepsep nevatv nbitaetca ucrnonb3osars TFTP ana nonyyexua
napameTpos TCP/IP no ceTu.

F3 MOET MEPEAAYA
YEPE3 BOOTP/RARP

CepBep neyatu nbitaetcA UCNonb3oBaTb NpoTokon BootP
unn RARP ana nonyyenuna napametpos TCP/IP no ceTu.

F4 WOET NMEPEJAYA
YEPE3 BOOTP/DHCP

CepBep neyatu nbitaetcA UCNonb3oBaTb NpoTokon BootP
unn DHCP ana nonyyenna napametpos TCP/IP no cetw.
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00630p cemeiictBa nporokoaos TCP/IP

BBenenue

B aTOoM niprmoxkeHnu comepsKaTcs CBeIeHus, Tarolne obliee ImpencTapIeHe
o ceMeiicTBe rIpoTokosioB TCP/IP.

ITomo6HO SI3BIKY, KCTIONIB3yeMOMY JIFOObMHU 1151 ob1enust, TCP/IP
(Transmission Control Protocol/Internet Protocol) siBisieTcst cemeiicTBoM
MPOTOKOJIOB, pa3pabOTaHHBIM JIJIsI B3aMMOIECTBUSI KOMITBIOTEPOB U IPYTUX
YCTPOWCTB B CETH.

TCP/IP 6bIcTpo CTaj caMbIM aKTUBHO MCTIOJIb3YEMbIM CEMECTBOM
MPOTOKOJIOB. B OCHOBHOM 3TO CBSI3aHO C TeM (haKTOM, UTO BCsI ceTh UHTepHeT
dynkauonupyet ¢ ucnoib3opanueM TCP/IP. Eciu umeeTcst ceThb, KOTOpYIO
Heo0XoIMMO TIOAKIIOYNTL K MHTepHETY, IUIsl 3TOr0 IPUAETCS MCTIOIb30BaTh
npotokonsl TCP/IP.

Internet Protocol (IP)

I1pu nepenaye DaHHBIX MO CETH OHU pa30MBaIOTCS Ha HEOOJbIINME YacTH,
Ha3bIBaeMble TTakeTaMu. Kaxkblii ITakeT MochLUIaeTCsl B CETh HE3aBUCUMO
OT Ipyrux. B Kaxmom oTpasisseMoOM IaKeTe 3aKoaupoBaHbl IP-naHHbIE,
Takue Kak IP-anpec ornpaBurens 1 nonyyaTens nakera. IP-nmakeTbl MoryT
MapUIpyTU3UPOBATHCS C IIOMOILBIO MapIIPYyTU3aTOPOB WIH IILTI030B
(YCTPOMCTB, COENUHSIIONIMNX CETh C IPYTUMU CETSIMU ).

IP-coenyHeHMsI BBITIOIHSIIOTCS 6€3 YCTaHOBKM MPSIMOM CBSI3M OTIIPABUTEINS
¢ nonyyateneM. [1pu ornipaBke IP-makeToB HET rapaHTHUi, YTO OHU OYIyT
IIOCTaBJIEHBI 110 HA3HAYEHUIO B TO e MOCJeI0BaTeIbHOCTH, B KAKOW OHU
OBLUIM OTIIpaBJEHbBI. DTa 3aJaya pelIaeTcs ¢ IOMOILBIO ITPOTOKOI0B Oosee
BBICOKOI'O YPOBHSI U NMPWIOXKEHM, obecrieunBasi BhICOKYIO 3P dEeKTUBHOCTD
IP-noaktoueHuit.

Kaxknblii y3en uin ycTpOoCTBO, HEMOCPEICTBEHHO MOIKIIOUEHHOE K CeTH,
IOJKHO uMeTh IP-ampec, B TOM 4uciie U yCTpPOICTBa, MOAKIOYaeMbIe
K cepBepam neyatu HP Jetdirect.
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IIporoxoa TCP (Transmission Control Protocol)

B dynkuun nporokona TCP Bxonut pa3zbueHue repenaBaeMbIX TaHHBIX

Ha makeThl U cOOpKa MOJIYYeHHBIX IAKETOB Ha CTOPOHE IMOTyJdaTelsl.

DTOT POTOKOJ 06eCIIeYnBaeT HANEXKHYIO U FapaHTUPOBAHHYIO TOCTaBKY
nHdopmanuu apyromy y3iy cetu. [Ipu nonydyeHrn nakeToB JaHHbBIX
npoTtokonoM TCP mist Kaxkooro nojxy4eHHOro IakeTa pacCUMThIBaeTCs
KOHTpPOJIbHAS CyMMa, IPaBUIbHOCTb KOTOPOI TapaHTUPYET LIeIOCTHOCTh
IIOCTAaBJIEHHBIX B MMaKeTe NaHHbIX. ECM maHHbIe B makeTe ObUTY TTOBPEXKIEHbI
npu nepengaue, mpotokoyn TCP oTBepraeT naHHBIN MaKeT U 3alpalliBaeT
€ro MOBTOPHYIO Tlepeaauy.

IIporokoa UDP (User Datagram Protocol)

ITporokon UDP BrinonHsieT pyHKIINM, TOXOXKUE HAa (HYHKIIMU TTPOTOKOJIA
TCP. Ongnako npotokosn UDP He o6pabaTbiBaeT yBeqOMIEHHS O TIONTyYeHUN
NaHHBIX U MIONIEPXKUBAET OTepaliiy 3arpoca/oTBera 6e3 TOMOoTHUTEIBHOTO
MOATBEPXKIEHUS U TapaHThM noctaBku. [Iporokon UDP ucnonb3yetcst

B TeX CJIy4asiX, KOT/Ia yBeJOMJIEHHE O TIOJlyYeHUM U TapaHTUPOBaHHAS
IIOCTaBKa He TpeOYIOTCs, HallpuMep TPy IIMPOKOBEIATEIbHOM pacChUIKe
71T OOHapYKEHMSI.

IP-agpec

Kaxnoe ycrpoiicTBo (paboyast craHIus WK y3el) B ceTu IP mommkHo uMeTh
yHUKanbHbIM IP-anpec mig Kaxknoro ceteBoro nuHTepdeiica. DToT mporpaMMHBII
aJipec UCIOIb3YeTCs IS UIeHTU(UKAIIMY KaK CeTH, TaK U OTHEIbHBIX y3JI0B,
NOAKJIIOUeHHBIX K ceTr. Kaxxneiit IP-anpec cocTout n3 nIByXx yacTeil: ceTeBoit
1 YaCTH, OTHOCSIILIENCS K CAMOMY y3J1y. Y3eJI MOXKET IoJTy4aTh TMHAMUYECKUI
IP-anpec oT cepBepa Ipu Kaxkaoil 3arpy3ke (Harpumep, ¢ IOMOIIbIO
npotokona DHCP u BootP).

MpumeyaHue IlpuHazHaueHuu ycrpoictBy [P-anpeca Bcerna HeoGXoaUMO
COBETOBAThCS C CeTeBBIM aIMUHUCTpaTOpoM. HazHaueHme
HEeJOITyCTUMOTO afipeca MOXKeT IMPUBECTH K HETTpaBUIIbHOM
paboTe Opyroro o60pynoBaHMUs, TOAKIIOUEHHOTO K CETH,
u c60sIM B paboTe CeTH.
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IP-anpec: (4acTh, OTHOCAIIASACHA K CETH)

YnpasnaeHue ceTeBbIMU agpecamMu ocyllecTBasieTcss opranusauueii InterNIC,
pacnionoxkeHHoii B r. Hopdonk, Bupmxkunug. InterNIC 6bu1a crieniiaibHO
HaHsTa ponaoM National Science Foundation s ynpaBneHust agpecamu

n noMeHamu B UHTepHeTe. CeTeBble agpeca pacipeeasiioTcsl MeX Iy
OpraHu3alusIMKi, KOTOphIe, B CBOIO OUepeb, OTBETCTBEHHBI 3a MPaBUIbHOE
MIPUCBOEHUE 3TUX aAPECOB BCeM MOAKIIOYEHHBIM K CETH YCTPOMCTBAM

u y3naM. JIJis1 mosnydeHus: JOMOIHUTEIbHBIX CBEICHUI O CETeBOI YacTH
IP-anpeca cm. pasnensl «CTpyKTypa 1 Kiacchl [P-anpecoB» u «IlonceTu»
Jajee B 5TOM MPUIOKEHUM.

IP-aapec: (4acTh, OTHOCAIANACA K Y3J1y)

Anpeca y310B B iudpoBoii popme naeHTUOUIMPYIOT ceTeBble MHTEepGhenchl
YCTPOKCTB, MoaKiItoueHHbIe K [P-ceTri. OOBIYHO y3€/1 UMeeT TOJbKO OIUH
ceTeBoil uHTepdeiic, a 3HaUUT — ToJbKO onuH IP-anpec. [TockonbKy pazHbie
YCTPOKCTBA HE MOTYT OTHOBPEMEHHO MCIOJIb30BaTh OMHAKOBbIE HOMEPA,
00BIYHO aIMUHUCTPATOPHI BeAYyT TAOIUIIBI aIpecOB, YTOOBI 0OeCTIEeYnTh
MPaBUJIbHOE Ha3HAaYeHUEe apecoB B CETH.
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CtpykTypa u kinaccel IP-anpecon

IP-anpec BximtoyaeT 32-pa3psina JaHHBIX U OEAUTCS Ha 4 pa3nena, KasKIblid
13 KOTOPBIX CONEepsKUT 1 6aiiT (Bcero B ampece 4 6aiiTa): XXX . XXX . XXX . XXX

g obecrieyeHuss 3dGEKTUBHON MapIIPYTU3alliM CETU pa30MBalOTCs Ha

3 kiacca, TakiuM 00pa3oM MaplIpyTU3allys MOXKET HAaUMHAThCSI C OIIpe e IEHUST
nepBoro Oaiita IP-anpeca. Tpu Tumna IP-anpecos, Ha3HayaeMbIX OpraHu3aluein
InterNIC, — 510 anpeca kinacca A, Bu C. Kitace cetu onpenensier Ha3HaueHue
Kaxknoro u3 yetbipex pazaenoB IP-anpeca (cm. Tabn. A.1).

Tabn. A.1 dopmar knaccos IP-agpecos
Knacc Mepeebiit 6anT | Bropow 6ant | Tpetui 6anT | YeTBepTbin
agpeca XXx. agpeca XxX. agpeca XXx. 6aiT
aapeca XXxXx.
A Cerb. Ysen. Yaen. Ysen
Cerb. Cerb. Yzen. Ysen
C Certb. Certb. Certb. Y3en

Kak moka3zano B Ta61. A.2, KJTacChl aipeCcoB pa3INJaloTCs IIepBBIM OUTOM,
IMAIla30HOM aJpecoB, YHMCIOM alpecoB, JOCTYITHBIX B KaXKIOM KJ1acce,
¥ MaKCHMaJIbHEIM KOJIMYECTBOM Y3JIOB B CETH.

Ta6n. A.2 TMNapameTpbl KNaccoB ceTen
HKnacc | UneHTuduratop | JnanasoH MaxkcumanbHoe | MakcumanbHoe
nepeoro 6uta aapecos KONU4YecTBO KONUYEeCTBO
ceTew B Knacce | y3noB B CeTH
A 0 071 0.0.0.0 ao 126 Csbile
127.255.255.255 16 MWUNNMOHOB
B 10 ot 128.0.0.0 no 16 382 65 534
191.255.255.255
C 110 o1 192.0.0.0 oo Cabille 254
223.255.255.255 | 2 MUniMoOHOB
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Hactpoiika IP-napameTpoB

ITapamerpsr TCP/IP (Takme kak IP-ampec, Macka mouceTH, CTaHIapTHBIN
1w1r03) Ha cepBepe nedat HP Jetdirect MoryT O6bITh HACTPOEHBI pa3TUIHBIMU
criocobamMu. 3HaYeHUsT STUX MApaMeTPOB MOXKHO yKa3aTh BPYUHYIO
(mampumMep, ¢ momotnksio Telnet, BctpoeHHOTO Web-cepBepa, KOMaHI arp

U ping WIK ypaBJsIIoOIIero mporpamMmmHoro obecrieuenust HP), nnu e oHun
MOTYT OBITh TTOJTyYeHbl aBTOMAaTUYeCKH TTocpencTtBoM ciny:k6 DHCP wnimn
BOOTP npu kaxk1oM BKITIIFOUEHUM cepBepa revatu. IJis momydeHus CBeieHu i
0 criocobax HacTpoiiku cM. [1aBa 3.

Ecau nipu BximtoueHnu cepsepy nedat HP Jetdirect He ymaercs moiayuutb
nmomyctuMelid [P-ampec 1o cetn, oH aBTOMaTUYecK: Ha3zHadaeT IP-ampec

o ymomuaHuio. [P-ampec 1o yMor4aHWio 3aBUCUT OT THUIIA CETH, K KOTOPOM
MOIKTIOUEH cepBep ITeuaT. B HeOOoIbIoil IOKaIbHOM CeTH IS Ha3HAUEHUS
yHUKajbHOTO momyctumoro IP-anpeca B nuanaszone ot 169.254.1.0

1o 169.254.254.255 ucnonb3yeTcst TEXHOIOTHS agpecallii B JIOKATbHBIX
ceTsiX. B 601bII1X KOPIIOPATUBHBIX CETSIX BpeMeHHO Ha3HavaeTcs agpec
192.0.0.192, xoTOpBIiA IEICTBYET, MOKa He OyIeT HamiexXallnuM 00pa3oM
BBITIOJTHEHA HACTPOIiKa cepBepa IevaTy B JaHHou ceTu. IP-ampec,
HACTPOEHHBII Ha cepBepe MevaTu, MOXKXHO HAWTU Ha CTpaHULIE
koHburypanum Jetdirect.

IIporoxoan DHCP (Dynamic Host Configuration Protocol)

Cnyx6a DHCP nosBosnsier rpymrie ycTpoiicTB UCTIOIb30BaTh Habop IP-anpecos,
BbiaBaeMbix DHCP-cepBepoM. Y cTpoiicTBO MM y3€1 OTIIPaBISIIOT Ha CepBep
3a1poc, 1 eciu uMmeeTcs nocTynHbiii [P-angpec, cepBep HazHayaeT ero aSToMy
YCTPOWCTBY.

IIporoxon BOOTP

BOOTP —sT10 n1poToKOJI 3arpy3Ku, MCIIOJIb3yeMbIi 11 ITOIYYeHUS TTapaMeTPOB
HaCTPOMKU U NAHHBIX y371a oT cepBepa ceTu. IIpoTokon BOOTP ucrnonb3yer
B Ka4ecTBe TpaHCIIOPTHOM cpenbl mpoToKos UDP. JIis1 3arpy3Ku 1 moy4eHus
TIAaHHBIX HACTPOWKH B ONEPATUBHYIO MAMSITh YCTPOMCTBY HEOOXOIUMO
B KauyeCcTBe KJIMEHTA MOAKIIOUNUThCS K cepBepy 1o npotokoiay BOOTP.

Il HAaCTPOMKM YCTPOMCTBA KJIIMEHT BBITIOJIHSIET IIIMPOKOBEIIATEIbHYIO
pacchUIKY MakeTa ¢ 3allpOCOM Ha 3arpy3Ky, CollepsKalllero 1o MeHbIenl
Mepe anrapaTHbIi agpec YyCTpoiicTBa (anmapaTHBIN alpec cepBepa nevyaTu
HP Jetdirect). B oTBeT cepBep mpuchUIaeT 3arpy304HbIi MaKeT, ComepKaIliii
NaHHbIE JIJ1s1 HACTPOMKHU YCTPOICTBA.
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Iloacetn

Kor,ua OpraHM3alM Ha3HA4YaroTCA IP—a;[peca M3 OIPEACICHHOIO Kjtacca CETH,
MeXaHM3MbI HCITOIL30BaHUS 0ojiee YeM OJIHOU CEeTU He npeaoCTaBJIAOTCA.
CeTeBble AIMUHUCTPATOPBI OpraHU3allnN 01 JCJICHUA BBIIEJIEHHOM TpyIHIibI
aIp€COB Ha IMOACETU UCITIOJBb3YIOT MaCKIN MOJCETEN. PaS,I[e.TIeHI/Ie Ha 1moaceTu
IIPUMECHSACTCA IOJI MOBBIIICHUS IMTPOU3BOIUTEILHOCTU U OIITUMU3alINN
HCII0JIb30BaHMA OrpaHUYCHHOTI'O ITPOCTPAaHCTBA adpE€COB.

Macka noacetu

Macka moaceT — 3T0 MeXaHU3M ISl pazneneHus equHou [P-cetn

Ha HECKOJIbKO pa3IMYHBIX MojaceTeid. [ljis onpeneseHHOro Kjiacca CeTu 4acTh
[P-anpeca, KoTopasi 0GBIYHO CITY>KUT IJISI UASHTUDUKALIAN Y371, BMECTO 3TOTO
UCTIONB3YeTCs 11 MaeHTUDUKAIIMY TToceT. Macka MolceTH mpuMeHsIeTcst
K Kaxxnomy [P-anpecy st onpeneneHus yacTeid, MCIONb3YEMBbIX IUIST
uneHTudUKaIuuy rojacereid u camoro y3na. Hanpumep, cm. Tabn. A.3.

Tabn. A.3 MMpumep. Macka noaceTtu 255.255.0.0, npumeHAeman
AnA ceTU Knacca A

Anpec cetu Knacca A 15 XXX XXX XXX
Subnet Mask 255 255 0 0
Mona IP-anpeca npu CeTb Moncetb | Y3en Y3en
NpUMEeHEeHUU MacKu NoaceTH

Mpumep IP-anpeca y3na 15 1 25 7

B noaceTtH 1

Mpumep IP-agpeca y3na 15 254 64 2

B noaceTu 254

Kaxk nmokazano B Taba. A.3, IP-anpec cetu «15» kitacca A Ha3HaueH KOMIaHUK
ABC. JIns1 ucnionb3oBaHus B KomraHnuu ABC nomoaHuTeNbHbIX ceTeil
HcIoab3yeTcst Macka nmojcetu 255.255.0.0. C moMol1bio 3TOM MaCKM YKa3aHo,
yTO BTOpOi1 OaiiT IP-anpeca OyneT ncnonb30BaThCs I MIeHTUDUKALIUNA

1o 254 noxncereii. Ucnonb3ys 5TO yKa3zaHUe, KaxK10€ YCTPOMCTBO YHUKAJIBHO
oInpeeneHo B cBoeil ronuceTu, 1 KomnaHus ABC moxer noaaep>KuBaTh

1o 254 noxacerei 6e3 HapylleHUs] Ha3HAYEHHOTO el IIPOCTpaHCTBa aIpecoB.
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I Lmo3bl

II1t03BI (MapIIpyTU3aTOPBI) UCITONB3YIOTCS TSI COeMIMHEHMS CeTeil.
IIIm03BI — 3TO yCTPOICTBA, TPAHCIUPYOIINE JaHHBIE MEXIY CHCTEMaMH,
HCTTONIb3YIOIIUMHI pa3NdHble IPOTOKOIBI CBA3H, POPMAaThl JaHHBIX,
CTPYKTYDY, SI3bIKW WIN apXUTeKTypy. [1ITf03bI BRITIOTHSAIOT TIpeobpa3oBaHe
MTaKeTOB JaHHBIX U U3MEHSIOT UX CTPYKTYPY, YTOOBI OHM COOTBETCTBOBAIN
cucteMe mojydatenst. [1pu nejeHnn ceTeit Ha TOICETH IILTFO3bI HEOOXO MBI
IUTSI COeMMHEHMSI STHX MOICETE.

11103 no ymo.rdaHmIo

1103 MO YMOTYaHHIO — IIITI03 WM MapIIpyTU3aTOP, KOTOPHI, €CITH
He yKa3aHO MHOe, OYIeT UCTIONh30BaThCs IS TTepenavyr MTaKeTOB MEXKIY
ceTIMU. DTOT IIITI03 YKa3bIBaeTcs ¢ moMolibio [P-ampeca.

Ecau umerorcss HECKOIBKO IUTI030B WIKM MapIIPyTU3aTOPOB, TO IIITIO30M

10 YMOJTYaHU 0 0OBIYHO BEIOMPAETCs aipec MepBOro WiK OJIMKaIIero 1uio3a
WU MaplIpyTru3aTopa. Eciu 1o3bl 1 MapIipyTH3aTOPhI B CETU OTCYTCTBYIOT,
B KayecTBe 1UII03a 110 YMOJTYaHU0 00bIYHO yKa3biBaeTcs IP-anpec y3na cetu
(Hammpumep, paboueit ctaHuK uiau cepBepa nedat HP Jetdirect).

Cepaep Syslog

Cepsep Syslog — ceTeBasi cuctema (Kak rpasuio, of yrnpasieHueM UNIX),
criocobHast IpPMHUMATh 1 3aITUChIBATH COOOIIEHHMS Syslog OT IPYTUX CETeBBIX
ycrpoiicts. CoobleHus syslog mo3BoISIIOT aIMUHUCTPATOPAM CJEIUTh

3a COCTOSIHMEM CETEBBIX YCTPOUCTB U OOHAPYKMBATh HETOJIAIKH.

Ha cepBepe Syslog nomkHO OBITH 3aIyIEHO CIlelUaTIbHOEe TPOrpaMMHOE
obecrieueHne, obecreunBaroniee GyHKII 06padOTKM cOO0IIeHNI syslog.
B cucremax UNIX umeetcs cinyxkebHast mporpaMma syslogd, mpuHUMaromiast
coobieHus no nporokoiay UDP, mopt 514. CoobuieHust o6pabaTbiBatoTcst
B 3aBUCHMOCTH OT MX IIPUOPUTETA U HACTPOEK MpOrpaMMBI syslogd.

Ha cepBepe meuatnn HP Jetdirect mmeeTcst Bo3MoxkHOCTS yKa3aTh IP-ampec
cepsepa Syslog. [Tocne ykazanus atoro 3HaueHus1 cepep neuaty HP Jetdirect
1 TOJKJIIOUEHHOE K HEMY YCTPOMCTBO TOJIy4atoT BO3MOXKHOCTb OTIPABIISITh
coobieHus syslog mo mporokoiay UDP.
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Cepsep Syslog MoXKeT MmoJiydaTh He Bce COOOIIeHHUS OT cepBepa rneyaTu
HP Jetdirect mo cienyroommuM NpuuyrHam:

® B nporokojie UDP nmoctaBka coo01ieHMi1 He TapaHTUPyeTCs

® cepsep HP Jetdirect He mybaupyeT coobiieHus (4ToObI MUHUMU3UPOBATH
WU3JIUIIHUI ceTeBol TpaduK)

® 00beM cooblIeHMid, oTrpasiasieMbIx cepBepoM neyat HP Jetdirect,

HacCTpanBacTCs

ITapamerpsl coobmmenuit syslog cepsepa rmeuatn HP Jetdirect MoryT OBITB
HacTpoeHbI ¢ momotisio BOOTP, DHCP, Telnet, sctpoernoro Web-cepBepa
1 YIIPaBJISIIOLLETO ITpOorpaMMHOro obecrieueHus1. {151 HEKOTOPBIX TPUHTEPOB
OTHeIbHbIE MapaMeTphbl CoOOIIeHNU Syslog MOTYT OBITh HACTPOECHBI B MEHIO
EIO, noctynHoM ¢ maHenu ynpasjieHus IpUHTepa. 3aricu KOMaH I 1
rapaMeTpoB COOOIIeHNH Syslog MOTYT CMJIBHO 3aBUCETh OT MCTIOJIb3YeMOTO
MeTOoMa HAaCTPOMKU. {7151 TToTydeHUs OTIOTHUTEbHBIX CBeIeHU

CM. COOTBETCTBYIOIIIME pa3Ne/ibl JAHHOTO PYKOBOICTBA.

Hexkotopsie mapameTpsl syslog cepsepa neuyatu HP Jetdirect mepeuncnensl

B Tabm. A.4.

Tabn. A.4 MapameTpbl syslog cepsepa neuatn HP Jetdirect

MapameTp

OnucaHue

IP-aapec cepsepa
Syslog

IP-aapec cepsepa syslog, Ha KOTOpbIK creayeT oTNpaBnATb
coobLueHua syslog. Ecnu aapec He yKasaH Wim OH HyneBoi
(0.0.0.0), cooBLeHus syslog OTKIOUEHDI.

Syslog Maximum
Messages

KonnuyecTBo coobLueHuit syslog, KOTopoe MOXKeT ObiTb
oTnpasneHo cepepom neyatn HP Jetdirect B TeueHne MuryThl,
ot 0 o 1000. BT0T NapaMeTp NOMOraeT KOHTPOMpPOBaTb
pasmep »ypHana syslog. Mo ymonuyaHuio — 10 coobLueHui

B MUHYTY. MpK yKkasaHuu s3HaueHus 0 uucno coobLueHuit syslog
He orpaH1yeHo.

Syslog Priority

Ynpaensaet ounbTpaunei coobiuenuit Syslog, otnpasnfaembix
cepsepy Syslog. [lnanasoH 3HayeHnin — ot 0 Ao 8, rae 0 —
6onee noapobHble coobLieHunn, a 8 — Gonee obLume.
OTnpaBnAlTCH TONbKO COOBLLEHNUA HUXKE YKa3aHHOro YPOBHS
(To ecTb 6onee BbICOKOr0O NPUOPUTETA).

3HaueHu e no ymonyaHuio — 8, 0TNpaBnAtoTCA COOBLLEHUA BCEX
npvopuTtetoB. Ecnu ykasaHo 3HaueHue 0, Bce cooBLLEHMA
syslog oTkntouatorce.

Koa syslog

Koa, ucnonb3yemblid Ans yKaszaHWA UCTOYHUKA COOBLLEHMA
(Hanpumep, ANA yKasaHus MCTOYHUKA BbIOpPaHHbLIX COOBLLEeHU
BO BPEMSA NOWCKA U YCTPaHEHMA HeucnpasHocTen). 1o ymonuaHuio
cepsep neuatn HP Jetdirect ncnonbsyet LPR B kauectBe koaa
MCTOYHMKA, OHaKO Ans 060coBNeHNs OTAENbHBIX CEepBEPOB
neyartu uan ux rpynn MOXXHO UCnonb3oBaTb 3HAYEHUA
nokanbHoro nonb3osarena ot local0 ao local7.
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Huke nmokasaH TUIIMYHBIN ¢ parMeHT XXypHaja coollieHuii syslog.

Oct 22 08:10:33 jd08
Oct 22 15:06:07 jd04
Oct 22 15:07:56 jd04
Oct 22 15:08:58 jd04
Oct 24 17:52:27 jd37
Oct 24 18:28:13 jd37
Oct 24 18:37:46 jd07
Oct 24 18:38:42 jd37
Oct 25 07:50:16 jd04

printer:
printer:
printer:
printer:
printer:
printer:
printer:
printer:
printer:

error cleared

powered up

offline or intervention needed
error cleared

powered up

printer is disconnected

error cleared

powered up

toner/ink low
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becnpoBoaHbie cepBepbl Ne4aTH
HP Jetdirect 802.11b

BBenenue

Becnposomnsnie cepBepnl neuatt HP Jetdirect mommepskmBaroT cTaHIAPT
IEEE 802.11b mns 6ecipoBogHbIX JoKanbHBIX ceTeit Ethernet (wireless local
area network, WLAN). ;151 cBSI31 C IpyrMMu 6€CIIpOBOAHBIMU yCTPONCTBAMU
1 KoMIbloTepaMu ucnonbdyercs panrocurHan. Ctannapt IEEE 802.11b
orpenessieT paaroYacToThl, MPOTOKOJbI TTOAKIIOYeHUs U POpMaT TaHHBIX,
HeoOXonuMble Ijis1 CBSI3M ycTpoicTB. [1pu monkiroueHur pruHTepa K CeTh
rocpeacTBoM 6ecripoBogHoro cepsepa rneuatu HP Jetdirect monbs3oBaTenu
MOTYT CBOOOTHO BBIOMPATh MECTO pa3MellleHNsT TpuHTepa (B 30He IeiCTBUS
pamgmoceTn); KpoMe TOTO, MCKITIOUAIOTCS 3aTpaThl HA KaOeJbHYIO CETEBYIO

MHOPACTPYKTYDY.

BecrnipoBonHoii cepBep meyatn HP Jetdirect, kak mpaBuio, MoxkeT paboTaTh
Ha ynaneHuu 1o 100 MeTpoB wiu 6oJjiee, eCiv OTCYTCTBYIOT MHTephepeHIIUs
U TIPETISITCTBUS Ha TIyTH pacrpocTpaHeHusl curHaia. PanrocurHans
060pynoBaHust 6€CITPOBOIHBIX CETEI MOTYT MPOHUKATh CKBO3b OOJIBLIITMHCTBO
00BEKTOB B IOMEIIEHHSX 1 OTU0ATh MpemnsaTcTBUs. CKOpoCTh 6eCITpOBOIHOTO
COeIMHEHNS 3aBUCUT OT psiia HaKTOPOB, TAKMX KaK KOJIMYECTBO MOJIb30BaTeNe,
KavecTBO M MECTO pa3MellleHrs] 000pymoBaHUsT 6eCIIPOBOIHBIX CETEN,
nHTepGbepeHIINs paIUOCUTHAJIOB OT Pa3IMYHBIX UICTOYHUKOB (Harpumep,

B MMKPOBOJIHOBBIX TIe4ax 1 6eCIpOBOAHBIX TeJlehOHAX UCTIONb3YOTCS
6m3KMe yacToThl ). Kak mpaBuiio, CKopocTb 6eCIIpOBOIHON Tiepenaun
NIaHHBIX MaJaeT IPY YBEIMYEHUN PACCTOSIHYSI, BOSHUKHOBEHUY MPEMSITCTBUI
1 nHTepdepeHNN paqrocurHana. B 60abIIMHCTBE CllyyaeB UCIIONb30BaHUE
AHTEHH YBeJIMYMBAET ITPOU3BOIUTEILHOCTb OECIIPOBOIHOTO MOIKIIOUYEHUSI.

MpumeuvaHue TlockonbKy GecripoBoaHO# cepBep mevatu HP Jetdirect
380X MMeeT BCTPOSHHYIO aHTEHHY Y MOXKET ObITh pa3MellleH
B HEOOXOIMMOM ISl JOCTUXKEHMST BLICOKOI'O KauyecTBa
0eCITPOBOJHON CBSI3U MeCTe, MOIKIIOUeHe BHEITHEMH
aHTEHHBI B TaHHOM YCTPOMCTBE He MOAIEeP>KMBAETCSI.
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OcHoBHbBIE CBeJIEHHS 0 padoTe cepBepoB MevyaTn
HP Jetdirect B 0ecpoBOIHBIX CETIX

B nanHoM pasnene npuBeneH 0030p OCHOBHBIX MOHSITUI 0€CITPOBOIHBIX
ceTeil, KOTOphle MOTYT OBbITh IMOJIE3HbBI IIPU MOAKIIOYEHUN 6ECITPOBOIHOTO
cepsepa neuatu HP Jetdirect k 6ecripoBongHoii cetu crangapta IEEE 802.11b.
JomOIHUTEIbHBIE CBEIEHMSI CM. B TOKYMEHTALIUU, TTpUjIararoleincs

K CETeBOMY aJlaliTepy paanloceT, yCTAaHOBJIEHHOMY B KOMIIbIOTEPE,

WM K 000pyIOBaHUIO TOYKM HOCTYyIa, a Takke B ctannaptax IEEE 802.11b
U CBI3aHHBIX UCTOUHMKAX.

Tomnosornm u PE€2KHUMbI NNOAK/IIOYCHMUA B 6eCIlp0BOIlHl>IX CeTHAX

NMeroTcs 1Be OCHOBHbBIE TOITOJIOTUU 0€CIIPOBONHBIX ceTeii: Tormosiorus ¢
nHOPACTPYKTYpoil 1 OIHOPAHTOBAS TOMOAOTUS (TOYKA-TOYKA).

Tomnosorusi ¢ HH(MPACTPYKTYpoOit

ITpu ucnoab30BaHUY TOTIONOTMY C UTHDPACTPYKTYPOIA CBSA3b MEXTY CETEBBIMU
YCTPOMCTBAMU TIPOU3BOIUTCS Yepe3 TOUKM moctyma. Cm. Puc. B.1.
Tomnonoruio ¢ THGPACTPYKTY POl Ha3bIBAIOT TaKsKe «ba30oBhIil HAOOp CITy:KO»
(Basic Service Set, BSS). Takyro Tormosornio WHOTIa Ha3bIBAOT TOIOJIOTUEH
THTIA «3B€3]1a», @ TAKKE TOTOJIOTHEN TIPe I PUSTHS, TOCKOJIbKY OHa HanboJiee
MPEINOYTUTENbHA IJIsT OOJIBIINX CETEei.

Touka mocTyma — 3To ceTeBoe 060pynoBaHUe (CeTeBO KOHIIEHTPATOD,
MOCT WJIM IIUTI03) ISt TIOOKITIOYEHHS K CeTH OeCIIPOBOIHBIX YCTPOUCTB.

B HeKOTOPHIX CiTydyasix 060pyIOBaHIe TOUYKH TOCTYIIA MOKET UCTIOTh30BAThCS
KaK MPOCTEUIINI OBTOPUTEND ISl yBETMUEHUST TUCTAHIIMHA MEXITY
MTOAKITIOUEHHBIMU 6€CTIPOBOIHBIMU ycTpoiicTBaMu. [10CKOJIBKY BCe TaHHbBIE
TIPY UCTIOJIb30BAHUY TOTOJIOTUHU ¢ MHDPACTPYKTYPOI TOKHBI IIPOXOIUTh
yepe3 TOUKY IOCTYIIa, ee KI04YeBOl (DYHKIMEN SIBIIsSIeTCsT CTOCOOHOCTh
MapIIpyTU3NPOBATh JTaHHBIE MEXKIY BCeMH OeCIIPOBOIHBIMK YCTPONCTBAMK
B CETH.
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Puc. B.1 Mpumepbl TONONOrUK C UHPPACTPYKTYPOH

Touka aoctyna B paboueii rpynne

g npeanpuATUa
_>

Mcnonb3oBaHue wnto3a Residential
Gateway B KaueCTBe TOYKM JoCTyna

ya wa
1 |
& : Wcnonb3oBanue 6eCNpoOBOAHOIO
— nOBTOpMTenH B Ka4eCTBe TOYKH
T aocrtyna
— &

HekoTopele ycTpoiicTBa MOTYT Ha3bIBaThCS B COOTBETCTBUM CO CBOE
OCHOBHOI (byHKIIMEN 1 TIPY 3TOM BBIIOJIHSTH JONOJHUTENbHbIE (DYHKIIUU
Touku goctyna. Hanmpumep, nutro3 Residential Gateway MoxKeT BBITIOJHSITh
GYHKIUY TOUKY 6eCIIPOBOIHOTO HOCTYIA OIS MOIKIIOUEHUS YCTPOMCTB

K JIOKAJIbHOM ceTy Mpeanpusitis win K MHTepHeTy yepes TeaedoHHOe WIn
LI POKOMOJI0CHOE coenrHeHne. OQHAKO ISl UCITONIb30BaHUS B KauecTBe
TOYKHM IOCTYIA 3TU YCTPOUCTBA JOIKHBI ObITh CIOCOOHBI MPUHUMATh

U MIepeHanpaBlsTh CeTeBble JaHHbIe BceM 0eCIIPOBOIHBLIM YCTPOMCTBAM,
MOIKIIOUEHHBIM K ceTU. CBeIeHUsT 0 HATUYMU (DYHKIINI TOUKK
6ecrpOBOIHOTO HOCTYIA COMEPIKATCS B MOKYMEHTAIIMU K YCTPOMCTBY.

Touka nocTyna MMeeT MOCTOSIHHYIO MPOITYCKHYI0 CIIOCOOHOCTh, OHAKO
00111as1 TPOU3BOAUTEILHOCTb CETU 3aBUCUT OT KOJIMYECTBA MOIKIIOUEHHBIX
K CeTU YCTPOICTB 1 TUIIOB MepeaaBaeMbIX JaHHbIX. HampuMep, B ceT MOTYT
npucyrcTBoBaTh 10-20 mosb3oBaTeseii, MOCTOSHHO 0OMEHUBAIOIINXCS
6ospnMuy daitnamu, wiv 10 50 moab30BaTeNei, NCIIONb3YIOIINX
MOJKJIIOUEHKE K CETU BpeMsl OT BpeMeHu. Kpome Toro, paccTossHue Mexay
06eCcrIpOBOIHBIMU YCTPOMCTBAMM M TOYKOM JOCTYIMA TAKKE BIMSET

Ha NPOU3BOAUTEIbHOCTh CETH: TIPU YBEIMUYEHUHN PACCTOSIHUS CKOPOCTh
rnepegavyy JaHHBIX CHUXKAETCS.
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B ceTu MoXeT MCMOJIb30BaThCS HECKOJILKO TOUEK JdocTyma. Touku mocTymna
MOTYT OBITb pa3MellleHbl 1 HACTPOEHbI TAKUM 00pa3oM, YTOOBI IT0JIb30BaTEIN
6ecrpOBOIHBIX yCTPOMCTB 0O pa30BbIBAIN JIOKAIbHbBIE TOATPYIIIILI U TP 3TOM
MOTIJIM IIEpEMEILAThCST ¥ MOKIII0YAThCS K IPYITMM TOYKaM JOCTYIIa

0e3 OTKJIFOUEHMUSI OT CETH.

OaHopaHroBas TonoJorus (To4YKa-ToyKka)

IIpu ucnonb30BaHUM OTHOPAHTOBOM TOMOJIOTUHU (TOUKA-TOUKA)
0ecrpoBOJHbIC YCTPOMCTBA B CETU B3aUMOJICMCTBYIOT IPYT C IPYTOM
HEIOCPEICTBEHHO, 63 UCIOIb30BaHusI ToueK noctymna. OqHOPaHTOBYIO
TOIIOJIOTHIO Ha3bIBalOT Takke «He3aBrcuMBIil 6a30BEI HAOOp CIIy>KO»
(Independent Basic Service Set, IBSS). Kpome Toro, ncnonn3yercsi TepMuH
«peXXUM KoMIbIoTep-KoMmItbioTep». CM. Puc. B.2.

Puc. B.2 Mpumep Mcnonb3oBaHMA OAHOPAHIOBOW TOMNONOIUU

- B oHOpaHroBoW TONONOMMU TOUKK

5 L o 0CTyna He UCMoNb3YHTCA.

b iy Bce 6ecnpoBoaHble ycTporncTBa MoryT
" . V([ k.l HenocpeacTBEHHO NOAKMHYATLCA
L8 oo

Apyr K Apyry.

MpumMmeyaHue YTo6bl MOHATH PA3HUILY B UCIIOIB30BAHMH TTOXOXKUX
TepMUHOB, 00paTUTe BHUMAaHUE Ha PA3INIMe MEXIY
PEeXKMMOM OeCIIPOBOIHOM CETH «TOUKA-TOUKAa» W MeYaThio
¢ ucrnoan3oBaHneM cepsepa HP Jetdirect B pexkume «Touka-
Toukay. B pexkxnme 6ecipoBOIHOM CETH «TOYKA-TOUYKa»
HCIOJIb3YeTCsT TOIOJIOTHS, IPY KOTOPOIA 6eCIIPOBOIHBIE
yCTpoiicTBa 0OMEHUBAIOTCS JAaHHBIMU HEMOCPEICTBEHHO,
0e3 MaplIpyTH3aliK yepe3 ToUKy noctyna. [leyaTs B pexkxume
«TOYKA-TOYKa» C UCIIOJIb30BaHUEM CepBepa IevyaT
HP Jetdirect o3HauaeT, 4TO yCTPOMCTBO BBITIOJIHSIET I1€YaTh
HeMnocpeICTBEHHO Ha IPUHTED, 6€3 MapIlpyTU3alliK yepe3
cepBep CeTU WIM KOMITBIOTEP C IMOAKIIOYEHHBIM IPUHTEPOM.

Cnenyer OTMETUTD, UTO II€YaTh B PEKMME «TOUKaA-TOUKa»
C UcIoJib3oBaHueM ceppepa neyatu HP Jetdirect MmoxkHO
MPUMEHSITh JIN0O B CETU C OTHOPAHTOBOI TOIIOJIOTUEH,
00 B CETU C UCIIOJb30BaHUEM UHPPACTPYKTYPHI.

ITockonbKy MpOU3BOAUTENILHOCTL CETU 3aBUCUT OT TUIIOB pabOoTaIOIINX

B Hell MoJIb30BaTeIe U yCTPOMCTB, OMHOPAHIOBAsl TOMOJIOTIUS, KaK IMpaBuio,
HCIIONIB3YETCsl B HEOOIBIINX CeTSIX (HallpuMep, ColepKallliX 0 IIeCTH
0eCIIpOBOIHBIX YCTPOMCTB U MOJIb30BaTeENEl ).
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Kanabi

Jnarra3oH pagoCUTHAJIOB, MCIIOJIb3YeMBII B 0eCIIPOBOTHEIX CETSIX CTaHIApTa
IEEE 802.11b, pa3meneH Ha 9aCTOTHBIE HOJIOCHI, WIM KaHAaJIbI.

Ins 6ecripoBonnbix ceteit IEEE 802.11b noctynHbl 14 kaHanoB. B pazmuyHbix
cTpaHax/pernoHax Ijisi CB060HOTO UCIIONb30BAHNSI BbIEJIEHbI PA3IMIHBIC
YacTOTHI M3 3TOTO Arana3oHa. Hampumep, B CeBepHOl AMeprKe pa3pelieHo
CBOOOITHO MCIIONIB30BaTh TOJILKO KaHajbl ¢ 1 mo 11. B SImoHun MoxHo
HCTIONb30BaTh Bee KaHabl, ¢ 1 o 14. B EBporie (3a nckinoueHuem dpaHimm)
IOCTYIHBI KaHaubl ¢ 1 1o 13. BenencTere 4yacThiX MUBMEHEHUI CyILeCTBYIOIINX
CTaHIAPTOB HEOOXOIMMO YTOUHUTh CITMCOK pa3pellieHHBIX K MCII0Ib30BaHUIO
KaHaJIOB B MECTHBIX PETYIUPYIOIIMX opraHu3anusix. Cienyer OTMETHUTD,

4yTO B 6OJBIIMHCTBE cTpaH/perrnoHoB 10-it u 11-it KaHaIbI MOTYT
WCTIONb30BaThCsl 6€3 OrpaHUYeHUA.

Bri60op kanHanoB B 6ecripoBogHOoM cepBepe nedat HP Jetdirect 3apucur
OT UCIIOJIb3YeMOi1 TOTIOJIOTUY CETH.

® B ceru c ogHOpaHroBoii TomoIornei (To9Ka-To9Ka) 6€CIIpOBOTHON cepBep
nieyatu HP Jetdirect ckannpyeT Bce KaHaJIbl B TOMCKaX CETH C yKa3aHHbIM
nmeHeM (SSID), Hanpumep hpsetup.

Ecmu YKazaHHas1 OJHOpPpaHIroBas CE€Thb 06Hapy>KeHa, Ha CEpBEPE I€YaTn
HacTpanBacTCA U UCIIOJIL3YyETCA KaHaJl MMCHHO 9TOU CETH.

Ecnu ykazanHyto ceTb 00Hapy>KUTh He yIaeTcs, cepBep MeyaTy HaunHaeT
aKTUBHYIO IIIMPOKOBEIIATEIbHYIO Mepeaady TaHHBIX, UCIIONb3Ys
BbIOpaHHbI KaHa. [To ymonuanuto ucnionbayercs 10-i kanan (2457 MI'n).
Kpowme Toro, MoxeT ObITh MCIIOIB30BaH U 11-if kKaHan (2462 MI'n).

Ecau moakimrounThest K CETH He yaaeTcsl, cepBep MeyaTy HaunmHaeT
MepUoaMIYeCcK CKAHUPOBATh BCe KaHAJIbI M BECTH Mepenadyy B aKTUBHOM
pexxruMe Ha BeibpaHHoM KaHaue (10 unm 11) mo Tex rmop, moka He yaacTcst
MMOJKITIOUNTHCS K BHIOpAHHOM CEeTH.

® [Ipu ucnonb3oBaHuyu cetTu ¢ HHGPACTPYKTYPOil HOMep KaHaja
orpenessieTcsi TOYKOM JOCTYIa, K KOTOPOU MOJIKIIIOUEH CepBep MevaTu.
Cepsep neuatn HP Jetdirect, kak 1 ngpyrue 6ecipoBOIHEIE YCTPOIICTBA,
HacTpanMBaeTCsl Ha KaHaJl, YKa3aHHBI TOYKON MOCTYMa.

JlocTymHble KaHaJIbl 3aBUCIT OT Mofenu cepBepa neuatu HP Jetdirect.
CreneHUs 0 MOAIEPXKMBAaeMbIX KaHaJIaX CONEPKaTCs B MOKYMEHTAINH,
rocTasisieMoli ¢ 6ecripoBoaHbIM cepBepom neyatu HP Jetdirect.
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I[OCTYII K CE€TH H 3aIIUTaA JAHHBIX

B otninume ot mpoBOIHBIX ceTei, rie Heo0XoauMo Gu3nIecKoe
MOJKIIIOUEHKE, JOCTYIT K O€CIIPOBOIHBIM CETSIM OCYILECTBIISICTCS
6ecrpOBOIHBIMU YCTPOMCTBAMM M KOMITBIOTEpAMMU 1O paguoKaHaIy

B OIpee]IeHHOM IMana3oHe 4acToT. B cBsi3u ¢ aTuM Tpaduk, nepeaaBaeMblit
1o 6ecrIpOBOIHOI CETH, MOXKET ObITh MepexBaueH Il MOJyYeHUsT TOCTyna
K CeTH WU IIPOCMOTpA MepeaaBaeMbIX TaHHBIX.

YToObI UCKIIIOUUTh BO3MOXHOCTh HEABTOPHU30BAHHOIO JOCTYIIA,
B 6€CIIPOBOIHBIX CETSIX UCIOJIb3YETCS ITPOBEepKa MOIJIUMHHOCTH
u mudpoBaHue JaHHbIX.

® IlpoBepka MOIMHHOCTY — 3TO IIPOLIECC MOATBEPXKICHUS
UaeHTUUKALMKY YCTPOMCTBA Mepel ero MoIKII0YeHUeM K CeTU
WX nepenayveii NaHHbIX.

® Illndposanue obecreunBaeT 3alIUTy JaHHBIX IyTeM U3MEHEHUS OMTOB
CeTeBBIX KaIpoB Iepe repeaadeii M UX BOCCTAHOBJICHUSI TP MTOTyYEHUM.
B 6ecipoBonHoMm cepBepe neyatu HP Jetdirect momnep>xuBaercs
HECKOJIbKO aJIFOPUTMOB IMTPOBEPKU MO IIMHHOCTY U IIMOPOBAHMS TaHHbIX.

Nms cetu (SSID)

ITpu HacTpolike 6eCITPOBOIHBIX YCTPOMCTB YKa3bIBAETCS IMSI CETH, K KOTOPOIA
He0o0X0AMMO MOIKITIOYUTh TaHHOE YCTPOHCTBO. MIMsI ceTu siBysieTcsl 3SHaUeHUeM
mapamerpa SSID (uneHtudukarop Habopa ciryx6) nnu napamerpa ESS
(pacmmpeHHbIN HabOp cIyk0), KOTOPBIN, Kak TTPaBUIO, UCIIOIb3YETCS

B OOJIBIINX CEeTSIX C UHGPACTPYKTYpOLA.

WM cetn/SSID He MOXXET SIBASATHCS 3JIEMEHTOM 0€30IaCHOCTH, TaK KaK ero
00BIYHO JIETKO y3HaTh. TeM He MeHee, nMsI ceTi/ SSID MozKeT MCTI0JIb30BaThC S
IIJISI aIMUHUCTPUPOBAHMS 1 YIIPABJICHUS CETSIMI.

B ceprepax neuat HP Jetdirect mopnepskuBaercsl mMpoKoBelaTeIbHast
nepenada 3HadeHns SSID, nHorma Ha3sIBaeMast «IyCcThHIM» 3HaueHneM SSID
WM 3HaYeHueM HyneBol inHbl. Ecnu B pexkuMe ceTu ¢ mHGPpacTpyKTypoi
HacTpoeHo Iryctoe 3HaueHue SSID, cepBep meuaTyr OyIeT IBITaThCS
MMOJIKITIOUNTHCS K 0OHAPY>KEeHHBIM CETSIM, HaUMHasl C CETH C CaMbIM MOIITHBIM
CUTHAJIOM. Y CIelITHOE TIONKJIF0YeHNEe TTPOM3BOIUTCSI Ha OCHOBE HaCTPOEK
MPOBEPKU MOUTMHHOCTH U TN POBAHUS.
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IIpoBepka MoAIMHHOCTH

IIpoBepKa MOUTMHHOCTY TIPOBOIUTCS ISt MAEHTUMUKAITNN KasKIOTO
YCTPOICTBA MW KOMITBIOTEPA, KOTOPBIN MTPeITPUHUMAET MOTBITKY
TTOAKITIOUNTRCS K ceTU. MeTo MpoBepKU MOUTMHHOCTH, WCITOJTb3YyeMBbIit

B 6ECTIPOBOIHOI CETH, OTIpeesieTCs PU MPOEKTUPOBAHUN CETH.

Bui60p MeToma TPOBEPKY MOTMHHOCTH B TIEPBYIO OYepelb OCHOBBIBAETCS
Ha TpeOOBaHMSIX K 0€30IMaCHOCTH ceT. TakuM 06pa3oM, MeTO MPOBEPKU
TTOIJTMHHOCTH TECHO CBSI3aH C MapaMeTpaMu MG POBaHUST TaHHBIX,
HCITONIb3YEMBIMU B TAHHOM CETH.

B 6ecripoBomHOM cepBepe neuatu HP Jetdirect momneps>kuBaroTcs cienyroime
METOIbl TTPOBEPKHU MOTMHHOCTU: OTKpbITast cuctema, OO KoY

n EAP/802.1x.

OTKpbITas cucTeMa. MeTon IPoBepKK MOMTUHHOCTA «OTKPHITas CCTEMay
HCTIONB3YETCsI, KOTIa OTCYTCTBYET HEOOXOIUMOCTD B TIPOBEPKE
nIeHTHOUKAINKA 6eCIIPOBOTHOTO YCTPOMCTBA TSI JOCTYIA K CETH.

IIpu BBIOOpE IJIS1 YCTPOICTBA TAHHOTO METOAA C HUM CMOKET YCTaHOBUTh
coequHeHue Tr060e Ipyroe yCTpoOMNCTBO WY TOUKA NOCTyIa. B 6ecripoBoIHBIX
cepBepax neuatt HP Jetdirect MmeTonm mpoBepKu oIMHHOCTH « OTKpBITAst
cHCTeMay UCTIONIb3YeTCs TI0 YMOTYaHUIO.

XO0Ts1 JaHHBIIA METOI TIOIpa3yMeBaeT CBOOOTHOE MO IKJIFOUYEHIE K YCTPOIMCTBY,
0e30MacHOCTh JaHHBIX MOXKET ObITh O0ecIieueHa C IMOMOIIBI0 (M POBAHUS.
I71s1 TIONTyueHNs NOIOMHUTENBHBIX cBefeHuii cM. [lIndpopanue.

MpumeyvaHue Eciu Ha cepBepe NevaTH 3aaHa MPOBePKa MOTMHHOCTU
«OTKpHITag CUCTEMAY, @ B CETU UCIOJIb3yeTCsl IIPOBEepKa
nommHHOocTH EAP, Ha cTpanuie KoHurypauuu Jetdirect
OyIeT yKa3aHO COCTOSIHME TOTOBHOCTU € COOOILIEHUEM
0 TOM, UTO ayTeHTU(UKALIMS He BhIIOJHEHA.

Oommii Kmo4. MeTo MpoBepKU MOUTMHHOCTH « OO KITIOY» UCIIONb3YeTCH,
Korja Heo0X0IUM CTaHIAPTHHINA ypOBEeHb UACHTUDUKALIMU OECIIPOBOIHOTO
YCTPOICTBA NpM NPEIOCTaBIeHUM TOCTyNa K ceTu. I1py Mcrmonbp30BaHUT
MeTona «O061mii Kinou» HeobxonuMa noaaep:kka mudposanus WEP Bcemu
6ecrpOoBOIHBIMU YCTPOMCTBAMU B CeTU. [1py MCroab30BaHUM aHHOIO METOIa
kmo4 6e3onacHocT WEP HeobxXxonuMo HaCTpOUTh OTHEJIBHO B KaxKIOM
6ecrIpOBOIHOM YCTPOICTBE (TO €CTh OAMH KIIIOU COBMECTHO MCITONIb3YEeTCS
ycTpoiicTBaMu, paboTarollMHU B ceTH ). B mpoliecce ycTaHOBIEHUS ITOIJIMHHOCTH
BBITIOJIHSIETCS] CPAaBHEHME OTIIPaBIEHHOTO BbI30Ba C 3alIM(pPOBAaHHBIM U
pacimudpoBaHHBIM OTBETaMM Ha BbI30B. ISl IpeIoCTaBIeHMs JOCTYIIa

3THU OTBETHI NOJIKHBI coBIlacTh. CBeneHus o Kimouyax WEP conepxkarcs

B pasneine «I[Iporokon 6e3onacHoctu WEP».
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EAP/802.1x. Meton nposepku nommiHHocTy IEEE 802.1x EAP (Extensible
Authentication Protocol) ncnionb3yercs B CETsIX, B KOTOPBIX UMEIOTCS CEpPBEPHI
MPOBEPKU MOIMHHOCTH, Takue Kak cepBepbl RADIUS (Remote Authentication
Dial In User Service, RFC 2138), BbIIOMHSIOLIME TPOBEPKY MOTMHHOCTHU
KJIMeHTOB B ceTU. becripoBoaHbie cepBepnl neuatu HP Jetdirect 802.11b

MO AeP>KUBAIOT OOJIBIIMHCTBO PACIPOCTPAHEHHBIX METOIOB POBEPKU
MOIJTMHHOCTHY, OCHOBaHHBIX Ha EAP, B ToM uuciie cienyoiue.

® LEAP (Lightweight Extensible Authentication Protocol). LEAP —
dupMeHHbII npoToKoa Kommanuu Cisco Systems. II1st paboThbl poTOKOIa
LEAP neo6xonumebl 3HaueHUsI EAP User Name n EAP Password.
Kpowme Toro, B HeM HCIIOIB3YIOTCSI TMTHAMUIECKIE KITFOUH T POBAHMSI.

® PEAP (Protected Extensible Authentication Protocol). B iporokone PEAP
TSI TIPOBEPKU MOUIMHHOCTU CEPBEPOB CETU MCITONB3YIOTCS LI POBBIE
cepTUdUKATHI, a JJIs1 IPOBEPKU MOIMHHOCTU KJIMEHTOB — MapoJu.
Jlng pabotel npoTokosaa PEAP HeobxonuMbl 3HaueHus napameTpoB EAP
User Name, EAP Password u CA Certificate. Kpome Toro, B HeM
HCIIONB3YIOTCS TMHAMUYECKIE KITIOUX I POBAaHMSI.

® EAP-MDS (EAP c ucnions3oBanneM Message Digest Algorithm 5,
RFC 1321). Bnpotokone EAP-MDS ncnonb3yeTcs 1apoib, 3allUIIEHHbIN
anroput™MoM mudposanust MDS. Ilng paboTsl mporokosia MD5
HeobxonnMmo BBectr 3HaUueHUSI EAP User Name u EAP Password.
Kpowme Toro, B HeM MCTIOJIB3YIOTCSI CTATHIECKME KITIOUM I POBAHMUS.

® EAP-TLS (EAP c ucnons3oanueM Transport Layer Security, RFC 2716).
B nporokone EAP-TLS mist mpoBepKu MOIJIMHHOCTU KaK CEPBEPOB, TaK
M KJIMEHTOB UCIIOIb3YI0TCs LM poBhie cepTrudukathl X.509. Ilng paboThl
npotokona TLS Heobxonumbl 3HaueHust mapameTpoB EAP User Name,
Jetdirect Certificate u CA Certificate. Kpome Toro, B HeM UCIONB3YIOTCS
IMHAMUYECKHE KITH0YM MdpOoBaHUs.

® EAP-TTLS (EAP c ucnonn3oBanvem Tunneled Transport Layer Security).
EAP-TTLS — pacumpenue npotokona EAP-TLS, B KoTopom Tak:ke
UCTOb3YIOTCS M poBble cepTudurkaTel X.509. [{151 paboThl TpoTOKOJIA
TTLS neobxonumsbl 3HaueHus mapameTpoB EAP User Name, EAP
Password u CA Certificate. Kpome Toro, B HeM UCTIOIb3YOTCS
NMHaMUYeCcKre KITIoUM mudpoBaHusl.

Kak moka3aHo BblIlIIe, Ui pa3IMYHBIX METOIOB IIPOBEPKHU MOIIMHHOCTH
EAP/802.1x MmoxkeT moTpeboBaThCsI HACTPOIKA JOIMOJTHUTEIbLHBIX ITapaMeTPOB.

EAP/PSK. B Heb6onbiIMX 0DUCHBIX CETSIX, TIe HET cepBepa IMPOBEPKHU
MOIIMHHOCTH, becIpoBomHbIe cepBephl meyat HP Jetdirect mommep:xuBaroT
ayreHTHbMKauIO 110 Tipotokony EAP ¢ ob6mmm kmrouom (EAP/PSK).

C nomotpbio dpasbl-apossi, BBeIeHHOI MOJIb30BaTeIeM, CEPBEp MeyaTn
reHepupyeT OOILIMI KITH0Y 7151 JOCTYIA K CETH M YCTAHOBKM MOIKJIIOUYEHUA.

I1pu 3amannoit nposepke noguHHocT EAP/PSK cepBep reuyat mcnonib3yeT
1St 6eCIIPOBOAHBIX MOIKIIOUEHHUI TPOTOKOJIbI POBEPKU MOIMHHOCTU
¢ nuHaMu4YecKuMu Kirodamu mudpoBanust Wi-Fi Protected Access (WPA).
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CepTuduxaTtsbl

ILudporsie cepTrdrKaThl UCHOIB3YOTCS IJIs1 POBEPKU UACHTUDUKALIN
CETEeBBIX KJIMEHTOB M CEPBEPOB, a TaKXKe IJIsl 06ecreueHrsl 3aluIIeHHBIX
noaKtoueHni K cetu. Llnudposoii ceptrdukaT — 310 3/1€KTPOHHOE
coo01eHMe, conepxKaliee, TOMUMO IPYTHUX BJIEMEHTOB, KITH0U (KOPOTKYHO
MOC/IeI0BaTeIbHOCTD, MCTIONIb3YeMYt0 s I poBaHUS 1 OeindpPOBaHNS)
u undpoByro noanuch. CepTudrKaThl MOTYT OBITH BbIIAHBI U MOIMCAHbBI
IIOBEpEHHOI TpeTheil CTOPOHOI (0OBIYHO HAa3hIBa€MOI TOBepEHHBIM
neaTpoM (Certificate Authority, CA), KOTOpPBIII MOXET CYIIIeCTBOBATh BHYTPH
OpraHu3aly Wiv BHe ee). B uHOM ciydae cepTudrKaThl MOTYT ObITh CO3IaHbI
Ha CaMOM YCTPOMCTBE, UYTO (haKTUUECKU O3HAUAET CAMOCTOSITETbHOE
MOATBEePKIeHNe COOCTBEHHOM TONJIMHHOCTH.

Jlns1 mommep>kKu BoIOpaHHBIX METOIOB TTpoBepKU nmouyinHHOCT EAP/PSK
n EAP/802.1x cepBepy meuatur HP Jetdirect MoxxeT moHamoOUTHCS ONVH WA
IIBa CJIeNyIolINX cepTudukara.

® Ceprudukar CA. CepTucdukar, moJy4eHHbI OT JOBEPEHHOTO IIEHTpa
ceprudukanuy (CA), NCIOIL3YeTCS IS IIOATBEPKIESHNS TaHHBIX
cepTrdUKaTa, IOIyIeHHBIX OT CepBepa MPOBEPKU ITOLIMHHOCTH.
Heo6xommmo nCIoap30BaTh TOT Ke IEHTP cepTUdUKALIIHT,
YTO U [jIsl CEpBepa MPOBEPKU MO ITUHHOCTH.

® Cepruduxar Jetdirect. lomkeH nmeThcs cepTUUKAT, MOATBEPK A0
MTOIJTMHHOCTD ycTpolicTBa Jetdirect cepBepy MpOBEPKU MOITUHHOCTH.
DToT ceptudukar Jetdirect MoxKeT OBITH BBIIAH JOBEPEHHBIM IIEHTPOM
cepTudurKauKM WM MOANMCaH Ha caMmoM ycTpolicTee Jetdirect,
B 3aBMCHUMOCTH OT TpeOOBaHUIA, OTIpeeisieMbIX aIMUHUCTPATOPOM
cepBepa IIPOBEPKHU MOITHHHOCTH.

IIndposanue

BbecnpoBonnbie ceppepnl meyatn HP Jetdirect 802.11b monaep:knBaroT IPOTOKObBI
1 bpoBaHKS KaK CO CTATUUYECKUMM, TaK ¥ ¢ TUHAMUYECKUMU KITIOUaMU.

Cratnyeckas cucrema nmgposannsg WEP. Crangaprt IEEE 802.11b Bxiroyaer
npotokoin 6ezonacHoct WEP (Wired Equivalent Privacy). Anroputm WEP
obecneunBaeT MKUdpoBaHre TaHHBIX C UCIIOJIb30BaHUEM CEKPETHOrO KJIF0Ua
HemocpeICTBeHHO Nepe 6eCIIpoBOIHOM epeaaveil TaHHbIX U pacIin@pOBKY
cpasy nocie ux rnoiaydeHusi. HecMotpst Ha To uto abcomoTHast 6€3011acHOCTh
IaHHBIX HE MOXeT OBbITh TapaHTUpoBaHa, mpoTokoa WEP peanusyer nepsyro
JIMHUIO 3alUThI OT Cy4aiiHOTO IepexBaTa nepeaaBaeMbIX TaHHBIX.

T1pn ucnonb3oBaHUM JaHHOTO aaropuTMa Ipotokojbl WEP nomkHbI ObITh
pean30BaHbl B KaXKIO0M 0eCIIPOBOJIHOM YCTPOMCTBE ceTu. B OecrpoBOIHBIX
cepBepax neuyatu HP Jetdirect BkiroueHa nonnep>kka npotokonos WEP.
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Il mpoBepKu MOUIMHHOCTY 1 M POBaHUS TaHHBIX Ha IepeaaroneM

Y IPUHUMAIOIIEM YCTPOMCTBAX IIPUMEHSIETCSI CEKPETHBIN KITIOY.

Ecnu cexpernbiii ki1tou WEP (cxoxxuii ¢ mapojieM) UCIIOIb3yeTCsl WISt
MPOBEPKU MOIJTMHHOCTH, OH JOJKEH ObITh NOCTYIIEH Ha BCeX 6€CIIPOBOIHBIX
YCTPOMCTBAX B CETU.

Heob6xonuMocTth B cratuueckoM Kiarode WEP 3aBUCHT OT HCIIOIB3yeMOro
MeToJIa MPOBEPKU NMOTMHHOCTU. [Iy1st MeTona «OTKpBITast CUCTEMay
(MCI0IB3yeMOro Mo yMoJyaHuIo) cTaTuueckuil Kiirod WEP MoxeT 6bITh
HAcTpOeH, OJHAKO 3TO He 00s13aTenbHO. [Ipy Mcronb30BaHUN METOIOB
«O6muit xmouy i EAP-MDS cratudeckuii kiitou WEP Heobxonumo
HAaCTPOUTH TAKMM 00pa3oM, UTOOBI OH COOTBETCTBOBAJI AKTUBHOMY KITIOUY
WEP Ha gpyrnx 6ecripoBOIHBIX YCTPOMCTBAX B CETH.

Ha cepsepe meuatn HP Jetdirect MoxkeT XpaHHUTHCSI O YETHIPEX CTATUUECKIX
xmoueit WEP, XoTsl B KaxKIblil OTHEebHBIE MOMEHT aKTUBHBIM MOXET OBITh
TOJBKO ONVMH 13 HuX. DT Koy WEP ocTtaroTcst Hem3aMeHHBEIMI
(cTaTMYeCKMMHU) O TeX MOp, TOKa UX He U3MEHNUT aIMUHKUCTPATOP CETH.

B 6ecripoBonubIx cepBepax mmeuat HP Jetdirect mognep:kuBaercs
40/64-pa3psaroe 1 104/128-pa3psinHoe mmdpoBaHre TaHHBIX.

ITpu HacTpoiike cTaTueckoro 64-pa3psimHoro Kitoua mudposanus WEP
BBoautcs 40 6ura kroua WEP. [Tpu HacTpotike craTudeckoro 128-pa3psimHoro
kmoua mudposanuss WEP BBonutcst 104 6ura kiiroua WEP. B o6oux ciygasx
24 6ura IV (Initialization Vector, BeKTOp MHALIMAIN3AIIAN ) JOOABIISIIOTCS
aBTOMAaTHUYECKHU.

B ceprepax neuat HP Jetdirect mognepskusaercst BBox kitoueir WEP

C HCTIONIb30BaHMEM 8-pa3psaHbIX OyKBeHHO-1IMGpoBbIX cuMBooB ASCII (0-9,
a-z, A-Z) unm 4-pa3psnHbIX IecTHaaaTrepuyHbix udp (0-9, a-f, A-F).
Cremyer OTMETHTD, YTO OyKBeHHO-IIM(MpoBLie cuMBOLI ASCII BBOISATCS

C yU4eTOM pEerucTpa — IMpu BBOJe CHUMBOJIOB B BEPXHEM WJIM HUKHEM PETHCTpe
noryJarorcs paznnunHbie Kitourn WEP. Tpu ncrnonbs3oBaHumn
IIeCTHAIIIATePUIHBIX YMCEN CIelyeT YOeIUThCs, YTO KOHEUHbIe 3HAUSHU S
6UTOB IMPeoOPa3yIOTCs B MOMYCTUMBI Ha60p OyKBEHHO-IINGPOBBIX CUMBOJIOB
ASCII. Do no3sosnsiet BBecTr 3HaYeHUs Kitroueit WEP B ycrpoiicTpax,
KOTOpbIE MONIeP>KMBAIOT BBOJ 3HAUEHUI TOJIBKO C UCTIOJIb30BaHEM
6ykBeHHO-1IMbpoBbIX cuMBoIIOB ASCII.

JonomHUTeNbHLIE CBEeIeHNS 00 aroput™Me Oe3onacHoCcTH naHHBIX WEP
comep:karcs B Matepraiax opranuzanuu Wireless Ethernet Compatibility
Alliance (WECA). bectipoBonmabie cepBepsl meuatt HP Jetdirect,
nognepskuBatoniue crangapt IEEE 802.11b, cepTudunmpoBaHsl albsiHCOM
WECA xak ycrpoiicta «Wi-Fi». «Wi-Fi» (wireless fidelity), cranmapt
TOYHOCTH 6ECIIPOBOMHOM Mepenadu, siysieTcsl ToproBbiM 3HaKoM WECA.
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IIudposanue ¢ AMHAMIUYECKHM KJII0YOM. B 3aBcMMOCTH OT Mozenun
06ecrpoBOIHOTO CepBepa MeyaTy MOIIePXKUBAIOTCS CIIeAyIOIIe MPOTOKOIbI
1 bpOBaHUS ¢ IMHAMUYECKUM KIIFOUOM:

® nuHaMuyeckuit kiouy WEP
® Wi-Fi Protected Access (WPA)

ITpu vcnonb30BaHUU JUHAMWYECKOM CUCTEMBI NG POBAaHUS UCIIONb3yeMble
KJIIOUM PEryJsIpHO aBTOMAaTUYECKKM U3MEHSIIOTCS sl obecreueHnst
TIOMOJIHUTEIbHOI 6€301acHOCTH.

I1pn nuHamuueckoii cucteMe mudpoanusgs WEP kaxknomy ycTpoiicTBy
B 6eCIIPOBOIHO CETH IMIPUCBOEH CBOU KII0Y MM(pOBaHUS, KOTOPKI depe3
oIpeeeHHbIe BpeMEeHHEIE MHTePBaIbl yHIUTOXAETCS 1 3aMEHSIETCSI HOBBIM.

Cucrema mmdposanus TKIP npencrapnsier coboit ynydiieHHYO BEpCUIO
nuHamuyeckoi cucteMbl WEP 1 obecrieurBaeT mONmoSTHUTENbHYIO
6e3omacHocTh. HamprMep, HOBbIe KJIFOUM IMGMPOBAHUS B 3TOM MTPOTOKOJIE
TeHEPUPYIOTCS IS OTIpeieSieHHOro KonnyecTBa naHHbIX (10 Kb6aiir),
repeIaBaeMbIX YCTPOMCTBOM TIO CETH.

IIpu HacTpoliKe TMHAMIUYECKOI CHCTeMbI MM POBaHUS Ha cepBepax
HP Jetdirect MmoryT 66ITh DOCTYIHBI CIEAYOIIME TTapaMeTphl (B Cilyyae
TTOAEPKKY CEPBEPOM TT€YaTH ).

® Basic Encryption. DToTmapameTp obecrieurBaeT IMHAMUIECKYIO CUCTEMY
mmdpoBannsit WEP 1 MoxeT ObITh MCITOIB30BaH MPY BRIOOPE CIIeTYIOIINX
MeTon0B nposepku nmominHaocT EAP/802.1x: LEAP, PEAP, EAP-TLS,
EAP-TTLS.

® Robust Encryption. DToT mapameTp mognepKruBaeT TMHAMIIECKYIO
cuctemy mmdpposannst WPA n WEP. On npuMeHsieTcs IIpua IpoBepKe
nommuaHocT EAP/PSK, a Takcke co cieayommMy MeTogaMy IIPOBEPKI
nommuaHoct EAP/802.1x: PEAP, EAP-TLS, EAP-TTLS. I1apametp
Robust Encryption obecnieunBaeT ucroib30BaHNE TTPOTOKOJIOB
nnHaMmdeckoro mudposanus WPA nu WEP.

Ecnu muaammyeckast cucrema mmdposanus WPA He mmognepXuBaeTcs
6ecripoBogHBIM cepBepoM Itedatnt HP Jetdirect, ayreaTudnkanms EAP/PSK
n mapaMmeTpsl Robust Encryption 6ymyT HemoCTyITHEI.
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Oomue cBegeHns1 00 yCTaHOBKE

JI7151 ycTaHOBKM M TIOAKJIIOYEHMSI CETEBOTO TIPUHTEPA C TTOMOILIBbIO
6ecripoBogHOTO cepBepa reyat HP Jetdirect He06X0MMMO BBITIOJTHUTD
clenyrolue nelcTBuys.

® [llonkarouyeHue 6CCH[20B02!HOFO CEpBEpa NEYATU K ITPUHTEPY
[ J HaCT[}OﬁKa 66CH[20BOZ!HOFO NOJIKIYEHNA K CETU
® YcraHOoBKa NPUHTEPA HA KOMIIBIOTEPAX, MOAKJIIOYEHHBIX K CETU

IoakmoyeHue GeCpoBOIHOrO cepBepa MevyaTH K MPUHTEPY

1. Tlpm momkmoueHUN 060pyIOBaHUS BOCIIONb3YIUTECh MHCTPYKIIMSIMHU,
MIpUIaraeMbIMU K CepBepy MeUaTH.

m BrIkitounTe MpUHTEP U BCTaBbTE BHYTPEHHMUIA CepBep MeuaT
B COOTBETCTBYIOIINIT pa3bheM BBOMA/BbIBOAA B ipuHTepe. [loce
BKJTIOUEHUS CepBep TMevaTH TMojIydaeT 3JIeKTPOIUTaHNe OT MPUHTEPA.

m [Ipu ucronb3oBaHUM BHEIIIHETO CepBepa MevyaT MOIKIIOUYNTE ero
K pazbeMmy USB npunTepa (Universal Serial Bus) ¢ momoriiibro
cooTBeTcTBYyto1ero Kabens. [lonkitounTte K BHEIIHEMY CepBepy IevaTh
0JIOK TUTaHWUSI.

2. Yto0bbl ybenuTbcsi B MpaBMIbHOCTH HACTPOWKYM CepBepa Mevartu,
HaIlleuaTaiiTe cTpaHUIy KOHUTYpauu cepBepa mmeuatu Jetdirect.
Ha mannoi# cTpanuite qoskeH comepxkaTthes TeKCT «I/O Card Ready».
Kpowme Toro, Ha Heit TOJKHO OBbITH OTOOPAKEHO COCTOSTHUE KasKI0TO
13 TIPOTOKOJIOB.

m [Ipu ucnonb30BaHNUM BHYTPEHHETO CepBepa MevaTh CTpaHUIla ero
KOH(MUTYpaIum mevaTaeTcsi BMECTe CO CTpaHMIIel KOHUTypanuu
npuHTepa. CBeIeHNS 0 TTeYaTH CTPAHUIIBI KOHMUTY AN CONePIKaTCs
B pasfieie 0 paboTe C MaHeJbIO YIIPaBIeHNS 1 IPYTUX pa3aenax
TMIOKyMEHTAIN !, IpUIaraeMoit K IpUHTeDY.

m [Ipu ucmoab30BaHNY BHEIIHETO CepBepa MevaTh HaKMUTE KHOTIKY
TecTHpoBaHUs (3) Ha 3aHel MaHeIn MPUHTEpPA.

MpumeuvaHue CooOiieHus, comepKalrecs Ha CTpaHuIle KOHbUTYpaIuH,
omnucaHbl B [1aBa 9.
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HachoﬁKa 6ecnp030mior0 NOJKJIIOYCHHSA K CETH

Ilng paboThl B ceTr Ha 6ecipoBoiHOM cepBepe meuatu HP Jetdirect
He00X0MMO HaCTPOUThL O€CIIPOBOIHOE MOIKI0UeHre. 151 ycTaHOBKM
JIAHHOTO MOIKIIOYEeHUS ClIelyeT HACTPOUTh CepBep MevyaT B COOTBETCTBUU
C mapamMeTpaMU UCHONb3yeMOil OecripoBOaHOM ceTu. ONHAKO IjIs1 TOTO,
YTOOBI BHIIIOJHUTh HACTPOIKY HOBOI'O CepBepa IevyaTu, K HeMy Heo0X01uMo
MOAKIIIOYUThCS. [171s1 5TOro He0OX0 UM MPaBUIbHO HACTPOSHHBII KOMITbIOTED
C BO3MOXKHOCTBIO ITOIKII0UEHM S K 6€CITPOBOIHOM ceTH (0OBIYHO MEPEHOCHOM
KOMIIbIOTED C IU1aTol nHTepdeiica 6ecripoBonHoi ceTr). CpencTBa HACTPOKIU
cepsepa neyaty HP MoryT aBToMaTuecKy U3MeHUTh HACTPOMKY KOMITbIOTEpa
IJIS1 TIEPBOHAYAILHOTO MOAKIIIOUeHUS K cepBepy nevyatn. OQHaKo, eciiu
aBTOMAaTUYECKOe U3MEHEHME HACTPOEK He YIaloCh, TOTPeOYeTCsI U3MEHUTD
HACTPOMKY KOMIIbIOTEPa BPYUHYIO.

IloaroroBka K HacTpoiike

Hepen HavdaJioM HaCTpOﬁKH 6eCl'[pOBO,I[HOl"O IO OKITIOYCHMA HeO6XO,E[I/IMO
BBITNIOJTHUTD CJICOYIOIIHNE TIEVICTBUSI.

® Yo6enurech, uto 6becripoBogHoOl cepsep neyatn HP Jetdirect ycranosnen
1 paboTaeT JOKHBIM 00pa3oM.

Y6enutecs, uto cepep nevyatu HP Jetdirect u mpuHTEp BKITIOYEHBI.

Harmeuaraiite crpanuiy Kordurypanun cepsepa Jetdirect u ybemurecs,
YTO JAHHBIN cepBep MevyaT roToB K pabote. HekoTophie u3 mapameTpon
CeTH, coliepKalllrecsl Ha 3TOi CTpaHuIIe, TOHAT00STCs TT03kKe

MpU HACTPOWKE.

® IIpu HeoOXOOMMOCTH YTOUHUTE TpebyeMble 3HAUEHHS ITapaMeTPOB
HACTPOMKM MCIIOIb3YeMOl 6eCITPOBOIHOM CETH y aIMUHKUCTPATOPa CeTH.

MpumeuvaHue Cepaep neuarn HP Jetdirect HacTpoeH 1Mo yMoI4aHUIO
Ha MCIOJb30BaHUE OTHOPAHTOBOM TOIOJIOTMU CETH,
IIpU KOTOPOI OH JOCTYIIEH J1000MY HEaBTOPHU30BAHHOMY
kieHTy. [1oaToMy 1ociie BKIIOUeHUs peKOMEHIYeTC st
cpasy U3MEHUTh HACTPOMKY 10 YMOTYaHUIO U YOeTUThCS,
YTO JaHHBIE U3MEHEHUsI YCIEIIIHO BHECEHBI.
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Hactpoiika koMnbioTepa s NOAKII0YeHHs K cepBepy nevaTu Jetdirect

Jl1s1 mepBOHAYaIbHOTO MOIKIIIOUeHUS K cepBepy neyat HP Jetdirect
BBITIOJIHUTE CJIeNyIoIIe NeliCTBYSI.

1. 3amyctuTe MporpaMMy HacTPOWKHU 6ECITPOBOIHOTO TOIKIIOYSHUS YT
CpelCTBO HACTPOMKM amanTepa 6eCripOBOIHOM CETH.

2. Hacrpoiite mapaMeTpbl 66CIIPOBOTHOTO TOIKIIOYEHHS K CETH B
COOTBETCTBUY C HACTPOMKaMM cepBepa rmevat Jetdirect mo ymMmorqaHHIO:

B pEeXUM MOIKIIOUEHMS: OMHOPAHTOBAs CETh
m ums cetu (SSID): hpsetup

m mudpoBaHue: <OTKIIYEHO>

MpumMeyaHue B GoJbIIMHCTBE CTyYaeB U3MEHSITh B KOMITbIOTEpE HOMepa
HCHOJIb3YeMbIX KaHAJIOB O6€CIIPOBOIHON CBSI3U HET
HeoOxoaumocTu. ITocne HaCTPOMKM Ha KOMIIBIOTEPE
yKa3aHHBIX TapaMeTPOB CepBep MevyaTh aBTOMATUYECKU
MEePEKIIIOUYNTCS Ha OUH U3 KaHAJIOB, UCIIONIb3yeMbIX
06ecrIpOBOIHBIM aIanTepoM KOMIIbIOTEpPa.

3. Tlepeitnute K pasneny «Hactpoiika cepBepa nevatu Jetdirect mus
UCIIOJIb3YEMOW CETUY.
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Hacrpoiika cepBepa neuatu Jetdirect a5 ucnojm3yemoii cetu

Il HacTpOMKY MapaMeTpoB OeCIIpOBOIHOM CBSI3U cepBepa neuyatu Jetdirect,
yTOOBI OH MOT pabOTaTh B CETU, UCIIOIb3YITE OMH U3 CIEAYIOIIMX CIIOCOOO0B.

m Hcoonp3oBaHue MacTepa HACTPOWMKU OECIPOBOIHOTO MOIKIKOYEHUS
HP Jetdirect Wireless Setup (Windows)

m Cpencrso HP Wireless Jetdirect Assistant (juig Mac OS)
m Hcnonb3opanue Web-6paysepa (Windows 1 Mac OS)

Hcnoab3oBanne MacTepa HacTpoiiku 0ecnipoBoaHoro noaxkmodenus HP Jetdirect
Wireless Setup (Windows). MacTtep HacTpoiiku 6€CripoOBOTHOTO
nonktoueHus HP Jetdirect MoxkeT GBITh MCITOTB30BaH Ha KOMITBIOTEPaX MO,
yIpaBJeHAeM OIHOM 13 ClIeyIoIINX OIepallMOHHbBIX cucTeM: Microsoft
Windows 98, Me, NT 4.0, 2000 v XP.

MpumeuaHne Macrep HP Jetdirect Wireless Setup Wizard conepxxutcst
Ha KommakT-nucke «HP Jetdirect CD-ROM)», KoTophIit
TpUJIAaraeTcs K MOCTaBIsieMbIM OTAEILHO 0€CIIPOBOIHBIM
cepBepaMm nneuatn HP Jetdirect. Kpome Toro, 3Ty mporpammy
MOYKHO 3arpy3uTh ¢ Web-y31a MHTepaKTUBHOM MO IeP>KKI
HP no anpecy:

http: .hp.com/support/net_printin;

1. 3amyctuTe MacTep M ClenyiiTe MHCTPYKIIMSIM Ha 9KpaHe.

IToce HacTpoiiku 6eCIPOBOTHON CBSI3M KOMIThIOTEPA Ha 3aBOJCKHE
TapaMeTphl IT0 YMOTYaHUIO CepBepa MeyaTh MacTep BHIMOJTHUT IMTOMCK
TMOCTYITHBIX MPUHTePOB. [Tocie HaxoXXmeHus MpuHTepa OymeT
YCTaHOBJIEHO OeCIIPOBOIHOE COeMMHEHNE C CEpPBEPOM TTeUaTH.

2. BriOepuTe mpUHTED U MepeiInTe K caeayolIeMy 1ary.

ITocne OTO6pa}KeHI/IH HECKOJbKHUX IIaroB 1aHHbIM MaCcTE€pOM 6y)1yT
TIOCJICO0BATE/IbHO 3aIIPpOLICHBI 3HAUYCHUA CICOYIOIINX ITapaMETPOB:

W PEeXUM TMOAKITIOUeHH s (TOMOoJI0TUsI 66CITPOBOTHON CETH )

B KaHaJ (TOJbKO IUIsl OMHOPAHTOBOM CETH)

m Nwms cetu (SSID)

B MeTo/a MPOBEPKU MOITUHHOCTHA

B T1apaMeTphl KUGPOBAHUS CO CTATUUYECKUM WM TUHAMUYECKUM
KJTFOYOM JUTSI UCTIONIb3YEMOM CeTH

3. B okne Confirm Wireless Settings montsepauTe BBeIeHHbIE 3HAUYEHUS].
IIpu HeobxoguMocTH nepeiinuTe Ha BKiagky TCP/IP Settings s HacTpoiiku
IP-anpeca. JIng gocTyna K HEKOTOPBIM CETSIM TpeOyeTcs IpeaBapuTeaIbHO
yKa3aTb HEKOTOphle IapameTphbl mpotokona TCP/IP (Hanpumep,
BcaencTaue orpannyeHuit DHCP unu cricka noctyna IP-anpecos y3710B).

RUWW BecrnipoBonnsbie ceprepsl meyat HP Jetdirect 802.11b 265


http://www.hp.com/support/net_printing

Korna HacTpoiika mapaMeTpoB 6eCIIpOBOIHOI CeTH IIJIsl cepBepa IevaTu
HP Jetdirect 6yner 3aKkoHuYeHa, HaXkMuUTe KHOMKY Finish.

Yb6enurech, 4TO MOJKIIOUYEHHUE TIPUHTEPA K CETH YCTAHOBJIEHO.
Cwm. [IpoBepka nonkiovYeHrs K 6ecIpoBONHON CETH.

Hacrpoiite mapameTpsl 6ecipoBOgHOM ceTH Ha KOMITbIOTEPE, UTOOBI UMETh
BO3MOXKHOCTb MOJKJIIOUUTh €r0 K UCIOJIb3yeMoii ceTh. [IJist moaydeHust
CBelieHUIi 00 yCTaHOBKE MPUHTEpa Ha KOMIbIOTEPE, MOIKIIOUEHHOM

K 0eCIIpOBOIHOM CeTH, CM. pa3ell Y CTAHOBKA IMIPUHTEPA Ha KOMITbIOTEPaXx,
MOIKIIOYEHHbBIX K CETH.

CpenctBo HP Wireless Jetdirect Assistant (m1s Mac OS). Do cpencTso
MO3BOJISIET HacTpanBaTh OecripoBogHOM cepsep neuatu HP Jetdirect
¢ MoIK/IIoueHneM K cet Mac OS.

Jlns icnoib30BaHUS 3TOTO CpeacTBa becrpoBogHOI cepBep nevyat HP Jetdirect
TOJIKEH UMETh 3aBOJICKNME HACTPOMKU. BBITIONHUTE ciienytolue nelicTBus.

1.

Sl

W

BcTaBbTe KOMITAKT-IHMCK B IUCKOBOMI KoMIbloTepa ¢ Mac OS.
Brinennte 1 menkauTe Ha 3Hauke KoMmmakT-mucka HPJETDIRECT.
O3HaKOMbTECH C OOHOBJIEHHBIMH CBEIIEHUSIMU, €CJIA TAKOBBIE NMEIOTCSI.

Otkpoiite nanky HP Wireless Jetdirect Assistant mist Texkymieit
onepanoHHoi cucremsl (Mac OS 9.x wiu X 10.1).

ITpu nosiBneHun 3ampoca Beibepute Tpedyemblii 361k (Mac OS 9.x).

3anyctute cpenctBo HP WPS Assistant u cienyiiTe MHCTpYKIIUSM
Ha 9KpaHe.

ITocne ycraHoBKM 6€CTIPOBOIHOTO MOIKIFOUEHMST HEO0X0IMMO MCTIOb30BaTh
npyrue cpenctpa (takue, Kak HP LaserJet Utility for Mac OS) mis HacTpoiiku
U yTpaBJIeHUsI TPUHTEPOM TPU TeUaTH.

MpumeyaHue It HACTPOWKM CETEBOTO MOIKIFOUEHUST MOKHO

TIOTNIOJTHUTENIHLHO MCIOIb30BaTh BCTpOEeHHBI Web-cepsep.
Cwm. 'napa 4.
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Hcnoan3zosanue Web-opayszepa (Windows u Mac OS). [y HacTpOiiKu
napamMeTpoB 0eCIpoBOIHOM ceTU Ha cepBepe neuatu Jetdirect Heo6XxonuMmo,
yTOOBI OTepallMOHHAsI CUCTeMa OblJla HaCTpOoeHa Ha paboTy B CEeTSIX

¢ nporokosaoMm TCP/IP.

IIpuBeneHbl MHCTPYKIMKY IJIS1 HACTPOMKM ITapaMeTpoB 6eCIpOBOIHON ceTr
nocpeactsoM Web-0pay3epa B ClIeNyIOIIMX ONlepalliOHHBIX CUCTEMaX:
Microsoft Windows u Apple Macintosh (cm. cTp. 269).

Microsoft Windows. JI;1s1 HacTpoiiku ¢ moMolbio Web-0pay3epa
BBITIOJIHUTE CJIeOyIOIlMe NeiiCTBYS.

Y6enutech, 4TO MapaMeTphbl 6€CIIPOBOTHON CETH Ha KOMITbIOTEPE
COOTBETCTBYIOT HACTpOIKaM cepBepa rmevatn Jetdirect o yMomr4aHUIo.

OTKpoOIiTe OKHO KOMaHIHOI CTPOKMU.

B xoMmaHHOI cTpoKe BBenuTe KoMaHoy ipconfig. B oTkpheBIIEMCS
OKHe IporpaMMEbI 1 pconf ig 6ymer comepkarbes [P-agpec KommbioTepa.
3anuImTe ero.

Hnsa cozganus nytu IP-makeToB (MapiipyTa) oT KOMITbIOTEpa

K 6ecrpoBOIHOMY CepBepy IMevyaTh BOCTIOIb3yTeCh KOMaHIOMH

«route addy.(DTo 03HaYaeT, YTO JOJDKHO CYIIECTBOBATh COOTBETCTBUE
MEXKy CeTeBOI UIeHTU(UKAIIMEN UCTIONb3YEMOIi CUCTEMBI U CETEBOM
uneHtudukamueii ceppepa neyat HP Jetdirect. Ecniv Ha cepBepe meuatun
ucnonb3yercs [P-anpec mo ymonuanuto, Haripumep 169.254/16 v
192.0.0.192, MapIIpyT MOKET OTCYTCTBOBATb.)

MpumeuvaHne Kak npasuio, komaHaa route add BBOAUTCS

cJIeIyIoLIUM 00pa3oMm:

route add <Jetdirect IP Address> <system IP Address>

roe <IP-agpec_Jetdirect> —IP-ampec
O6ecripoBogHOTO cepBepa neuatu HP Jetdirect,

a <IP-ampec_cucTeMi> — [P-anpec ceTeBoii miathl
KOMIIbIOTEpA.

IIpumep:

route add 192.0.0.192 192.170.1.2
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5.

Otkpoiite Web-6pay3ep u BBeaute IP-anpec cepsepa neuaru Jetdirect kak
anpec URL. Byner ycraHoBIeHO ITOIKII0YeHNE M OTOOpaskeHbl CTPAHULIbI
BcTpoeHHoro Web-cepsepa neuatu Jetdirect.

MpumeuyaHue Eciau Web-cTpaHuiibl He OTOOPA3UINCh, OTKIIOYUTE

6.

10.

MPOKCU-CepBEp (ECNIM OH YKa3aH B HACTPOMKaxX
Web-6paysepa).

Ecau o moctyna K MCojib3yeMoli CeTh He0OX0 UMb IOTIOTHUTEIbHbIE
mapametpsl TCP/IP (Hanpumep, HacTpotika DHCP wnu cniucok moctymna
IP-anpecoB y3n0B), 9TK mapamMeTpbl HEOOXOIUMO HACTPOUTD B JAHHBI
momeHT. [lepeiinute Ha BKnagky TCP/IP, ykaxkute Heo6X01MbIe
3HaYeHMS MapaMeTPpOB 1 HaXKMHUTE KHOTIKY Apply.

ITockonbKy 06110 BBITIOTHEHO M3MeHeHue [P-anpeca, MoXeT rpou3oiTu
OTKJTIOUEHUE OT cepBepa mevatu. [IJisi TOBTOPHOTO MOIKIIOUEHUS
ucnosb3yiite HoBbIl [P-anmpec.

Ha Web-cranuniax cepsepa neuatu Jetdirect BoibepuTe BKIaAKy
Networking. Ha ctpanuie Network Settings otkpoiite Bkianky 802.11b.

Yxaxure 3HaueHUs 0TOOpa’kaeMbIX TTapaMeTpOB OECITPOBOTHOM CETH
802.11b unu Haxkmute kHoTiKy Wizard:

PEXUM MOIKIOUeHMS (TOTIOJIOTHSI 6€CITPOBOIHOM CETH)

KaHaJ (TOJIbKO IUISl OMMTHOPAHTOBOM CETH )

Hwmst cetu (SSID)

MeToJia TPOBEPKHU MOITMHHOCTHI

rmapameTpbl IKUOPOBAHUS CO CTATUUECKUM WJIU IUHAMUYECKUM
KJTFOYOM TSI UCTIONIb3YEMOM CeTH

Korma HacTpolika mapamMeTpoB 6eCTIpOBOIHOM CETH ISl cepBepa IMmevyaTu
HP Jetdirect 6ymet 3akoHUYeHa, HasKMUTe KHOIIKY Apply.

ITockombKy Ha cepBepe MevyaT ObUTH U3MEHEHBl HaCTPOKH
6eCTIpOBOTHOI CETH, MOXKET MPOU30MTH OTKIIIOUSHHE OT CepBepa IevaTu.

YGBJII/ITCCL, YTO MOJKIIOUYECHUE ITPUHTEPA K CETU YCTAHOBJICHO.
CMm. H[zOBe[ZKa NONKIYEHNA K 660H[20B02!H0ﬁ CETH.

Hacrpoiite mapaMeTpbl 6eCIpOBOTHOM CeTH Ha KOMITbIOTEPE,
YTOOBI UMETh BO3MOXKHOCTb MOAKJIFOYUTh €T0 K MCIIOIb3yeMOIi CETH.
IIpu He0OXOMMMOCTH BOCCTAHOBUTE B HacTpoiikax Web-0pay3epa
OTKJTIOUEHHBI MapaMeTp paboThl Yepe3 MPOKCU-CepBep.

It mosy4yeHus CBeleHUii 06 YCTaHOBKe TMTPUHTepa Ha KOMITBIOTEpE,
TTOAKJTFOUEHHOM K 6€CTIPOBOTHOM CETH, CM. pa3fiell Y CTAHOBKA IPUHTepa

Ha KOMIIBIOTEPAX, MOAKITKOYEHHDBIX K CETHU.
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® Apple Macintosh. [1;151 HacTpoiiku 6eCTTpoBOIHOTO cepBepa rnevaTu
Jetdirect MoxxHO ucronb3oBaTh Web-0pay3ep Ha OIKIIOYEHHOM
K O6ecripoBoHOM ceTn KoMIboTepe Apple Macintosh (Mac OS 9,
Mac OS X 10.1). BemonHuTe clienyromnine neiicTBus.

MpumeyvaHue Tlepen HaYaIOM HACTPOWKU O3HAKOMBTECH C PA3IENOM
«[1oAroToBKa K HaCTPOIKeE».

MpumeyvaHue lis HacTpoiiku cepBepa medaru Jetdirect mpu momMomw
Web-0pay3epa He00X0 MO HACTPOUTL Ha KOMIIbIOTEpE
HeKoTopble IapameTphl npotokona TCP/IP (Takue kak
IP-anpec). Ilns moaydyeHus JOMOJHUTEIbHBIX CBEIEeHUMA
no cetssM TCP/IP cm. [Ipunoxenue A.

1. IIpocmotpute crpanuity koHdurypauuu HP Jetdirect (cm. cTp. 262)
1 yOeauTech, YTo TapaMeTphbl 6eCITPOBOIHOM CETH KOMITbIOTepa
COOTBETCTBYIOT MMapaMeTpaM OeCTIPOBOIHOM CETH cepBepa MevaTn
HP Jetdirect, ycTtaHOBIEHHBIM 110 yMOJTYAaHUIO.

2. Bosibepute hpsetup B MeHio Apple AirPort.
a. YoOemurech, uTo Apple AirPort BKirodeH.

b. Jlusg orobpaxkeHUs TaHHOTO MEHIO IIEIKHATE Ha 3HAUKe
Apple AirPort Ha nanenu ynpasnenust (Mac OS 9) wiu Ha naHenu
meHto (Mac OS X 10.1)

c. Bwibepute 3HaueHne hpsetup B cniucke Computer-to-Computer
OIHOPAHTOBBIX CETE.

MpumeuvaHue Pekomennamus. [Tepen mepexoqoM K CAeayrOLIEMy Iary
3aMMILINTE TEKYIIHUe MapaMeTpbl HACTPOMKH MPOTOKOJIA
TCP/IP nns mocaenyrooliero ucroab3oBanusi. Ecim B ceTn
ucroab3yercst mpotokoj TCP/IP u mapaMmeTpbl HaCTpOIKK
OyIyT Cay4yailHO yTepsiHbl, KOH(PUTYpaLUIO IIPOTOKOJIa
TCP/IP noTpebyeTcs BOCCTAaHOBUTHD IMOCJIe HACTPOMKM
O6ecripoBogHOTO cepBepa neuyatu HP Jetdirect.
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3.

B cniyuae HeobxonuMocTy u3MeHuTe IP-anpec KoMmmnbeloTepa TakKM 00pa3oM,
yTOOBI OH Haxoaucs B ogHoi IP-nmoaceTu ¢ cepsepom neyatu HP Jetdirect.
Hanpuwmep, ecau IP-agpec cepsepa reuatu o ymonyanuo — 192.0.0.192,
IIJIST KOMIIBIOTEpa MOXKHO MCIIob30BaTh anpec 192.0.0.193.

m Mac OS 9:

a.

B Menio Apple Boibepute myHKT Control Panels, a 3atem — TCP/IP.

YT00BI COXpaHUTh TeKylIMe MmapaMeTphl HacTpoliku TCP/IP u
paboTaTh C X KOIKE, BHINOJHUTE CIeIyIOIne NeiCTBYS.

e B menro File Beioepute komanmy Configurations, a 3atem —
komaHay Duplicate. 3anuinure uMs Tekynieit KOHOUTypalmu.

e Bsemnre MM HOBOI KOITMPYeMO KOH(MUTYpAIIWH.
e Bribepute komanmy Make Active.

Bri6epute BapmanT Hactpoiiku TCP/IP Manually n BBequTe
IP-ampec, coorBeTcTBytommii IP-momcern cepsepa meyaTu.
Hanpuwmep, ecnu [P-anpec cepsepa o ymomuanuto 192.0.0.192,
TO MOXHO HacTpouTh ISt KoMmmbloTepa [P-anpec 192.0.0.193 u
Macky moacetu 255.255.0.0.

OTKIIIOYNTE UCIIONH30BaAHIE IIPOKCU-CEPBEPOB.

It co3maHust HOBOI KOHMUTYpaIiy ¢ OTKIIOYeHHBIMU
MIPOKCH-CepBEPaMU TIPU COXpaHEHUU TeKYIlell KOHGUTYpaIn
BBITIOJTHUTE CITeAyOINre AeCTBUSI.

e B wmenro Apple Beibepure ryHKT Control Panels, a 3aTem — Internet.

e B menro File Bei6epute komanmy Duplicate Set, a 3atem —
komaHay Duplicate. 3anuinure uMs Tekymieit KoOHOUTypamu.

e BBemure MM HOBOI KOHGUTYpAITUH.

e Bribepure Brimanky Advanced, a 3aTem — 3Ha4u0K Firewalls.
CHumute haaxkxKy OJisl IPOKCHU-CEPBEPOB, YTOORI OTKIIIOYNTD UX.

e I[IpuMeHNTE HOBYIO KOHMUTYPAITUIO.
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m Mac OS X 10.1
a. B menro Apple Bribepute Location, a 3arem — Network Settings.

b. C noMo1iplo cpencTBa BoIbOpa pacroioskeHus: BbioepuTe New
Location. BBenuTe 1Ms1 HOBOTO pacIiofioxKeHUs1, HalipuMep
«HP Setup». 3arem Haxkmute KHonKy OK.

c. B kauecTtBe ocHOBHOI ceTu BhIOepuTe AirPort. Yoenurechn,
YyTO BbIOpaHa TOJLKO ceTh AirPort.

Jlng Beibopa cetn AirPort ciaenyer 1160 OTKIIOYUTH OCTaIbHbIE
cetd, 1100 ceTh AirPort moymKHa OBITH IEPBBIM CETEBHIM
nHTEep@EicoM B CIMCKE I JTAaHHOTO PaCITONOKEHMUSI.

e Bribepure Active Network Ports, a 3atem — Duplicate.
3anumTe UMs TeKylei KoHbUTypaiuu.

e CHuMUTe bIaXKKW IS APYTHUX CeTell WIN TepeTalnuTe CeTh
AirPort Ha mepByIO TTO3UIINIO B CITUCKE CETEN.

e Haxxmure kHOTKy Apply Now.

d. Orkpoiite Bknanky TCP/IP. Boibepure BapuaHT HaCTpOKHU
TCP/IP Manually. Beenure IP-anpec, cooTBeTCTBYIOIMIMIA
IP-nonceru ceprepa neuyaru. Hanmpumep, ecnu [P-anpec cepepa
nedatu 1o ymoadanuo 192.0.0.192, To MOXXHO HaCTPOUTH IS
koMmbioTepa IP-ampec 192.0.0.193, macky moncetn 255.255.0.0
anpec mapuipyrusatopa 192.0.0.193. Haxxmute kHonKy Apply Now.

e. Ilepeiimnte Ha BKIanKy Proxies 1 cHuMmTe (Diraskku mist Bcex
MIPOKCH-CEPBEPOB, YTOOBI OTKITFOUMTD MX. Haxkmute kHOMKy Apply Now.

f. Ilepeiimnte Ha BKIanKy AirPort 1 BBemuTe B KauecTBe OCHOBHOM
ceTu 3HaYeHue hpsetup, copnanaroniee ¢ umeHeM ceTu (SSID)
Ha cepBepe neuatu Jetdirect. Haxkmure kHoniky Apply Now.

4. Ortkpoiitre Web-0paysep u BBegute [P-anpec cepBepa neuatn Jetdirect kak
anpec URL. Byner yctaHoBneHO noaxkitoueHe 1 0TOOpaskeHbl CTPAHUIIbI
BcTpoeHHOro Web-cepBepa nevatu Jetdirect.
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MpumeyaHue

Ecau BcTpoeHHble Web-cTpaHUIIBI cepBepa revaTu

He 0ToOpakaroTcsl, yoeauTech, YTo B MapaMeTpax OTKJIIOUeHO
WCTIOb30BaHUE MPOKCU-cepBepoB. MHCTpyKIIMu

cM. B cipaBke Web-Opaysepa.

5. HaWeb-cranunax cepsepa nedatu Jetdirect Bbibepute BKi1anky Networking.
Ha ctpanuiie Network Settings oTkpoiite Bkianky 802.11b.

6. YcraHoBUTE COOTBETCTBYIOIIYE 3HAUECHMS ITapaMeTpPOB
IJIS UcTionb3yeMoit 6ecripoBogHoii cetu 802.11b:

PEXUM MOIKIOUEHMS (TOTOJIOTHSI 6€CITPOBOIHOM CETH )

KaHaJ (TOJbKO ISl ONMHOPAHTOBOM CETH )

Hwms cetu (SSID)

MeToJia TPOBEPKHU MOTMHHOCTHI

rmapameTpbl IKUOPOBAHUS CO CTATUUECKUM WJIU IUHAMUYECKUM

KIJIFOYOM IJId I/ICHOJ’II)3yeMOI7I CEeTn

7. Korma HacTpoiika mapamMeTpoB 6eCIIPOBOIHOM CETH IS cepBepa rmeyaTh
HP Jetdirect 6ymet 3akoHUYeHa, HasKMUTe KHOIIKY Apply.

MpumeyaHue

ITo ymomuanuto rmpotokoi AppleTalk momkeH ObITh BKIIOUEH
(4TOOBI B 3TOM YOEIUThCS, TIepeiinuTe Ha BKi1aaky AppleTalk).

Ecnm m1s noctyna K Ucroyib3yeMoil ceTh HeoOX0IMMBbI
nornojaHuTenbHble napameTpbl TCP/IP (Hanmpumep,
Hactpoiika DHCP umu cimcok noctyna IP-anpecos y3inoB),
5TU MMapaMeTpbl HEOOXOAMMO HACTPOUTD B TaHHBII
MoMeHT. Ilepeitnute Ha BKinagky TCP/IP u ykaxute
HeoOXoIUMble 3HaUeHUs apaMeTpOB.

8. yﬁeJII/ITeCL, YTO MOJKIIOUYECHUE IMTPUHTEPA K CETU YCTAHOBJICHO.
CMm. H[zOBe[ZKa NONKIYEHNA K 660H[20B02!H0ﬁ CETH.

MpumeuaHue

BepHuTech K UCXOIHBIM ITapaMeTpaM HaCTPOMKU
0OeCcIpOBOJHON CeTU Ha KOMIIbIOTEpe, YTOObI MOXKHO OBLIO
MOIKIIIOYUTh ero K ucnonb3yeMmoit cetu. Heobxomumo
BOCCTAHOBUTDH MCXOJHKIE MapaMeTphl CETEBOro IOPTa,
npotokona TCP/IP u, mpu He0OX0AUMOCTH, ITapaMeTp
HCII0JIb30BaHUs TIpOKCHU-cepBepoB Wist Web-Opay3epa.

It mony4yeHus CBeleHUii 06 YCTaHOBKe TMTPUHTepa Ha KOMITBIOTEpE,
MTOAKITIOUEHHOM K OeCIIPOBOIHOM CeTH, CM. Y cTaHOBKA MPUHTepa Ha

KOMITbIOTEPAX, NONKIOYEHHBIX K CETH.
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IIpoBepka moAK/OYeHUsI K OECIpPOBOIHOI ceTH

ITocne HacTpoiiku 6eCIIPOBOTHOTO IMTOIKIIOUSHNS cepBepa meyaT

HP Jetdirect X ucIoab3yeMoli ceTr KOMITBIOTEPHI, IOIKIIOUEHHEIE K CETH,
MOJIYYaloT BO3MOXKHOCTD MCIIOJIb30BaTh MPUHTEP. 3aTeM He0OX0aMO
YCTaHOBUTH IIPUHTEP HA BCEX KOMIIBIOTE PaX, YTOOBI MOKHO OBIJIO OTIIPABISTh
C HMX 3aJaHus 1eYaT HEMOCPEACTBEHHO Ha IIPUHTED.

MpumeyaHue Iis ycTaHOBKM TIPUHTEPA Ha KOMIIBIOTEPE,
KCMOJIb30BaBILIEMCS ISl HACTPOIKY apaMeTpOB
0ecrpoBOJHON CeTU cepBepa revyaTu, Ha HeM Heo0X0 MO
BOCCTAHOBUTH ITapaMeTPbl HACTPOMKU IJIs1 JOCTYyMa
K ucrosib3yeMoii cetu. Eciu mist nocTyna KoMIbloTepa
K CeTH TpeOyIOTCSI JOMOIHUTENbHBIE TapaMeTPhl
(Hampumep, ¢ cepepa HacTtpoliku DHCP), nomyueHue
IIOCTyIa K CETH MOXKET 3aHITh HECKOJIbKO MUHYT.

Yrobnl YGC,I[I/ITLCSI, YTO KOMIIBIOTECPHI B CETU MOTYT B3aUMOIENCTBOBATh
C IPUHTEPOM, H606XO,[[I/IMO BBITNIOJIHUTDH CJICOYIOIINE IEVCTBUS.

® Hameuaraiite cTpaHmity KoHUTypaluy cepBepa medatn Jetdirect
MPOBEPBLTE COCTOSTHME MTpUHTEpa. Eciiu cepBep reyaT MOIKIIOUEH K CETH
¢ nHGPaACTPYKTYpoii, coodieHne «['0ToB» yKa3bIBaeT Ha TO, YTO IIPUHTEP
00HapyXWJI cUTHaI 000pyIOBaHUS TOYKM JOCTYIIA U TIPOILIe IIPOBEPKY
MOUIMHHOCTH B ceT. Kpome Toro, o moaKIoueHn MpUHTEpa K CETH
MOTYT CBUIIETEJIbCTBOBATH YPOBEHb CUTHAJIA U Apyrue apaMeTphl.

® Ucnonb3ayiite komanay ping ¢ IP-anpecom cepsepa neuatu HP Jetdirect.
IP-anpec ceprepa ykazaH Ha ctpaHulle KoHburypauuu. [To ymonuanuio
yka3aH IP-agpec 192.0.0.192, omHaKO 3TOT agpec MOKET OKa3aThCs
HeIOITyCTUMBIM JJISI UCTIOb3yeMOoli ceTu. B Takom ciydae mepen
TIpUMeHeHeM KOMaHIbl Ping MOXKeT BO3HUKHYTh HEOOXOIMMOCTh
co31aTh MapIIpyT OT KOMIIbIOTepa K cepBepy mevyaTw (HarmpumMep,
¢ IIOMOIIIbI0 KOMaHIHI route add).

® Bcrpoke anmpeca Web-06pay3epa eenute IP-anpec cepsepa neuarn Jetdirect
kak aapec URL. Eciau ucnonb3yeTcst yCTaHOBJIEHHBIN 110 YMOJTYAHUIO
IP-ampec 192.0.0.192, MoXeT BO3HUKHYTh HEOOXOOMMOCTh CHavaIa
coznatb myTh [P-rmaketos (MapuipyT). Ecniu oTo6paskatoTcsi BCTpO€HHbBIE
Web-ctpanuiibl cepBepa nevaru Jetdirect, mpuHTEp MOIKIIOUEH K CETH.

® 19 ero yCTaHOBKU 3aITyCTHTE Ha KOMITBIOTEPE TPOTrPaMMy YCTaHOBKH
npuHTepa. Hampumep, MacTep ycTaHOBKU ceTeBoro rpuHTepa HP
(st onepanoHHo# cucteMbl Windows) o6Hapy>KUT TIPUHTED,
€CJIV TIOCTIeIHU I TTOAKITIOYeH K CEeTH.
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YcranoBka IPHHTEPA HA KOMIIBIOTEPAX, MOAK/IIOYCHHBIX K CETH

Jl7151 yCTaHOBKM IIPUHTEpa Ha KOMIbIOTEpaX, MOIKIIOUEHHbBIX K CETH,
HUCHOJIb3YITe CUCTEMHBIE CPEeICTBAa YCTAHOBKM (HAampuMep, CPeaCcTBO
Windows Ycmanosxa npunmepa nna Macintosh Chooser) 1160 cpencTsa,
nocrasinsieMbie HP.

CpencrBa HP sxmtouatror mactep HP Install Network Printer Wizard

IJ1s1 oriepallMoHHOM cucteMbl Microsoft Windows u cpeactso HP LaserJet
Utility nins komnberoTepoB Apple Macintosh. Dtu cpencTBa conepxkarTcs

Ha koMnakT-nucke «HP Jetdirect CD-ROM)» 1 mocTaBsitoTCs ¢ 60JIbIIMHCTBOM
npuHTepoB HP.

Il momyyeHus1 ONOJIHUTEbHBIX CBEIEHU I 0 MporpaMMHoOM obecrieueHu HP
cMm. ['naga 2.
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Memnio nane;m ynpasJjenuss HP Jetdirect

BBenenue

Ecnu BHyTpenHue cepsepsl neyatrt HP Jetdirect momnep:kuBaroTcst MpuHTEPOM,
OHU 0becTIeuynBaIOT MEHIO0 KOHMUTYpAIIN, K KOTOPOMY MMEETCS TOCTYII

C MMaHesu yrpasieHus mpuHTepa. KomOrHaMM KiaBuIl 151 JOCTYIIa K 3TOMY
MEHIO C ITaHeJIN YIIpaBJIeHUs 3aBUCSIT OT MO puHTepa. JlonoTHUTEIbHbIE
CBeJIeHMS TIpUBEIIeHbI B PyKOBOJCTBE 0 paboTe ¢ IPUHTEPOM.

Buytpennue cepBepnl neyatu HP Jetdirect mopneps>kusatoT ciemyromiye
TaHeNn YTIpaBIeHusl IPUHTEPOB:

® Kraccrueckas maHenb YIpaBIeHUs: AUCTIIeH ¢ MEHIO M KHOTTKaMU BEIOOpa
rmapamMeTpoB

® [lanHenn apJieHUs ¢ rpadnyecknM nHTepdeiicom: nucrei
C KJIaBUIIIaMHW HABUTAIIMU U MDPOBBIMU KJIaBUIIIAMU (MCIIONb3YETCS
B HOBBIX Momesix mpuHTepoB HP LaserJet)
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Knaccnueckasi mane/Ib ynpaBJieHHs

Ha knaccuyeckux nmaHensx ynpapjieHUs] 0ObIYHO
0TOOpaKaIOTCS IBE CTPOKU 110 16 3HAKOB
B KaXXIOM.

—
Kaxk ormucano B Ta6a. C.1, MeHIO TaHe N < O
ynpasneHust HP Jetdirect mo3BossieT BKItouaTh =
1 BBIKJTIOYATh CETEBbIE TPOTOKOJIBI M HACTPanBaTh i —
HEeKOTOpbIe MapaMmeTphl ceTu. Ha nucrinee manenu
yIpaBJeHUs 1J1s1 yKa3aHKs BHIOpaHHOTO 3HAYeHUST

UCTIONb3YeTCs 3Be3mouKa (*).

Ta6n.C.1  MeHto KnaccuuecKom naHenu ynpasneHus HP Jetdirect (1 u3 6)

dnemeHT MeHro

OnucaHue

KHoIr CETU=

BkntoueHune nnun oTknoueHre Aoctyna K MeHio Jetdirect.
HET (no ymonuanuto): nponyck mexto HP Jetdirect.

OA: noctyn K HP Jetdirect. Heobxoanmo Bbibupate JA* karkablv
pas, koraa TpebyeTca NonyunTb AOCTYMN K MEHIO.

KH®I 802.11B=

(Tonbko ana 6ecnpoBoAHbLIX cepBepoB neyatv 802.11b.)
BrntoyeHne nnu oTkIo4eHne A0CTyNa K MEHIO HACTPOMKK cepsepa
802.11b.

HET (no ymonuyaHuto): nponycK MeH}O.

OA: noctyn K MeHto. Heobxoanmo Bbibupate JA* karkablid pas,

Koraa TpedyeTcs nonyunTb JOCTYN K MEHHO.

Mpwu BbI6ope BapuanTa JA* MOryT BbITb HACTPOEHbI CEAYHOLLME
napamertpei.

Mpumeyanune. Ha 60MbLUMHCTBE KiacCUYecKux naHenen

ynpaBneHusa BCe COOOLLEHUA Ha AuUCnNee BbIBOAATCA

nponucHbiMu BykBamu. [ina o6o3HauYeHns peructpa

npv BBOAE MOC/E KAXKAOrO 3HAKa CTaBMTCA 3HAK «+»

(AnA BEPXHEro perncTpa) u «-» (ANA HKHEro perucTpa).
PEXXWUM: BbibepuTe 0aHY M3 creaytoLinx 6ecnpoBOAHbIX
TOMONOMMiM:

m ClEU (no ymonuanuio)

m NMHOPA. (pexxum cetu ¢ MHGpaCTPyKTypoW)
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Ta6n.C.1  MeHto KnaccuuecKom naHenu ynpasneHus HP Jetdirect (2 u3 6)

AnemeHT MeHo |OnucaHue

KH®I 802.11B= |SSID: BbibepuTe OAWH U3 CEAYIOLLNX BApPUAHTOB:

(npoanomxeHue) m hpsetup (no ymonyaHuio): 3aBoAcKan HacTponKa.
Ha 6onbLuMHCTBE NaHenei ynpaBneHna cTaHAapTHOE UMA
ceTn oToBparkaeTcA NPOMUCHLIMU BYKBaMM, HO BBOAWTCA
CTPOYHBIMM.
m <Cnucok umeH cetv SSID>: BbiGepuTe B CNIMCKE OLHO
13 umeH cetn SSID, oBHapy>KeHHbIX CepBEPOM nevartu.
B <ABTO>: cepBep neuartn aBTomaTUyecku obHapyxuBaeT
umeHa ceter SSID u nbiTaeTcA yCTaHOBUTbL COEAMHEHNUE
C CeTbl0 ¥ NPOWTM NPOBEPKY NOASIMHHOCTU, HAUYMHAA C CETH,
“MetoLLiei HaMBonbLLYIO MOLYHOCTb CUrHana.
m <HACTP>: BBOA HOBOrO MMeHu cetv SSID.
KH®I SSID: atoT napameTp noABnaeTcA, eCnu 3ajaHo,
yto SSID=<HACTP>. B ctpoke SSID= BBeanTe Nonb30BaTENLCKOE
ums B cetv SSID no oaHomy 3Haky. HoBoe uma cetu SSID 6yaet
nobasneHo B cnucok. COOTBETCTBEHHO NPY BBOAE HOBOTO UMEHH
SSID oHo GyAeT 3anMcaHo NoBEPX UMEHOLLIEr0Cs NOMb30BaTENBCKOTO
umehu cetv SSID.

KH®I 802.11B= |AYTEHT. Bribepute 0anH 13 CneaytoLLux METOAOB NPOBEPKH

(NpononxeHue) NOANMHHOCTH ANA CBOEW CeTu:

m OTKPbITO (no ymonuanuto) Ans Belbopa metoaa
«OTKpbITan cuctemar;

m OBLLMIM ana BeiGopa MeToz1a NPOBEPKM MOASIMHHOCTH
«OBLLNN KoY »;

m EAP ans Beibopa oaHoro u3 nogaepxvsaemsix IEEE 802.1x
MEeTOA0B NPOBEPKKU NOANMHHOCTH MO nNpoTtokony EAP,
KOTOPbIE MCMOMb3YHTCA CEPBEPOM MPOBEPKM NOASTMHHOCTH.
CM. MeHto «KH®I EAP».

m PSK ana Beibopa npotokona EAP ¢ nomMoLLbio 06LUero knova
(PSK) B Tex ceTax, rae He UCNONb3yeTCcA CepBep NPOBEPKU
noAnMHHOCTU. CM. MeHto «KH®Im PSK».

KH®I PSK: atoT napameTp otobpaxaeTcs, ecnu 3aaaHo, YTo
AYTEHT.=PSK. BbibepuTe 0AMH 13 CNEAYIOLLNX BApUaHTOB.

HET (no ymonuyaHuio): nponyck Hactpoiku PSK.

JA: nponomxeHnve HacTpoikn PSK. Beeante ¢pasy-naposnb
AnA BxoAa B ceTb, KoTopaa 6yAeT Ucnonb3oBaHa AnA reHepaumu
o6Luero Koya NpoBEPKK NOANMHHOCTH Mo npoTokony EAP

B IaHHOM CeTU.

B ctpoke PHRASE= BBeanTe ¢pasy-naposib N0 OAHOMY 3HAKY.
®pasa-naponb AomkHa UMeTb oT 8 Ao 63 cumsonos ASCII B
LecTHaauatepuyHom popmare ¢ AManasoHoM 3HaueHui ot 21
no 7E (Bkntovaa cumeonbl 0-9, a—z, A—Z v pas3nnyHble crneumnansHble
cumeonsl |, @, #,%,%, M, &, (), .+ = LLLLNA S <> 2,55 ~).
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Tabn.C.1  MeHto KnaccuuecKom naHenu ynpaenexuuna HP Jetdirect (3 3 6)

AnemeHT MeHIO

OnucaHue

KH®I 802.11B=
(npoaomxeHue)

KH®I EAP. 3101 napametp oto6paxaeTcs, ecnu 3aaaHo, Yto
AYTEHT.=EAP. BbibepuTe 04uH U3 CreaytoLLux napameTpos.

HET (no ymonuyaHuio): nponyck HacTpoiku EAP.

JA: Bkntouenue (BKJ1.) unm otkntouenue (BblIKJ1.) npotokona EAP,
MCMONb3yemMoro B AaHHOW CETH.

Ecnu npotokon EAP BkntouaeT Tpe6oBaHus, KOTopble He Bbinu
npesBapuTeNibHO HACTPOEHBI HAa cepBepe nevaru (Taxkve,

KaK MMA nonb3oBartend, naponb, ceptuoukar Jetdirect aaHHoro
yctponctea unu ceptudurar CA ana cepsepa npoBepKu
NOANMHHOCTH), OH He oToBpaXkaeTcs.

MoryT BbITb BKNIOYEHbI CieaytoLLe NpoToKonbl EAP:

LEAP

PEAP

EAP-MD5

EAP/TLS

m EAP-TTLS

MO>XHO BKHOUNTL HECKOJIbKO NPOTOKONOB OAHOBPEMEHHO,
€Cn 3T0 HeoBX0AMMO ANA AaHHOW ceTh. TeM He MeHee,
Ka)KAbli U3 BKITKOUYEHHBIX MPOTOKOIOB MOXET NoTpedoBatb
[IONOJHUTENBHON HACTPOMNKM.

KH®I 802.11B=
(npoaoomxeHue)

JOUHAMUYECKUI: 10T nyHKT oTOBparkaeTcs npy Buibope MeTona
NPOBEPKKU NOANMHHOCTU AnA 6ecnpoBOAHbIX CETew,
NnoAAepXMBaIOLLErO AMHAMUYECKOE LinppoBaHue. Bribepute
OZIMH U3 AOCTYMHBIX NapaMeTpoB.

OCHOBHOW: noanep»<1saetca AMHaMnuecKoe Lwndposarme WEP.

HAOEXHOE: noaaep»>usarotca npoTtokonsl wudposaHua WPA
n WEP ¢ amHamuueckumu Kntoyamu LindposaHma.
Mpwn HacTpomke nposepku noanuHHoctn EAP/PSK Ha cepsepe
neyatu UCnosnb3yeTcA HaAeXKHoe LMdpoBaH1e (MPOTOKONbI
wurpposaHua WPA).
Mpu HacTpoiike nposepku noanMHHocTv EAP/802.1x (Tonbko LEAP)
Ha cepBepe nevatn AoMKeH ObiTb yCTaHOBNEH napameTp Basic
Encryption.
Mpw HacTponke npoBepku noannHHocT EAP/802.1x (Tonbko PEAP,
TLS, TTLS) Ha cepBepe neyatu, B 3aBUCUMOCTH OT TEKYLLUEN CETH,
MOXET ObITb yCTaHOBNEH napameTp Basic encryption unu Robust
encryption. MNpoToKonbl AMHAMMUYECKOTrO LMPPOBAHMA HAXOAATCA
noJ ynpasJsieHnem cepeepa npoBepKu NOANMHHOCTHU U, KDOME TOrO,
JOMKHBI NOAAEPXKMBATLCA TOYKOM AOCTyNA.
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Ta6n.C.1  MeHto KnaccuuecKom naHenu ynpasneHus HP Jetdirect (4 u3 6)

AnemeHT MeHo |OnucaHue

KH®I 802.11B= |LLINPPOB. Npu ncnonb3osaHuu cratnyeckoro wndposaHua WEP
(MpozomkeHue) AaHHbIA 3NIEMEHT 0TOBpaXKaeTCA ANA CNeAYyIOLUNX NapameTpos:
AYTEHT.=OTKPbITO (Otkpbitaa cuctema), AYTEHT.=OBLLINU
(O6wmit kntou) unu EAP-MD5=BKJ1. Bribop ypoBHA
KPUMNTOCTOMKOCTH:

m 128 ana 104/128-paspaaHoro wudposBaHus;
m 64 ana 40/64-pa3pAanHoro WupposBaHus;
m HET (no ymonuaHwuto).

KJTHOY TX: aaHHbIM anemeHT otobparkaetca npw Belibope 128- unu
64-pa3pAaaHoro WudpoBaH1A U UCMNONb3YETCA ANA HACTPONKK
aKTMBHOTO Kioua nepeaauu AaHHblx. Beibepute oaHO 13 nonei
Kftoua nepeaayr AaHHbIX (kntod 1, 2, 3 unu 4). BuibpaHHbIi Kitoy
[OJKEH COOTBETCTBOBATL OAHOMY M3 EHCTBUTESNIbHBIX 3HAYEHUI
kntoya WEP. Ecnun gonyctumoe 3HayeHve kntoya WEP
He HasHaueHo, B Ka4YeCTBe KitoYa nepeaayun aaHHbIx Byaet
UCNONb30BaH NEPBLIA M3 0OHAPYKEHHbBIX AEACTBYIOLLMX KIHOUEH.

KJTHOY CFG #: 370 MeHIo MCMONb3yeTCA ANA HACTPOMKM 3HAUYEHWH,
KoTopble ByAyT COOTBETCTBOBATL 4 pasHbIM NONAM Kioua
(3mech # o6o3Hauaet none Koua).

HET (no ymonyaHuto): NponycK HaCTPOMKK AAHHOTO Kitoya.
JA: HacTporKa 3HaYeHna AaHHOro Kova.

3HaueHuA Kouen BBOAATCA B LLeCTHaAUATEPUYHOM popmare
C MOMOLLbH OYKBEHHO-LIMPPOBLIX CUMBOJIOB.
LLlectHaauartepuyHble umdpsbl (0-9, A—F) BBOAATCA NO 0AHOMY
paspaay (aBe uMdpbl), Npu 3ToM oTobparkaetca OyKBEHHbIN
CMMBON ANA AaHHOTO 3HAYEHUA.

[na 40/64-paspaaHoro WwndpoBaH1a AaHHbIX BBEANUTE

5 paspaaos (10 unép). Ana 104/128-paspaaHoro LwnpposaHua
AaHHbIX BBeauTe 13 paspanos (26 umép).

802.11B: coxpaHeHue unu cbpoc napametpos BecnpoBoaHOM

cetn 802.11b, yCTaHOBNEHHbLIX Ha cCepBepe nevaru.

m COXP.: noaaep»<ka HaCTPOEHHbIX NapameTpos.

m CBPOC: BoccTtaHOBNEHME 3aBOACKMX HACTPOEK. 3HaYeHunA

napameTpoB, 3aAaHHbIX A9 APYrUX CeTEBLIX NPOTOKOMOB,
He cOpacbiBatoTca. [ind npocMoTpa UCXOAHbIX 3HAUEHWIA
napameTpOB HY>XHO BbIATM M3 AAHHOTO MEHIO NaHenm
ynpasneHua u CHoBa OTKPbLITb ero.

TCP/IP= BkntoueH nnm oTKOUEH CTEK NPOTOKOMOB.
IPX/SPX= BKJ1. (o ymonuaHuio): NpOTOKON BKJTHOYEH.
DLC/LLC= BbIKJ1.: npoTokon oTKAoueH.

ATALK=
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Tabn.C.1  MeHto KnaccuuecKom naHenu ynpaenenuna HP Jetdirect (5 3 6)

AnemeHT MeHIO

OnucaHue

KH®I TCP/IP=

Brkntouenne noctyna Kk meHo TCP/IP u HacTpoiika napameTpos
npotokona TCP/IP.

HET (no ymonuanuio): nponyck nyHktoB meHto TCP/IP.
OA: noctyn Kk nyHktam mexto TCP/IP.

B meHto TCP/IP moxxHO ykasaTtb 3HayeHna BOOTP=[A* nnu
DHCP=0A* ans napameTpos TCP/IP, koTopble OyayT aBTOMaTUUECKH
HacTpaunsarbca cepsepom BootP nnv DHCP npu BkntoueHuu npuxtepa.
Ecnv cepsep neuyatn umeeTt apenay cepsepa DHCP, npwv BbiGope
3Hayenna DHCP=/JA* mo)xHo HacTpouTb napameTpsl DHCP.
Ykaute 3HaueHne «KHOI DHCP=[A*» ana HacTponku
cneayroLmMx napamMeTpos.
m OCBOBOUTb: BbiGop BapuaHTa «JA» ana ocBoOOXAEHUA
nnn «HET» anA coxpaHeHua TekyLuen aperasl cepsepa DHCP.
m OBHOBMWTb: BrIGop 3HaueHua «OA» ana 0OHOBNEHUA
Tekywei apenasl DHCP unun «<HET» anA ee coxpaHeHus.
Ecnv ykasatb 3HayeHne «<BOOTP=HET*» n «DHCP=HET*»,
MOXXHO BbiBpatb BapuaHT «ABTO IP=[A*» anA aBTOMarnyeckoro
HasHayeHud noKanbHoro aapeca 169.254.x.x.
Ecnu ykasatb 3Hauenua «<BOOTP=HET*», «-DHCP=HET*» u
«ABTO IP=HET*», T0 Ha naHenu ynpasneHnA MOXHO BPYYHYIO
ycTaHasnueartb cneaytowimne napametpol TCP/IP:
B Kaxabli 6aiT agpeca IP (IP)
m Macky noacetun (SM)
m cepsep Syslog (LG)
® W3 no ymonyanuo (GW)
B Tanm-ayT (no ymonuauuio — 270 cekyHa, 0 : Tanm-ayT
OTKJTIOYEH)
HaneuaraiTe cTpaHuuy KoHdurypauuu Jetdirect ana nposepku
HacTpoeK. CneslyeT OTMETUTb, UTO 3HAUYEHWSA BblOPaHHbIX
napameTpoB MOryT ObiTb U3MEHEHbLI CEPBEPOM Neyatu
ans o6ecneyeHna HopManbHOU pabdoTbl.

CFG IPX/SPX=

Brntouenne goctyna Kk meHto IPX/SPX n Hactpoika napameTpos
npotokona IPX/SPX.

HET (no ymonuyaHuio): nponyck nyHKToB MeHto IPX/SPX.
JA: noctyn k nyHkTam meHto IPX/SPX.

B meHio IPX/SPX mMoxHo ykasaTte napametp Tun ¢pesima,
UCMONb3yeMbI B CETU:
m  ABTO (no ymonuaHuio) yctaHaBnMBaeT TN NePBOro Nofy4YeHHOro
dpeiima v pacnosHaeT pperMbl TONILKO 3TOro TMna
m  Twvnbl dpenmos ana kapt Ethernet: EN_8023, EN_II, EN_8022,
EN_SNAP
m Tunbl ppeiimos ana kapt Token Ring: TR_8022, TR_SNAP
B mento IPX/SPX ana kapt Token Ring Mo)<HO Takxe ykasatb
napameTpsbl Tun mapupytusaumnn NetWare, BkntoyaroLime
«SRC RT=ABTO» (no ymonuanuto), «BblKJ/1.», «OTAEJIbHbIE
MAPLL.» nnn «BCE MAPLLL.».
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Tabn.C.1  MeHto KnaccuuecKom naHenu ynpaenexuuna HP Jetdirect (6 n3 6)

AnemeHT MeHo |OnucaHue

(Tonbko ana cepBepos nevatv 10/100Base-TX.) Buibop pyu4Ho#

KHoI HaCTPOWKK CeTeBOro coeanHeHua cepsepa nevatn HP Jetdirect.
COEONHEHWA= |HET (no ymonyaHu1io): NponyCcK MyHKTOB MEHIO HACTPOMKH
coeAnHeHud.

JA: [oCTyn K NyHKTAM MEHK0 HAaCTPOWKKU COEMHEHUS.

B cetax 10/100Base-TX BbiIBpaHHbIE CKOPOCTb COEAMHEHNSA U PEXKUM
CBA3K A0/MKHbI COOTBETCTBOBATL NapamMeTpam UCNosb3yeMown CEeTH.
MO)XHO yCTaHOBUTb OAHO U3 CEAYIOLLMX 3HAYEeHUI NapameTpoB
coenHeHus.

ABTO (no ymonuaHwio): cepBep neyat aBTomatuyecku 6yaet
HaCTpPOEH AANA COOTBETCTBUA CKOPOCTU U PEXKMMY CBA3MU B CETH.
Ecnun aBTOMaTMyecKyro HaCTPOMKy BbINOMHUTL HE YAACTCA,
6yneT Mcnonb3oBaH NonyaynnekcHbli pexkum 100TX.

10T MONY: 10 M6ut/c, nonyaynneKcHbIi pexkum paboTsi.

10T MOJH.: 10 M6uT/c, AynneKcHbIA pexvm padoTs

100TX, NONYAYMNIEKC: 100 M6uT/c, nonyAynieKCHbI Pexum
paboThi

100TX MOJIH.: 100 M6uT/c, AynneKcHbIi pexum padoTsl

WEB= [ns ynpaBneHus HaCTPOMKaMK yKaxuTe, OyAeT M BCTPOEHHbIN

Web-cepBep paspeLuatb NoAKIO4EHNE TONLKO No npoTtokony HTTPS

(3awmwenHomy HTTP) unu no o6oum npotokonam: HTTP uHTTPS.

HTTPS: anAa s3awuLieHHOro NoAKNIYEHUA AOMYCKAETCA TONbKO
noZkntoueHve no npotokony HTTPS. CepBsep nevatu 6ynet
BbICTYNaTh B KQYeCTBE 3allWLLIEHHOrO y3na.

HTTP/HTTPS: paspeweH aoctyn no npotokony HTTP u HTTPS.

BE3OMACHOCTb= | YkasbiBaeT, By AyT niv COXpaHeHbl TEKyLLME NapameTpbl 6e30MacHOCTH

cepBepa nevartu Ui BOCCTaHOBNEHb! 3aBOACKUE HACTPOMKM.

COXP. (no ymonuaHuio): noaaep»Ka TeKyLLUx napameTpos
6e3onacHoCTy.

CBPOC: Bo3Bpat napameTpoB 6€30MacHOCTU K 3aBOACKUM
HacTpouKam.
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ITanesb ynpaBJjieHus ¢ rpapuaecKum
unTepdeiicom

ITanenu ympaBneHust ¢

rpaduueckumM uHTepdeiicom
00BIYHO OTOOpazkaroT 18 3HaKOB
B CTPOKE, KOJIMYECTBO CTPOK

He MpeBbIIIaeT yeTbipeX. Kpome
TOT0, Ha HEKOTOPBIX MOJIEIISIX

C IIOMOLIBIO ITPOKPYTKU MOZKHO
BBIBOJIWTDH HAa O9KpPaH OOINOJHUTEIBHBIC CTPOKHU.

Ha manemm ynpapieHms ¢ rpadpraecknM MHTepdEcoM s TOCTyIa
K aneMeHTaM MeHI0 HP Jetdirect Mcnonb3yroTcst KIIaBUIIM HaBUTAIIANA 1
urdpossle kKinaBuim. OnvcaHue 31eMeHTOB 1 GyHKIUi MeHto cM. B Tabn. C.2.

Tabn. C.2

MeHIo naHenu ynpasneHus ¢ rpadpuuecKkum uHTeppencom

HP Jetdirect (1 u3 7)

AnemeHT
MeHIo

DYHKUUH

OnucaHue napameTpoB

802.11b

PEXXM

Bbi6epuTe oAHY M3 cneaytoLmx 6ecnpoBoOAHbIX
TOMOMNOMMK:

m ClEL (no ymonuanwio)

m MHOPACTPYKTYPA

802.11b
(npoaonmxexune)

MMA CETU

YkasbiBaeT uma cetu (SSID). Buibepute oanH
13 cneayoLMx BapuaHToB:
hpsetup (no ymonuanuio): s3HaueHune SSID
no YMOMYaHHo, 0BbIYHO UCTIONb3yemMoe
npv NepBOHaYanbHOW HACTPOMKE.
<ABTO>: cepBep neyat aBToMaTMyecKu
obHapy»xuBaeT umeHa ceTen SSID u nbitaetca
YCTaHOBWUTb COEAUHEHWE C CETHIO U NMPOMUTH
nNpoBepPKY NOASIMHHOCTHU, HA4YNUHAA C CETH,
MMetoLLEen HanBoMbLLYIO MOLLIHOCTb CUrHana.
<CnucoK UMEH CeTU>: AOCTYNHbIE UMEHA CeTeN
SSID, o6Hapy»KeHHbIE CEpBEPOM NeyvaTy.
<HACTPOEHHOES>: ncnonb3oBaHue MeH
«HACTPOEHHOE UMA» ana BBoaa
nonb3oBaTenbCKoro mexn cetm SSID.

802.11b
(npoaonxexue)

HACTPOEHHOE
MMA

BeeaunTe [0 32 cMMBONOB B Ka4ecTBe HaCTpavBaemMoro
umenn cetu (SSID). CooTBETCTBEHHO NpH BBOAE
HoBoro umeHu SSID oHo ByaeT 3anMcaHo noBepx
MMEHOLLIErocA NoJsib30BaTeNbCKOro uMexn cetm SSID.
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Tabn. C.2

MeHIo naHenu ynpasneHus ¢ rpadpruuecKkum uHTeppencom

HP Jetdirect (2 u3 7)

AnemeHT
MeHIo

DYHKUUH

OnucaHue napameTpoB

802.11b
(npoaomxeHue)

T™n
AYTEHTUOUK.

Bbi6epuTe 0AMH U3 cneaytoLLnMX METOA0B NPOBEPKM

NOANMHHOCTHU ANA CBOEN CETU:

OTKPBITAA CUCTEMA: nposepka NoAAMHHOCTH
ceTu He TpeByeTcA U He NPUMeEHAETCA.

OBLLIMM KITHOY: TpebyeTcs Koy LUMGPOBaHKA
WEP anqa kaxxaoro yctpoicTtsa TeKyLuen
6ecnpoBoAHOM ceTh. [AnA HACTPOWKM Kitouen
wudpposaHna WEP ncnonbsynte MeHto
«KOHOUTYP. KITHOYEN».

EAP/802.1x: TpebyeTca HacTpoitka npoTokonos EAP
BMECTE C CEpBEPOM MPOBEPKM NOANUHHOCTH,
MCMONb3yeMblX AN AaHHOW ceTh. [1na HacTPOnKK
npotokonos EAP ucnonb3yite MeHto
«KOHOUI'YP. EAP». [inAa napameTtpoBs
KOHOUrypauun EAP/802.1x MoxeT notpe6oBaTbes
naposib, KOTOPbIM MOXET BbiTb 3aaH B MEHIO
«BesonacHocTb».

EAP/PSK: TpebyeTca HacTpoiika NpOTOKOMNOB
EAP/PSK, koTopble UCMONb3yHOTCA Ha cepBepe
NPOBEPKMU NOASIMHHOCTU AaHHOW CETU.
Ucnonbayite meHio «KOHOUTYP. PSK»

Ana reHepauuu obuuero kntova PSK.

802.11b
(npoaonxexue)

KOHOUTYP.
EAP

3T0 MEHHO AOCTYMHO TOMLKO Nocne Boibopa NpoToKona
npoBepKu NoanMHHOCTH EAP. MoryT 6bITb BKIOYEHbI
cneayroLime nNpoTOKOsbl NPOBEPKKU NMOASIMHHOCTK:

m LEAP

m PEAP

m EAP-MD5

m EAP/TLS

m EAP-TTLS

MOXHO BK/THOUYUTb HECKOJIbKO MPOTOKONOB
OAHOBPEMEHHO, EC/NK 3TO HEOOX0AMMO ANS AaHHOM
ceTu. TeM He MeHee, Karkabli U3 BKIHYEHHbIX
NPOTOKONOB MOXET NoTpe6oBaTh A0MNONHUTENBHOM!
HaCTPOWKM.
[na ka)xaoro NpoToKona NPoOBEPKK NOAAMHHOCTH
AOCTYMNHbI CNEAyoLLMe napameTpsi.

BbIKJ1. (no ymonuyaHnuto): oTKnioYeHo

BKIJ1.: BKNtoueH.

Onanpotokonos PEAP, EAP-TLS, EAP-TTLS moxxet
oTobpakatbea napametp «<HEOBXOAWUM CEPT.»,
yKasblBatoLLMiA, 4TO ANA cepBepa nevatn JOSKeH
ObITb NPeAyCTaHOBNEH LMGPOBON CepTUDHKAT.
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Ta6n.C.2 MeHto naHenu ynpasneHus ¢ rpadpuyecKum uHTepdencom
HP Jetdirect (3 u3 7)

AnemeHT
MeHIo

DYHKUUH

OnucaHue napameTpoB

802.11b
(npoaomxeHue)

BE3OIAC-
HOCTb

310 MeHIo oToBparkaeTcs ToNbKO nocne Beibopa

npoToKoNa NpoBepkn noannHHocT EAP. OHo

no3BoJIAET HacTpamBaThb cleayloLie napameTpsbl.

MMA MNOJIb3OBATEJIA: nmA nonb3osatend
ZaHHoro yctpoicTea. MoxkeT BbiTb BBEAEH TEKCT
ANVHOM [0 64 CMMBONOB.

MAPOJb: naponb yctpoiictea. MoxeT 6biTb BBEAEH
TEKCT A/IMHOM A0 64 CUMBOJIOB.

OMHAMUYECKHUE KJTKOYW: a1OT NyHKT
oTobpakaetca npu BuIGOpe MeToAa NPOBEPKHU
NOZANMHHOCTH AnA 6eCNPOBOAHLIX CETENH,
noAAepXXusaroLLero AMHaMU4yecKoe WindposaHue.
Bbi6epuTe 0AMH U3 AOCTYMHbLIX NApaMeTPOB.
OCHOBHOW: noanep»«usaeTca AMHAMMYECKOe
wnpposaHne WEP.
HAOEXXHOE: noanep»usarotca NPOTOKONbI
wupposaHna WPA n WEP ¢ aMHamuyeckumu
KoYamMu WuppoBaHuA.
Mpw HacTpoiike npoBepku noannHHocT EAP/PSK
Ha cepBepe neyarn UCMonb3yeTcA HaAeXKHoe
wnppoBaHue (npotokonbl Wwudposanua WPA).
Mpu HacTpoitke NnpoBepku noanuHHocTM EAP/802.1x
(Tonbko LEAP) Ha cepBepe neyaTtu AomKeH ObiTb
ycTaHoBsneH napametp Basic Encryption.
INpu HacTpoiike nposepkn noanuHHocTn EAP/802.1x
(Tonbko PEAP, TLS, TTLS) Ha cepBepe nevatu,
B 3aBMCMMOCTH OT TeKyLLe# CeTh, MOXET ObITb
ycTaHoBneH napameTp Basic encryption nnm
Robust encryption. lMpoTokonsl AMHaMHUYeCKoro
LMdpoBaHUA HaxoAATCA NOA ynpasieHnem
cepBepa NpoBEPKM NOANIMHHOCTU U, KpOME TOro,
AOMKHBI NOAAEPXKMBATLCA TOUKOW AOCTyna.

KOHOUIYP.
PSK

®PA3A-TTAPOJIb: BBEeanTe dppasy-naponb aAnq
BXOJa B CeTb, KoTopas ByaeT ucnonb3oBaHa and
reHepaumuy 0BLLEro KNkoua NPOBEPKU NOANMHHOCTH
no npotokony EAP B naHHoOM ceTu.
®dpasa-naposb A0MKHA UMETb OT 8 10 63 CMMBOOB
ASCI| B wecTHaauatepuyHoM popmare ¢
AvanasoHoM 3HayeHui ot 21 fo 7E
(Bkntoyaa cumsonbl 0-9, a—z, A—Z v pasnuyHble
cneuunanbHele cumeonel |, @, #, $, %, N, &, (, ), _, +,
=s-50HLLNA S <> 2,50 ).
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Ta6n.C.2 MeHto naHenu ynpasneHus ¢ rpadpuyecKum uHTepdencom
HP Jetdirect (4 3 7)

AnemeHT
MeHIo

DYHKUUH

OnucaHue napameTpoB

802.11b
(npoaomxeHue)

LLIM®POBAHME

310 MeHI0 oToBparkaetca nocne Belbopa MeToaa
NPOBEPKMU NOAIMHHOCTH «OTKpbLITaA cUCTEMa»,
«O6Lwmit kntoy» unu EAP-MD5. Beibepute ypoBeHb
KPUMTOCTOWKOCTM AINIA UCMONb3YEeMOro CTaTUHEeCKOro
knoya WEP:

128-BUT WEP: Bbibop 104/128-paspsaaHoro kntoua WEP.
64-BUT WEP: BbiBop 40/64-paspaaHoro kntoua WEP.

HET: (no ymonuaHuio) yKasbiBaerT, 4To LuMdppoBaHue
He 3azaHo.

Kntoun wnopposanuna WEP HacTpausatotca

¢ noMoLbio MeHio «<KOHOUIYP. KITHOYEM».

802.11b
(npoaomxeHwue)

KOHOUIYP.
KJTHKOYEMN

3710 MeHI0 oToBparkaeTca TONbKO Npu Beibope
128-paspaaHoro unv 64-paspagHoro knoya WEP.
JaHHoe MeH!o ucnonb3yeTca And HasHayeHUA nonen
ANA Koyen nepefayn AaHHbIX U 3HAYEHUI KNoYen
WEP. JocTtynHbl yeTbipe nona (kntod 1, 2, 3 u 4),
0/IHaKOo BbIOpAHHOE NoNe JOMKHO COLEPIKATb
aonyctumoe 3HaveHue kntoya WEP. Ecnn gonyctumoe
3HauyeHue knouya WEP He HasHaueHo, B kayecTse
KNtoYa nepesauun AaHHbIX OyEeT UCMOb30BaH
nepBbli U3 0BHAPYXKEHHBLIX AEUCTBYIOLLMX KOUEN.
KNKOY NEPEOAYN OAHHBIX: BbiGepuTe none

aKTMBHOrO K/oYa nepeaayv AaHHbIX (kv 1, 2, 3, 4).

METO/[ BBOJA: BuibepuTe dpopmar Ana BBOAA
3HauyeHun knouen WEP.

m LLIECTH: BBOA 3HAY€HUM C NOMOLLBIO
LecTHaauatepuyHbix umop (0-9, a—f unu A-F).

m BYKBEHHO-LIM®POB: BBOA 3HaYeHMUM
C NMOMOLLbIO A0MYCTUMBIX OYKBEHHO-LIMPPOBbIX
cumsonos ASCII (0-9, a-z, A-Z).

KNKOY 1 — KJTHOY 4: BBOA AENCTBUTENBHOTO KNTHOYa

WEP B ka)xaoe none knoya.

m [lnA 3anucu B WecTHaauarepuyHom popmare
Heobxoanmo Beectv 10 undp (ana 40/
64-pa3paaHoro LWKMGpPoBaH1a) unun 26 LMop
(ana 104/128-paspaaHoro LwndpoBaHua).
LLlectHaauatepuyHble uncna BBOAATCA
6e3 yyeta perucrpa.

m [InA 3anucu B ByKBEHHO-UMdPOBOM dopmare
BBeauTe 5 cumBonoB (Ana 40/64-paspaaHoro
wndposaHua) unu 13 cumsonos (ana 104/
128-paspaaHoro WwndpoBaHue).
BykBeHHO-UMbPOBLIE 3aNUCK BBOAATCA
C y4eToM peructpa.
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Tabn. C.2

MeHIo naHenu ynpasneHus ¢ rpapuuecKkum uHTeppencom

HP Jetdirect (5 u3 7)

AnemeHT
MeHIo

DYHKUUH

OnucaHue napameTpoB

802.11b
(npoaomxeHue)

CBEPOC
802.11b

JA: cbpoc napametpos becnpoBoaHoi cetn 802.11b
cepBepa neyar v Bo3Bpar K 3aBOACKNM HACTPOMKaM.
3HayeH1A napameTpoB, 3aAaHHbIX ANA APYruxX
CeTeBbIX MPOTOKONOB, He cOpackiBatoTCA.

[na npocmoTpa UCXoAHbIX 3HAYEHUI NapamMeTpoB
HY>XHO BbIATU U3 AaHHOro MeHK naHenu ynpaesneHua
1 CHOBA OTKPbITb €ro.

HET (no ymonuaHutio): napametpbl 6ecrnpoBoAHOM

cetv 802.11b He cOpacbiBatoTcA.

TCP/IP

BK/TTOYEHUE

BKJ1.: Bkntouenne npotokona TCP/IP
BbIKJ1.: otkntouenne npotokona TCP/IP

TCP/IP
(npoaomxeHwue)

MMA XOCTA

CTpoka B 6yKBEHHO-UMPPOBOM popmate ANMHOM
10 32 cMMBOIOB, UCNOMb3yeman Ana uaeHTUGUKaLnm
ycTponcTBa. OT0 MMA MPUBEAEHO Ha CTpaHuue
KOHPuUrypaumu Jetdirect. MUma no ymonuaHuto —
NPIXXXXXX, FA€ XXXXXX — LUeCTb NOCAeAHUX LUndp
aapeca yctpounctea fiokanbHoi cetv (MAC).

TCP/IP
(npoaonxexue)

CMNoCcoB
HACTPOWKM

YKasblBaeT cnocod HACTPOWKK NapameTpoB

npotokona TCP/IP cepsepa neuatu Jetdirect.

BOOTP: ucnonb3osaHve BootP (Bootstrap Protocol)
ANA aBTOMaTUYECKOM HaCTPOMKM € cepaepa BootP.

DHCP: ucnonssosanve DHCP (Dynamic Host
Configuration Protocol) anAa aBTomartnyeckoin
HacTtpoikn cepsepa DHCP. Ecnu aTtoT napametp
BblGpaH npu Hanuuun apeHasl DHCP, 6yayt
noctynHbl MeHto «OCBOBOANTb DHCP» 1
«OBHOBWTb DHCP» ana HacTpoiku napameTpos
apeHasl DHCP.

ABTO IP: aBTOMaTnyeckoe HasHauyeHue |IP-aapeca
NoKanbHOW ceTn. ABTOMaTnyeckn npuceamBaeTca
aapec B popmare 169.254.x.x.

BPYUHVYIO: meHio «HACTPOMKA BPYYHYO»
AnA HacTpoiku napametpos TCP/IP

TCP/IP
(npoaomxeHwue)

OCBOBOANTb
DHCP

310 MeHto oToBparkaeTcs npwu BelBope Ans
napametpa «CMOCOB HACTPOWKM» 3Hauerua
DHCP u Hannunn apenasl DHCP ana tekyLuero
cepsepa nevaru.
m HET (no ymonuaHuto): coxpaHaeTca TekyLiaa
apeHaa DHCP.
m [JA: Tekywan apeHaa DHCP, a takxe
apeHaoBaHHbIi IP-aapec, ocsoboxaatotcs.
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Tabn. C.2

MeHIo naHenu ynpasneHus ¢ rpadpruuecKkum uHTeppencom

HP Jetdirect (6 u3 7)

AnemeHT
MeHIo

DYHKUUH

OnucaHue napameTpoB

TCP/IP
(npoaomxeHue)

OBHOBUTb
DHCP

310 MeHto oToGpaXkaeTcaA Npw Belbope ana napametpa
«CMNOCOB HACTPOMKM» 3Hauerra DHCP v Han1uum
apeHasl DHCP ans Tekyllero cepsepa nevatu.
m HET (no ymonuaHuio): ana cepsepa nevaru
He TpebyeTca obHoBneHue apeHab DHCP.
m [A: anq cepsepa nevatn Tpedyertca
06HOBNEHME TeKyLLen apeHasl DHCP.

TCP/IP
(npoaonmxexune)

HACTPOMKA
BPYYHYHO

(OoctynHo Tonbko npu BeIBOpe AnA napameTpa

«CMNOCOB HACTPOMKW» sHaueHna «BPYUHYHO».)

MapameTpbl HaCTPanBaroTCA C NOMOLLLIO NaHeNM

ynpasneHua NpuHTepa.

IP-AAPEC n.n.n.n: yHukanbHbiv IP-aapec npuHtepa,
rae n — 3Havenue ot 0 go 255.

MACKA MNMOACETKM m.m.m.m: macka noacetv
AnA nNpuHTepa, rae m — 3Havexune ot 0 o 255.

CEPBEP SYSLOG n.n.n.n: IP-anpec cepsepa
Syslog, ncnonb3yemoro Ana nonyyYeHua u 3anucu
coobLLeHuit syslog.

LLIJTKO3 MO YMONYAHUIO n.n.n.n: IP-aapec wnto3a
WM MapLUpyTM3aTopa, MCNosb3yeMoro AnA CBA3M
C APYrMMHU CETAMM.

TAMM-AYT MPOCTOA: 3HaueHue Tavm-ayTa
(B CeKyHAax), N0 UCTEYEHWM KOTOPOTro CepBeEp NeyaTn
3aKpbIBAET HE3AHATOE COEAMHEHME (MO YMONYAHNI0 —
270 ceKyHA, 0: OTKOYEHWE TakM-ayTa).

IPX/SPX

BKJTFOYEHUE

BKJ1.: BkntouerHune npotokona IPX/SPX
BbIKJ1.: oTkntoueHne npotokona IPX/SPX

T™nN
OPEMMA

Bri6op Tvna dpeiima anA Ucrnonb3yemoii ceTu.

ABTO (no ymonuaHuio): cepsep nevatv aBToMaTyecku
yCTaHaBnMBaeT U orpaHMunBaeT Tun ppenma
B COOTBETCTBUM C TUMOM NEPBOro 0BHAPYIKEHHOTO
dpeima.

EN_8023, EN_II, EN_8022, EN_SNAP: pasnuuHbie
TMnbl dperimoB Ana ceTen Ethernet.

TR_8022, TR_SNAP: pasnunyHble Tunbl ppenmon
ana ceten Token Ring.

T™n
MAPLLPYTH-
3ALINKN

Tonbko ana ceten Token Ring. YkasaHue 3HaueHun

napametpa Tun mapLupytnzaumm NetWare

ABTO (no ymonyaHuio): Tun MapLupyTu3aumm B CeTv
pacnosHaeTcA aBTOMaTUYECKHU.

BbIKJ1.: Bce nakeTbl otTnpaenaAtotca 6es
MapLLpyTU3aLmnm1, MPUHUMAOTCA NaKeThbl TONbKO
13 CBOEro KofbLa.

BCE MAPLLPYTbIl n OTAE/IbHbIE MAPLLUPYTbI:
BCE NaKkeThbl MOChITATCA C MapLupyTM3aumen
(Ana WMpoKoBeLlaTenbHON PacchifiikK, a TakKe
€C/M MapLUpPyT HEM3BECTEH).
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Tabn. C.2

MeHIo naHenu ynpasneHus ¢ rpapuuecKkum uHTeppencom

HP Jetdirect (7 u3 7)

AnemeHT
MeHIo

DYHKUUH

OnucaHue napameTpoB

ATALK

BK/IFOYEHHUE

Tonbko ana ceten Ethernet/Fast Ethernet.
BKJ1.: Bkntouenune npotokona AppleTalk
BbIKJ1.: otkntouenne npotokona AppleTalk

DLC/LLC

BK/MFOYEHUE

BKJ1.: Bkntouenne npotokona DLC/LLC
BbIKJ1.: otkntouenne npotokona DLC/LLC

BE3OIMNACHOE
WEB-
MOAKNIOYEHNE

OnAa ynpaBneHus HacTpokamu ykaxkute, Oyaet nu
BCTpoeHHbln Web-cepsep paspeluarb noaknoyeHne
TonbKo no npotokony HTTPS (3awmwwenHomy HTTP)
unun no o6oum npotokonam: HTTP u HTTPS.
TPEBYETCA HTTPS: ana 3awwuwieHHoro
NOAKMNIOYEHUA A0NYCKAETCA TONbKO NOAKMIOYEHNE
no npotokony HTTPS. Cepsep neuatu Byaet
BbICTYNaTh B KA4YeCTBe 3aLLUULLIEHHOrO y3na.
AOMONHUTESIbHO HTTPS: paspeluex aoctyn
no npotokony HTTP n HTTPS.

CBEPOC
NMAPAMETPOB
BESOMNACHOCTU

YkasbiBaeT, OyayT SiM COXPaHEHbI TEKyLLME
napameTpbl 6e30MacHOCTM cepBepa nevatu
MM BOCCTAHOBNEHbI 3aBOACKME HACTPOMKM.
HET (no ymonuyaruio): noAAepKa TEKYLLIMX
napametpos 6e30MacHOCTH.
JA: Bo3Bpar napameTpoB 6e30nacHocTv
K 3aBOZCKMM HacCTpOMKam.

CKOPOCTb
COEOMHEHMA

(Tonbko anqa cepsepos neyatn 10/100Base-TX.)
Bbibop ckopocTh 1 cnocoba coeanHeHua ans
cepBepa neyatn 10/100TX. Ans npasunsHon padoTsl
NMOAKMNIOYEHUA 3HAYEHUA NapamMeTpoB A0SKHbI
COOTBETCTBOBATL MCMOJIb3YEMOW CETH.

ABTO: (3HauyeHune no ymonuanuto). Cepsep nevatu
aBTOMaTnyecky ByaeT HaCTPOEH ANA COOTBETCTBMA
CKOPOCTU U PEXXUMY CBA3K B CETU.

Ecnu aBTOMaTM4eCKyro HaCTPOMKY BbINOMHUTD
He yaacTcs, ByAeT MCNONb30BaH NONYAYNNEKCHbIN
pexkum 100TX.

10T NONY: 10M6uTt/c, nonyAynneKCHbIN PEXUM
pabortbl.

10T MOJTH.: 10 MéwuT/c, BynneKcHbIi pexxum padoTsi.

100TX, MONYAYMNNEKC: 100 M6wut/c,
nonyaynneKCcHbI pexxum paboTsl

100TX MOJIH.: 100 M6uT/c, BYNNEKCHBIA PEXKUM
pabortbl
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3assaenue 00 OpenSSL

Ycaosus npumenenns nakera OpenSSL

© 1998-2000, OpenSSL Project. Bce npasa 3ammiieHsl.

PaCHpOCTpaHCHI/IC M MCIIOJIb30BaHKE B UCXOJHOM MM IBOMYHOM (bopMe, C MOI[I/I(IJI/IKaLII/IHMI/I
wim 6e3 HUX pa3pelmaeTcda TOJIbKO IIpU coboneHnn CIIe1yIOLIMX YCIOBUIA.

1. PaCHDOCTpaHCHI/Ie HMCXOOHOI'O KOJa NOJ2KHO IMTPOU3BOOUTHCSA IIPU cobmoneHun MIPUBEOECHHOTO
BBILLIE YBEOOMIIEHUA 00 ABTOPCKHX IIpaBax, CIIMCKa MepPEeUYNCICHHBIX yCJ'IOBI/Iﬁ U IIPUBEOECHHOTO
HMKE 0TKa3a OT MPeJOCTABJIEHUS] TApaHTUI.

2. PacripocTpaHeHue B IBOMYHOM HopMe TOTKHO MPOU3BOIUTHCS IIPU COOTIONEHUM
TPUBEIEHHOTO BBILIE YBeTOMIIEH!SI 06 aBTOPCKUX TpaBax, HACTOSILIErO CIIMCKA YCIOBUI

¥ IPUBEIEHHOTO B HIDKE OTKA3a OT MPeI0CTaBIeHUsI TapaHTHIA, COIEPIKAIerocsi B mpuiaraeMoi
TIOKYMEHTALMK /WK IPpYruxX Matepranax, BXOISLIUX B KOMIUIEKT MOCTAaBKU.

3. JTroGble peKTaMHbIe MaTepUalibl, B KOTOPBIX YIIOMUHAIOTCST (DYHKIIMOHATIbHBIE BO3MOXHOCTU
WIN cTIOCOOBI CITOIb30BAHUS TAHHOTO IIPOTPAaMMHOTO obecrieueHus], TOJKHbI BKITF0UaTh
crefyioliee yBeIoMIeHue:

«JaHHBII TPOLYKT BKJIFOYAET IPOrpaMMHOE 0becriedeHue, pa3paboTaHHOE B paMKax IIPOEKTa
OpenSSL Project miust ucnionbzosanust B OpenSSL Toolkit. (http://www.openssl.org/)»

4. HazBanust «<OpenSSL Toolkit» u «OpenSSL Project» He TOKHBI NCTIOIB30BATHCS TSI pEKJIaMbl
WIN TIPOABMXKEHHUS TPOAYKTOB, KOTOPbIE U3HAYAILHO MTPOUCXOMIST U3 JAHHOTO ITPOTPAMMHOTO
obecrieueHus1, 6e3 mpeaBapuTeIbHOrO MMCbMEHHOT0 pa3pelleHusl. 3a MMCbMEHHbIM pa3peleHueM
obpalaiiTech 1o aapecy: openssl-core@openssl.org.

5. TIponyKThl, ”3BHAYATBHO MPOUCXOASILLIME U3 JAHHOTO IIPOrPaMMHOT0 06ecTieueHusl, He TOJKHBI
HasbIBaThcs «OpenSSLy, uMs «OpenSSLy» He TOKHO BXOIUTD B MX Ha3BaHUS 6€3 TpeIBapuTeIbHOTO
MUChbMEHHOTO pa3pelieHus co ctopoHbl OpenSSL Project.

6. PacripoctpaHenue B Kakoii ObI TO HU ObIIO (hopMe TOJKHO IPOU3BOIUTHCS MTPY HATMYUT
CIIEIYIOLIETO YBENOMIEHNSI:

«JaHHBII TPOLYKT BKJIIOYAET TPOrpaMMHOE 0becrieyeHne, pa3paboTaHHOE B paMKax IIPOEKTa
OpenSSL Project niust ucnionb3zosanust B OpenSSL Toolkit (http://www.openssl.org/)»

IAHHOE ITPOTPAMMHOE OBECITEYEHUWE ITOCTABJISIETCSI TIPOEKTOM OpenSSL
PROJECT «KAK ECTb» BE3 ITPEJOCTABJIEHU S JIFOBbIX ABHbIX NN
TOJIPA3YMEBAEMBIX TAPAHTUM, BKJIIOUAS, HO HE OTPAHUYUBASCH TOJIBKO
MU, TIOBLIE ITOAPA3YMEBAEMbBIE TAPAHTUM TOBAPHOCTU UJIU ITPUTOJHOCTHU
U1 KAKOM-JIMBO OINPENEJEHHOM LIEJIM. HU [TPM KAKMX OBCTOSATEJIbCTBAX
TTPOEKT OpenSSL PROJECT UJIN ETO YHACTHUKHW HE HECYT OTBETCTBEHHOCTH
3A JIIOBOU TTPIMOM, KOCBEHHBIV, CTYYAWHBIN, OCOBBIN, HAKA3YEMBIN WJIN
CBA3AHHBIN YIIEPB (BKJIIOYAS, HO HE OTPAHUYMBASICh TOJILKO MU,
PACXOJOBAHME CPEJICTB HA 3AMEHY ITPOAYKTOB NJIN YCJIYT; ITIOTEPIO
OYHKIMOHAJIBHOCTHU, JAHHBIX WJIN YITYILIEHHYIO BbII'O4Y; UJIU TTEPEPBIB
B KOMMEPYECKO! IEATEJIbHOCTH), BBI3BAHHBINM KAKUMU-JTUBO ITPUYMHAMUA
WNJIN B PE3YJIBTATE HAPYIUEHUWS OBS3ATEJBCTB, B TOM UHUCJIE JOT'OBOPHBIX
OBS3ATEJIbCTB, IIPIMOM OTBETCTBEHHOCTH U I'PAK JAHCKOT'O
TTPABOHAPYIIEHUA (BKITIOYAS XAJTATHOCTD U APYTUE ITPUYNHBI),
BO3HUKAIOIINX B CBSI3U C NCITIOJIb30OBAHUEM UJIN HEBO3MO2KHOCTBIO
HCIIOJIb3OBAHUSI ITPOTPAMMBI, TAXKE ECJIN ETO IIPEOCTABUTEJHA BbIJIN
3APAHEE ITPEAYTIPE2KIEHBI O BO3MO2KHOCTHU TAKOI'O YIIIEPBA.

IaHHBIN TIPOLYKT BKIIOYaeT Kpunrtorpaduieckoe nporpaMMHoe obecrieueHue, Co31aHHOe
Dpukom SHrom (Eric Young) (eay@cryptsoft.com). JlaHHBIN IPOIYKT BKJIOYAET IPOrpaMMHOE
obecneuenue, cozganHoe Tumom XamconoM (Tim Hudson) (tjh@cryptsoft.com).
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OpurnnanbHag Jmnensus SSLeay

© 1995-1998, Eric Young (eay@cryptsoft.com). Bce npaBa 3amumiensi.

JaHHbIil TakeT npeacTapisier coboii peannsanuio SSL, HanncanHyo DpukoM STHrom (Eric
Young) (eay@cryptsoft.com). laHHast peanu3anusi Obl1a HamMcaHa Iist cooTBeTcTBUsI Netscape SSL.

IlanHas 6KOIMOTEKA MTPENOCTABIISIETCS OECIIATHO KaK JJIsi KOMMEPYECKOTO, TaK U
HEKOMMEPYECKOI0 MCIOJIb30BaHMS TP COOTIONEHUH CIIeNYIOIMX ycaoBuil. [prBeieHHbIE
HUXKE yCIIOBUSI TPUMEHSIIOTCSI KO BCEM KOJIaM, BXOISILIMM B JaHHbII Makert, 6yab To Kog RC4,
RSA, Ihash wim DES; a He To1bKO K Koty SSL. JlokymeHnTanust SSL, Bxomsinasi B TuCTpUOyTHB,
MOJMAaNaeT Mo JeiCTBIE yBEIOMIEHUS 00 aBTOPCKMUX MIPaBax, 3a UCKIIOYEHMEM TOTO, YTO UX
BianenbliieM siistercst Tum Xancon (Tim Hudson) (tjh@cryptsoft.com).

ABTOpckoe mpaBo npuHamiexxut Dpuky Sury (Eric Young) u, Tak XXe Kak U Ipyrue yBe10MJIeHUs
00 aBTOPCKUX MpaBax, colepxkaluecs K JaHHOM KOJIe, He MOXeT OBbITb yIaJeHo.

TIpu vcronb30BaHUM STOrO MaKeTa B KAKOM-TMOO MPOayKTe HEOOXOIMMO NeJaTh CChUIKY
Ha Dpuka Sura (Eric Young) Kak aBTopa 4acTH UCITOJIb3yeMOii OMOINOTEKH.

ATpubyIIst MOKET ObITh IPENOCTABIEHA B BUE TEKCTOBOTO COOOIIIEHNSI ITPU 3AITyCKe TPOrpaMMbl
WM B JOKYMEHTALMU (3JIEKTPOHHO MM OOBIKHOBEHHOM ), TOCTaBIsSIEMOI BMECTE C [TaKETOM.

PacnipocTpaHeHte U KCIIONb30BAaHKE B UCXOIHOM WK IBOMYHOI HOopMe, ¢ MOTUbUKALIUSIMU
win 6e3 HUX pa3pelaercst TOJIbKO P COOMIOIEHUH CIIEAYIOIINX YCIOBUIA.

1. PaCHpOCTpaHCHI/IC MCXOOHOIo Kona NOJLKHO IMTPOU3BOOUTLCA NTPU cobItoneHnN YBEOOMIIEHU A
00 AaBTOPCKMX IMpaBax, CIIMCKa MePEeYUCIIEHHBIX YCIOBUI 1 MPUBEIEHHOTO HUXE OTKa3a
OT IMPE€IOCTaBICHUS FapaHTHfI.

2. PacnipocTpaHeHue B IBOMYHOM OpMe IOIKHO MTPOU3BOAUTHLCS MTPU COBIIOIEHUN
MPUBEIEHHOrO BBIIIE YBEIOMIEHUS 00 aBTOPCKMX IpaBaXx, HACTOSILETO CIIMCKA YCIOBUI 1
MPUBEIEHHOTO B HIXKE OTKa3a OT MPeI0oCTaBIeH!sl TapaHTHiA, COIepKallerocst B mpuiaraeMomn
MOKYMEHTALIMKI U/WIK IPYyrUX Martepuraiax, BXOISAIIUX B KOMILIEKT MOCTABKU.

3. JIro6ble pekTaMHble MaTepualibl, B KOTOPBIX YIIOMUHAIOTCS (PYHKIIMOHAIbHBIE BO3MOXKHOCTH
WK COCO0bI UCITOIb30BAHUS JAHHOTO IIPOTPAMMHOTO 00ecrieueHus], TOJKHbI BKIIOYATh
ciiefiytoliee yBe1oMIeHue:

«JlaHHBII MPOIYKT BKIII0OYaeT Kpunrorpaduieckoe mporpaMMHoe obecrieuyeHne, Co31aHHOe
Dpukom Aurom (Eric Young) (eay@cryptsoft.com).»

Cnoso «KpI/IHTOI‘paCbI/I‘{CCKOC» MOXKHO OITyCTUTD, €CJI IMPpOrpaMMbl, 3aUMCTBOBaHHbBIE
13 OMOIMOTEKH, HE UMEIOT OTHOLLEHUS K KpI/IHTOFpa(I)I/II/I.

4. ITpu BKIIOUYEHUH U3 MANKK apps (KOMOB IMPUIOXKEHUIT) omHOro u3 komoB Windows
(W IPOM3BOIHBIX OT HETr0) He0OXOAMMO ClieNiaTh Cleyrollee yBeJoOMIeHe:

«JlaHHBI# MPOIYKT BKJIIOYAET MpOorpaMMHOe obecrieueHure, co3naHHoe TuMoM XallcoHOM
(Tim Hudson) (tjh@cryptsoft.com)»

IAHHOE ITPOTPAMMHOE OBECITEYEHME ITOCTABJISIETCS DPUKOM SSHI'OM
(ERIC YOUNG) «<KAK ECTb» BE3 IIPEOOCTABJIEHU S JIFOBbIX ABHbBIX NN
TTOJIPA3YMEBAEMBIX TAPAHTUM, BKJIIOUAS, HO HE OTPAHUYUBASCH TOJIBKO
VMU, JTIOBBIE TOJPA3YMEBAEMbBIE TAPAHTUW TOBAPHOCTHU WJIU ITPUTOJHOCTU
U1 KAKOM-JIMBO OINPENEJEHHOM LIEJIM. HU [TPM KAKMX OBCTOSATEJIbCTBAX
ABTOP HE HECET OTBETCTBEHHOCTHM 3A JIFOBO¥ IMPAMOM, KOCBEHHBIN,
CIIYYAMHBIN, OCOBBIN, HAKA3YEMBIN WJIU CBSI3AHHBIV YIIIEPB (BKJTIOYAS,
HO HE OTPAHUYMBASICb TOJbKO UMU, PACXOJJOBAHHWE CPEICTB HA 3AMEHY
TTPOYKTOB WUJIN YCJVYT; IIOTEPIO ®YHKIIMOHAJIBHOCTH, IAHHBIX NI
VIIYIIEHHYIO BBITOJ1Y; WJIW MEPEPLIB B KOMMEPYECKOM NEATEJIBHOCTH),
BBI3BAHHBIN KAKUMMU-JIMBO TIPUYMUHAMU WA B PE3YJIBTATE HAPYILIEHU A
OBA3ATEJILCTB, B TOM YMCJIE IOTOBOPHLIX OBSI3ATEJLCTB, IIPAMON
OTBETCTBEHHOCTHU U IT'PASKIAHCKOI'O TIPABOHAPYIIEHU A (BKJIIIOYAA
XAJTATHOCTDb U APYTUE ITPUYNHDBI), BOSHUKAIOIINX B CBA3U

C UCITIOJIb30BAHUEM UJIM HEBO3MO2KHOCTBIO UCITOJIb30BAHU S ITPOTPAMMBI,
IIAZKE ECJI OH BbIJ1 3APAHEE IMTPEOYTIPE2KTEH O BO3SMO2KHOCTU TAKOI'O YIIIEPBA.
Mo ycoBUsAM JIMLEH3MOHHOTO COTIALLEHUS] U PACIPOCTPAHEHHMST HU OJIHA M3 001LeJOCTYITHBIX
BCpCI/Iﬁ JaHHOTO KOIa WM IMPOU3BOJHBIC OT HEIro HE MOI'yT OBITh MN3MEHEHBI, TO €CTb €TI0

He pa3peliaeTcsi IPOCTO KOMMPOBATh 1 IIOMeINaTh B npyrue uier3uu [Bkaodas GNU Public Licence. |
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P

PE2KMIM NETWARE 225
PE2KMM POSTSCRIPT
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cepBep RARP, unentuduxamnusa 220
cepsep SMTP
Telnet 87
TFTP 55
BcTpoeHHBIT Web-cepep 129
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ceprucdukar CA 145, 259
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ommnbku 231
CTpaHuUIlla KOHDUTYpaIuu
HP Jetdirect 206
coobuieHust 06 ommbkax 231
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TpeboBaHUS
BcTpoeHHBI Web-cepsep 105
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