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Overview

Configuring embedded L DAP authentication is a technical process that involves
configuring the MFP to communicate with the LDAP database. This document

provides step-by-step instructions on configuring this functionality.

Required tool

It is necessary to use Microsoft LDP to configure the MFP for embedded LDAP
authentication. Microsoft LDP is a support tool that ships with the Windows
Support Tools contained on the Windows OS media. It allows you to connect,

bind, and query an LDAP database.
Microsoft LDP can be installed and configured by following these instructions:
Browse to the root of the OS media, and open the Support folder.

a
b.

Open the Tools folder.

Address [ 2L D
Folders
@ Deskiop
£ '_i My Diocuments
= My Computer
[=] “e Local Disk ()
| cli9s00mfp
[= |y Documents and Settings
1 1) Al Users
+ | ) Default User
+ ) jmmecdanald

|

x Mame
Files Currently on the CD

C)Docs
CI3gE
)Y ALUEADD
& AUTORUN,INF
& |README. HTM
L)SETUP.EXE

# [} My Documents
= 5' My Compuker
(= % Local Disk (C:)
I cli9s00mfp

=l |2} Documents and Sektings

= 153 jrmcdonald, AMERICAS @WINSI
& |2 Application Data = wins 1P
Address |5 DASUPPORT
Falders X Mame
(2} Deskrop _ Files Currently on the CD

& 10015
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c. Doubleclick the SUPTOOLS.MSI file.

Address |53 DASUPPORTITOOLS
Folders ¥ Mame
(& Desktop __ Files Currently on the CD
& [} My Documents
- d My &8 sCT20 ExE
= _é Iy Computer -
[= = Local Disk (C:) UDEPLOV'CF"B
) cligsonmep SlFasTwWIzZ EXE
= IZ) Documents and Settings % GBUNICNY. EXE
# [ Al Users ElmsropoLLEXE
# [5) Defaulk User & ]README.HTM
# 3 jmmedonald FlseTUP EXE
= ) jmmecdonald. AMERICAS i sup_pro.CaB
# I5) Application Data i sup_sry.CaB
I2) Cookies & sUPPORT CAB
() Deskkop [y SUPTOOLS, MST
[ %.¢ Favorites

d. Select Next at the Welcome to the Windows Support Tools Setup
Wizard.

i Windows Support Tools Setup Wizard

Welcome to the Windows
Support Tools Setup Wizard

Thiz wizard helpz you to reinstall or remove the YWindows
Support Tools.

Warhing: Thiz setup cannat reinstall shared files if they are in
uze. Before proceeding, we recommend that you close any
programs you may be running.

Click. Cancel ta quit this setup wizard and then cloze any
programsz you have running. Click Mest to continue with this
reinztallation.

Mexts | [ Cancel
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e. After reading the licensing agreement, select the | Agree radial button
and click Next.

i Windows Support Tools Setup Wizard

End User Licenze Agreement

Read the End-Uszer License Agreement carefully and select either "'l Agree'’ or '
Dizagres"'.

Microsoft Windows XP Support Tools -
EMD-USER LICEMNSE AGREEMEMT

IMPORTAMT-READ CAREFLULLY: This End-User License Agreement
{"EULA™) is a legal agreement between you { either an individual
or a single entity) and Microsoft Corporation for the Microsoft
software product identified above, which includes computer
software and may include associated media, printed materials,
“online” or electronic documentation, and Internet-based

services ("Product”™). An amendment or addendum to this EULA
may accompany the Product. YOU AGEEE TC BE BOUND BY THE
TERMS OF THIS EULA BY INSTALLING, COPYING, OF OTHERWISE

LISING THE PRODUCT, IF YOU DO MOT AGREE, DO MOT IMSTALL OR 4«

()] Agree {11 Dizagree

’ < Back ” MHewt > | [ Cancel

f.  Enter your name and organization; then click Next.

i Windows Support Tools Setup Wizard

User Information
Supply your user information.

Enter your name, organization,

Marne:
|User

Organization:
|H evilett-Packard

< Back ” Mext > ] l Cancel
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g. Select Complete for the installation type; then click Next.

i Windows Support Tools Setup Wizard

Select An Installation Type
You can chooze to install all of the “Windows Support Toolz, or just a portion.

Fleaze zelect an installation tupe. Typizal installation meets the needs of most uzers.
Complete inztallation adds tools for zerver and network. management.

) Typical

D ezcription
Recammendad if wou are a server or netwark, administrator.

’ < Back “ MHewt > ] [ Cancel

h.  Select Install Now to begin the installation.

i Windows Support Tools Setup Wizard

Destination Directory ‘_\{ Tﬁ?
Pleaze zelect an appropriate destination directory for Windows Support Tools, "‘“s

Install Windows Support Tools to:

port T ools' Browsze

Available zpace on local hard disks:

Wolume Digk Size Available Required

= 55GH 42GH 11MB

s | 2|
[ < Back ][ Install M ow J [ Cancel




i.  Click Finish to complete the installation.

i% Windows Support Tools Setup Wizard

Completing the Windows Support
Tools Setup Wizard

rou have successfully installed the Windows Support Tools.

Click Finish to exit the wizard,

Step 1: Discovering the LDAP server

There are two key methods to discover an available LDAP server on the network.

Method 1

a. Open acommand window by clicking on Start ® Run and typing

cmd.exe inthe dialog box. Then press Enter or click OK.
Run 2| x|

| Type the name of a program, Folder, document, or
7 Internet resource, and Windows will open it Faor you,

CIpEn; I cmd. exe _TJ

(] 4 I Cancel | Browse, ., |
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e C:AWINDOWS\system32\cmd.exe

Microsoft Windows WP [Uersion 5.1.26001
CC>» Copyright 1785-2801 Microsoft Corp.

C=~Documents and Settings~jmmcdonald.AMERICAS>

b. To determine which Windows Active Directory logon server you are
logged onto, type the following: echo % logonserver%. This server
can be used asthe LDAP server.

ey C:AWINDOWS\system32\cmd.exe

Microsoft Windows HP [Uersion 5.1.26881]
CC> Copyright 1985-2801 Microsoft Corp.

FOCume and Settingzsjnmcdonald.AMERICAS »echo % logonserversy
1 DBGCAMA3

“JDocuments and Settingssjmmcdonald.AMERICAS >

Method 2
The following command can be used to provide alist of DNS servers.

n  ndookup “name of your domain” (i.e. nslookup
AMERICASHPQCORP.NET). InaWindows Active Directory
environment, a DNS server is typically running Active Directory which
contains the LDAP database.

e CAWINDOWS\system 3 2\cmd.exe

Microzoft Windows HP [Uerzion 5.1.26881
C>» Copyright 1785-2001 Microsoft Corp.

C:“Documents and Settings“jmmcdonald.AMERICAS >nslookup AMERICAS .HPQCORP .NET
DNS request timed out.
timeout was 2 seconds.

wux Can’t find server name for address 16.88.927.243: Timed out
cacgcamBl .amnericas .cpgocorp.-net
16.92.3.243

AMERICAS .HPQCORP . NET
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Step 2: Setting up LDP
a. Open LDP by clickingon Start ® Run, and typing ldp.exe; then press
Enter or click OK.

Run 2(x|

Type the name of a program, Folder, document, or
Internet resource, and Windows will open it Faor you,

CIpEn; I |dp.exe j

b. Fromthe Ldp menu, select Connection ® Connect.

Connection Browse  Wew Options  Utilities

c. Inthe Connect window, input the IP address or hostname of the LDAP
server in the Server box; then input 389 or 3268 as the Port number.

Click OK.

w  Port 389 isthe standard LDAP port. However, it may be necessary
to use port 3268 when communicating with a Windows Global
Catalog Active Directory Server.

x

Server: I

Paort; |3EEI [T Cornectionles:
Corcel |
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d. Fromthe LDP menu, select Connection ® Bind.

e. Inthe Bind window, input username, password, and domain name; then
click OK.

|immcdonald

zer:

Pazsword: |5

[v Domain: |AMERICAS
[NT LM erberos) LCancel

Advanced

f.  Onthe LDP screen, find and copy the Base DN.

w  TheBase DN isnormally listed within “defaultNamingContext.”

Id = Idap_open™ 16858 97 11", 389);
Established connection to 16.88.97 11,
Retriewing base DSA information. .
Result =0=: {null)

matched DRs:

Getting 1 entries:

== [Dn:

1= currentTime: BI28/2008 15:51:42 Mountain Standard Time Mountain Ciaylid
1= subschemaSubentrny: CH=Agaregate, Ch=Schema, CH=Configuratiaon,DC3
1= dgServiceMame: CH=NTDS Settings, CH=IDBEGCAMOZ CH=Serears CH=5
I= hamingContexts: CR=Configuration,DC=cpgcorp, Dic=net, CHN=Schema,C
1= defaultMaming Context: [Biest=Ty=tyE=T-Hu o=l el BIs y=)§
1= schemablamingContext: Ch=Schema, Ch=Canfiguration DC=cpgcarp, DC
1= configurationtamingContext: Ch=Configuration, DC=cpgcorp, DC=net;

1= rootDamainMaming Context: DC=cpgcorp, DC=net;

g. Fromthe LDP menu, select Browse® Search.

h.  Inthe Search window, paste the Base DN into the Base Dn box. Input
the LDP Filter into the Filter box.

w  Use (&(objectclass=person)(displayname="customer last name,
first name letter”*)) asthe LDP Filter. For example,
(& (objectclass=person)(displayname=mcdonald, j*))

Select Subtree for the Scope.
Click Options.

Baze Dn: 1D C=amencas,0C=cpgcorp,DC=net

Eilter: |[&[0|3iectc|asS=pers0n][displayname=mcd0nald, il

Srcope:
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w  Inthe Search Options window, remove all entriesin Attributes,
then click OK.

Search Options @

Time lirvit: |D | o |
Sige limit [ i
Timeout [s]: 0

Timeout [mz]: 0

Page zize 16

Attributes: ||

5 h Call T
garch Call Type [~ Attributes Only

 Aspnc.

& Spnc I~ Chase referals

™ Timed Sync. v Dizplay Results

™ Extended

" Paged Sort Keys | Contraols |

w  Back in the Search window, click Run; then click Close.

Search E|

Baze Dn: ]DE:americas,D C=cpqeorp D C=ret

Filker: |[&[u:ul:uiectclass=persu:un][u:lisplayname=mcdnnald, ]

Scope:
" Base O Onelevel

Options

On the LDP screen, locate the user DN from the returned results. Copy
it for use in the Embedded Web Server (EWS).

w  The Search Prefix begins after the individual user CN.

T TTATTT= . jIIII..I_IUIIGII_I@II}J.I.;UIIII
1= canonicalMame: americas.cpgeorp.netidccountsiUsers/USimedonald@hp.com;
== Dn: CM=joseph.medonald@hp.com,DU=US OlU=Users OlU=Accounts DC=americas DC=cpgcorp,DC=net
4= objectClass: top; person; organizationalPerson; user;
1= cn: joseph.mcdonald@hp.com;
1= distinguishedMame: CH=joseph.medonald@hp.com OU=US OU=Users OU=Accounts DC=ameticas DC=
1= name: joseph.mecdonald@hp.com;
1= canonicallame: americas.cpgeorp.netidccountsiUsers/USoseph.medonaldi@g@hp.com;
== Dn; CN=joshua.modonald@hp.com, nts m s
4= phjectClass: top; person; organizationalPerson; user;
1= cn: joshua.medonald@hp.com;
1= distinguishedMame: Ch=joshua.medonald@hp.com, OU=US,0U=Users OU=Accounts DC=americas DC=
1= name: joshua.medanald@hp.com,
1= canonicalName: ameticas.cpgeorp.netidccountsiUsers/USioshua. medonaldi@hp.com;
== D CN=julie.mcdanald@hp.com, OU=US OU=Users OU=Accounts, D C=ameticas, DC=cpgcorp, DC=net
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Hint

Notice how the username is set up on the LDP screen. The
username format is defined within the device user DN. Thiscan
be viewed in the LDP trace. The format is often in email address
format, but can be defined in many different combinations.

== Dined ='D'shua.mcd0nald@hp.cuOUzL.JS,OUéUseré,OU=AccDunts,DCzamericas,DCzc;

4= ohjeciClass: fop; person; organizationalPerson; user;
1= cn: joshua.mcdonald@@hp.com;
1= sn: McDaonald;

Step 3: Configure LDAP

a. Openthe EWS in aweb browser.
b. Select the Settingstab, and then LDAP Authentication.

c. Onthe LDAP Authentication screen, paste the copied Search Prefix into
the Bind and search Root box.

d. Input cn into the Bind Prefix box.
e. Input 389 or 3268 in the Port box.

f.  Input the LDAP server |P address or server name into the LDAP Server
box.

Hint

Using the command echo %ogonserver®s earlier, IDBGCAMO3 was
the server name discovered.

g. Leavethe LDAP Server Bind Method at Simple unless configuring
SSL.

10 - configure

Information Settings U Digital Sending ” MNetworking ]

LofipeDevice | DAP Authentication
E-mail Server
Aleris
AutoSend gthe LDAP Server
Security LDAP ServerBindMethod: [Simple |
Authentication anagd LDAP Server [DEGCAMOE
|LDAF Authenfication Part: |339
EditOther Links
Device Information BindPrefix ||:n
Language EBindand sgarch Foot: |oU=U8,0U=Users QU=Accounts DC=americas DC=c
Date & Time
Wake Time Searching the Database
Maich the name entered
with the LDAP attribute of IE”
Other Links Reirieve ihe device user's
hp instant support email address using attribute of |mai\
Order Supplies
Product Support and name using the attribute of Imsp\awamg

Apply | Cancel |




h.  Input cn into the “Match the name entered with the LDAP attribute of”
field.
i.  Find the device user email addressin the LDP trace. Copy the attribute
defining the email address.
1= lockoutTime: 0;
1= ohjectCategony: Ch=Person,Ch=8chema,C
a= d5CorePropagationData; Sr6i2005 1:23:14 K
ntain Standard Time Mountain Daylight Tirme; 711416
1= lastLogonTimestamp: BR2772005 9:40:52 Mg
1= texiEncodedORAddress: c=1U5;a= ;p=COMP
joshua.medonald @hp.com,
w  Paste the attribute into the * Retrieve the device user’ s emall
address using attribute of” box.
J.  Find the device user display namein the LDP trace. Copy the attribute
defining the display name.
w  Thisisusualy set as displayName.
1= ghrelnName: Joshua;
1= distinguishediame: Ch=joshua.r
1= instanceType: 4;
1= whenCreated: 4152004 11026 |
1= whenChanged: B27/2005 9:40:5%
1 =Aizplaybame: McDonald, Joshua
w  Paste the attribute into the “ Retrieve the device and name using the
attribute of” box.
k. Click Test.
Date & Time
Wake Time Searching the Database

Match the name entered

OtherLinks

hp instant support
Qrder Supplies
Product Support

with the LDAF attribute of Icn

Retrieve the device user's

email address using aftribute of !mai\

and name using the attribute of |d|sp\ayName

Apply | Cancel |

The Test LDAP Authentication screen appears. Input your username
and password; then click OK.

ettings 1[ Digital Sending ][ Networking ]

Test LDAP Authentication

Help)
Test LDAP authentication by entering the user's credentials (as the device user would do) of 3 persan wha has proper access rights.

Credentials

Usermame
_jnshua medonald@hp.com
Pagsword
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Hint

Remember how the username was set up on the LDP screen. The
username is defined within the device user DN vaue in the LDP
trace and is not in standard Windows domain account format. The
format is often your entire email address, including the @xx.xx.

m. The LDAP Authentication screen appears. Click Apply.

LDAP Authentication

Accessing the LDAP Senver

LDAP Server BindMethod [Simpe =l
LDAP Senver: |DEGCAMOS

Port |REE

Bind Prefix: Jen

Bind andsearch Root: |OU =15, 0l=Users OU=Accounts DC=americas DC=cf

Seanching the Databasze

Match the name entered

with the LDAP atiribute of [en
Retrieve the device user's

emnail address using attribute of Ima”

and name using the attribute of [deplaytame

Applyl Cancel |

Step 4: Configure the Authentication Manager

12 - configure

a
b.

From the EWS, click the Authentication Manager tab.

On the Authentication Manager screen, check the Use internal LDAP
radial button.

Check all boxes under “Require user authorization for.”
Click Apply.

Information Settings “ Digital Sending ” Metworking ]
ContqueDevice - Authentication Manager
E-mail Server o

Heln
Aot ion method
AuloSend
Security ' Use external Digital Send Service software (f available)
Authenfication Manager & Use intormal LDAP
N NE T AT Require user authentication for
Edit Other Links * Copy
Device Information ¥ Scan o Email
Benepere W Scan to Fax
LI ' Sean io Metwark Folder
Wake Time
Apply | Cancel




Step 5: Use the MFP control panel

a. At the MFP, touch any option on the main screen. The screen displays a
request for authentication.

Hint
Remember the username is defined within the device user DN
value in the LDP trace and is often your entire email address,
including the @xx.xx.

Coem)]
Crme )|

b.  Usethe touch screen keypad to input the authentication.

w  Onceinput, click OK, and the chosen option appears; for example,
the Folder screen appears.
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