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Overview

Kerberos is a network authentication protocol. It is designed to provide secure
authentication for client/server applications by using secret keys delivered with
session tickets. This document provides step-by-step instructions for configuring
Kerberos.

Required tool

It is necessary to use Microsoft LDP to configure the MFP for embedded LDAP
authentication. Microsoft LDP is a support tool that ships with the Windows Support
Tools contained on the Windows OS media. It allows you to connect, bind, and
query an LDAP database.

Microsoft LDP can be installed and configured by following the instructions below:

Note
Another way to obtain the Windows Support tools is to download them from

Microsoft at the following address:
http://ww. m crosoft.conl downl oads/ det ai |l s. aspx?Fam | yl d=4
9AE8576- 9BB9- 4126- 9761- BAB011FABF38&di spl ayl ang=en

1. Browse to the root of the OS media, and open the Support folder.
2. Open the Tools folder.

Address [ 2L D
Folders b Mame
@' Deskkop __ Files Currently on the CD
= _'_i My Diocuments .
= 4 My Computer -;]DOCS
[=] = Local Disk (C:) L1386
I23) dli9sn0mfp —“W
= |23 Documents and Settings -._'__Tj'-.-'.ﬁ.LLIE.ﬁ.DD
# ) all Users & AUTORUN, INF
# [5) Default User & |README . HTM
+# 1) jmmcdonald L) SETUP.EXE
= 153 jrmcdonald, AMERICAS [ wetnis 1
# (3 Application Data | wins 1P
Address (I3 DY SUPPORT
Folders = Marne
Lﬁ' Deskkop ___I_=iI_E5 Currently on the CD

# [} My Documents
= _,} My Computer [l_j'm
(= % Local Disk (C:)
I cli9s00mfp
= |2} Documents and Sektings
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3. Double click the SUPTOOLS.MSI file.

Address |53 DASUPPORTITOOLS
Falders x Marme
(& Desktop __ Files Currently on the CD
&= '_'I My Documents
S &8 a0 ExE
= j Iy Computer -
= “e# Local Disk (2 UDEPLOV'CF"B
) cligsonmep SlFasTwWIzZ EXE
= I3 Documents and Sektings % GBUNICNY. EXE
& £ il Users Elmsrorcirexe
F ) Defaulk User & ]README.HTM
# 3 jmmedonald FlseTUP EXE
= 3 jmmedanald AMERICAS i sup_pro.CAB
# I5) Application Data i sup_sry.CaB
I2) Cookies & sUPPORT CAB
L3 Deskkop o4 SUPTOOLS. M51
[ %.¢ Favorites

4. Select Next at the Welcome to the Windows Support Tools Setup Wizard.

i Windows Support Tools Setup Wizard g]

Welcome to the Windows
Support Tools Setup Wizard

Thiz wizard helpz you to reinstall or remove the YWindows
Support Tools.

Warhing: Thiz setup cannat reinstall shared files if they are in
uze. Before proceeding, we recommend that you close any
programs you may be running.

Click. Cancel ta quit this setup wizard and then cloze any
programsz you have running. Click Mest to continue with this
reinztallation.

Mexts | [ Cancel ]

5. Atfter reading the licensing agreement, select the | Agree radial button and
click Next.
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6.

i% Windows Support Tools Setup Wizard

End User License Agreement

Read the End-Uzer License Agreement carefully and select either | Agree' or
Dizagree".

Microsoft Windows XP Support Tools ~
EMD-USER LICENSE AGREEMEMNT

IMPORTAMT-READ CAREFULLY: This End-User License Agreement
("EULA") is a legal agreement between you {either an individual
or a single entity ) and Microsoft Corporation for the Microsoft
software product identified above, which includes computer
software and may include associated media, printed materials,
“online” or electronic documentation, and Internet-based

services ("Product”™). An amendment or addendum to this EULA
may accompany the Product. YOl AGREE TO BE BOUMND BY THE
TERMS OF THIS EULA BY INSTALLING, COPYING, OR OTHERWISE

USING THE PRODUCT, IF YOU DO MOT AGREE, DD MOT INSTALL OR. «

(11 Dizagree

[ ¢ Back “ Meut = | [ LCancel

Enter your name and organization; then click Next.

i Windows Support Tools Setup Wizard

User Information
Supply your user information.

Enter your name, organization,

Marne:
|User

Organization:
|H evilett-Packard

< Back ” Mext > ] l Cancel

7. Select Complete for the installation type; then click Next.
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4 — configure

i% Windows Support Tools Setup Wizard

Select An Installation Type
You can chooze to install all of the “Windows Support Toolz, or just a portion.

Fleaze zelect an installation tupe. Typizal installation meets the needs of most uzers.
Complete inztallation adds tools for zerver and network. management.

) Typical

D ezcription
Recammendad if wou are a server or netwark, administrator.

’ < Back ][ MHewt > ] [ Cancel

Select Install Now to begin the installation.

i Windows Support Tools Setup Wizard

Destination Directory ‘_\{ 57
Pleaze zelect an appropriate destination directory for Windows Support Tools, ‘“.T

Install Windows Support Tools to:

C:\Fragram F port T ool Browsze

Available zpace on local hard disks:

Wolume Digk Size Available Required

= 55GH 42GH 11MB

s 2|
[ < Back ][ Install M ow | [ Cancel




9. Click Finish to complete the installation.

— —
i& Windows Support Tools Setup Wizard g]

Completing the Windows Support
Tools Setup Wizard

You have successfully inzstalled the Windows Suppart Toals.

Click Finizh to exit the wizard,

Step 1: Discovering the LDAP server
There are two key methods to discover an available LDAP server on the network.
Method 1

1. Open a command window by clicking on Start ® Run and typing cmd.exe
in the dialog box. Then press Enter or click OK.

Run 2 x|

ﬁ Type the name of a program, folder, document, or
55

Internet resource, and YWindows will open it For wou,

Qpen: I cmd. exe| j

2k, Zancel | Browse, ., |

2. To determine which Windows Active Directory logon server you are logged
onto, type the following: echo %logonserver%. Then press Enter. The server
that appears (for example: \\TMWS3A) can be used as the LDAP server.
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e CAWINDOWSAsystem32\cmd. exe

secho ¥logonservers
~THWS3A

Method 2

You must first discover the name of your domain.

1. To determine the name of your domain, input nslookup “server result from echo
%logonserver%” discovered in Method 1.

The domain is placed behind the “tmws3a” server discovered in Method 1.
In this example, technical.marketing.com.

e C:YWINDOWS\system 3 2\cmd.exe

C:sonslookup tmuws3a

Server: tmwsla G
Address: 15.62.64.2H

2. The following command can then be used to provide a list of DNS servers.

nslookup “name of your domain” (i.e. nslookup
TECHNICAL.MARKETING.COM). In a Windows Active Directory
environment, a DNS server is typically running Active Directory which
contains the LDAP database.

e C:AWINDOWS\system32\cmd.exe

C:srnslookup technical.marketing.com
Server: tmwsda.technical.marketing.com
Address: 15.62.64.283

Mame = technical.marketing.com
Addres=s: 15.62.64.283




Step 2: Setting up LDP

1. Open LDP by clicking on Start ® Run, and typing Idp.exe; then press Enter
or click OK.

Type the name of a program, Folder, document, or
Internet resource, and Windows will open it Faor you,

CIpEn; I |dp.exe j

(] 4 I Cancel | Browse, ., |

2. From the Ldp menu, select Connection ® Connect.

Connection  Browse  Yiew Options  Ukilities

3. In the Connect window, input the IP address or hostname of the LDAP server in
the Server box; then input 389 or 3268 as the Port number. Click OK.

Port 389 is the standard LDAP port. However, it may be necessary to use
port 3268 when communicating with a Windows Global Catalog Active
Directory Server.

x

Server: I

Paort; |3EEI [T Cornectionles:
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4. From the LDP menu, select Connection ® Bind.

5. In the Bind window, input username, password, and domain name; then click
OK.

eind x|

U ILISEH

Ixxxxxxxx

Pazsword:
v Domain; |TEEHNID&L.M£‘«H Kl

[MTLK K erberoz] LCancel |
gdvancedl

6. On the LDP screen, find and copy the Base DN.

The Base DN is normally listed within “defaultNamingContext.”

Id = Idap_open['15.62.64.203", 389);
Established connection to 15.62.64.203.
Retrieving base DSA information...
Result <0>: [null]
Matched DNs:
Getting 1 entries:
>> Dn:
1> currentTime: 37172006 10:28:41 Mountain Standard Time Mountain Daylight Time;
1> subschemaSubentry: CN=Aggregate,CN=Schema,CN=Configuration,DC=TECHNICAL,DC=MAR
1> dsServiceMame: CN=NTDS
Settings, CN=TM¥/S53A.CN=Servers.CN=Detault-First-Site-Name,CN=Site 5, CN=Configuration,DC=TECHNIC/
5> namingContexts: DC=TECHNICAL,DC=MABRKETING,DC=COM:
CN=Configuration,DC=TECHNICAL,DC=MARKETING,DC=COM;
CN=Schema,CN=Configuration,DC=TECHNICAL,DC=MARKETING,DC=COM;
DC=DomainDnsZonr= MC-—TECL N I i s o~ 20M: NC=FnrestDnsZones, DC=TECHNICAL,L
1> defaultNamingContext: DC=TECHNICAL.DC=MARKETING,DC=COM:;
1> sCchemamanng—ontev CHl=Crhama CM=Condiso o200 G - 1EGHNICAL DC=MARKETING.DC
1> configurationMamingContext: CN=Configuration,DC=TECHNICAL,DC=MARKETING,DC=COM;
1> rootDomainNamingContext: DC=TECHNICAL.DC=MARKETING,DC=COM;
22> supportedControl: 1.2.840.113556.1.4.319; 1.2.840.113556.1.4.801; 1.2.840.113556.1.4.473
1.2.840.113556.1.4.417; 1.2.840.113556.1.4.619; 1.2.540.113556.1.4.641; 1.2.640.113556.1.4.529; 1.2.84
1.2.840.113556.1.4.521; 1.2.840.113556.1.4.970; 1.2.540.113556.1.4.1338; 1.2.640.113556.1.4.474; 1.2.8

1 09 NANII9CCC 1 41980, 1 9040 I19CCC 1 41 #9190 A 0An 1 1130 Y 8 0, N IC AN I19F A0 % 8 k.1

7. From the LDP menu, select Browse ® Search.

8. In the Search window, paste the Base DN into the Base Dn box. Input the LDP
Filter into the Filter box.

Use (&(objectclass=person)(displayname="customer last name, first name
letter”*)) as the LDP Filter. For example,
(&(objectclass=person)(displayname=User1 *))

Select Subtree for the Scope.

Click Options.



Eilter:

search x|
Base D IDE:TEEHNID&L,DE=M:‘1'~F|KETING,DE=EDM
I[&[Dbiectclass=persnn][displa_l,lname=Ll 2er1*]]
Scope: -
’V " Base (" Onelevel(’™™ Subtree ) | = I
i

( ogions )

In the Search Options window, remove all entries in Attributes; then click

OK.

Search Options

Time: lirit:
Size limit;
Timeout [):
Tirneaut [mz):

Page zize

i Search Call Type
7 fsunc.
™ Sync.
" Timed Sync.
" Estended
" Paged

Attributes: I|

(<]

F ]

IIE—_ LCancel
16

[ Abtributes Ol
I™ Chase referrals

W Dizplay Rezits

Sort Keys Controls

Back in the Search window, click

Run; then click Close.

X

Base D IDE:TEEHNIE&L,D&M.&HKETING,DE=EEIM

Eilter:

I[&[Dbiectclass=persnn][displa}lname=u 2er1*]]

(Scupe:

Optionz |
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9. On the LDP screen, locate the user DN from the returned results. Copy it for use
in the Embedded Web Server (EWS).

The Search Prefix begins after the individual user CN.

MN=Users DC=TECHMNICAL DC=MARKETING DC=C0OM
4= ohjectClass: Tap; rZat :
1= cn: Userl;

1= sn: Userl;

1= description: Standard User,

1= physicalDeliveryOfficeMame: Boise,

1= givenMame: Userl;

1= distinguishedMarne: Chi=Userl Ch=Users DC=TECHMICAL DC=MARKETING DC=COM;
1= instanceType: Oxd = ([T WRITE J;

1= whenCreated: 11/16/2005 11:41:10 Mountain Standard Tirme Mountain Daylight Time;

1» whenChanged: 11462005 11:41:39 Mountain Standard Time Mountain Daylight Time;
1= displayMame: User?,

Hint
Notice how the username is set up on the LDP screen. The username
format is defined within the device user DN. This can be viewed in
the LDP trace. The format is often in email address format, but can
be defined in many different combinations. The example below is

Userl.
= Dn: Ch=User! DM=Usears DC=TECHNICAL DC=MARKETING DC=C0M
jEectClass: top; person; organizationalPerson; user;
1= cn: User?;
1= sn: User?;

1= description: Standard User,

Step 3: Kerberos Authentication

Note
Embedded Kerberos Authentication uses session tickets in the authentication process. The
session tickets are time stamped by both the Kerberos Domain Controller (KDC) and the MFP. It
is essential that the stamped times are within five minutes of each other. This can be
accomplished by setting identical time on both the KDC and MFP.

1. Open the EWS in a web browser.

2. Select the Settings tab, and then Kerberos Authentication.

3. Under the Accessing the Kerberos Authentication Server section,
a. Enter the Kerberos Default Realm (Domain).

W The Kerberos Default Realm (Domain) is case-sensitive and needs to be
input using capital letters. Example: TECHNICAL.MARKETING.COM
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b. Enter the Kerberos Realm for the Kerberos Server Hostname. DNS finds the
first available Kerberos Domain Controller.

W As an alternative, this can be a hostname or an IP address.

c. The Kerberos Server Port should be auto filled as 88.

10 the Kerbenos suthentication Serer

Enter infarmation about the Kerberos Realm Camain).

kerberos Default Realm Oomain: ITEGHN CALMARKETING COm

kerbenos SenerHostname: ITECHN ICAL MARKETIMNG oM
Werberos Server Port: E3

4. Under the Accessing the LDAP Server section,
a. Select Kerberos from the LDAP Server Bind Method drop-down box.
b. Choose the radial button of the Credential method desired.

w  If choosing Use Public Credentials, enter a username and password.

Hint
Remember how the username was set up on the LDP screen. The
username is defined within the device user DN value in the LDP trace
and is not in standard Windows domain account format. The format
is often your entire email address, including the @xx.xx.
c. Input the LDAP server in the LDAP Server field.
Hint

Using the command “nslookup technical.marketing.com” earlier,
15.62.64.203 was the server IP address discovered.

d. Input 389 in the Port field.

1g the LOAR Server

Enter the method and credentials used to access the LDAP senver. The user will not be fully authe nticated until the LDAR protocol retrieves the
user's e-mail address,

LOAP Server BindMethod: Merberos j
Credentials
¥ Use Device User's Credentials

 UsePublic Credentials:

Username: | cministrator
Password: Jmezn
LDAP Server: |15.62.64.208
Port: ja89
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5. Under the Searching the LDAP Database section,
a. Paste the Search Prefix into the Search Root field.

b. Input sAMAccountName into the “Match the name entered with the LDAP
attribute of” field.

1= sARMATTIOM T ype: 805306368,

1= uzerPrincipalMame: Userl@TECHNICAL MARKETING. COM,

1= objectCategory: CH=Person, CN=Schema CN=Configuration DC=TECHNICAL DC=MARKETING DC=COM;
1= mail userl@marketing.com,

c. Find the device user email address in the LDP trace. Copy the attribute
defining the email address.

w  Paste the attribute into the “Retrieve the device user’s email address
using attribute of” field.

1= logonCount: 2;

1= sAMACcountiame: Userl;

1= sAMACcountType: 805306365,

1= userPrincipalMame: Userl@TECHNICAL MARKETING. COM;

1z objectCategory: Ch=Person CN=Schema CN=Configuration DC=TECHMICAL DC=MARKETING DC=COM;
Gr?‘:bseﬂ@marketing.wm;

d. Find the device user “name using the attribute of” in the LDP trace. Copy the
attribute defining the name.

= Dn: CH=User! ,CH=Users DC=TECHMICAL DC=MARKETING DC=C 0
4= objectClass: top; person; arganizationalPerson; user;
1= cn: Usert;
1= sn: Userl:
1= description: Standard User;
1= physicalDeliveryOfficeMame; Baise,
1= givenitlame: Lser,
1= distinguishedMame: Ch=Userl Ch=llsers DC=TECHMICAL DC=MAK
1= instanceType: Oxd = (T WRITE );
1= whenCreated: 114682005 11:41:10 Mountain Standard Time Mountai
1= whenChanged: 11162005 11:41:39 Mountain Standard Time Mountg
1=Wisp ) Lserl:
1= uSMNCreated; 1401%9;
1= uSMChanged: T4026:

e. Paste the attribute into the “and name using the attribute of” field.

f.  Click Apply.
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Searching the LDAR Database

Enter the information usedto seanch the LDAP databasze for the user's e-mail addness.
Seamnch Root:

||:n=users,d::technical,dc:marketing,dc:cnm

hMatch the name entered
with the LDAP attribute of |SF«M ACCoOUnttzme

Retrieve the device user's
email address using attribute of

fmail

and name using the attribute of |di5|:|layName

Cancel |

Step 4: Configure the Authentication Manager
1. Click Authentication Manager on the left-side menu.

2. On the Authentication Manager screen, select Kerberos Authentication from the
Authentication method drop-down list.

3. Click Apply.

Authentication Manager

Authentication method

Kerbemos Authentication =l

Mane

Use external Digital Send Service software (if available)

LDOARP Authentication Apphy I Cancel |
MNTLM Authentication |

K

Step 5: Configure Addressing Settings
1. Click the Digital Sending tab.
2. Select Addressing from the right-side menu.

3. Select the “Allow device to directly access an LDAP Address Book” check box
(screenshot on next page).

4. Under the Accessing to LDAP Server section,
a. Select Kerberos from the LDAP Server Bind Method drop-down list.

w  The LDAP Server Bind Methods on the Addressing Settings and
Kerberos Authentication screens must match for Kerberos authentication
to work properly.

b. Under Credentials, select the Use Public Credentials radial dial.

W Input the Username and Password.
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W  Input the Kerberos Default Realm (Domain).
Example: TECHNICAL. MARKETING.COM

W Input the Kerberos Server Hostname. Example: 15.62.64.203
W Input the Kerberos Server Port. Example: 88.

c. Input the LDAP Server. Example:15.98.10.51

d. Input the Port number. Example: 389

Addressing Settings

¥ Allow Device fo directly access an LOAP Address Book

Accessing the LDAR Sener

LOAR SemverBindMethod: Kerberos LI
Credentials
" Use Device User's Credentizals

* Use Public Credentials:

Username: Juser! @marketing.com
Password: fpasas
Kerberos Default Realm Domain): |TECHNICAI_.MAF|HETING.COM
Kerbenos Server Hostname: |TECHNICAI_.MAF|HETING.COM
Kerberos ServerPort: |88

LDAP Semver: |15.62 64,203

Fart: |389 FindServer |

5. Under the Searching the Database section,
Input the Search Prefix into the Search Root field.

Select an option from the “Device user information retrieval method” drop-
down list. The list contains three options. The appropriate choice depends
on the customer network environment.

w  Select Exchange 5.5 Defaults when exchange 5.5 servers are used in
LDAP addressing.

W Select Active Directory Defaults for Windows 2000 or later network
environments.

w  Select Custom for specialized network environments.

6. Click Apply.



-hing the Database

Find Settings |

Search Root. [puU=Users DC=TECHNICAL DC=MARKETING DC=CC
Device user information retrieval |Cusmm j
method:
Match the name entered
with the LDAP attribute of [BAMAcoountame
Retrieve the recipient's
email address using attribute of [mai
Advanced... | Test |

P.pply' Cancel |

Step 6: Use the MFP control panel

1. At the MFP, touch any option on the main screen. The screen displays a request
for authentication.

Hint
Remember the username is defined within the device user DN value
in the LDP trace and is often your entire email address, including the
@xx.xX.

CowmD)|
Crme )|

Cancel

2. Use the touch screen keypad to input the authentication.

Once input, touch OK, and the chosen option appears; for example, the
Email screen appears.
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Troubleshooting

The following section covers three troubleshooting issues: Reverse DNS, Time
Synchronization, and Kerberos Realm Syntax.

Reverse DNS must be configured

Kerberos authentication uses reverse DNS in the authentication process. Reverse DNS
helps prevent “Man In The Middle” attacks, and adds an added level of security to
the Kerberos process. Kerberos authentication fails and will not operate in a network
environment that does not have reverse DNS enabled.

You can verify that reverse DNS is operational using the Nslookup command.
Nslookup (Name Server Look Up) is a standard tool available in most Windows,
Unix, and Linux environments. You can perform this operation in Windows with the
following steps:

Start > Run > cmd > Nslookup “IP Address of the Kerberos Domain Controller”
An example of a proper forward and reverse DNS lookup:
C:\>nslookup server1.technical.marketing.com

Server: server1.technical.marketing.com

Address: 10.0.0.1

Name: server1.technical.marketing.com

Address: 10.0.0.1

An example of an in-correct forward and reverse DNS lookup:
C:\>nslookup server1.technical.marketing.com

Server: server1.technical.marketing.com

Address: 10.0.0.1

Name: server1.technical futuremarketing.com

Address: 10.0.0.1

Time Synchronization

Embedded Kerberos Authentication uses session tickets in the authentication process.
The session tickets are time stamped by both the Kerberos Domain Controller (KDC)
and the MFP.

It is essential that this time synchronization remain within five minutes of each other.
This can be accomplished by setting identical time on both the KDC and the MFP.
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Kerberos Realm Syntax

When specifying the Kerberos Realm, it is essential that the entry is capitalized.

This entry must be entered info three separate sections of the EWS: Kerberos
Authentication, Addressing Settings, and Network Settings.

Kerberos Authentication

Accessing the Kerberos Authentication Senver

Enter information aboutthe Kerberas Realm (Domain).

Kerberos Default Realm (Domain): qTECHN|C-"\LMARKET|NG-CO’"1 |
Kerberos Semver Hostname: ISERVEFH |
Kerberos Server Port: iaa |

Addressing Settings

Allow Device to directly access an LDAP Address Book

Accessing the LDAF Server

LDAP Server Bind Method:

Kerberos v
Credentials
O Use Device User's Credentials
@ Use Public Credentials:
Username: |User1 |
Password: [ss0esse |
Kerberos Default Realm (Domain}: <HE_CHN|CAL.M.‘\RKET|NG.COM |
Kerberos Server Hostname: |SERVER1 |
Kerberos Server Port: |88 |
LDAFR Server: |SER\¢’ER1 |
Fart: 389 | [ Findserver |

Network Settings

T TCPIP 10 IPX/SPX 1[ AppleTalk ]

IP Configuration Method: Manual V|

Note: A change in IP Address will res

Host Name: MFPA1

IP Address: 110.0.0.2 |

Subnet Mask: 2552652480 |

Default Gateway: 110003 |

Domain Name: TECHNICAL MARKETING COM
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