How to Utilize the Networking Infrastructure to
Protect HP Printing and Imaging Devices

Table of Contents:

OVBIVIBW ..ttt ettt et e ettt e et e et e et e e 1
TRFEAT ANGIYSIS ...ttt ettt e ettt e et e et e e ab e et e e tb e e et e e et eeetbe et e e eeree s 2
Towards AddioNAl SECURITY ......c..iiiiiiiiiie ettt ettt et 2
EXOMPIlE DEPlOyMENt.....oooiiiiiie e et 3
Step 1: Domain Name System and Static [P Addresses...........c..covuiiiiiiiiiiiiiii e 6
Step 2: Public Key INfrastrUCtUre. ........c.viiiiiiiciiccciec et 7
PKI: Installing a Certificate Authority (CA) .......eiviiiiieie e e 14
PKI: Creating a Certificate Template..........coiiiiiiiiiiiiiee e 20
PKI: 1sSUING @ CoMHfICATE ...ttt ettt ettt ettt e enee e 26
PKI: Creating a Jetdirect CSR and Installing the Cerfificate ..........ccooiiiiiiniiiiiicce e 40
PKI: HP Jetdirect Certificate Configuration ............c.eiuiiiiiiiiiiiiie et 44
Step 3: 802.1X AN VLANS L....oiiiiiiiiiii ettt et ettt e et e e ebeeeaeeaa 53
802.1X: Printing and Imaging Virtual LANS .......couiiiiiieii et 54
Step 4: Switch Based IP Access Control Lists.............ooviiiiiiiiiiiiiieiiie e 56
SEEP 5: 1P SECUNIHY (IPSEC) .. etieeieiiite ettt e ettt e e e et e e e e e 57
IPsec: Printer Management VLAN . .......ccoiiiiiiiiiii et e e 58
SEEP 61 DBVICE SECUMMY ....eetieeieii ettt e e e et e e e e e e 58
YT 112 1T USSP PURUROt 59
Overview

As network printers and Multi-Function Printers (MFPs) grow in capability, they begin to resemble
networked PCs in their ability to send and receive data. It would be wise for a company to view
these networking devices like publicly available PCs with access to their network for sending and
receiving data. Many security conscious customers use Web Jetadmin and the extensive security
capabilities of HP's printing and imaging devices to “lock them down” from unauthorized use. While
a formidable approach, there is even more that can be done with a litfle coordination from three
common teams found at most customer sites: the Printer Administrators, the IT Information Security
Team, and the Network Infrastructure Team. The purpose of this tutorial is to go through a step by
step analysis of how to configure the HP printing and imaging devices and the networking
infrastructure for additional security protections above and beyond simple device “lock downs”.
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Threat Analysis

How many businesses would allow a PC to be publicly available in a hallway or an easily accessed
cubical where anyone using it was not required to login and had access to their internal network for
the sending and receiving of data? Security conscious customers would consider this a mistake, but
that is exactly the situation that they find themselves in with networked MFPs. MFPs are often readily
available in a customer’s environment with scan to email setup.

In many cases, HP networked printers and MFPs (hereafter: HP Printing and Imaging Devices — ‘HP
PIDs’) are plug-n-play. Simply attach them to the network and run the CD that comes with the device
and the user is up and running. These users often do not even need to know anything about
networking or IP addresses. Such ease of use comes at a cost — by default, HP PIDs trust the network,
the users, and the people who claim to be administrators. This default trust can be the cause of
accidental configurations that cause down time as well as more malicious attacks.

In general, attacks on HP PIDs are internal threats (e.g., threats coming from other compromised
machines, such as a Web Server, or launched by a trusted employee). While many attacks against
network printers can be simply running the printer out of paper or changing the display, other
networking attacks can be very disruptive (e.g., loss of an IP address) and potentially detrimental to a
customer’s business (e.g., long down times impacting productivity). However, another type of threat
is often even more disruptive but overlooked. For example, a maintenance crew that works overnight
in a customer environment may be able to scan confidential documents and send them to a
competitor without being traced using the customer’s own MFPs!

The good news is that HP has all the tools to make its PIDs some of the most secure devices on your
network. In addition, there are opportunities to explore regarding the actual networking infrastructure
and how it can be used to enhance the security of these devices. This whitepaper is a tutorial on how
to do just that. Although tailored to the large enterprise environments, this whitepaper can also help
small to medium businesses use the network to help “lock down” their devices too.

Towards Additional Security

One of the tough parts about use the networking infrastructure to further secure HP PIDs is that often
there are three different groups that have to coordinate to do it right. These groups include
Networking Infrastructure, IT Information Security, and Printer/MFP (PID) Administration. In many
customer environments, these teams often work together for many things, but often do not work
together in regards to the printing and imaging infrastructure.

The IT Information Security team will be responsible for issuing HP PIDs Digital Certificates. HP
Jetdirect products can support Digital Certificates as credentials to prove their identity. Digital
Certificates are a much more effective way to determine identity and in many cases are used in
conjunction with passwords. By properly identifying end-nodes, effective management of the network
infrastructure parameters associated with those end-nodes can be performed by the infrastructure.
The HP ProCurve switch line calls this Identity Driven Management (IDM).

The Networking Infrastructure team will be responsible for putting PIDs on their own Virtual LAN
(VLAN). A VLAN is its own broadcast domain and is usually configured with its own IP subnetwork.
VLANSs help the network support access control. In many cases, VLANs are often group based (e.g.,
a Lab VLAN, a Marketing VLAN), but HP PIDs are often managed by site or by building or by floor.
What we will do is place those HP PIDs on their own Printing and Imaging (PID) VLAN. In addition,
we'll create Printing and Imaging Management (PIM) VLANs which will help manage and control
these PIDs



Since each VLAN is really an IP subnet, we can now use Access Controls to control traffic to and from
VLANs. The HP ProCurve networking line calls this “Control to the Edge”. This behavior allows
decisions to be made sooner rather than later regarding networking traffic. With IDM, network
access controls can be put into place automatically once the device has been identified, making the
maintenance of these controls very easy.

How are all these things used in combination? The IT Information Security team does the initial setup
of the Public Key Infrastructure to allow Digital Certificates to be issued to HP PIDs. A PID
Administrator configures the PID with the Digital Certificate and other important security settings.
Using 802.1X technology, this Digital Certificate is presented to the Networking Infrastructure which
automatically determines the VLAN and the appropriate access control methods.

Example Deployment

Let's look at a logical VLAN view of an example configuration. Refer to Figure 1 - Logical VLANs

Printing and Imaging Devices (PID) VLAN

Routing &
Switching Infrastructure

Figurel- Logical VLANS

The PID VLAN is for the actual devices. No matter where these devices are placed physically, they
will automatically be placed in the VLAN associated with printing and imaging devices. This process
is done through IDM. The PID Administration team will have machines set up in the PIM VLAN. These
machines will run services that may include some of the following: Web Jetadmin, Scan to Email,
Scan to Folder, Digital Sending Software, Syslog, and Windows Print Spooler/Servers. We can see
that there will be a lot of communication between the PID VLAN and the PIM VLAN.

Since each VLAN is an IP subnet, routing must be done between VLANs. Because routing is done,
we can use network access controls to limit traffic to and from these VLANs. For instance, currently
we see no reason for the PID VLAN to communicate to any VLAN except the PIM VLAN. This type of
restriction can be associated with the VLAN or with the identity of the device. In our example, the
identity of the device is causing a VLAN to be automatically assigned and access controls to be put
into place to restrict the traffic flow — the PID VLAN can only communicate with the PIM VLAN.
Consequently, the PIM VLAN is the only VLAN that can communicate with the PID VLAN. Therefore,

we have used our networking infrastructure to force the Marketing and Finance VLANS to go through
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the PIM VLAN in order to contact the PID VLAN. In most cases, these users will be connecting to
printer shares published in Directory Services. These printer shares will reside on computers
physically located in the PIM VLAN.

So far we have been discussing VLANs from a logical perspective. Let's take a look at what happens
from a physical deployment. Refer to Figure 2 — Physical VLANE.

Finance Marketing

[ | Finance's Printing Marketing’s Printing
B and Imaging Devices and Imaging Devices

Figure 2 - Physical VLANS

There are three VLANS in Figure 2 — one for printing and imaging, one for Marketing, and one for
Finance. The color coding in the diagram is based upon the VLAN. Each user’s VLAN is
automatically determined by their Identity and is not fixed by their cubical location. For instance,
should some employees leave the Finance department and move to other areas of the company and
the Marketing department happens to expand, the new layout may be like Figure 3:
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Figure 3 - Dynamic Physical VLANSs

In Figure 3, the users are a part of Identity Driven Management — wherever they go in the network,
their VLAN configuration follows. This behavior allows tremendous flexibility and minimizes
administration headaches for fixed configuration (e.g., Cubical #1 is always a part of the Marketing
VLAN and a service request must be issued to change it).

The PID Administration team will then assign printer shares to groups defined in Directory Services.
As an example, a PID in Building One by Pole L2 is “owned” by the Marketing department. The PID
Administration team has setup printer shares that can only be connected to if the user is part of the
appropriate group in Directory Services. In order to use the printer “owned” by Marketing, the user
would need to be part of the Marketing Group because of access restrictions on the printer share.
Although a user in Marketing that is sitting next to PIDs whose consumables are billed to Finance may
not appreciate having to walk a little bit further to get their printouts, the key point is that access to the
printer is determined by the Identity of the user and the access restriction of the printer share in the
PIM VLAN. The same holds true for PIDs. They can be moved anywhere in the building and they are
still a part of the PID VLAN.

With imaging devices, which act as clients that need to talk to servers, the PID VLAN will need to talk
to things like DNS servers, Key Distribution Centers (Kerberos), secure LDAP servers, among others.
These types of servers we will call Infrastructure Servers and not surprisingly, we'll put them it its own
VLAN - the Infrastructure Servers VLAN. The PID VLAN will be able to communicate with the
Infrastructure Servers VLAN and the PID VLAN will be able to communicate with the PIM VLAN.

Refer to Figure 4 — Infrastructure Servers VLAN.
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Figure4 - Infrastructure ServersVLAN

You may think there is not much else we can do. However, we can do even more to secure our
printing and imaging devices. Assigning PIDs to private VLANS so that the PIDs can only see router
ports in the VLAN is a next logical step. This step further isolates traffic to a PID and the Router as
opposed to allowing PIDs to communicate with each other, which is often unnecessary. A further
step is fo restrict communication between the PID VLAN and the PIM VLAN fto utilize IPsec. Because
there are some chicken-egg scenarios with IPsec and the Infrastructure Servers VLAN, we won't
require IPsec there, but we will limit the protocols that can communicate between them to only those
necessary.

As we can see, utilizing the powerful capabilities of today’s infrastructure devices, especially HP
ProCurve switches, we can further protect valuable printing and imaging devices. Let's go info more
detail about what needs to be done.

Step 1: Domain Name System and Static IP Addresses

One of the most important things we can do for PIDs is to develop a consistent naming scheme for
them and to assign static IP addresses to them. These names can then be entered into the Domain
Name System, or DNS. Once a name has been entered into DNS, we can then use that name when
we create digital certificates and provide more security.

For our environment, static IP addresses are actually a better solution than DHCP. The reason is that
DHCP is rarely deployed with authentication of the DHCP server. Without proper authentication,
rogue DHCP servers can often alter the configuration of DHCP clients. In addition, we really want to
start treating our PIDs as servers and not as clients. IPv6 has similar security issues with Stateless
Automatic Address Configuration. We'll assume that we will manually set an IPvé address too.
Once we have static IP addresses assigned and a name associated with them entered into DNS, we
can use this name in the digital certificate. To create digital certificates (also called “security
certificate”), we'll need a Public Key Infrastructure (PKI).



Note: For more information about DNS and name resolution, see the whitepaper “Practical IPvé
Deployment for Printing and Imaging Devices”.

Step 2: Public Key Infrastructure

Have you ever seen a warning dialog shown in Figure 5 when using https:// (e.g., going to any
secure web site, such as a login or shopping cart) in a web browser?

Security Alert &\

(?‘1 Infarmation you exchange with this site cannot be viewed or
?. changed by others. However, there is a problem with the site’s
: securty cerificate.

& The security certificate was issued by a company you have
not chosen to trust. View the certificate to determine whether
you wart to trust the certifying authority.

Q The security certificate date is valid.

& The name on the security certificate is invalid or does not
match the name of the ste

Do you want to proceed?

[ Yes ] [ Mo ] [\-“lew Certficate ]

Figure5— Security Alert

This dialog is entitled “Security Alert” and it talks about something called a “security certificate”.
What is a security certificate? Well, a security certificate is there to help identify the web site as one
that can be trusted. However, the Security Alert dialog is telling us that we may not want to trust this
security certificate — which indirectly means that this web site may not be the web site we think it is.
There are two warning icons associated with this dialog. The help text by the first warning icon
prompts us to view the certificate. Let's click on “View Certificate”.

Certificate

General |Detai|s Certification Path

Certificate Information

This certificate cannot be verified up to a trusted
certification authority.

Issued to: &35n

Issued by: RootCA

Valid from 2/13/2007 to 2/17/2009

Figure 6 — Certificate Details
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There is a red X on the certificate, indicative of a security problem. In addition, there is a very
specific error message: “This certificate cannot be verified up to a trusted certification authority.”
Here we see that the “Issued By” is entitled “RootCA”.  What the message is trying to say is that
“RootCA”, who issued the certificate “635n”, is not trusted.

A useful analogy is to think of the certificate issuer like the California Department of Motor Vehicles
(DMV). Each state in the United States has a DMV run by the state’s government. The DMV issues
driver’s licenses which grant the privilege to drive in a given state. A person that goes to the DMV to
get a driver’s license must pass a series of tests that helps the DMV determine if they are fit to drive on
the state’s roads. The state’s Highway Patrol, a group which enforces the rules of the road,
recognizes the validity of the DMV to issue driver’s licenses. Therefore, if one violates one of the rules
of the road and is pulled over by a Highway Patrol officer, showing a driver’s license issued by the
DMV is a requirement. The Highway Patrol will not recognize a driver’s license issued by an
institution other than the DMV as being valid. In short, the DMV is a trusted third party that issues
“certificates” (driver’s licenses) to individuals. These “certificates”, issued by the DMV, are trusted by
the Highway Patrol.

The Security Alert dialog is troubling because it is indicative of a trust problem. In the terms of our
analogy, it would be like a driver, who has been pulled over by the Highway Patrol, handing the
officer a driver’s license that the driver’s mother wrote for him indicating that her son had been
granted the privilege to drive in the state. While a note from mom may be trusted by her sister, it isn't
trusted by the Highway Patrol.

In essence, a digital certificate, one used by computers, binds an identity to a key and needs to be
issued by a trusted third party. What is a key? A key is a secret that is used in cryptographic
algorithms. There are public keys and private keys used for asymmetric cryptography and symmetric
keys used for symmetric cryptography. Let’s look at symmetric cryptography first.

G Unencrypted Message

User

Encryption Performed

Message Delivery

Decryption Performed @
User

Unencrypted Message

Figure 7 — Symmetric Cryptography



In Figure 7, the confidentiality provided to the message is done via a single key. Because the same
key is used for encryption and decryption, this process is known as symmetric cryptography.
Symmetric cryptography commonly has two attributes associated with it:

o |t performs well — it is fast and easy to implement
e It has a key distribution problem — how do you get the symmetric key to everyone that needs
it in a secure way?
Asymmetric cryptography is also available and functions very different than symmetric cryptography.

It has two keys — one Public and one Private. The private key is not shared with anyone. The Public
key is like a public telephone number. You can share it with everyone.

< &

John's Public Key Jack’s Public Key

Q Unencrypted Message

Jack

Encryption Performed Using John's Public Key Ym

¥,

Decryption Performed Using John’s Private Key

8] ted M
nencrypted Message John

Figure 8 — Asymmetric Cryptography

In Figure 8, we can see the difference between asymmetric and symmetric cryptography. One key
can be used for encryption and then the corresponding key can be used for decryption. It appears
that asymmetric cryptography has solved the key distribution issue; however there are two new
attributes usually associated with asymmetric cryptography

e ltisslow
e It has a trust problem. How do | know that this is John’s public key and not someone
pretending to be John?

To solve the first problem, asymmetric cryptography is usually used to securely distribute symmetric
keys and sign hash codes. In short, what is actually being encrypted and decrypted is usually much
smaller than actual messages. This has the nice benefit of solving the key distribution issue with
symmetrical cryptography. So, in essence, symmetric keys are sent securely using asymmetric
cryptography and the actual messages themselves are protected using symmetric cryptography.
Cool! We get the flexibility of asymmetric cryptography and the speed of symmetric cryptography.
Now we only have to solve the trust problem.
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In order to solve the trust problem, five things will need to be discussed:

o A certificate authority — a trusted third party that creates digital certificates from certificate
requests

e A certificate request — a public key associated with identity information that will serve as that
basic building block for a digital certificate that the certificate authority will create and sign.

e Adigital certificate — a public key associated with identity information that is digitally signed
by the certificate authority.

e Adigital signature — the hash of the digital certificate encrypted by the private key of the
certificate authority.

e A hash - also known as a message digest. A hash is the output of a one way function that
attempts to ensure the integrity of the message (i.e., that the message has not been altered).
It is usually combined with authentication information to ensure that the message originator
can be authenticated and that the integrity of the message has not been disrupted. You can
think of a hash like an advanced checksum or an advanced cyclic redundancy check (CRC).

Let's cover hashes and digital signatures first. We'll assume that Jack wants to send John a message.
Jack wants to make sure that John knows the message came from him and that the message was not
altered in transit. However, Jack doesn’t care about confidentiality — in other words, the actual
message can be sent “in the clear” — but does care about authentication and integrity. We can
accomplish this through hashes and digital signatures.

¢

Jack's Public K
Message to be acks Fublic Key

provided
Authentication and
Integrity protection

'

One-Way Functign/Hash Function

Jack

Hash encrypted
( ; X with Jack’s
Private Key =

Jack’s Private Key Digital Signature
Encryption

Y

Message + Digital
Signature

Message Delivery

Figure 9 —Digital Signature
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In Figure 9, Jack has sent John a message with a digital signature. Let's see how John would validate
this message to make sure it came from Jack and was not altered. Refer to Figure 10.

&

Messag% Delivery

=

One-Way Functipn/Hash Function

John
Y

Received Decrypted
Message Hash Sent Hash
Value Value

Compare

-

Discard
Message —
Authentication
or Integrity
violated

X

Jack’s Public Key

Decryption

Message
received with
Authentication
and Integrity

Figure 10 — Digital Signature Verification

Here we see how John uses Jack’s public key to verify the message. Jack’s public key is the only key
that can decrypt the digital signature and obtain the hash value of the message that Jack calculated
before sending the message. Because the hash was encrypted with Jack’s private key, which no one
should know but Jack, John can be sure that Jack was the one that sent it.

We still have a problem — How does John know that Jack’s public key really belongs to the person
that he knows as “Jack”? There are many people in the world named “Jack” - how does John know
it isn’t one of them? We still need a trusted third party to provide Jack’s public key in a format John
can trust and we probably need Jack to provide a little more identity information too. Here is where
the Certificate Authority comes into play. Refer to Figure 11 - Certificate Authority.
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Figure 11 — Certificate Authority

Jack goes through a key pair generation process and creates a public and private key pair. The
private key is kept secret. The public key is associated with some identity information and is given to
a Certificate Authority. The certificate authority generates a certificate, usually specific to a purpose
such as email, and signs the certificate with its digital signature. Assuming there is a place where
these digital certificates are publicly available, as long as Jack and John can agree to trust a specific
certificate authority, they’ll be fine trusting certificates signed by that authority. Refer to Figure 12.
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CA’s Digital
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Figure 12 — Public Key Certificates

Here we can see that everyone’s public key certificate is, well — um, public. The important thing to
note is that the certificate authority also has a public key certificate that identifies itself. This certificate
is signed with its own private key and is a “self-signed” certificate. There is no “higher” level of trust
than the top level certificate authority. Therefore, John and Jack must choose a particular certificate
authority that they both trust. In most cases, there is a hierarchy of certificate authorities at customer
sites. This forms what is known as a certificate chain and there is a top level CA or Root CA where
the ultimate trust resides.

Also, we should take care to point out that there is usually a difference between Internet trust using
certificates and Intranet trust using certificates. Internet trust will involve well-known certificate
authorities like Verisign and Entrust. However, Intranet models usually revolve around Microsoft's
certificate authority that comes with Windows 2003 server. Each company establishes their own
Public Key Infrastructure (PKI) that includes an entire policy around certificates.

Now that we have covered some basics around certificates, we can talk specifically about Jetdirect.
Jetdirect is an embedded system and as a result, has limited storage space for certificates. Jetdirect
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can store one Identity certificate and one CA certificate. The CA certificate fells Jetdirect which
identity certificates should be trusted (i.e., must be signed by that CA) when Jetdirect is receiving a
certificate from another entity. Jetdirect’s Identity certificate is the certificate that is sent out when
another entity requests it. It is important to note that the CA certificate on Jetdirect is configured strictly
to provide the trust point for identity certificates that are sent to Jetdirect — the identity certificates
received from other entities must be signed by that CA or be part of a chain which ends in that CA.

Since Jetdirect only has one Identity certificate that can be configured, it must be capable of being
used in a variety of situations. Jetdirect can act as a client or a server, depending on the protocol
being used. For instance, if a web browser is using HTTPS to communicate to Jetdirect, Jetdirect will
return its Identity certificate as part of the SSL/TLS negotiation process, which will identity Jetdirect as
a server. In other cases, like EAP-TLS, Jetdirect will send its Identity certificate for client authentication.

By default, Jetdirect will create a “self-signed” certificate the first time it is powered on. This certificate
is not secure because it has not been signed by a trusted CA. An important step in the security of a

Jetdirect product is to replace the default self-signed Identity certificate with one that has been signed
by a trusted CA.

PKI: Installing a Certificate Authority (CA)

NOTE: The following details around installing PKI servers are shown for example purposes and to be
utilized in a test network. For production deployments, much more stringent care and consideration
must be used and is usually the responsibility of a separate security team.

Using Windows 2003, we can simply go to the Control Panel and select “Add/Remove Programs”
and then select Windows Components.

Windows Components Wizard )

Windows Components
Y'ou can add or remove componentz of WWindows.

Select
“Certificate
Services”,
then click
Next.

To add or remove a companent, click the checkbox. & shaded box means that anly
part of the component will be inztalled. To zee what's included in a component, click

Detailz.

Components:

] [i_:j.ﬂ.ccessnries and Utilities 43 MB il
vl Ia.ﬁ.pplicatinn Server 334 ME

™ E- Certilic 1.4 ME

W [ E-mail Services 11ME
[ @4 Fax Servinms 7AMR T

Description:  Installz a cedification autharity [CA] to iszue certificates for uze with
public key security programs.

Total dizk zpace required: 17.7 ME Dietails |
Space available on dizk: 02 F MB —

< Back I Mest = I Cancel | Help |
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In this
example, we
are installing
an Enterprise
Root CA.
Click Next.

NOTE:

If you select a
standalone
CA, the
certificate
template
functionality
described
below will not
be available.

Windows Components Wizard

CA Type
Select the type of CA you want ba set up.

™ Enterprize subordinate CA,
" Stand-alone root Cé,
" Stand-alone subordinate Cé

Diezcription of CA type
The most buzted CA in an enterprize. Should be installed before any other T,

[T Usze custom settings to generate the key pair and T4, certificate

< Back I Mewxt > I Cancel | Help |

Here is our
CA identity
information.
Click Next
and complete
the
installation.

Windows Components Yizard ) ﬂ

CA ldentifying Information
Enter infarmation to identify thiz T,

Common name for thiz Ga;

IFi-:thI:.fl‘-l

Distinguizhed name suffis;

DC=example. D C=lacal

Preview of diztinguizhed name;
CH=RootCh, D C=example, D C=local

"W alidity penod: E xpiration date:
|5 IYears j 111742010 1:58 P

< Back I Heut » I Cancel Help

Once the installation has completed, we can go to Start -> Run -> mmc
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The Microsoft

File Action  Yew Favorites  Window  Help
Management A EENE
Console is a "7 Console Root

Bl N

framework that
allows various
“Snap-Ins” to
be loaded.
Each “Snap-In”
manages a
specific service.
For example,
there is a
“Snap-In” to
manage the
Certificate
Authority (or
Certification
Authority as
Microsoft
sometimes calls
it).

There are no items ko show in this view,

At this point, we want fo load in separate Snap-lns into the Microsoft Management Console (MMC).
Snap-Ins are modules that provide specific management functionality to the MMC. Go to the File
menu and select “Add/Remove Snap-In”.

Click Add. Add/Remove Snap-in ﬂﬂ

Standalone | E stensions I

Uz this page to add or remove 4 standalone Snap-in from the console.

g

F oot

Snap-ing added to: I@ Conzal

r~ Dezcription

Add... Bemove Aot |

ak. I Cancel

Select

Certificate
Templates,
then press

IIAddII‘
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Add Standalone Snap-in '

Available Standalone Snap-ine:

Snap-in

| Wendor

g&lhctivex Coantrol
Authorizatinn fanager
e ackup

@A Certificate Templates
EP Certificates

@ Certific:ation Autharity
@ Component Services
Q Cornputer M anagement
Device Manager

LR

@Active Directony Uzers and Comput...

Microgoft Corporation
Microzoft Caorporation
Microgoft Corporation
Microsoft Corporation
Microgoft Corporation
Microgoft Corporation
Microsoft Caorporation
Microgoft Corporation
Microzoft Corporation
Microgoft Corporation

=

— Dezscription

certificate templates.,

The Certificate Templates shap-in allows you to create and manage

Select
Certification
Authority,
then press

”Add".

Then press
Close.

Add standalone Snap-in )

Available Standalone Shap-ns:

Snap-in

| Wendor

gjflhctivex Control
Authorization tdanager
=[] ackup

Certificate Templates
@ Certificates
18 Certification A irity
l@ Compotent Services
Q Computer Management
Device Manager

L

@Active Directary Users and Cormput...

Microzoft Carporation
Microzoft Corporation
Microzoft Corporation
Microzoft Carporation
Microzoft Corporation
Microzoft Corporation
Microzoft Corpaoration
Microzoft Carporation
Microzoft Corporation
Microzoft Corpaoration

g4

 Description

The Certification Autharity gnap-in allows pou to configure the Certification
Authority and manage certificates.

Add Cloze
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Select Certification Authority
“Local
”n
Compu'fer : Select the computer pou want thiz shap-in to manage.
Then click _ -
Finish Thiz znap-in will always manage;
= EIEDcaI computer; [the computer this consale is running ong
i~ Another computer; | Browse.. |
[ Allow the selected computer to be changed when launching from the command line, This
only applies i pou zave the conzole.
< Back I Finizh I Cancel
Select OK. addjemove snopm 2

Standalone I E stensioris I

Lze this page to add or remove a standalone Snap-in fram the console.

Snap-inz sdded to: Ia Canzole Roat j

Certificate Temnplates
@ Certification Autharity [Local]

— Diezcription

Hemowve bt |

1] | Cancel
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Done

Fle Action Yiew Favorites Window Help

B 2

e
[ Certificate Templates ertificate Templates
| Certification Autherity (Local) [ECertFication Authority (Local)
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PKI: Creating a Certificate Template

The Certificate Authority needs to have a template from which certificates can be created for services.
The Microsoft CA has some predefined templates to help the administrator. Microsoft also allows you
to create new templates. We will illustrate a process of creating a certificate template specifically for

an HP Jetdirect print server.
Note: The certificate template functionality described below is only available for Windows 2003
Enterprise Edition and Windows 2003 Datacenter Edition.

Se |eCf "fii Consolel - [Console Root' Certificate Templates] x|
“B) Fle Action Wiew Favortes Window  Help | —1& x|
Certificate o B@ R @
Tem IGfeS (1 Console Raot Template Display Name__# | Minimum Supported CAs | Yersion | Autoenroliment
P . i~ [gg] Certificate Templates @Administramr windows 2000 4.1 ot allowed
{E9 Centification Autherity {Local) [Fdlauthenticatsd Ssssion Wwindows 2000 3l Hot sllowed
GedBasicers windows 2000 31 Kot allowed
. h | . h h Gdcn Exchange windows Server 2003, En... 1060 Nt alowsd
H |g |g t the G cer Encryption Wwindows 2000 41 Hot sllowed
u ” [l code signing windaws 2000 31 HNotalowed
Web Server [Gecomputer Wwindows 2000 5.1 Mot sllowsd
. G cross Certification Authority windows Server 2003, En... 1050 Nt alowsd
tem p|aie . R 19 hf Gedirectory Email Replication windows Server 2003, En... 1150 Allowed
Gdpomain Controller windows 2000 41 Hot sllowed
Cl |Ck a nd cO py Dnmaln Controller Authentication windows Server 2003, En... 1100 Allowed
[3eFs Recovery Agent windows 2000 &1 Kot allowed
fhe certi ficate [#Enroiment Agent windows 2000 41 Nt sllowed
Gdenvalment Agent (Computer) windows 2000 51 Hot allowed
I d [FExchange Enroliment Agent (Offine request)  Windows 2000 4.1 Mot allowed
Exchange Signature Oy windows 2000 &1 Hot sllows
template, an " ! G o
ou (#Exchange User windows 2000 7.1 Hot allowed
name it H P Fdipsec windows 2000 81 Hot allowed
J d . ” (Gdtesec (offine request) windows 2000 71 Hot sllowed
. Key Recovery Agent windows Server 2003, En... 1050 Allowe
etdirect 4 lowed
. . Gdras and 185 Server windows Server 2003, En... 1010 Allowed
N ow i g hf CI |CI( [Glroct Certification Authority Windows 2000 5.1 Mot sllowed
" Gedrouter (Offine request) windows 2000 41 Hot allowed
on H P [Fdsmartcard Logan wwindows 2000 6.1 Mot allowed
smartcard User windows 2000 11 Hot slows
. ” d d lowed
Jefd irect” a nd [subordinate Certification Autharity windaws 2000 51 HNotalowed
fad Trust List Signing windows 2000 31 Hot allowed
select Windows 2000 a1 Wt slowed
windows 2000 : Kot allowed
1 0
properties.
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Provide the Properties of Mew Template [ ed B
names you _ . .
. |szuance Reguirements | Superzeded Templates I Estenszions I Securty
would like the : .
™ General Fiequest Handling Subject Mame

certificate
femp|ote to Template dizplay name:
have. HF Jetdirect

tinimum Supported Chz: \Windows Server 2003, Enterprize Edition

After you apply changes to thiz tab, vou can no longer change the template

narie.

Template name:

HFletdirect

W alidity period: Renewal period:

I 2 I_I,Iears j I G Iweeks j

[T Publizh certificate in Active Directary

I Do hiot attomatically reenrallif a duplicate certificate exists in dotive
[irectony
k. I Cancel | Apply
Select the Properties of New Template i ed |
" .
kA"OW prlvcte lzzuance Requirerments | Superzeded Templates I Extenzions I Security I
ey to be (o] Request Handling Subject Mame

exported”
checkbox in the Purpose: ISignature and encryption j
Requesf [ Archive subject's encryption private key
Hond|ing tab. [ Include symmetric algorithms allowed by the subject

7| Delete revaked ar expired certificates [donot anchive]

Minimum key size: I'IEI24 'l

v dillaw private key to be expoted

D the follavang when the subject iz enralled and when the private key
azzociated with thiz cetificate is used:

% Enroll subject withaut requinhig any user input

£ Frompt the uzsr during enmliment

Frampt the user dunhg enmeliment and require user imput wher the:

private keyis used
LC5Ps. |

T o chooze which civptographic service providers
[C5P2] should be uzed, click CSPs.

0k | Cancel I Apply
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Select the
Application
Policies
extension in the
Extensions tab.

Properties of New Template i x|

General I Fiequest Handling I Subject Mame |
|zzuance Requirements I Superseded Templates  Extensions | Security

To maodify an extension, select it, and then click Edit.

Extensions included in this template:

Click Edit.
= Application Policies
'—| Cerlificate Template Infarmation
E Issuance Policies
'—|Key Uzage
Edit... |
Dezcription of Application Policies:
Server Authentication ;I
(] 4 | Cancel I Apply |
Click Add... Edit Application Policies Extension 2] %]

An application policy defines how a certifizate can be
uzed.

Apphcation policies:
Semver Authentication

Add. | Edb. | Remove |

[ Make thiz extenzsion critical

[2IF I Cancel |
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Select Client Add Application Policy 2]

AUtheanCOhon' an application policy [called enhanced key uzage in Windoves 2000]
then click OK. defines how a cerificate can be used. Select the application palicy required
for walid zignatures of certificates izsued by thiz template.

Application policies:

im Authentication
Cade Signing
Crigital Rights
Diirectony Service Email Replication

Docurment Sighning

Ermbedded *Windows Sestem Component Yerification

Encrypting File Sypstem

File Recoverny

IP' zecurity end system

IP zecunty IKE intermediate

IP' zecunty tunnel termination

IP zecurity uzer ;I

Click OK. Edit Application Policies Extension 2] x|

An application policy defines how a certificate can be
uged.

Application policies:

Client Auwth ion
Server Authentication

Edit... | Remowve |

[~ Make this extension critical

0F | Cahcel |
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Click OK.

Properties of New Template !

21|

General I Fiequest Handling I Subject Name

|szuance Reguirements I Superseded Templates  Extensions | Security

To modify ah extenszion, select it, and then click Edit

Estensions included in this template:

= Application Policies

=] Certificate Template Information
=] Issuance Policies

= Key Usage

Description of Application Palicies:

Cliznt Authentication
Server Authertication

=

=

ak. | Cancel |

Apply

Now we have created a new certificate template,

Authority.

we need to enable it to be used by the Certification

Select the HP
Jetdirect
certificate
template, Right
click and select
“Enable”

nsolel - [Console Rool -ate Templates]

'ﬁ] Eile  Action Wiew Favorites ‘Window Help

=10l

| =lel x|

& = | | % |2
1 Consale Ract Template Display Nams [ Minirmum Supported CAs Version | Aukoenralment |

{33 certificate Templates @Admmustratm windows 2000 4.1 Mok allowed
{3 Certfication Authority (Local) uthenticated Session Windows 2000 31 Mok allowed
Basic EFS windavs 2000 3.1 Mok allowed
A Exchange windows Server 2003, En.,. 106,0 Mot allowsd
G ceP Encryption windows 2000 4.1 Mot allowed
Code Signing windows 2000 31 Mot allowed
Computer windows 2000 g1 Mot allowed
Crass Certification Authority windows Server 2003, En.,. 1050 Not allowed

Directary Email Replication windows Server 2003, En... 1150  Allowed
Domain Controller windows 2000 4.1 Mot sllowed

Domain Controller Authentication Windows Server 2003, En...  110.0 Alloved
EFS Recovery Agent windows 2000 6.1 Mot allowed
Enrollment Agent wWindows 2000 4.1 Nat allowed
Enroliment Agent (Computer! windows 2000 5.1 Mot allowed
Exchange Enrallment Agent (OFfline request]  Windows 2000 4.1 Mot allowed
Exchange Signature Only windows 2000 Bl Mot allowed
windows 2000 7l Mot Sllowed
windows 2000 8.1 Mot sllowed
windows 2000 71 Mot allowed

windows Server 2003, En...  105.0 Allowed

windows Server 2003, En...  101.0  Allowed
Root Certification Authority windows 2000 5.1 Mot sllowed
GArouter (Offline request) windows 2000 4.1 Mot allowed
Smarkcard Logon windows 2000 6.1 Mot sllowed
Smarkcard User windavs 2000 111 Mok allowed
Subordinate Certification Autharity wWindows 2000 5.1 Mot allowed
Trust List Signing windows 2000 3.1 Mot sllowed
User windows 2000 3.1 Mot sllowed
User Signature Only windows 2000 4.1 Mot allowed
‘Web Server windows 2000 41 Mot Sllowed

‘Workstation Authentication windows Server 2003, En...  101.0 Alloved

|31 certificate templates
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Select HP
Jetdirect and
click OK.

Il Enable Certificate Templates '

Select one or more Certificate Templates to enable on this Certification Authority

MHame | Intended Purpoze | A|
Code Signing Code Signing
1ozz Cedification Authoriy <l

4 E rrallment Agent

1 Enrollment Agent [Computer)

wchange Enrollment Agent [Dffline request)
4 Enchange Signature Only

4 Exchange Uzer

HF Jetdirect
1 IPSec
1 IPS ec [Offine request)

Certificate Request Agent
Certificate Request Agent
Certificate Request Agent
Secure Email

tior, Client Authentication
ermediate
IP zecurity IKE intermediate

5 K an Plarnwan boent LI

K e PBernwer dnent

QK. I Cancel |

View the ‘i’!‘“ Consolel - [Console Root' Certification Authority (Local),RootCA' Certificate Templates] ~1al x|

“B) Fle Action Wiew Favortes Window  Help | &l x|
Certificate s aE XEE |2

(L console Root
Tem pIC”eS -G Certificate Templates ut It Athy
fO | d erin fh e =83 Certification Authority (Local) Directory Email Replication Directory Service Email Replication

B @ Eﬁ:m Domain Controller Authentication Client Authentication, Server Authenticatio. .
o[- . © ([ Revoked Certificates
EFS Recovery Agent File Recavery

Certification 1 tenie Cotfcaes

Authority snap-
in MMC, and
make sure that
the HP Jetdirect
template is
present.

Done.

Basic EFS
Damain Controller
Wieb Server

Encrypting File System
Client Authentication, Server Authentication
Server Authentication

(21 Pending Requests
(L1 Failed Requests
.5 Certfficate Templates

Computer Client Authentication, Server Authentication
User Encrypting File System, Secure Email, Clien...
Subordinate Certification Autharity <al=

deidministr ator Microsoft Trust List Signing, Encrypting File. ..
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PKI: Issuing a Certificate

Now that we have the Certification Authority installed, we can use the CA’s web server interface to
issue a certificate for Jetdirect and to copy the public certificate of the CA to a file for Jetdirect to use.

Bring up the web server for the CA.

Using the URL for
the certsrv, we
get to the web
interface of the
Certification
Authority. Since
we want to
create a
certificate for
Jetdirect, click the
“Request a
certificate” link.

Click “advanced
certificate
request”

“ Microsoft Certificate Services - Microsoft Internet Explorer

N =lol x|
File Edit %Miew Favorites Tools Help ‘ :":
Ok - &Y - [*) ) du | ) search | Favorites &2 ‘ (- fa B
Address I@j http:floopbackicertsry) j Go | Links **

Microsoit Cerdificate

Welcome

IJse this Wyeb site to request a certificate for your Web browser, e-mail client, or other program. By using a
certificate, you can werify your identity to people you communicate with over the Web, sign and encrypt
messages, and, depending upon the type of certificate you request, perform other security tasks

You can also Use this Web site to download a certificate authority (CA) certificate, certificate chain, or
certificate revocation list (CRL), or to view the status of a pending request.

For more information about Certificate Services, see Certificate Senvices Documentation

Select atask:
Request a cerificate
Wiew the status of a4 pending cenificate request
Daownload a CA cerificate, certificate chain, or CRL

|@ hktpsffloopbackfcertsrvicertrqus. asp ’_ l_l_l_’_ 8 Internct 4
‘B Microsolt Certificate Services - Microsoft Internet Explorer i =131 x|
Fle Edit Wiew Favorites Tools  Help ‘ ."'
Qbak - - ¥ [ @a | U Search - Favotites 47 ‘ - B
Address I@j http:ffloopbackicertsryjertrqus asp j Go | Links **
Microsoft Ce
Request a Certificate
Select the certificate type
User Certificate
Cr, submit an advanced certificate request.
|@ http://loopbackfcertsrv/certrgad. asp ’_ l_l_l_’_ ) Internet S
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Click “Create
and submit a

request to this
CA".

a Microsoft Certificate Services - Microsoft Internet Explorer

=10l x|
File Edit “iew Favorites Took  Help

| &

QBack ~ &3 ~ ¢ 2] .\l ) search [ Favorkes &4 | L a B

Address IQ http:/floopbackfcertsryfcertrad. asp j - Go |L\nks 2

Microsoft C

Advanced Certificate Request

The policy of the CA determines the types of certificates you can request. Click one of the following options to:
Create and submit a request to this CA

Submit a certificate request by using a base G4 encoded CWC or PKCS #10 file, or submit a renswal
request by using a base-64-encoded PRCS #/ file

Request a certificate for a smart card on behalf of another user by using the smart card cerificate enrollment
station.

Mote: ¥ou must have an enroliment agent certificate to submit a request on behalf of another user.

=
‘@ http:ffloopback/certsry fcertrgma.asp l_l_l_l_’_ # Internet 4
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Be sure to
select the
Certificate
Template “HP
Jetdirect” and
to check the
checkbox
entitled “Mark
keys as
exportable”.
Although this
example
doesn’t show
the DNS
name, we
would
generally use
the DNS name
for the
“Name” field.

Z Microsoft Certificate Services - Microsoft Internet Explorer ol i
File Edit Wiew Favorites Tools Help | l:-'
QBack ~ 3 ~ [x] [2] |\| ) Search ~'; Favorites q{“| (-5 B

Address I@ http:ffloopbackicertsrvfcertrama.asp j Go | Lirks

Advanced Certificate Request

Certificate Template:
|HP Jetdirect =l

Identifying Information For Offline Template:
Marne: |J?981A O00EFFEBO1SY S/M: SG53302227

E-Mail: Iprimeradmin@example.cum

Cormpany: IExampIe

Departrment: IF'rinting and Imaging

City: Iexampletown
State: IE){

Country/Region: IEXj

Key Options:

¥ Create new key set O Use existing key sat
CSF: IMicrosoﬂ REA SChannel Cryptographic Providerj

Key Usage: & Exchange

e Min: 1024 _—
Key Size: |1024 M Aga (COMMen key sizes: 1024 2045 4006 §192 16384 )

@ Automatic key container name User specified key container name

¥ tark keys as exportable
™ Export keys to file

™ Enable strong private key protection

7 Store certificate in the local computer certificate store
Stores the certificate in the local computer store
Instead of in the user's certificate store. Does not
install the root CA's certificate. You must be an
administrator to generate or use a key in the local
machine store.

Additional Options:
Request Format: & CMC € PKCS10

Hash Algorithm: ISHA—1 VI

Only used to sign request.

7 Save reguest to a file

I 5| El
/€] pone [T T T memee

Click Yes.

Potential Scripting Yiolation N B

] This Web site is requesting & new certificate on your behalf, You shauld allow only trusted Web sites to request a certificate For you,
Do you want bo request a certificabe now?

Yes
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Click “Install
this certificate”
to install it on
your local
computer. We
will export it
and then
delete it from
this computer
later.

Z Microsoft Certificate Services - Microsoft Internet Explorer

=[]
File Edit Wiew Favorites Tools  Help | z"
eBack -y - |_1 |§1 l\ | ):‘, Search 7 Favorites £ | (= -;x =
Address I% http:ffloopback fcertseyicertfnsh, asp j GO | Links **

Microsoft Certif

Certificate Issued

The certificate you requested was issued to you.

Install this certificate

=
@ (L e

Click Yes.

Potential Scripting ¥iolation

Y

This Weh site is adding one or more certificates to this computer, Alowing an untrusted Web site to update your certificates is a security risk, The Web

site could install certificates you do not brust, which could allow programs that vou do not brust to run on this computer and gain access o your data,

Do wou want this program to add the certificates now? Click Yes if wou trusk this Web site, Otherwise, click ko,

]
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Done.

/@ Microsoft Certificate Services - Microsoft Internet Explorer

File Edit Wiew

=10l x|
Favorites  Tools  Help . | E"
QBack » o)~ [x] 2] (0| P search SeFavertes | (- (5
Address I% http: filoopbackfcertsryfcertrmpn, asp

Microsoft Certificat

Certificate Installed

| Ee |Links »
=

YYour news certificate has been successfully installed.

=
&oons T s

Up to this point, we have loaded the Jetdirect certificate in the local certificate store of the computer
running the web browser. Later, we will go back and export this certificate so that we can import it

into Jetdirect. For now, we need to download the CA certificate for Jetdirect.
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From the main
web interface,
click
“Download a

CA

certificate...”

J Microsoft Certificate Services - Microsoft Internet Explorer

=0l
Fle Edit Yiew Favortes Tools Help | z’
QBack 3 -~ ¢ &) wn | - Zearch - Favorites £ | - B
Addrass I@ http: ffloapback/certsry/ j Go |Links 2%
=
Microsoft Certificate 10 \

Welcome

Use this Web site to request a certificate for your Veb browser, e-mail client, or other program. By using a
certificate, you can verify your identity to people you communicate with over the Web, sign and encrypt
messages, and, depending upon the type of certificate you request, perform other security tasks

You can also use this YWeb site to download a cerificate autharity (CA) certificate, certificate chain, or
certificate revocation list (CRLY, or to view the status of a pending reguest.

For more information about Certificate Services, see Cerificate Services Documentation

Select a task:
Request a certificate
Wiew the status of a pending certificate request
Dowinload a CA certificate, certificate chain, or CRL

=
& I T Y

Select “Current
[RootCA]”,
then DER (or
Base 64 if you
are using an
older Jetdirect
product), then
click
“Download
CA
certificate”,

/2 Microsoft Certificate Services - Microsoft Internet Exnplorer

=10l x|

fle Edt ‘iew Favorites Tools Help | l‘;'

Qback ~ 3 - ¥ .\l - search ¢ Favorkes 4 | - e B

Address IQ http:/{loopbackfcertsryfcertearc. asp

j Go |L\nks £

Microsoft Certificat

Download a CA Certificate, Certificate Chain, or CRL

To trust cerificates issued from this certification authority, install this CA certificate chain

To download a CA cerificate, certificate chain, or CEL, select the certificate and encoding method.

CA certificate:

Encoding method:

& DER

 Base 64
Dowinload CA certificate
Dowinload CA certificate chain
Download latest base CRL
Download latest delta CRL

[
& bone [T mene
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. i - i i ] X
Click Save. File Download - Security Warning ) _[

Do you want to open or zave this file?

Mame: certnew.cer

Type: Security Certificate, 1,10 KB
From:  loopback,

Open Save S Eancel

Py While filez from the Internet can be useful, thiz file type can
@ potentially karm your computer. [F you do not tugt the zource, do not

open or gave thiz zoftware, what's the risk?

Name the file
“cacert.cer”

saveas 21|
Save in; I@Desktnp j & 55

@My Dacuments

:f My Computer

= Iy Metwork Places
@Shnrtcut ko Administrative Tools
B’ Shortcut to Control Panel
EH Shorbcut bo My Computer

by Docurnents

=

My Camputer

File narme: Icacert.cer j Save I
Save as type: |Security Certificate j Cancel |
p

We also want to install the CA certificate chain on the local computer. This will allow the browser to
recognize certificates issued by the CA as trusted.
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2 Microsoft Certificate Services - Microsoft Internet Explorer

oy ] -4
Clek * TS i
ICk |nStG” File Edt ‘ew Favorites Tools Help | al
fhls CA QBack -~ @ ~ [x] 2] .\'| ) Gearch - Favarites &4 | (- =
cerﬁficqfe Address IQ http:loopbackicertsryfcerteare, asp j e co |L\nks L
=
C hc in”. Microsoit &

Download a CA Certificate, Certificate Chain, or CRL

To trust certificates issued from this certification authority, install this CA certificate chain.

To download a CA certificate, certificate chain, or CEL, select the certificate and encoding method.
CA certificate:

Encoding method:

& DER

" Base 64
Download CA certificate
Dowinload CA certificate chain
Dowinload latest base CRL
Download latest delta CRL

&l
‘@ Install this CA certificate chain '_’_’_’_’_ # Internet 5
Click Yes. =

This Web site is adding one or mare certificates to this computer, Alowing an untrusted YWeb site to update your certificates is a security risk. The Web
! site could install certificates vou do not brust, which could alow programs that vou do not trust to run on this computer and gain access to vour data,

Do you wantk: this program to add the certificates now? Click Yes if vou trust this Web site, Otherwise, clidk No,

Yes
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crosoft Certificate Services - Microsoft Internet Explorer
File Edt ‘iew Favorites

Done

Tools  Help

QBack ~ &3 - [¢] [2] w{h|,OSearch - Favorites €9 | - E"l =

Address E http: filoopbackfcertsryfcertrmpn.asp

Microsoft Certifica

CA Cerificate Installation

The CA certificate chain has been successfully installed.

‘a Done '_’_’_’_’_ # Internet 4
At this point, we want to export the certificate so that it can be loaded with its private key into
Jetdirect. We need to bring up MMC again and load the Certificates snap-in.
Co fo the File _ini
MenU Ond File  Action  View F.a\dg'ltes Window  Help
o m B ®
Selec" Console Root
Add/Remove
Snap-In.

There are no items ko show in this visw.
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Click “Add...”

Add/Remove Snap-in i

Standalone | Extensions I

|dze thiz page to add or remove a standalone Snap-in from the conzole.

Snap-inz added to: I@ C

=

2|

r Dezcription

Add. . Hemowe Aot |

QK. I Cancel |

Click

“Certificates”

Add Standalone Snap-in i

Seyailable Standalone Snap-ins:

21

Shap-n

| Yendor

| &

ﬂ.NET Framewoark 1.1 Configuration
@E.ﬁ.ctive Directory Domaing and Trusts
.-’-'-.u:tive Directary Sites and Services
@.ﬂ'«ctive Directary Users and Comput...
afl.ﬁ.ctivex Contral

.-’-'-.uthu:urizatiu:un M anager

= Backup

Certificate Templates

@ Certification Authority
o

Microzoft Corporation
Microgzoft Corporation
Microgoft Corporation
Microzoft Corporation
Microgzoft Corporation
icrozoft Corporation
Microzoft Corporation
Microgzoft Corporation
Microgzoft Corporation
icrozoft Corporation

kil

— Dezcription

The Certificates snap-in allows you to browse the contents of the
certificate stares for yourzelf, a service, or a computer.

Add Cloze
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Click “My user
account”

Certificates snap-in

Click “Local
Computer”

select Computer
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Select the
folder
“Certificates”
under
“Personal”.
Highlight the
Jetdirect
certificate
issued. Right
Click and
select
“Export..."

Ele  Action \View Faworites Window Help

& =]

w8 B XxEB @

k|

(L1 Console Root
EHED Certificates - Current User

tes - Current User'\Personali,C

IssuedTo /. Issued B Expiration Date

(23 Personal
23] Certificates
(23 Trusted Rook Certification Authorities
(23 Enterprise Trust
(1 Intermediats Certification AUthorities
(12 Active Directory User Object
(23 Trusted Publishers
(21 Untrusted Cartificates
(22 Third-Party Root Certification Authorit
3 Trusted Peaple
- Certificate Enroliment Requests

=10l

(= ddministrator 11/16/2008

Administrator
DOEFFEGD, Y

RootcCh

i =

Personal store cantains 2 certificates,

The
“Certificate
Export
Wizard”
launches —
Press “Next”

Certificate Export Wizard ] x|

Welcome to the Certificate Export
Wizard

This wizard helps you copy certificates, certificate trust
lists and certificate resvocation lisks From a certificate
stare ko vour disk,

A certificate, which is issued by a certification authority, is
a confirmation of wour identity and contains information
used to protect data or to establish secure network,
connections, A certificate store is the system area where
certificates are kept,

To continue, click Mext,

Cancel |

= Back
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Certificate Export Wizard =l

Since we are
Export Private Key

oing to
Q 9 . ‘fou can choose to export the private kew with the certificate,
import this
certificate into
Jefd'redl we Private keys are passwaord protected. IF vou want to export the private key with the
need to export certificate, wou must bype a password on a later page.
the privote key Do wou want to export the private key with the certificate?
as well. Select ¥ ¥es, export the private key!
“Yes, export

. Mo, do not export the private key
the private

key” and then
click “Next”.

< Back I Mext = I Cancel

NOTE: In most cases, when exporting a certificate, you will not want to export the private key. The
private key is best kept on the machine that generated it and never moved. This functionality is
usually done by generating a Certificate Signing Request (CSR) on Jetdirect. The CSR process on
Jetdirect creates a public and private key pair and includes the public key with the CSR while the
private key is stored in flash and never exposed external to the Jetdirect device. The CSR is then sent
to the Certificate Authority which issues a certificate based upon the information in the request. This
certificate would be simply “installed” in Jetdirect and not “imported”. Unfortunately, the Enterprise
CA modifies the certificate in a way that is not compatible with Jetdirect's CSR and this resulted in
Jetdirect refusing to accept the certificate during its installation. Jetdirect has since addressed this
problem starting with version V.36.11. Using V.36.11 and later, certificates issued from the
Enterprise CAs using a Jetdirect CSR file are accepted. As this process is more secure and preferred,
we will cover it later in the whitepaper.

Certificate Export Wizard x|

Type a
password to Passhnd
tect th To maintain security, you must protect the private key by using a password.,
protect the
private key.

Click “Next”.

Tvpe and confirm a password,

Password:

Canfirm passwaord:

< Back I Mext = I Cancel
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Name the file
“idcert.pfx”

Certificate Export Wizard i =l

cmd CliCk File to Export
Specify the name of the file vou want to export
“Next”
Eile name:
| Dn\Documents and Settings| Administrator\Deskkopljdoert. pfx Browse. .. |
< Back Cancel |
Click Finish
Certificate Export Wizard i x|
Completing the Certificate Export
! Wizard
‘fou have successfully completed the Certificate Export
wizard,
‘fou have specified the Following settings;
Export Kewvs Yes
Include all certificates in the certification path  Yes
File: Format Person
l | i |
< Back I Finish I Cancel
Click Ok.

Certificate Export Wi _}ﬂ

The export was successful,
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PKI: Creating a Jetdirect CSR and Installing the Certificate

Starting with Jetdirect firmware version V.36.11, certificates created from CSRs and issued by the
Enterprise CA can be installed. This method is a more secure way (and preferred way) of installing a
certificate. First, we need to create a CSR on Jetdirect.

Click on the
“Networking”
tab and go to

“ Authorization”

and then
“Certificates”.
Click
“Configure”
under the
Jetdirect
Certificate
section.

Configuration
TCPIP Settings
Hetwork Settings
Other Settings
Privacy Seftings
Security

Settings
Authorizztion

Mgt Protocols
802.1% Authertication
IPseciFirzwal
Diagnostics
Hetwark Statistics
Pratacol Info

Configuration Page

| Hetworking

Authorization " =

U I Certificates E L l
Certificates are used to idertify devices on the network

Jetdirect Certificate

By defautt, a pre-installed self-signed Jstelirect certificate is created to identify Jetdirect. You can change this certificate to more
accurately identity the device and to update the lenoth of time the cerificate is valid.

Status: Installed

CA Certificate

A Certificate Authority (CA) certificate is required for some authentication methods. | is used to verify the authertication
server's cerificate. The CA certificate must be the certificate of the CA that signed the authertication server's cerificate

Status: Inztallec

| e

Select “Create
Certificate
Request” and
then click
“Next”.

Configuration
TCPAP Settings
Metwork Settings
Cther Settings
Privacy Seftings
Security
Seftings
Autharization
Mot Protocols
8021 Authentication
IPzecFirewal
Diagnostics
Metwork Statistics
Protocol Info

Configurstion Page

I Hetworking

Authorization : a

Certificate Options

An X509 cedificate is required by various security protocols. You may update the pre-installzd self-signed cerificate, or you
may create a cerificate request. & seli-signed cerificate provides encryption of data between the client and device, however it
does not provide trusted authertication of the device. Data encryption and trusted authentication is provided by & third party
certificate. You may also import a cerificate and private key to use ss the Jetdirect certificate, or you may export the existing
Jetdirect certificate and optionally its private key.

™ Create Hew Self-Signed Certificate Create a new seli-signed certificate. Warning: This operation will overwrite
the currently installed certificate with & new self-signed cerificate.

Create the Certificate Request that you will give to a Cerificate Authority. The

* Create Certificate Request :
Certificate Reguest will be used to generate a certificate for you

(e Import Certificate and Private Key \m;.mrt .a cartifica.te and private key to use a§ !he Jetdirect certificate. (Note:
This will overwrite the current Jetdirect certificate and private key.

9/ Export Certificate Export the Jetdirect certificate and private key.

= |

Enter in the
fields that
describe the
devices. Click
“Next”.

Configuration
TCPAR Seftings
Metwark Settings
Other Settings
Privacy Seftings
Security

Settings
Authorization

Mart. Protocols

802 1% Authertication
IPseciFirevvall
Diagnostics
Metwork Stetistics
Protacol Info

Configuration Page

| Hetworking

Authorization 2 a

Certificate Information

Please specify ths following valuss to unigusly idsrtify the certificate. The Certificate Authority wil check the fields for
accuracy and completeness to snsurs that the certificate is being issusd to & legtimate oryanization

Caution: You are now creating a new certificate request. By doing so, you will be erasing any existing request.

Common Hame Fully gualified domsin name or P Address of the Jetdirect  [fnance example internal
device

Organization Full lsgal nams of your company. Do not abbrevite, except for
Inc., Corp, etc. (Ex: Hewlstt-Packard Co.)

Organizational Unit Specific departmert o division within your organization. [printing
(optional)

CityiLocality City in which your organization is physically located I

[Example

State/Province State in which your organization s physically located

CountryRegion Two-character ISO 3168 country/egion code. (Ex: "us" for
usa)
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Jetdirect
generates the
public/private
key pair, which
can take a little
while.

Configuration
TCPAP Settings
Metwork Settings
Cther Settings
Privacy Settings
Security
Settings
Avthorization
Mot Protocols
G021 Authertication
|PzecFirewal
Diagnostics
Metwork Statistics
Protocol Info

Configuration Pace

I Hetworking

D

Configuration Result

STATUS: Certificate request creation in progress.
This may take up to 3 minutes without a screen updste

You can save
the file, or you
can simply
copy the text
starting and
including “-
BEGIN
CERTIFICAT
REQUEST—"
up fo and
including the
last five dashes
of the “END
CERTIFICATE
REQUEST

4

|
Configuration
TCPAP Settings
Metwaork Settings
Other Settings
Privacy Settings
Security
Settings
Authorization
Mt Protocols
802 13X Suthertication
[PzecFirewal
Diagnostics
hebwork Statistics
PFratocal Info

Configuration Pacge

I Hetworking

Y

Configuration Result

The cedificate request has been successfully created.

The cerificate request is in PEM/Baset4 encoding and needs to be given to a Cerificate Authority (24) for cerificate
generation and signing. Once you receive your cerificate from the CA, rerun this wizard to install it on Jetdirect. vour
certificate request is as follows:

MITE2]CCAUECAQIweD ERMEGCALUEA MY ZnluYWE 2851 aCFraCxllnludClybuFs
MEAWD gYDVQQKEwAF eGFE o b LMEUTwER DT Q0L EswMDE FHOZFODAXNT oDz ANEGNT
BAsTBlo30TYxQTERMASCALUECxMIUHIpbaRpbnowyZ Swh QY TKoZ Thv cHAQEEEQAD
gTOAMIGIA0BEAM10x 034503 CE) SibneLlFar Ikt Noxheo SKIBgqHqyE 14D Inaulne
GREyHGycT+tyaSTxhNP (gl 5cuSZ¥DeF1Fz REnke ot GF EX3UZ TeliGVR lunOrmTn
DEeryub ocHKuM0wiE Tavs qulls 0o SSWEZA4 gaHI 0 0 Ihzwl =2 Qur XD £/ AgMBAA Gy
MDAuB gk ik 1 G9w0BCU4x I TA fME0GALUATQOWHE 0 GC C s GAUUFBuNEB g qr EgEFEQCD
A3 ALBghhkiGHwIEAQND gYEADAx +0IPFFOzqSzvak SHR?LoaCTOu0ZAS y1 3 0EWY0
rT4uoQdE8dTiHKPOcE 3 nyeyEb gNChGNe +HSrhy oY OhD 2 0y Ll Prdgsk 4 rDrnPrEnd
BEHPWRUI £/ eqZhedS3Brpt B/ LOivhFRInZCsr0TWos faFnKyVLdhzaaCdeLlkrhC
1ro=

-----END CERTIFICATE REQUEST-----
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Moving back to the
web interface of
the Enterprise CA.
We have skipped a
couple of screen
shots and are at the
Advanced
Certificate Request.
Instead of clicking
“Create and submit
a request to this
CA” as we did
when we were
Importing a
certificate, we are
going to click the

F Microsoft Certificate Services - Microsoft Internet Explorer I =100 x|
Fle Edt Yew Favortes Tooks Help | a

QBack » 3 - (<] @ 3| S Search i Favories € [ L1 B
s [] by Jocahosticertsrefeertrasd. ssp

Advanced Certificate Request

The policy of the CA determines the types of certificates you can request. Click one of the following options ta:
Create and submit a request to this CA

Subrmit a certificate request by using a base-64-encoded CMC or PKCS #10 file, or submit a renewal request by using a
base-B4-encoded PKCS #7 file

Reguest a certificate for a smart card on behalf of another user by using the smart card certificate enrollment station.
Mote: You must have an enrollment agent certificate to submit a request on behalf of another user.

=
second link “Submit B R
a certificate
request...”

) Microsoft Certificste Services - Microdoft Intemet Enplorer =10] x]

Here we paste (B 68 yon rwots 1ok b &
. Qo = O - [ &) | Pswer Srmens @ 3 3 |
In our LTy Py e —————, [Msd] =] @ s *
Certificate 2

Request and
select the HP
Jetdirect
certificate
template. Then
click “Submit”.

Microsolt Conihcate Serace:

Submit a Certificate Request or Renewal Request

To subrmit & saved request to the CA_paste a base-64-encoded CMC or PKCS 810 certhicate request or PKCS #7 ranewal
raquast ganerated by an exdemal source [such as a Weab server) in the Saved Raguast bo

Saved Request:

BEGIN CERTIFICATE REQUEST =i
Bazetd-encoded [N1TB3ICCATRCAQTWEDERNBEGA I UEAXNY ImluYUS)
cenificats raguest [MPAVDOYIVOOREWAF eGF v oGy IARDWEWTDVOILE VWY

(CMC or BAsTDRoIOTYROTERNASGALVEC x NIV phnRpbmc v
PKCS#0or  |gYOANIGIAGGEARLOX0I45UICE) SABRELFST LIEND
PHCS #7) FAITHRHE 1FzRSnKeg =
1 »
Elrgerse for  fle 10 insert
Cerificate Template:
RN R -
Additlonal Attributes:
|
Atlributes: _lll
Subenit »
=
& =T | [ Trusted sees 4
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Now we have
our certificate.
Most Jetdirect
cards support
both DER and
Baseb4, but all
support
Baseb4.
Simply click
“Download
Certificate”.

& bervices - Microsoft Internet Explorer

[ Issued

=10l
B B ew Fgeete Duk bep | &
Qoak = - (8] @) | Pseanh rhmenes £ (0 0 0D
iddrass [ ] vetor e abend firatircferet s e 8= ks ®

Homae

The certificate you requested was issuad 1o you

iy Download cerificate
Download cemicate chan

il

T Y

Save the
certificate.

savens . P

Save i I @ Desktop

=H ol mE

My Documents
Q My Cornputer
! My Metwork Places
certnew.cer

File: marne: Ifinance.cel

Save az lype; I Sgu:urity Certificate

Cancel

Lef |«
s
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PKI: HP Jetdirect Certificate Configuration

Now we can discuss the HP Jetdirect configuration for certificates. First, we will install the HP
Jetdirect Identity Certificate and the CA Certificate on the HP Jetdirect device. The HP Jetdirect
certificates are used by SSL, IPsec, as well as 802.1X EAP authentication. Because multiple
authentication methods use these certificates, we created the certificates using the certificate template
to act as both a client and server.

In order to install HP Jetdirect Identity certificate and the CA certificate, we need to use the Embedded
Web Server (EWS).

; Internet Explorer Enhanced Security Configuration is enabled - Microsoft Internet E: o ] 9
POl nt IE Gt fhe Elle Edit Wiew Favorites Tools  Help | ; g

IP Address of o Backr £ - |_'] é'] o | ,"-'Search -« Favarites 4 | (- ral =
the HP 1E-'3‘354.1

Be |unks >
=

Jefdired Internet Explorer Enhanced Security Configuration is enabled
device.

Internet Explorer Enhanced Security Configuration is currently enabled on vour server, This configures
a number of security settings that define how users browse Internet and intranet Web sites, The
configuration also reduces the exposure of your server to Web sites that might pose a security risk,
For a complete list of the security settings in this configuration, see Effects of Internet Explorer
Enhanced Security Configuration.

This enhanced level of security can prevent Web sites from displaying correctly in Internet Explorer
and restrict access to network resources, such as files on Universal Maming Convention (UNGC) shares,
If you want to browse 3 Web site that requires Internet Explorer functionality that has been disabled,
you can add the Web site to the inclusion lists in the Local intranet or Trusted sites zones. For more
information, see Managing Internet Explorer Enhanced Security Configuration.

s

[&] opening page http:/169.254.10.225... [ ] [ [ |4 mkermet

With some HP Jetdirect print servers, the browser is automatically redirected to use SSL (https://) For
other HP Jetdirect products, change the URL to use https:// rather than http:// to ensure that EWS
communication is secure. The redirection to SSL requires the HP Jedirect print server to send its
default certificate to Internet Explorer. Because each HP Jetdirect print server is shipped with a self-
signed certificate, a security alert is issued because the browser cannot determine if the certificate is
valid.
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Security Alert R x|

r."ﬂ Information you exchange with thiz site cannot be viewed or
?. changed by atherz. However, there iz a problem with the zite's
; zecurity certificate.

T he secunty certificate was izsued by a company vou have
nat chozen to brust, Yiew the certificate to determing whether
oL want b st the certifving autharity,

0 The zecurty certificate date iz valid.

The name on the zecurnty certificate iz invalid or does not
rratch the name of the site

Do you want to procesd?

Wiew Certifizate |

Click “Yes"” to continue. Once we replace the Jetdirect certificate, the above dialog will change.

Here we have
our home page
of the HP

Jetdirect device.

Click the
“Networking”
Tab.

/3 169.254.10.225 - Microsoft Internet Explorer i 10l x|
File Edit Wiew Favorkes Tools Help | ."
QBack = o) v x (2] (0| P search SrFavorites € | (0 5
Address [&] https:/169.254.10.225] =l Go ‘L\nks 2
(&F] MNFIEED 4.1
HP LaserJet 4050 Series
[ Home [ networking |
Device Info .
Select Language Device Info
Device: HP LaserJet 4050 Series
Other Links Page Count: 2793
belp Status: TRAY 3 EMPTY
Support
HPE Home Host Name: MNPIESD157
System Up Time: 00h:15m:16s
System Contact:
System Location:
HP JetDirect: JFIE1A
Firmware Version: *.31.00
IP Address 169.254.10.225
Hardware Address: 000E7FES0157
LAA: ODDEFFESO1S7
Admin Password: <MNot Set=
& N T

45




Depending on
your HP
Jetdirect model
and firmware,
you may see a
screen similar to
this one. It
allows
anonymous post
sales
information to
be gathered
about the HP
Jetdirect
configuration.
This initiative is
completely
voluntary.
Click Yes or
No, depending
on your
preference.

2} 169.254.10.225 - Microsoft Internet Explorer

File Edit Wiew
Qebak ~ 3« (= [2] @ ‘ ) search 7 Favorites 621 | b ta B
Address [i&] https:/169.254,10,225]

A

invent

Home |

CONFIGURATION =
(TCPIP Settings

Favorites  Tools  Help | l';'

j Go ‘L\nks 2

MPIES 1

HP LaserJet 4050 Series

Networking |

Sending product information to HP

Network Settings

Other Settings To better serve our custamars, HP would like to collect information on the use of this product.
Privacy Settings Hewlett-Packard may use the infarmation to improve product features and services. HP will nat
Select Language collect personal data. To view the product information that may be collected, click the link below.

Product Information Collected
SECURITY . . . . . .
Settings Tao allow HP to collect information on product usage, click YES to continue. Otherwise, click NO
ol to disable this feature.
Authorization

Mgmt. Protocols
802.1= Authentication
IPsec

‘fou may change your selection at any time using the "Privacy Settings” page.

Far mare infarmation on our privacy palicy, click the link below.

Hewlett-Packard Online Privacy Staternent

DIAGNOSTICS il
Network Statistics
Protocol Info
Configuration Page

Other Links
g
|@ Done

i

- Y —

At this point,
you'll be on the
“TCP/IP
Settings” link
for Jetdirect.

On the left
hand
navigation
menu, select
“Authorization”.

/3 169.254.10.225 - Microsoft Internet Explorer i =] 4
Flle Edit Wew Favortes Tools Help | .','
Qeack ~ & - =) [2] €2 ‘ - Search ' Faworites 421 | b s B
Address [@] hetps:f{169.254.10.225] > = ‘L\nks »
(&F] MPIESD 10
HP LaserJet 4050 Series
Home Networking |
CONFIGURATION = i =
s —1| JCP/IP Settings
Network Settings [Summary | [Metwork Identifisation | (TCPAPGAY] [TCP/IP6}) [Config Precedence | [Advanced ]
Other Settings
Privacy Settings Host Name: MNPIESO1E7
Select Language
IPv4 Status: Enabled
SECURITY = . }
Settings Fully Qualified Domain Name(lPv4):
Authorization IPvd Address:
Moumt. Protocols Address: 169.254.10.225
802.12 Authentication Subnet Mask: 255.255.0.0
IPsec Default Gateway:|165. 254 10,225
Config By:  Auto P
DIAGNOSTICS MR A
Network Statistics i
Protocol Info IPvii Status: Enabled
Snfig.Etan Bans Fully Qualified Domain Name( IPv6):
Address Prefix length|Config By| Valid Lftm | Pref Lftm
Other Links & fedl: 20e 71 feed 157 G4 Link-Local Infinite Infinite
4 | _,l_l 2001:db8:120:0:20e: 7fff feed: 157 G4 Router  [29d23h58m425|6d23hE8md2s =l
&l [T TS e motemet J
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Click the
“Certificates”

tab.

7} 169.254.10.225 - Microsoft Internet Explorer =10] =
File Edit Vew Favorktes Tools Help | l';'
Qebak ~ 3« (= [2] @ ‘ ) search 7 Favorites 621 | b ta B

Address [i&] https:/169.254,10,225]

j Go ‘L\nks 2

A

invent

MPIES 1

HP LaserJet 4050 Series

Home |

TCPIP Settings
Network Settings
Other Settings
Privacy Settings
Select Language

SECURITY
Settings
‘Authorization;
Mgmt. Protocols
802.1= Authentication
IPsec

CONFIGURATION =

Networking |

Authorization

f Admin. Account ]f Cerificates ]f Access Control ]

Use the fislds below to set or change the Administrator Password. When set, the
Administrator Passward will be required before you can access and change configuration
pararneters. To disable the Administrator Passwaord, leave the entries blank.

Maote: ¥ou may choose to automatically set the SNMPw1 A2 Set Cormmunity Name to the
Adrninistrator Passwaord. f you use HP Web Jetadmin, you will need to provide the
Adrministrator Password as the SNMP Set Cornmunity Narme.

User Name: Admin

DIAGNOSTICS e [
T TR Confirm Password: I
Protocol Info
Configuration Page ¥ Use the Administrator Password as the Set Community Name

Appl [ |
Other Links = pply | ance |
e _>|_I
€ - Y —

There are two certificates on HP Jetdirect. One is the HP Jetdirect certificate used for SSL, certain EAP
protocols, IPsec, etc... The other is the Certificate Authority (CA) public key certificate which tells HP
Jetdirect what CA it is supposed to trust. Certificates may be exchanged and HP Jetdirect needs to
be able to verify the received certificate was signed by the trusted CA.  We'll install the CA

certificate first.

Click
“Configure...”
under the “CA
Certificate”
heading.

File

169.254.10.225 - Microsoft Internet Explorer

Edit View Favarites

=
3

Tools  Help

Qback -~ o - =] [ :‘|/. search ¢ Favarites qf"| =

Acdress |&] htps://169.254.10.225)

B ks >

Home |

A

invent

254.10

Jet 4050 Series

CONFIGURATION =
TCPAP Settings
Hetwork Settings
Other Settings
Privacy Settings
Select Language

SECURITY
Settings

{ Authorization
Mymt. Protocols
802.1= Authentication

Networking |

Authorization
Admin. Account ][ Certificates 1[ Access Control ]

Certificates are used to identify devices on the network.

ifi
By default, a pre-installed self-signed Jetdirect cerificate is created to identify Jetdirect. You

can change this certificate to more accurately identify the device and to update the length of
time the cerificate is valid.

Status: Installed
IPsec
e, | Configure. .. |
DIAGNOSTICS
Hetwork Statistics -
Protocol Info A Certificate Authority (CA) certificate is required for some authentication methods. It is used to
Configuration Page verify the authentication server's certificate. The CA certificate must be the certificate of the CA
that signed the authentication server's cerificate.
Other Links b Status: Mot Installed
Help B, Configure. .
Sunnnrt _ILI
4 »
|&] Done ’_’_’_’_E ) Internet 4
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Install is our
only option.
Click “Next”.

4} 169.254.10.225 - Microsoft Internet Explorer b =10l =

File Edit M“iew Favorites Tools Help | ."l
QBack -3 - [¢] (2] | - Search ' Favorites €2 ‘ 3- i B
Addvess [] hetps://169.254,10.225]

j Gn ‘Llnks 2

& NPIEED a.
(B HP LaserJet 4050 Series

invent
[ Home | Networking |

CONFIGURATION e 3

TICPAP Settings Certificate Options
Hetwork Settings
0‘_'“’" SE“'"?S A Cerificate Authority (CA) certificate is required for some authentication methods. It is used to
Privacy Settings verify the authentication server's certificate. The CA certificate must be the cerificate of the CA that
Select Language sighed the authentication sewver's certificate

SECURITY . -
Setti & Install CA Certificate Install the certificate for a trusted CA (Certificate Authority).

{Authorization
Mgmt. Protocols
802.1% Authentication
IPsec

DIAGNOSTICS :
Metwork Statistics
Protocol Info
Configuration Page

Other Links

Help
Support
HP Harne:

Mext = | Cancel | Help |

GED [T [ Bems 5

Point the web
browser to the
“cacert.cer”
file that was
created
earlier. Click
“Finish”.

j 169.254.10.225 - Microsoft Internet Explorer N o ] S

File Edit Wiew Favorkes Tools  Help ‘ Fl.
@Bk =&~ [1 2] .\v ‘ ) Search ¢ Favorites 420 | (= =
Address I% https:/{169.254.10,225(

B s >

h
(B HP LaserJet 4050 Series

invent
___Home Networking |

CONFIGURATION
TCPAP Settings

Install CA Certificate

Network Settings
Other SEﬂi"?'s Caution: This installation will erase any existing CA cerificates. Please provide the filename of the
Privacy Settings certificate to be installed. The file format must be PEM/BaseBd encoded
Select Language
File Name: tings\Adm\mslratnr\Deskmp\cacen cer BI’D&I
SECURITY
Settings
( Muthorization

Mymt. Protocols
802.1x Authentication
IPsec

DIAGNOSTICS )
Network Statistics
Protocol Info
Configuration Page

Other Links

Help
Support
HP Horme
< Back I Finish | Cancel | Help |
& [T T T B
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Done!

j 169.254.10.225 - Microsoft Internet Explorer o [m] o3

Fle Edit View Favorites Tools Help | &
Qoack -3 - [{ @ h| P search SrFavanies 8| (10 3
Address [{€] hitps://169.254.10.225) B8 ‘U”ks 2

h
(a HP LaserJet 4050 Series
Home Networking |

CONFIGURATION
TCPIP Settings
Network Settings
Other Settings
Privacy Settings
Select Language

Configuration Result

SECURITY The cerificate has been successfully installed
Settil
(Authorization 0K
Mgmt. Protocols
802.1x Authentication
IPsec

DIAGNOSTICS
Network Statistics
Protacol Info
Configuration Page

Other Links
Help

il | 2l
[Elpane [T [Eememe

If you did not use the certificate request method of generating a certificate, we'll want to “Import the
Certificate and Private Key” into Jetdirect.

’
Now we I 3 169.254.10.225 - Microsoft Internet Explorer =10l
imporf the File Edit ‘jew Faworites Tools Help | l';'
Jetdirect Q@Back = ) - [x] B (3] Hsearch SiFavaritss @ | (0 0 B
Cerﬁficate _ Address @ https:/f169,254,10,225)
dlick 2
“Configure...” inven:
under the [ Home ][ Networking |
IIJ M
etdirect
CONFIGURATION i i
Certificate” oo semmgs. | Athorization
heoding. zf;::;';ﬁm‘:gs Admin. Account || Certificates |[_Access Gontral |
Privacy Settings Cerificates are used to identify devices on the network

Select Language

SSEB%??:Y By default, a pre-installed self-signed Jetdirect cerificate is created to identify Jetdirect. You can
'—Autho?ization change this cerificate to more accurately identify the device and to update the length of time the

certificate is valid.
Mgmt. Protocols

802.1% Authentication

Status: Installed
IPsec
Wiew | Configure |
DIAGHOSTICS . ificate
Network Statistics
Protocol Info A Cerificate Authority (CA) cedificate is required for some authentication methods. It is used to
Configuration Page verify the authentication server's certificate. The CA certificate must be the cerificate of the CA that
signed the authentication server's cerificate.
Other Links Status: Installed
Help Wi .. Configure. ..
Support
HP Home

] [T B
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Select “Import
Certificate and
Private Key”.
Click “Next”.

43 169.254.10.225 - Microsoft Internet Explorer

File Edit ‘iew Favorites Tools Help | g','
Q@Back - &3 - [x] 2] * | - search - Faworites 47 ‘ - 5 B

Address [&] https: 169.254.10.225/

B [unks =

& MPIES o
(a HP LaserJet 4050 Series
Home |

CONFIGURATION
TCPAP Settings
Metwork Settings
Other Settings
Privacy Settings
Select Language

Networking |

Certificate Options

An X608 certificate is required by various security protocols. You may update the pre-installed seli-
signed certificate, or you may create a cerificate request. A self-signed cerificate provides

encryption of data between the client and device, howsver it does not provide trusted authentication
of the device. Data encryption and trusted authentication is provided by a third party ceificate. You

SECURITY may also import a certificate and private key to use as the Jetdirect certificate, or you may export
Settings the existing Jetdirect certificate and private key.
Authorization

Mgmt. Protocols

S ' Update Pre-Installed Certificate
802.1x Authentication

Update the pre-installed self-signed cerificate.

Psec " Create Certificate Request Create the Certificate Request that yau will give
to a Certificate Authority. The Cerificate
Reguest will be used to generate a certificate

DIAGNOSTICS . far you.

Network Statistics

(.‘ Import Certificate and Private Key Import a certificate and private key to use as

Protocol '“r“ tha Jetdirect certificate. {MNote: This will
Configuration Page overwrite the current Jetdirect certificate and
private key.
3 " Export Certificate and Private Key Export the Jetdirect certificate and private key.
Other Links
Help
Suppart
HP Home

Mext = I
T B ewe=

Cancel | Help |

‘@ Done
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Select the
“idcert.ptx”
file that
contains the
private key of
Jetdirect and
the password
that was used
to protect the

private key.
Click “Finish”.

43 169.254.10.225 - Microsoft Internet Explorer

File Edit ‘iew Favorites Tools Help | l';.
eBack 3 |_] @ l\' | ):‘ Search - Favorites 42 ‘ - 91 =
Address Igj https:ff169.254,10,225]

D

invent
_ Home ]

CONFIGURATION
TCPAP Settings
Metwork Settings
Other Settings
Privacy Settings
Select Language

Networking |

Import Certificate and Private Key

Enter the name of the file that contains the cerificate and private key. You must provide the
password that was used to encrypt the private key.

The file format must be PKCS#12 encoded (.pfx).

Settings htings\Administrator\Desktop\jdcen.pfx Browse.. |
Authorization . | ETRTTTTTTTRTTRTS| R

: P d: | |
Mgmt. Protocols
802.1x Authentication
IPsec

SECURITY

File Hame:

DIAGNOSTICS .
Network Statistics
Protocol Info
Configuration Page

Other Links

Help
Support
HP Home

< Back I
@ T B ewe=

Finish | Cancel |

Help |

Done!

43 169.254.10.225 - Microsoft Internet Explorer

File Edit ‘iew Favorites Tools Help | l';.
Back - €3 - [« 2] (0 | - search - Faworites 47 ‘ G- =B
Address Igj https:ff169.254,10,225]

D

invent
_ Home ]

CONFIGURATION
TCPAP Settings

(':
Metwork Settings Q)

Other Settings .
Privacy Settings Configuration Result

Select Language

B [unks =

Series

Networking |

SECURITY
Settings
Authorization
Mgmt. Protocols
802.1x Authentication
IPsec

The Jetdirect certificate has been successfully updated.

ok

DIAGNOSTICS .
Network Statistics
Protocol Info
Configuration Page

Other Links

Help
Support
HP Home

4

| i
e T [ Blewes
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If you used the certificate request method of generating a certificate, we'll want to select “Install
Certificate” instead of “Import Certificate and Private Key”.

Going back to
the Jetdirect
Certificate
Wizard, we
select the
“Install
Certificate”
option. Click
“Next”.

Configuration
TCPIP Setings
Hetwork Settings
Other Seftings
Frivacy Settings
Security
Settngs
Authorization
Mgt Protocols
021 Authertication
IPseciFirewal
Diagnostics
Hetwork Statistics
Protocol Info

Configuration Page

| Hetworking

Authorization suppart M| = |

Certificate Options

An X 508 certificats is recuired by various security protocols. You may Update the pre-installed self-signed certificate, or you
may creste a cerlificate request. & self-signed certificate provides encryption of data between the client and device, however
it dloes not provite trusted autientication of the devics. Data encryption and trusted authentication Is provided by & third party
certificate. You may als import & certificate and private key to use = the Jetdirect certificate, or you may export the existing
Jeteirect certificate and optionaly its private key

-

Create Hew SefSigned Certificate. CTe3te 3 new self-signed certiicats. Wiarning: Tis operation wil overwrie
the currently installed certficate with a new self-signed certificate.
Creats the Cetificate Requsst that you wil give to s Cerificate Authority. The

' Create Certificate Request L
Centificate Recuest wil be used to generate a ceificate far you.

@ Ssiaii Eariieic Install & certificate created for you by a Cerlifisate Authority. (hote: The

certificats must have been derlved from the last cetificate reguest generated
by this irterface.)

| \mport Certificate and Private Key MPort  cartifisate and private key to use as the Jetdlect certificate. (Nate:
This wil overwrite the current Jetelrect certificate and private key

L9/ Export Certificate Export the: Jetdirect cerificate and private key

(= |

Select the
certificate file
saved

previously.
Click “Finish”

I
Configuration
TCRIP Settings
Hetwork Settings
Other Seftings
Frivacy Settings
Security

Settings
Authorization

Mgt Protocols
02,1 Authentication
IPsscirswal
Diagnostics
Hetwork Statistics
Protocal Info

Configuration Page

g | Hetworking
Authorization support | (7 |
Install Certificate

Hote: The certificate must have been created using the last Certificate Request generated by this Jetdirect.

File Mame: ftratorDesktopifinance.cer

We are done!

|
Configuration
TCRAP Settings
Metwork Seftings
Cther Settings
Privacy Settings
Security
Seftings
Autharization
Magrt. Protocols
802.1% Authertication
IPzeciFirewall
Diagnostics
Metwark Statistics
Protocal Info

Configuration Page

I Hetworking

®

Configuration Result

The certificate has been successfully installzd

s

Now we have the files that represent Jetdirect's identity certificate and the public key certificate of the
CA we trust. We can now look to the networking infrastructure to help control access to the network.
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Step 3: 802.1X and VLANSs

IEEE 802.1X Port Access Control is a generic framework that allows infrastructure devices to control
an end-node’s access to the network. From an Ethernet perspective, we can refer to Figure 13 —
802.1X Switch Port, and see the breakdown of the Ethernet switch.

Ethernet Switch

Switch Port 1

Switch Port 2

Switch Port 3

Switch Port N....

Switch Port Detail

To Switch
Bus
802.1X

LAN PORT

Figure 13 - 802.1X Switch Port

The end-node device must authenticate itself to the network before the local switch will grant it access
to the network. The end-node device has a valid link to the switch, but the only frames the switch will
forward from the end-node to the network are 802.1X Extensible Authentication Protocol (EAP)
frames. The technical terminology for the devices involved is shown in Figure 14 — 802.1X Terms.

~
~
y&

802.1X: Supplicant
802.1X: Authentiation Server

802.1X: Authenticator

Figure 14 - 802.1X Terms

In reality, the authenticator (switch) forwards 802.1X EAP frames from the Supplicant to an
Authentication Server. Based upon the configuration in the Authentication Server and the information
supplied by the Supplicant, the Supplicant is authenticated (or not). The result of this authentication
determines whether the switch port is “opened up” to the network for the Supplicant to send/receive
non-EAP frames for normal network operation. With HP ProCurve switches, the Authentication Server
can return much more information, such as the VLAN the Supplicant should be assigned, bandwidth
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restrictions on the Supplicant, etc., and the switch dynamically configures itself to support those
parameters.

Because Extensible is part of the name of EAP, there are multiple protocols that have been developed
under the EAP framework. All HP Jetdirect products supporting 802.1X also support Protected EAP or
PEAP. Many HP Jetdirect products also support EAP-Transport Layer Security or EAP-TLS. These two
EAP flavors are the most popular for wired 802.1X deployments. Both protocols utilize SSL/TLS
running under EAP to authenticate the Authentication Server which sets up a secure tunnel. When
shopping on the Internet, SSL/TLS is often used to protect the transaction over the network and to
establish trust that the web site being contacted is really that web site and not an imposter’s web site.

A cornerstone of SSL/TLS is the digital certificate. For PEAP and EAP-TLS, the Authentication Server
sends over a digital certificate which the supplicant will attempt to validate. After a series of checks
are performed, the supplicant will need to establish that the digital certificate was created by a trusted
authority. If it passes that test, an SSL/TLS tunnel can be established. At this point, PEAP and EAP-TLS
diverge. PEAP uses the tunnel to securely pass credentials via another protocol, typically a username
and password, to the Authentication Server while EAP-TLS uses a client digital certificate for
authentication.

For an in-depth discussion of 802.1X configuration on HP Jetdirect, refer to the whitepaper “How to
use 802.1X on HP Jetdirect Print Servers”.

802.1X: Printing and Imaging Virtual LANs

Let's assume that all the printers for a given building were going to be installed in the same VLAN.
Once the printer’s identity has been established via 802.1X, it is placed in a VLAN with all the other
building’s networked printers or MFPs. VLANs are usually assigned their own IP subnet. Therefore,
an HP Jetdirect can be pre-configured by the Printing and Imaging Device Administration group with
Certificates and a complete IP configuration and then deployed anywhere in the building.  Another
surprising benefit to an intelligent networking infrastructure is the ability to assign end-nodes that do
not have 802.1X configured to an “Open VLAN". This VLAN for instance would have its own IP
subnet as well. The Printer Administrator group can run network discoveries and easily determine
printers that are in use that are not under the Printer Administrator’s control. Refer to Figure 15 —
Multiple VLANS.
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\‘ § \ Print Spooler Q Kerberos, LDAP,

Send-To-Enail Send-To-Folder

Printing and Imaging Management VLAN

Printing and Imaging Devices VLAN

Routing &
Switching Infrastructure

Figure 15 —Multiple VLANs

As an example for Building 10:

PID VLAN IPv4 subnet for Building10: 10.0.0 /24

PID VLAN IPv6 subnet for Building10: 2001:0DB8:0000::/64

Printer Management VLAN IPv4 Subnet for Building 10: 10.0.255/24

Printer Management VLAN IPvé Subnet for Building 10: 2001:0DB8:00FF::/64
Infrastructure Servers VLAN IPv4 172.16 /16

Infrastructure Servers VLAN IPvé 2001:0DB8:FFFF::/64

NOTE: It is assumed that non IPv4 and non IPvé protocols are disabled from a routing perspective.

The PID Administration (PIDA) team receives a Laser)et 4345mfp. The PIDA team allocates a static IP
address of 10.0.0.25 and 2001:0DB8::25 and requests an Identity certificate with the DNS name of
hppid.example.internal as well as the Root CA certificate from the IT Security team. The PIDA team
indicates to the Network Infrastructure (NI) team that the VLAN assigned to this device is the PID
VLAN and the PID should be placed in this VLAN on successful 802.1X authentication. The Laser]et
4345mfp and the MFP is sent to building 10. Once installed in Building 10, it automatically is put on
the PID VLAN when 802.1X authentication is successful.

Because the PID VLAN represents a single point of failure, redundant power-supplies on switches and
redundant or trunk interconnect lines are recommended for switches. In addition, standby routers to
route between VLANSs are also recommended. Finally, as an important security measure, it is
recommended that Private VLANs be used. Private VLANs are a way to control which ports can
communicate with other ports on the VLAN — in short, the printers on the PID VLAN should only be
able to communicate with router ports and not other devices. This forces all printer traffic to go
through the router(s).

An alternative design is to place the printers or MFPs in the same VLAN as the group that is using

them. This prevents routers from always having to be involved for most printing. However, the
advantages of using a PID VLAN will become clear in the next section.

55



Step 4: Switch Based IP Access Control Lists

A customer reading the previous section may be worried about having all printers on the same VLAN.
This customer may be concerned that the printers Finance uses are on the same VLAN and subnet as
the printers that Marketing uses. The worry is that an intruder that gains access to the Printer VLAN
will have the ability to read just about anything being printed. This worry is justified.

Let us summarize what we have so far for the PID VLAN:

(1) Must pass 802.1X authentication to get on the PID VLAN
(2) If the switch supports Private VLAN, PIDs can only communicate with the Router(s)

One of the fundamental premises of Network Security is “defense-in-depth”. We have done what we
can to limit access to the Layer 2 functions in our network ((1) and (2) previously stated). Now we
will begin looking at Layer 3 and how we can use the router and IPsec to further protect our printing
devices.

It would be instructive to continue our Building 10 example. Here the Printer VLAN is 10.0.0 /24
and the Printer Management VLAN is 10.0.255 /24. Right away we can say that the only
communication that should happen with a printer/MFP should happen with the Printer Management
VLAN. Therefore, we can setup an access control list (ACL) on the VLAN routers as follows

access-list permit ipv4 10.0.0.0/24 10.0.255.0/24
access-list permit ipvé 2001:0DB8:000::/64 2001:0DB8:00FF::/64

These ACLs are placed on the interface that is part of the PID VLAN in the inbound direction (Router
Point of View). Everything else will be dropped. We can also setup the corresponding ACL on the
outbound path.

accessist permit ipv4 10.0.255.0/24 10.0.0.0/24
accessist permit ipv6 2001:0DB8:00FF::/64 2001:0DB8:000::/64

Essentially, only packets coming from the Printer Management VLAN going to the PID VLAN will be
allowed. We also need to allow access to the Infrastructure Servers VLAN.

accessist permit ipv4 10.0.0.0/24 172.16 /16
accessist permit ipv6 2001:0DB8:000::/64 2001:0DB8:FFFF::/64
access-list permit ipv4 172.16 /16 10.0.0.0/24
access-list permit ipvé 2001:0DB8:FFFF::/642001:0DB8:000::/64

Using the Access Control capability of the Routers, we have effectively limited communication
between the Printer Management VLAN, the PID VLAN, and the Infrastructure Servers VLAN.
However, a knowledgeable attacker can spoof the Source IP address of packets and make them
appear to come from the Printer Management VLAN. This is all that is necessary to create Denial of
Service conditions. One way of combating source IP address spoofing is to do Ingress Filtering on
router interfaces. Ingress filtering drops any packets where the Source IP address does not match the
router’s configuration. A further security step would be to limit the communication between the PID
VLAN and the Infrastructure Servers VLAN to specific protocols — such as Kerberos, DNS, and LDAPS.

We also have another option — IP Security.
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Step 5: IP Security (IPsec)

As a further step, we can protect all PIM VLAN and PID VLAN communication using IPsec. IPsec
provides transparent security to applications. Because of some chicken-egg situations with the
Infrastructure Servers VLAN, we will only protect the PIM VLAN and the PID VLAN with [Psec. We
will restrict the PID VLAN and the Infrastructure VLAN protocols to only those necessary — such as
Kerberos, LDAPS, and DNS.

IPsec configured in this way will prevent any other VLAN from establishing any communications with
the PID VLAN, even if they were able to bypass the routers access control lists.

Example: Router(s) on PID VLAN. Inbound Access Control List.

(1)

Permit

Source IP 10.0.0 /24
Destination IP 10.0.255 /24
Protocol UDP

Port 500

Permit

Source IPv6 2001:0DB8:0000::/64
Destination IPv6 2001:0DB8:00FF::/64
Protocol UDP

Port 500

Permit

Source IP 10.0.0 /24
Destination IP 10.0.255 /24
Protocol ESP

Permit

Source IPv6 2001:0DB8:0000::/64
Destination IPvé 2001:0DB8:00FF::/64
Protocol ESP

Outbound Access Control List on PID VLAN Router(s)

(1)

Permit

Source IP 10.0.255 /24
Destination IP 10.0.0 /24
Protocol UDP

Port 500

Permit

Source IPv6 2001:0DB8:00FF::/64
Destination IPvé 2001:0DB8:0000::/64
Protocol UDP

Port 500
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Permit

Source IP 10.0.255 /24
Destination IP 10.0.0 /24
Protocol ESP

Permit

Source IPv6 102001:0DB8:00FF::/64
Destination IPv6 2001:0DB8:0000::/64
Protocol ESP

This configuration allows the router(s) to drop packets that are not using ESP or are not part of an
Internet Key Exchange (IKE) negotiation between the PID VLAN and the PIM VLAN (In HP Jetdirect’s
implementation, IKE uses UDP 500). In addition, no communication with the printer/MFP is possible
without using IPsec configured for ESP.

These are just example access control lists on the routers and do not detail device or server IPsec
configurations. For an in-depth discussion of IPsec configuration of end-nodes, refer to the whitepaper
“Practical IPsec Deployment for Printing and Imaging Devices”.

IPsec: Printer Management VLAN

The PIM VLAN contains all the devices and services that will interact with the PID VLAN directly. This
includes Web Jetadmin, Windows Print Servers, Syslog Servers, Digital Sending Software, efc... It is
highly recommended that the machines for user functions (e.g., printing, digital sending) be separate
from the machines for Printer Administration. One of the most important servers on this PIM VLAN is
an SMTP server. This SMTP server will be used exclusively for MFPs and will probably simply forward
mail to the company’s main email servers. However, by being separated, this email server can be
heavily audited and restricted to what MFP users can do. For instance, email from MFPs to anywhere
outside the company may be prohibited. Email from an MFP between 6pm and éam may be
prohibited. Email from an MFP on Saturday, or Sunday, or Holidays may be prohibited as well.

All of these machines need to have the ability to use IPsec when communicating with the Printer
VLAN. By default, Windows machines have IPsec capability but it must be configured using the
Microsoft Management Console. Also, these machines should be heavily locked down in terms of
unneeded services and capabilities.

Based upon our current configuration, all users must print through a Windows Print Server. Each
printer in the Printer VLAN will need a corresponding printer defined on the Windows Print Server.
This printer would then be accessible via a share where access is controlled by groups defined in the
Active Directory for instance. This allows a printer to be “public” or to be restricted to the Marketing
Group or to whatever group the printer/MFP is assigned. IPsec policy on these machines can be very
specific in that only traffic going to the PID VLAN is IPsec protected while other traffic is not IPsec
protected. This means that print traffic destined to the PIM VLAN would be unprotected by IPsec.

Step 6: Device Security

This whitepaper is primarily focused on networking infrastructure and how to use it effectively to help
secure HP PIDs. It is highly recommended that the “HP Jetdirect Security Guidelines” whitepaper be
read in order to secure the HP PID itself.
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Summary

This whitepaper has covered several general techniques for securing a customer’s printing assets from
attacks and misuse using HP Jetdirect and “Defense-in-Depth” techniques. A customer may not be
able to deploy all the suggestions mentioned here, but the hope is to provide a reference point for
additional security by leveraging the networking infrastructure.

© July 2007 Hewlett-Packard Development Company, L.P. The information
contained in this document is subject to change without notice. HP makes no
warranty of any kind with respect to this information. HP specifically disclaims the
implied warranty of merchantability and fitness for a particular purpose. HP shall
not be liable for any direct, indirect, incidental, consequential, or other damage
alleged in conjunction with the furnishing or use of this information.

Microsoft, Windows, and Windows NT/2000/XP are registered trademarks of
Microsoft Corporation in the USA, and other countries. All other brand and product
names are trademarks or registered trademarks of their respective companies.
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