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Introduction

In many organizations, the properties assigned to a user determine the rights they have on the
network. For example, some generic user types are shown in Figure 1 — User Types:
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Unauthorized

Guest

Figure 1 - User Types

An Authorized User is a user that has authenticated to the network and been given authorization to
access certain resources. An Unauthorized User is a user that was unable to be authenticated and is
placed in a network where they can do no harm. A Guest is a user that has been authenticated and
given restricted privileges. These users can connect in a variety of ways: dial-in, VPN using

broadband, wireless in a conference room, and through a direct connection to a switch as shown in
Figure 2 — Connection Types.
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Figure 2 - Connection Types
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In many cases, the connection type determines what attempts are made to authenticate and authorize
users. For example, a wireless connection or dial-in connection may require more stringent
credentials than a wired connection. For wired networks, unfortunately, Authorized Users,
Unauthorized Users, and Guests may have network access to the same equipment because no
authentication and authorization is being done. Uncontrolled access can cause problems — for
example, an Authorized Server with a security vulnerability can be exploited by an Unauthorized
User. Instead, we would like the wired network architecture to help us isolate equipment to those
users that require access to it. Virtual LANs are a common way to accomplish this isolation. See
Figure 3 — Virtual LANS.

Figure 3 - Virtual LANs

In Figure 3, independent switches that are each responsible for a single VLAN are used. Each VLAN
is for a particular type of user. There is typically a oneto-one correspondence between a VLAN and
an [P Subnet. Inter-VLAN communication is routed.

There are a couple of problems with this approach: (1) it doesn’t really make sense to have an
Unauthorized User VLAN for wired connection and (2) an Unauthorized User can simply plug their
computer into the Authorized VLAN switch to circumvent security. It is also very inefficient to dedicate
one switch to one VLAN. We could use a single switch and create Port-Based VLANSs — for example,
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ports 1 through 8 are always assigned to a specific VLAN - but as before, security can be
circumvented simply by attaching a computer to the desired port.

For Port-Based VLANS, what we really need are three separate solutions: (1) A way to authenticate
users, (2) A way to grant authenticated users access to the network, and (3) A way to assign
authenticated users to specific VLANs with network access restrictions, bandwidth constraints, and
other controls. A Port-Based VLAN solution with dynamic authentication is shown in Figure 4 —
Dynamic VLANSs.

(a4

Figure 4 - Dynamic VLANs

Here, users are dynamically authenticated and assigned to specific VLANs regardless of what switch
port they use. A user that cannot be authenticated is assigned a VLAN where they can do no
damage. This behavior is fine for users, but what about printers and MFPs? Well, the nice part
about 802.1X is that wired HP Jetdirect print servers support it. All we need to do is create users in
Active Directory that correspond to Jetdirect-based printers and printer management servers, and we
can do what is shown in Figure 5 - Printing and Imaging VLANS.
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Figure 5 — Printing and Imaging VLANS

As shown in Figure 5, printers and MFPs become fullfledged authenticated users of the network and
are assigned parameters that help them participate in the security and protection of the network and

its resources. This whitepaper will discuss [EEE 802.1X Port Access Control, in relation to printing and
imaging environments.



What is 802.1X?

IEEE 802.1X Port Access Control is a generic framework that allows infrastructure devices to control
an end-node’s access to the network. From an Ethernet perspective, we can refer to Figure 6 -

802.1X Switch Port, and see the breakdown of the Ethernet switch.

Ethernet Switch
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Figure 6 - 802.1X Switch Port

The end-node device must authenticate itself to the network before the local switch will grant it access
to the network. The end-node device has a valid link to the switch, but the only frames the switch will
forward from the end-node to the network are 802.1X Extensible Authentication Protocol (EAP)
frames. The technical terminology for the devices involved is shown in Figure 7 — 802.1X Terms.

N
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Figure 7 - 802.1X Terms

In reality, the authenticator (switch) repackages 802.1X EAP frames from the Supplicant and sends
them to an Authentication Server. Based upon the configuration in the Authentication Server and the
information supplied by the Supplicant, the Supplicant is authenticated (or not). The result of this
authentication determines whether the switch port is “opened up” to the network for the Supplicant to
send/receive non-EAP frames for normal network operation. With HP ProCurve switches, the
Authentication Server can return much more information, such as the VLAN the Supplicant should be
assigned, bandwidth restrictions on the Supplicant, etc., and the switch dynamically configures itself

to support those parameters.




Because Extensible is part of the name of EAP, there are multiple protocols that have been developed
under the EAP framework. All HP Jetdirect products supporting 802.1X also support Protected EAP or
PEAP. Many HP Jetdirect products also support EAP-Transport Layer Security or EAP-TLS. These two
EAP flavors are the most popular for wired 802.1X deployments. Both protocols utilize SSL/TLS
running under EAP to authenticate the Authentication Server which sets up a secure tunnel. When
shopping on the Internet, SSL/TLS is often used to protect the transaction over the network and to
establish trust that the web site being contacted is really that web site and not an imposter’s web site.

A cornerstone of trust in SSL/TLS is the digital certificate. For PEAP and EAP-TLS, the Authentication
Server sends over a digital certificate which the supplicant will attempt to validate. After a series of
checks are performed, the supplicant will need to establish that the digital certificate was created by a
trusted authority. If it passes that test, an SSL/TLS tunnel can be established. At this point, PEAP and
EAP-TLS diverge. PEAP uses the tunnel to securely pass credentials via another protocol, typically a
username and password, fo the Authentication Server while EAP-TLS uses a client digital certificate for
authentication. Because how digital certificates are created and validated, we will need to cover them
in depth.

Public Key Infrastructure and Public Key Certificate Basics

Have you ever seen the warning dialog shown in Figure 8 when using https:// (e.g., going to any
secure web site, such as a login or shopping cart) in a web browser?

Security Alert E\

rir“'l Information you exchange with this site cannot be viewed or
?. changed by others. However, there is a problem with the site’s

security cerfficate.

& The security certificate was issued by a company you have
not chosen to trust. View the certificate to determine whether
you want to trust the certifying authority.

Q The security certificate date is valid.

& The name on the security certificate is invalid or does not
match the name of the site

Do you want to proceed?

[ Yes ] [ Mo ] [‘u"lew Certficate ]

Figure 8 — Security Alert

This dialog is entitled “Security Alert” and it talks about something called a “security certificate”.
What is a security certificate?

NOTE: A security certificate, digital certificate, public key certificate, and identity certificate are
different terms which all refer to the same thing in this whitepaper.

Well, a security certificate is there to help identify the web site as one that can be trusted. However,
the Security Alert dialog is telling us that we may not want to trust this security certificate — which
indirectly means that this web site may not be the web site we think it is. There are two warning
icons associated with this dialog. The help text by the first warning icon prompts us fo view the
certificate. Let's click on “View Certificate”.



General | Details | Certification Path

Certificate Information

This certificate cannot be verified up to a trusted
certification authority.

Issued to: &350

Issued by: RootCA

valid from 2/18/2007 to 2/17/2009

Figure 9 — Certificate Details

In Figure 9, we see there is a red X on the certificate, indicative of a security problem. In addition,
there is a very specific error message: “This certificate cannot be verified up to a trusted certification
authority.” Here we see that the “Issued By” is entitled “RootCA”.  What the message is trying to say
is that “RootCA”, who issued the certificate “635n”, is not trusted.

A useful analogy is to think of the certificate issuer like a Department of Motor Vehicles (DMV). Each
state in the United States has a DMV run by the state’s government. The DMV issues driver’s licenses
which grant the privilege to drive in a given state. A person that goes to the DMV to get a driver’s
license must pass a series of tests that helps the DMV determine if they are fit to drive on the state’s
roads. The state’s Highway Patrol, a group which enforces the rules of the road, recognizes the
validity of the DMV fo issue driver’s licenses. Therefore, if one violates one of the rules of the road
and is pulled over by a Highway Patrol officer, showing a driver’s license issued by the DMV is a
requirement. The Highway Patrol will not recognize a driver’s license issued by an institution other
than the DMV as being valid. In short, the DMV is a trusted third party that issues “certificates”
(driver’s licenses) fo individuals. These “certificates”, issued by the DMV, are trusted by the Highway
Patrol.

The Security Alert dialog is troubling because it is indicative of a trust problem. In the terms of our
analogy, it would be like a driver, who has been pulled over by the Highway Patrol, handing the
officer a driver’s license that the driver’s mother wrote for him indicating that her son had been
granted the privilege to drive in the state. While a note from mom may be trusted by her sister, it isnt
trusted by the Highway Patrol.

In essence, a digital certificate, one used by computers, binds an identity to a key and needs to be
issued by a trusted third party. What is a key? A key is a secret that is used in cryptographic
algorithms. There are public keys and private keys used for asymmetric cryptography and symmetric
keys used for symmetric cryptography. Let’s look at symmetric cryptography first.
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Figure 10 — Symmetric Cryptography

In Figure 10, the confidentiality provided to the message is done via a single key. Because the same
key is used for encryption and decryption, this process is known as symmetric cryptography.
Symmetric cryptography commonly has two attributes associated with it:

e It performs well - it is fast and easy to implement
e It has a key distribution problem — how do you get the symmetric key to everyone that needs
it in a secure way?

Asymmetric cryptography is also available and functions very different than symmetric cryptography.
It has two keys — one Public and one Private. The private key is not shared with anyone. The Public
key is like a public telephone number. You can share it with everyone. Let's look at Figure 11 -
Asymmetric Cryptography.
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Figure 11 — Asymmetric Cryptography

Here we can see the difference between asymmetric and symmetric cryptography. One key can be
used for encryption and then the corresponding key can be used for decryption. It appears that
asymmetric cryptography has solved the key distribution issue; however there are two new attributes
usually associated with asymmetric cryptography

o ltisslow
e It has a trust problem. How do | know that this is John's public key and not someone
pretending fo be John?

To solve the first problem, asymmetric cryptography is usually used to securely distribute symmetric
keys and sign hash codes. In short, what is actually being encrypted and decrypted is usually much
smaller than actual messages. This has the nice benefit of solving the key distribution issue with
symmetrical cryptography. So, in essence, symmetric keys are sent securely using asymmetric
cryptography and the actual messages themselves are protected using symmetric cryptography.
Cool! We get the flexibility of asymmetric cryptography and the speed of symmetric cryptography.
Now we only have to solve the trust problem.

In order to solve the trust problem, five things will need to be discussed:

o A certificate authority — a trusted third party that creates digital certificates from certificate
requests

o A certificate request — a public key associated with identity information that will serve as the
basic building block for a digital certificate that the certificate authority will create and sign.

e Adigital certificate — a public key associated with identity information that is digitally signed
by the certificate authority.

e Adigital signature - the hash of the digital certificate encrypted by the private key of the
certificate authority.
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A hash — also known as a message digest. A hash is the output of a one way function that
attempts to ensure the integrity of the message (i.e., that the message has not been altered).
It is usually combined with authentication information to ensure that the message originator
can be authenticated and that the integrity of the message has not been disrupted. You can
think of a hash like an advanced checksum or an advanced cyclic redundancy check (CRC).

Let's cover hashes and digital signatures first. We'll assume that Jack wants to send John a message.
Jack wants to make sure that John knows the message came from him and that the message was not
altered in transit. However, Jack doesn’t care about confidentiality — in other words, the actual
message can be sent “in the clear” — but does care about authentication and integrity. We can
accomplish this through hashes and digital signatures as shown in Figure 12.
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Message + Digital
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Figure 12 — Digital Signature

In Figure 12, Jack has sent John a message with a digital signature. Let's see how John would
validate this message to make sure it came from Jack and was not altered. Refer to Figure 13.
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Figure 13 - Digital Signature Verification

Here we see how John uses Jack’s public key to verify the message. Jack’s public key is the only key
that can decrypt the digital signature and obtain the hash value of the message that Jack calculated
before sending the message. Because the hash was encrypted with Jack’s private key, which no one
should know but Jack, John can be sure that Jack was the one that sent it.

We still have a problem — How does John know that Jack’s public key really belongs to the person
that he knows as “Jack”? There are many people in the world named “Jack” — how does John know
it isn't one of them? We still need a trusted third party to provide Jack’s public key in a format John
can trust and we probably need Jack to provide a little more identity information too. Here is where
the Certificate Authority comes into play. Refer to Figure 14 — Certificate Authority.
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Figure 14 — Certificate Authority

Jack goes through a key pair generation process and creates a public and private key pair. The
private key is kept secret. The public key is associated with some identity information and is given to
a Certificate Authority. The certificate authority generates a certificate, usually specific to a purpose
such as email, and signs the certificate with its digital signature. Assuming there is a place where
these digital certificates are publicly available, as long as Jack and John can agree to trust a specific
certificate authority, they’ll be fine trusting certificates signed by that authority. Refer to Figure 15.
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Figure 15 — Public Key Certificates

Here we can see that everyone’s public key certificate is, well — um, public. The important thing to
note is that the certificate authority also has a public key certificate that identifies itself. This certificate
is signed with its own private key and is a “selfsigned” certificate. There is no “higher” level of trust
then the top level certificate authority. Therefore, John and Jack must choose a particular certificate
authority that they both trust. In most cases, there is a hierarchy of certificate authorities at customer
sites. This forms what is known as a certificate chain and there is a top level CA or Root CA where
the ultimate trust resides.

Also, we should take care to point out that there is usually a difference between Internet trust using
certificates and Intranet trust using certificates. Internet trust will involve well-known certificate
authorities like Verisign and Entrust. However, Intranet models usually revolve around Microsoft's
certificate authority that comes with Windows 2003 server. Each company establishes their own
Public Key Infrastructure (PKI) that includes an entire policy around certificates.

Now that we have covered some basics around certificates, we can talk specifically about Jetdirect.
Jetdirect is an embedded system and as a result, has limited storage space for certificates. Jetdirect
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can store one ldentity certificate and one CA certificate. The CA certificate tells Jetdirect which
identity certificates should be trusted (i.e., must be signed by that CA) when Jetdirect is receiving a
certificate from another entity. Jetdirect’s Identity certificate is the certificate that is sent out when
another entity requests it. It is important to note that the CA certificate on Jetdirect is configured strictly
to provide the trust point for identity certificates that are sent to Jetdirect — the identity certificates
received from other entities must be signed by that CA or be part of a chain which ends in that CA.

Since Jetdirect only has one Identity certificate that can be configured, it must be capable of being
used in a variety of situations. Jetdirect can act as a client or a server, depending on the protocol
being used. For instance, if a web browser is using HTTPS to communicate to Jetdirect, Jetdirect will
return its Identity certificate as part of the SSL/TLS negotiation process, which will identify Jetdirect as
a server. In other cases, like EAP-TLS, Jetdirect will send its Identity certificate for client authentication.

By default, Jetdirect will create a “self-signed” certificate the first time it is powered on. This certificate
is not secure because it has not been signed by a trusted CA. An important step in the security of a
Jetdirect product is to replace the default selfsigned Identity certificate with one that has been signed

by a trusted CA.

What Equipment is Required for 802.1X?

Essentially, we need the following:

e A printer or Jetdirect device (Supplicant) that supports 802.1X

e A switch (Authenticator) that supports port-based authentication via 802.1X

e A RADIUS server (Authentication Server), such as the Internet Authentication Service (IAS)
from Microsoft

Many HP Jetdirect devices can be upgraded for free to support 802.1X. Refer to
http://www.hp.com/go/webjetadmin_firmware for the latest firmware updates. HP Jetdirect products
that support 802.1X are as follows:

e J7934A/)7934G 620n EIO 10/100TX Print Server with the latest firmware available — PEAP
Support

e J7960A/)7960G 625n EIO 10/100/1000T Print Server with the latest firmware available —
PEAP support

o J7997G 630n EIO 10/100/1000T Print Server with the latest firmware available — PEAP &
EAP-TLS support

o J7961A/)7961G 635n EIO IPv6 & IPsec Print Server with the latest firmware available -
PEAP & EAP-TLS support

e J8007G 690n EIO Wireless 802.11b/g Print Server — PEAP & EAP-TLS & LEAP support

e Embedded Jetdirect products with the latest firmware available — PEAP & EAP-TLS support

o J7942A/)7942G en3700 USB External Print Server with the latest firmware available — PEAP
support.

Microsoft's IAS comes with Windows Server 2003. This means that two of the three items needed for
802.1X authentication are potentially free! All that is needed is the switch (Authenticator).

Ethernet switches have long supported 802.1X. Check your switch documentation for information on
whether or not it is supported. The HP ProCurve line of edge devices support 802.1X with higher-end
edge switches supporting rich methods of assigning VLANs, bandwidth constraints, access control
lists, etc. Refer to http://www.hp.com/go/procurve

Rather than generically explain what is necessary to setup and configure 802.1X for HP Jetdirect, this
whitepaper will go through a step-by-step tutorial of sample installations and configurations of the
802.1X components.
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NOTE: The following sections describe in detail the various steps to use 802.1X.
Various software programs are installed and confiqured. The installation and
confiquration of these programs, such as Microsoft’s Certificate Authority, are done
for learning purposes and should not be considered as HP’s recommended
configurations or installations for production networks.

Installing the Internet Authentication Service (IAS)

Where are we?

Step 1 Installing Internet Authentication Service
Step 2 Installing a Certificate Authority
Step 3 Creating a Certificate Template
Step 4 Issuing a Certificate
Step 5 Creating a User for HP Jetdirect
Step 6 Switch Configuration
Step 7 HP Jetdirect Certificate Configuration
Step 8 IAS Configuration
Step 9 HP Jetdirect 802.1X Configuration

Microsoft ships a RADIUS server by default. This RADIUS server must be installed from the

Add/Remove Windows component wizard.

Using Windows Components Wizard

Windows

Windows Components

2003, we can “ou can add or remove components of MWindows.
simply go to
the Control
Panel and To add ar remove a component, click the checkbox. A shaded box means that anly
select part of the component will be inztalled. To zee what's included in a component, click
p Dretails.
Add/Remove
" LComponents:
Programs” and e o
vl SelManagement and Maonitoring T oals E.3ME ;I
then select = —
Wind Bl =21 Metworking Ser
C indows EE] Other Metwark, File and Print Services nomMe —l
omponents. O g Femote Installation Services 20MB
1 &4 Bemnte Starane 3R MR LI

[Dezcription:  Caontaing a warigty of specialized, netwaork-related zervices and protocols.

Total disk space required: 16.0 MEB
Space avaiable on dizk: 3364.7 ME
< Back Hest = Cancel Hielp
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Select
Networking
Services and
press Details.
Then select
Internet
Authentication
Service and
press OK.
Complete the
wizard and
allow the
installation to
complete.

Metworking Services

To add ar remove a component, click the check box. A shaded box means that only part
of the component will be inztalled. To zee what's included in a component, click Details.

Subcomponents of Hetwarking Services:

] EDDmain Mame System [DMS] 1.7MB &
O l':g Diynarnic Host Configuration Protocaol [DHCP) 0.0rE
Internet Authentication Service 0.0kEB
O l';.!} Rermote Access Quarantine Service 0.1 ke
O] B RFC aver HTTP Prosy 0.0 ME
O @Simple TCPAP Services O0ME
| ;—EWindaws Intermet Mame Service PafMS] 0.9 MEB L‘

Descrption:  Enables authentication, autharization and accounting of dial-up and %FPH
uzerz. A5 supports the BADIUS protocal.

Total dizk zpace required: 4.1 B
146249.2 MB

Lietals:.

Space available on dizk:

17




Installing a Certificate Authority (CA)

Where are we?

Step 1 Installing Internet Authentication Service
Step 2 Installing a Certificate Authority

Step 3 Creating a Certificate Template

Step 4 Issuing a Certificate

Step 5 Creating a User for HP Jetdirect

Step 6 Switch Configuration

Step 7 HP Jetdirect Certiticate Configuration

Step 8 IAS Configuration

Step 9 HP Jetdirect 802.1X Configuration

Using Windows 2003 Enterprise Edition or Windows Server 2003 Datacenter Edition, we can simply
go to the Control Panel and select “Add/Remove Programs” and then select Windows Components.

Windows Components Wizard i -

Select ]
" [ Windows Components
Certificate .
., You can add or remove components of Windows,
Services”,
then click
Next.

To add or remove a component, click the checkbox. & shaded bow means that anly
part af the companent will be inztalled. To zee what's included in a compaonent, click

Details.

LComponents:

] %.ﬂ.ccessnries and Utilities 43 ME ﬂ
[w] @.ﬂ.pplicatiun Server 334 MB

™ E: Certific 1.4 MB

[ ™ E-rail Services 1.1 ME
[ &4 Fax Services 79 MR ;I

Description:  Installs a cedification autharity [CA] to issue certificates for uze with
public: key security programs.

Total disk space reguired: 17.7 ME Detal
Shane Suslahis ok 2402 7 ME ﬁl

< Back I Mest > I Cancel | Help |
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In this
example, we
are installing
an Enterprise
Root CA.
Click Next.

NOTE:

If you select
any other kind
of CA, the
certificate
template
functionality
described
below will not
be available.

Windows Components Wizard

CA Type
Select the type of CA you want ba set up.

™ Enterprize subordinate CA,
" Stand-alone root Cé,
" Stand-alone subordinate Cé

Diezcription of CA type
The most buzted CA in an enterprize. Should be installed before any other T,

[T Usze custom settings to generate the key pair and T4, certificate

< Back I Mewxt > I Cancel | Help |

Here is our
CA identity
information.
Click Next
and complete
the
installation.

Windows Components Yizard ) ﬂ

CA ldentifying Information
Enter infarmation to identify thiz T,

Common name for thiz Ga;

IFi-:thI:.fl‘-l

Distinguizhed name suffis;

DC=example. D C=lacal

Preview of diztinguizhed name;
CH=RootCh, D C=example, D C=local

"W alidity penod: E xpiration date:
|5 IYears j 111742010 1:58 P

< Back I Heut » I Cancel Help

Once the installation has completed, we can go to Start -> Run -> mmc
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The Microsoft JRI=TEY

Fle Action iew Favorites Window  Help
Management N
Console is a "7 Console Root

framework that
allows various
“Snap-Ins” to
be loaded.
Each “Snap-In”
manages a
specific service.
For example,
there is a
“Snap-In” to
manage the
Certificate
Authority (or
Certification
Authority as
Microsoft
sometimes calls
it).

There are no items ko show in this view,

At this point, we want fo load in separate Snap-lns into the Microsoft Management Console (MMC).
Snap-Ins are modules that provide specific management functionality to the MMC. Go to the File
menu and select “Add/Remove Snap-In”.
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Click Add.

Add/Remove Snap-in i ﬂﬁl

Standalone I Ektenslonsl
Use this page to add or remove a standalone Shap-n fram the consale.

Snap-ins added ta:

]

~ Description

Add... Eemove: fabout. |

Cancel |

Select

Certificate
Templates,
then press

”Add".

Add Standalone Snap-in ' el |

Auyallable Standalone Snap-ins:

Snap-in | Wendor |;|
@Aclive Directary Uszers and Comput...  Microzoft Corparation
ﬁf-\ctivex Control Microgoft Corporation J
Aulhorizatinn td ahager Microzoft Corporation
8 Backup Microgoft Corporation
ﬁ Certificate Templates Microsoft Caorporation
@ Certificates Microsoft Caorporation
@! Certification Authority Microgoft Corporation
@ Compaonent Services Microzoft Caorporation
Q Computer M anagement Microgoft Corporation
Device Manager Microzoft Caorporation LI
e
— Description
The Certificate Templates znap-in allows pou to create and manage
certificate templates.

LClose |

Select
Certification
Authority,
then press

IIAddII'

Then press
Close.

Add Standalone Snap-in ) 2]

Available Standalone Snap-ins:

Shap-in | Yendor |:|
@f-\ctive Directory Users and Comput...  Microsoft Corporation
gjfl.t‘-‘«ctivex Contral Microzoft Corpaoration J
Authorizatinn Manager Microzoft Carporation
B ackup Microzoft Corporation
Certificate Templates Microsoft Corporation

@ Certificates Microzoft Carporation

{8 Cerlification Authority icrozoft Corporation

@ Compaonent Services Microzoft Corporation

Q Caomputer Management Microzoft Carporation

Device Manager Microzoft Corporation ;I
-t

r~ Description

The Certification Authority snap-in allows you to configure the Certification
Authorty and manage certificates.

Add Cloze
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Select Certification Authority
“Local
”n
Compu'fer : Select the computer pou want thiz shap-in to manage.
Then click _ -
Finish Thiz znap-in will always manage;
= EIEDcaI computer; [the computer this consale is running ong
i~ Another computer; | Browse.. |
[ Allow the selected computer to be changed when launching from the command line, This
only applies i pou zave the conzole.
< Back I Finizh I Cancel
Select OK. addjemove snopm 2

Standalone I E stensioris I

Lze this page to add or remove a standalone Snap-in fram the console.

Snap-inz sdded to: Ia Canzole Roat j

Certificate Temnplates
@ Certification Autharity [Local]

— Diezcription

Hemowve bt |

1] | Cancel
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Done

Fle Action Yiew Favorites Window Help

B 2

e
[ Certificate Templates ertificate Templates
| Certification Autherity (Local) [ECertFication Authority (Local)
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Creating a Certificate Template

Where are we?

Step 1

Installing Internet Authentication Service

Step 2

Installing a Certificate Authority

Step 3

Creating a Certificate Template

Step 4

Issuing a Certificate

Step 5

Creating a User for HP Jetdirect

Step 6

Switch Configuration

Step 7

HP Jetdirect Certificate Configuration

Step 8

IAS Configuration

Step 9

HP Jetdirect 802.1X Configuration

The Certificate Authority needs to have a template from which certificates can be created for services.
The Microsoft CA has some predefined templates to help the administrator. Microsoft also allows you
to create new templates. We will illustrate a process of creating a certificate template specifically for
an HP Jetdirect print server.
Note: The certificate template functionality described below is only available for Windows 2003
Enterprise Edition and Windows 2003 Datacenter Edition.

Select
Certificate
Templates.

Highlight the
“Web Server”
template. Right
click and copy
the certificate
template, and
name it “HP
Jetdirect”.
Now right click
on “HP
Jetdirect” and
select
properties.

“fi Consolel - [Console Root',Certificate Templates]

%y Fle Action Wew Favortes Window Help

= R EE

(L Cansols Root
Certificate Templates
{E3 Certification Authority (Local)

=101 x|
[ISETE
Template Display Name__* [ Minimum Supported CAs | Yersion | Autoenroliment
Tl achministrator windows 2000 4.1 Hak sllowed
[ authenticated Session windows 2000 3.1 Hot: allowed
(3dBasicers windows 2000 3.1 Hot: allowed
Gdca Exchangs windows Server 2003, En... 1060 Mot sllowed
[ cep Encryption windows 2000 4.1 Hot: allowed
[3code signing windows 2000 3.1 Hot allowed
[Gecomputer Wwindows 2000 5.1 Mot sllowed
(3 cross Certification Authority windows Server 2003, En... 1050 Mot allowed
Gdirectory Email Replication windows Server 2003, En... 1150 Allowed
[gdDomain Contraller windows 2000 4.1 Mot sllowed
G pomain Contraller Authentication windows Server 2003, En... 10,0 Allowed
[34EFS Recovery Agent Windows 2000 6.1 Mot allowed
CdEnroliment Agent windows 2000 4.1 Mok sllowed
Gedenralment Agent (Computer) windows 2000 S Hot: allowed
[3HExchange Enroliment Agent (Offine request)  Windows 2000 4.1 Mot allowed
[gdExchange Signature only windows 2000 6.l Mok sllowed
[FlExchange User windows 2000 7.1 Hot allowed
IPSec Windows 2000 &1 Mok alowed
[dtpsec (offine request) windows 2000 71 Mok sllowed
Gelkey Recovery Agent windows Server 2003, En... 1050 Allowed
RAS and IAS Server windows Server 2003, En... 10010 Allowed
[gdroot Certification Authority windows 2000 5.1 Mok sllowed
Gedrouter (Offine request) windows 2000 4.1 Hot: allowed
Smartcard Logon ‘windows 2000 6.1 Mot alowed
g smartcard User Windows 2000 1.1 Mok sllowed
[ subordinate Certification Authority windows 2000 S Hot: allowed
E4 Trusk List Signing Windows 2000 31 Mot slowed
Guser windows 2000 31 Not alowed
ser Signature Only Windows 2000 4.1 Hot: allowed
b 00 4,
'orkstation Authentication windows Server 2003, En... 1000 Allowed
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Provide the Properties of Mew Template [ ed B
names you _ . .
. |szuance Reguirements | Superzeded Templates I Estenszions I Securty
would like the : .
™ General Fiequest Handling Subject Mame

certificate
femp|ote to Template dizplay name:
have. HF Jetdirect

tinimum Supported Chz: \Windows Server 2003, Enterprize Edition

After you apply changes to thiz tab, vou can no longer change the template

narie.

Template name:

HFletdirect

W alidity period: Renewal period:

I 2 I_I,Iears j I G Iweeks j

[T Publizh certificate in Active Directary

I Do hiot attomatically reenrallif a duplicate certificate exists in dotive
[irectony
k. I Cancel | Apply
Select the Properties of New Template i ed |
" .
kA"OW prlvcte lzzuance Requirerments | Superzeded Templates I Extenzions I Security I
ey to be (o] Request Handling Subject Mame

exported”
checkbox in the Purpose: ISignature and encryption j
Requesf [ Archive subject's encryption private key
Hond|ing tab. [ Include symmetric algorithms allowed by the subject

7| Delete revaked ar expired certificates [donot anchive]

Minimum key size: I'IEI24 'l

v dillaw private key to be expoted

D the follavang when the subject iz enralled and when the private key
azzociated with thiz cetificate is used:

% Enroll subject withaut requinhig any user input

£ Frompt the uzsr during enmliment

Frampt the user dunhg enmeliment and require user imput wher the:

private keyis used
LC5Ps. |

T o chooze which civptographic service providers
[C5P2] should be uzed, click CSPs.

0k | Cancel I Apply
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Select the
Application
Policies
extension in the
Extensions tab.

Properties of New Template i x|

General I Fiequest Handling I Subject Mame |
|zzuance Requirements I Superseded Templates  Extensions | Security

To maodify an extension, select it, and then click Edit.

Extensions included in this template:

Click Edit.
= Application Policies
'—| Cerlificate Template Infarmation
E Issuance Policies
'—|Key Uzage
Edit... |
Dezcription of Application Policies:
Server Authentication ;I
(] 4 | Cancel I Apply |
Click Add... Edit Application Policies Extension 2] %]

An application policy defines how a certifizate can be
uzed.

Apphcation policies:
Semver Authentication

Add. | Edb. | Remove |

[ Make thiz extenzsion critical

[2IF I Cancel |
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Select Client Add Application Policy 2]

Authenhcohon, an application policy [called enhanced key uzage in Windoves 2000]
then click OK. defines how a cerificate can be used. Select the application palicy required
for walid zignatures of certificates izsued by thiz template.

Application policies:

im Authentication
Cade Signing
Crigital Rights
Diirectony Service Email Replication

Docurment Sighning

Ermbedded *Windows Sestem Component Yerification

Encrypting File Sypstem

File Recoverny

IP' zecurity end system

IP zecunty IKE intermediate

IP' zecunty tunnel termination

IP zecurity uzer ;I

Click OK. Edit Application Policies Extension 2] x|

An application policy defines how a certificate can be
uged.

Application policies:

Client Auwth ion
Server Authentication

Edit... | Remowve |

[~ Make this extension critical

0F | Cahcel |
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Click OK. Properties of New Template T

General I Fequest Handlihg I Subject Name I
lssuance Requirements I Superseded Templates  Extensions |'Sec:urit_l,.l

To modify ah extension, select it, and then click Edi.

Estensions included in this template:

= Application Policies

Certificate Template Information
|zsuance Policies

= Key Usage

Description of &pplication Palicies:

Clignt Authentication ;l
Server Authertication

=

ok | Cancel | Apply |

Now we have created a new certificate template, we need to enable it to be used by the Certification
Authority.

Select Ticonsole1
f Eile  Action View Favorites  window  Help
Cerh icate = BB Em
Tem plafes Authority (Local)iRootCA)\Certificate Templates
Console Root Intended Purposs
un d er Certificate Templates ectory Email Replication Directory Service Email Replication
@ %rnﬁcanm Authority {Localy rnain Conkroller Authentication Client Authentication, Server Authenticatia, .,
H f H ;{7 RootCA [EAEFs Recovery Agent File Recavery.
Cerh ication E ?EV”‘;ES Cf;“ﬁiams sic EFS Encrypting File System
. s T Dorain Contrcller Clisnk Authentication, Server Authentication
AUthOr”y . E EETTE “E“”:“S Server Authentication
= SR o Clisnit Authertication, Server Authentication
& Cortficates - Comreri L Encrypting File System, Secure Emai, Clien...
N ow ri g hf cl |ck s sl M| . | it Signing, Encrypting Fie. ..
cmd Se|ect NEW Hew Window from Here
d h Mew Taskpad View...
and then Refrech
" of- Export List. .,
Certificate
Help
Template to
”
Issue”.

[Enable addtional Certificate Templates on this Certification Authority
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Select HP
Jetdirect and
click OK.

Il Enable Certificate Templates '

Select one or more Certificate Templates to enable on this Certification Authority

MHame | Intended Purpoze | A|
Code Signing Code Signing
1ozz Cedification Authoriy <l

4 E rrallment Agent

1 Enrollment Agent [Computer)

wchange Enrollment Agent [Dffline request)
4 Enchange Signature Only

4 Exchange Uzer

HF Jetdirect
1 IPSec
1 IPS ec [Offine request)

Certificate Request Agent
Certificate Request Agent
Certificate Request Agent
Secure Email

tior, Client Authentication
ermediate
IP zecurity IKE intermediate

5 K an Plarnwan boent LI

K e PBernwer dnent

QK. I Cancel |

View the ‘i’!‘“ Consolel - [Console Root' Certification Authority (Local),RootCA' Certificate Templates] ~1al x|

“B) Fle Action Wiew Favortes Window  Help | &l x|
Certificate e BE XEB| 2

(L console Root
Tem pIC”eS -G Certificate Templates ut It Athy
fO | d erin fh e =83 Certification Authority (Local) Directory Email Replication Directory Service Email Replication

B @ Eﬁ:m Domain Controller Authentication Client Authentication, Server Authenticatio. .
o[- . © ([ Revoked Certificates
EFS Recovery Agent File Recavery

Certification 1 tenie Cotfcaes

Authority snap-
in MMC, and
make sure that
the HP Jetdirect
template is
present.

Done.

Basic EFS
Damain Controller
Wieb Server

Encrypting File System
Client Authentication, Server Authentication
Server Authentication

(21 Pending Requests
(L1 Failed Requests
.5 Certfficate Templates

Computer Client Authentication, Server Authentication
User Encrypting File System, Secure Email, Clien...
Subordinate Certification Autharity <al=

deidministr ator Microsoft Trust List Signing, Encrypting File. ..
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Issuing a Certificate

Where are we?

Step 1 Installing Internet Authentication Service

Step 2 Installing a Certificate Authority

Step 3 Creating a Certificate Template
Step 4 Issuing a Certificate

Step 5 Creating a User for HP Jetdirect

Step 6 Switch Configuration

Step 7 HP Jetdirect Certificate Configuration

Step 8 IAS Configuration

Step 9 HP Jetdirect 802.1X Configuration

We need to download the CA certificate for Jetdirect and make sure our client know about the CA

chain as well.

From the main
web interface,
click
“Download a
CA

certificate...”

ZJ Microsoft Certificate Services - Microsoft Internet Explorer

=10 x|
Fle Edit Wew Fawvortes Tools  Help | ,1'
@Back T T |_] @] ,\ | ,':' Search .7 Favarites 421 | (- A =)
Address I:gj http: jfloopbackfcertsre/ ﬂ Go |Linls 2

Microsoft Certific

Welcome

Use this Web site to request a certificate for your VWeb browser, e-mail client, or other program. By using a
certificate, you can verify your identity to people you communicate with over the Web, sign and encrypt
messages, and, depending upon the type of cenificate you request, perform other security tasks.

You can also use this YWyeb site to download a cerificate authority (CA) certificate, certificate chain, or
certificate revocation list (CRL), or to view the status of a pending reguest.

Far mare information about Certificate Services, see Cetificate Services Documentation.

Select a task:
Request a certificate
Wiew the status of 8 pending cerificate request
Download a CA cerificate, cerificate chain, or CRL

=
& T
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Select “Current
[RootCA]”,
then DER (or
Base 64 if you
are using an
older Jetdirect
product), then
click
“Download
CA

certificate”,

crosoft Certificate Services - Microsoft Internet Explorer

oI

File Edit Miew Favorites Tools Help | a'

QBack ~ &3 - [¢] [2] ,\| ) Search - Favorites {“| (- =

Address I@ http: filoopbackfcertsrefcertcarc, asp j G |L\nks L
F

Microsoft Certifica

Download a CA Certificate, Certificate Chain, or CRL

To trust certificates issued from this certification authority, install this CA certificate chain.

To download a CA certificate, certificate chain, or CEL, select the certificate and encoding method.

CA certificate:

Encoding method:

& DER

" Base 64
Download CA certificate
Dowinload CA certificate chain
Dowinload latest base CRL
Download latest delta CRL

=
& T

Click Save.

File Download - Security Warning _'

Do you want to open or zave thiz hile?

E : Mame: certnew.cer
| Tupe: Securicy Certificate, 1,10 KB

From: loopback

Open Save

"w'hile files from the Internet can be useful, thiz file type can
patentially karrm your computer. [F you do not trust the source, do not
open or gave thiz zoftware. What's the risky
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Name the file

" ” = ilil
cacert.cer”.
We'll use this Savein | [} Desktop = Q2 -
file later when [ My Documents
we are :f My Computer
confi urin HMY Metwork Places
. 9 g @Shnrtcut ko Administrative Tools
Jetdirect.

B‘»‘ Shortout b Control Panel
E-Eé Shortcut ta My Computer

File narne: Icacert.cer j Save
Save a3 lype: ISecmit_l,l Certificate j Cancel |
A

We also want to install the CA certificate chain on the local computer. This will allow the browser to
recognize certificates issued by the CA as trusted.

2 Microsoft Certificate Services - Microsoft Internet Explorer

i =]
ClICk |nStG” File Edt ‘ew Favorites Tools Help | _am
fhls CA @Back -~ & ~ ¢] [2] ;b | ) Search -7 Favorites &4 | (- =
cerﬁficofe Address ITQhttp:J‘,iloupbacKl'cartsrw’certcarc‘asp j Go |L\nks L
=
Chain". Microsoit Certifica

Download a CA Certificate, Certificate Chain, or CRL

To trust certificates issued from this certification authority, install this CA certificate chain.

To download a CA cerificate, certificate chain, or CRL, select the certificate and encoding method.

CA certificate:

Current [RootCA

Encoding method:

& DER

 Base 64
Download CA certificate
Dowinload CA certificate chain
Download latest base CRL
Diownload latest delta CRL

=
‘@ Install this Ca certificate chain l_l_l_l_’_ & Internet 4

lick Yes.
C ¢ es Potential Scripting Yiolation I ﬂ

' This ‘Wb site: i adding one or more certificates bo this computer, Alowing an unbrusted Web site to update your certificates is a security risk, The Web
site could install certificates vou do not brust, which could alow programs that vou do not trust ko run on this computer and gain access to vour data,

Do vou want this program to add the certificates now? Click Yes if you trust this Web site, Otherwise, clicdk No,

Yes
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Done

/2 Microsoft Certificate Services - Microsoft Internet Exnplorer =1l
Help | 'l".

File Edt “iew Favarites

Q@Back 3 » [x] & ,\| - Search -7 Favorites {“l b

Address I@] http:/loophack{certsrvfcertrmpn.asp

j Go |L\nks £

Microsoft Certific

CA Certificate Installation

The CA certificate chain has been successfully installed

=

‘@ Done

I O T

Now we can begin creating an Identity Certificate for Jetdirect. Starting with Jetdirect firmware
version V.36.11 and later, certificates created from CSRs and issued by the Enterprise CA can be
installed. This method is a more secure way (and preferred way) of installing a certificate. If your HP
Jetdirect firmware is earlier than V.36.11 (e.g., V.29.20, V.31.08), please refer to Appendix B for

instructions on how to import a certificate. First, we need to create a CSR on Jetdirect.

Click on the
“Networking”
tab and go to

“ Authorization”

and then
“Certificates”.
Click
“Contigure”
under the
Jetdirect
Certificate
section.

Configuration
TCPIP Settings
Hetwark Settings
Other Settings

Privacy Seftings
Security

Settings
Authorizetion

Mgt Protocols
80217 Authertication
IPseciFirewsl
Diagnostics
Metwark Statistics
Protocol Info

Configurstion Pags

Hetworking

Authorization

| amin. account JESTEC access Cantral |

Cerificates are uzed to idertify devices on the netwark.

||

Jetdirect Certificate
By default, a pre-installed self-signed Jetelrect cerificate is created to identify Jetdirect. Y¥ou can change this certificate to more
accurately identity the devics and to update the length of time the certificats is valid

Statuz Instalsd

CA Certificate
A Certificate Authority (CA) certificate is required for some authentication methods. | is used to verify the authertication
server's cerificate. The CA certificate must be the cerificate of the CA that signed the authentication server's certificate
Status: Inztallec

E

Cor
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Select “Create
Certificate
Request” and
then click
“Next”.

Configuration
TCPAP Settings
Metwork Settings
Cther Seftings
Privacy Seftings
Security
Settings
Autharization
Momt. Protocols
8021 Adthentication
|PsecFirewall
Diagnostics
Metwork Statistics
Protacal Info

Configuration Page

] | Hetworking

Authorization Support a

Certificate Options

An ¥ 509 certificate is required by various security protocols. You may update the pre-installed self-signed certificate, or you
may create a cerificate request. & self-signed cerificate provides encryption of data between the client and device, however it
dioes not provide trusted authertication of the device. Data encryption and trusted authertication is provided by & third party
certificate. You may also import a certificate and private key to use as the Jetdirect certificate, or you mery export the existing
Jetdirect certificate and optionally its private key.

|  Create Hew Self-Signed Certificate Creste a new seli-signed cedificate. Warning: This operation will overwrite
the currently installed certificate with & new self-signed certificate:

Create the Certificate Request that you will give to s Cerificate Authority. The

¥ Create Certificate Request
Certificate Reguest will be used to generate a certificate for you

| (e Import Certificate and Private Key \mport .a certifica.te and private key to use a§ ?he Jetdivect certificate. (Mote:
This will overwrite the current Jetdirect cediticate and private key.

0] Export Certificate Export the Jetdirect certificate and private key.

Enter in the
fields that
describe the
devices. Click
“Next”.

Configuration
TCPIP Settings
Hetwark Settings
Other Settings
Privacy Settings
Security
Settings
Authorization
Mgt Frotocols
021X Authertication
IPsecFirsval
Diagnostics
Hetwark Statistics
Frotacol Info

Configuration Page

g ] Hetworking

Authorization = a

Certificate Information

Please specify the following values to uniquely idertify the certificate. The Certificate Authority will check the fields for
accuracy end completeness to ensure that the certificate is being issued to a legitimate organization.

Caution: You are now creating a new certificate request. By doing so, you will be erasing any existing request.

Common Hame Fully gualified domsin name or P Address of the Jetdirect  [fnance example internal
device s
Organization Full legal name of your company. Do nat shbreviate, except for
Inc., Corp, etc. (Ex: Hewlett-Packard Co.)

Organizational Unit Specific departmert: or division within your organization. [printing
(optional)

CityiLocality City in which your organization is physically located I

xample

State/Province State in which your organization s physically located

Country/Region Two-character IS0 3166 country/egion code. (Ex: "us" for
USA)

Jetdirect
generates the
public/private
key pair, which
can take a little
while.

Configuration
TCPAP Seftings
Metwork Settings
Cther Seftings
Privacy Settings
Security
Settings
Autharization
Mgmt. Protocols
802K Authertication
|PzecFirewal
Diagnostics
Metwork Statistics
Pratocal Infa

Configuration Pacge

[ I Networking

B

Configuration Result

STATUS: Certificste request crestion in progress.
This may take up to 3 minutes without a screen update
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You can save
the file, or you
can simply
copy the text
starting and
including “-—-
BEGIN
CERTIFICAT
REQUEST—"
up to and
including the
last five dashes
of the “END
CERTIFICATE
REQUEST—"

I Hetworking

Configuration
TCPIP Settings
Metwork Settings

Other Settings
Privacy Settings
Security
Settings
Authorization

Configuration Result

Momt. Protocols

02.4% Authertication The cerificate request has been successiully created.

[PsecFirewall
Diagnostics

certificate request is as followes:
hetwork Statistics

Protocol Info -----BEGIN CERTIFICATE REQUEST-----
MITE3]CCAUECAQIweDERMEECALUEA XY ZnluYWE 2551 aCFr oGl lnludClybuFs
MEAUD gYDVQIKEwdF eGFL o 6x IMETuEnTHVQ0 L Ev DB FHOZF O AxNT oDz ANB Y
BAsTBko30TYx0TERMASCALUEC xMIUHIpbnPpbncwy28wh Y JRoZ Thy cNAQEBEQAD
gTOAMIGIAoBEAM1 0x 03483 CEY SibnelFor Ikt Noxhe o SKIBqHaqys T4D Inaulne]
GREYHGYCVHtyaSTxhNP Ol 5cus ZYDEFLFzRSnk e gt x GF EXSUZ TcCiGVELwnOrmTn
DEeyu6 oKuM0vHETavd quils 0y SEWEZAd gaHI 0] 0 IXhawPsZ0ue KD £/ AgMBAAGY
NI AuB gl bl 1 GSwOE CQ4x T TAME 0 GALTAT QOWHE 0 GCCs CAQUFETNEE gyr BgEFEQCD
A3 ALEgkohkiGowIEAQQDYEAD Ay +0IPFFOzqSzvak SHR?IoaCTEwZAs g1 QEWY0
rU4uoQd58dTiHKP o6 3nyt yEb gNChG e +HSrhy 2 YD 2 0y Ll Pusgsk 4 rDanPrERd
nkHPWRU3 £/ eq?he633Bept B/ LLivhFkZnZ0sr0TWosBaFnkyVldhzaaCdeLUkrhC
1ro=

Configuration Page

The certificate request is in PEM/Basefd encoding and needs to be given to a Cerificate Authority (C4) for certificate
generation and signing. Once you receive your certificate from the CA, rerun this wizard to install it on Jetdirect. ¥our

Moving back to the
web interface of
the Enterprise CA.
We have skipped a
couple of screen
shots and are at the
Advanced
Certificate Request.
Instead of clicking
“Create and submit
a request to this
CA” as we did
when we were
Importing a
certificate, we are
going to click the
second link “Submit
a certificate
request...”

A Microsoft Certificate Services - Microsoft Internet Explorer [ =] 3
Fle Edt Wew Favortes Tooks Help | ™
Qbeck - 3 - [ @) | Dsearch ZrFavories @ | (30 L B

Address [&] hiep:flocahasticertsrvfeertraad. asp

EIEERIT

Advanced Certificate Request

The policy of the CA determines the types of certificates you can request. Click one of the following options ta:
Create and submit a request to this CA

Subrit a certificate request by using a base-84-encoded CMC or PKCS #10 file, or submit a renewsl request b
base-B4-encoded PKCS #7 file

Reguest a certificate for a smart card on behalf of another user by using the smart card certificate enrollment station.
Mote: You must have an enrollment agent certificate to submit a request on behalf of another user.

using a

|@ Trusted sites

=
7
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Here we paste
in our
Certificate
Request and
select the HP
Jetdirect
certificate
template. Then
click “Submit”.

Internet Explorer

B R e e ]

| & ]
Qo = ) - (5] ) | S s rmenn @ | 000 3 -
[ T T a——— [rasd | E R

Submit a C R it or R | R: t

To subrmit & saved request to the CA_paste a base-64-encoded CMC or PKCS 810 certhicate request or PKCS #7 ranewal
raquast ganerated by an exdemal source [such as a Weab server) in the Saved Raguast bo

Saved Request:

BEGIN CERTIFICATE REQUEST =i
Bazetd-encoded [N1TB3ICCATRCAQTWEDERNBEGA I UEAXNY ImluYUS)
cenificats raguest [MPAVDOYIVOOREWAF eGF v oGy IARDWEWTDVOILE VWY

(EMC o [ BAsTORD I OTTUTERRASGALUEC kN ITE) phnRpbmcy
PKCS#0or  |gYOANIGIAGGEARLOX0I45UICE) SABRELFST LIEND
PHCS #7) 1F nu.mxj:]
1 »
Elrgerse for  fle 10 insert

Certificate Template:

RN R -

Additlonal Attributes:
Autribut L _l'dJ
nbutes: -
Submit» o
1] T (o trsted stes 4
2 Microsolt Certificate Services - Microsolt Internet Explorer
Now we have TR : a
f Otk = O - (8] 3] o 2 searh SER—
our Cerh |C01e. [T P T —r———"——— Qe wene
Most Jetdirect Homo
cards support Certifcate lasued
bofh DE R a nd The certificate you requested was issuad 1o you
© DER encoded or © Base 64 encoded
Base0d, but ol ER—
support e
Baseb4.
Simply click
“Download
Certificate”.
=
[E]pere ] |l treernat 4
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Save the saveas 2] x|
certificate. Savein: | (@ Deskiop = O3 e E-
E:}My Docurments
-9 My Computer
HM}; Metwork Places
certnew.cer
iy Blocumants
W
"
Wy Computer
-y
Filz name: Ifinance.cer j Save I
Save as bpe: ISecurit_l,- Certificate j Cancel |
o

We are going to use this file to Import into Jetdirect as well as associated a certificate with an Active
Directory user.

Creating a User for HP Jetdirect

Where are we?

Step 1 Installing Internet Authentication Service
Step 2 Installing a Certificate Authority
Step 3 Creating a Certificate Template
Step 4 Issuing a Certificate

Step 5 Creating a User for HP Jetdirect
Step 6 Switch Configuration
Step 7 HP Jetdirect Certificate Configuration
Step 8 IAS Configuration
Step 9 HP Jetdirect 802.1X Configuration

Using Windows 2003, we can simply go to the Start Menu, Select Administrator Tools, then select
“Active Directory Users and Computers”. Highlight the Users folder and create a generic user. If we
are going to use PEAP, we simply want to specify a password that never expires for the user. This
password will be used in the Jetdirect configuration for 802.1X, so it is important to remember it and
use strong passwords. If we are going to use EAP-TLS, we need to associate this user with the Identity
Certificate configured on Jetdirect.
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=1oix|

ctive Directory Users and Computers

In Active <5 FEile  Action | yiew ‘Window  Help |;|i|5I
D| recfory Users |E AddfRemove Columns. .. i 7 @ '“m
a nd @ Active Direckor - Large Icons
[ saved Que  Small Icons | Type | Diescription | :I
com PUferS, we @ example.‘lo List Security Group ... Members who have view-...
want to go to % E:”::;u ® Detail Security Group ... DNS Administrators Group
. (&) Domair_ Users, Groups, and Computers s containers Secur?ty Group .. DNS_ clients who G perthi...
fhe view menu o Security Group ... Designated administratars,.,
- Security Group ... Allworkstations and serve. ..
a nd ma ke sure % II:\I?I'T;QT e Security Group ... All domain contrallers inth...
”AdVG nced (3 Progra Customize. .. Security Group ... All domain guests
(220 System ﬁiDnmain Users Security Group ... All domain users
FeOfU res " iS £5 Users ﬁEEnterprlse Admins Security Group ... Designated administrators...
Group Policy Creator Owners Security Group ... Members in this group can...
Checked . %Guest User Builk-in account for quest ...
!ﬁHeIpServicesGrnup Security Group ... Group For the Help and Su...
€
ﬂIIS_WPG Security Group ... II5 Worker Process Group
Q IUSR_WIN-SERYER User Built-in account for anory...
€ TwaAM_WIN-SERVER User Built-in account for Intern...
%krbtgt User Key Distribution Center Se...
ﬂOWS_ZIE'B?QB‘IZﬁ_adm\n Security Group ... Microsoft SharePoint role ...
ﬂRAS and IAS Servers Security Group ... Servers in this group can ...
!ﬁSchema Admins Security Group ... Designated administratars...
%SUPPORT738894530 User This is a vendor's account: ...
ﬂTelnetCIients Security Group ... Members of this group ha...
1 I LI @WINS Users Security Group ... Members who have view-... =

|Enables,|’disables advanced features and objects

Click on the HP Jetdirect Properties o x|

Account tab

and make sure Published Certificates | Member 0F | Dialin | Object | Security
that the Environment I Sesziohs | Fiemate contral I Terminal Services F'rofilel COM+
Account General I Addiesz  Account | Prafile I Telephores I Organization
Options has User logon name;
“Password I {Bexample.local j
never expires Uzer logon name [pre-windows 2000];
selected. Enter [EXEMPLEN [NPIEBDTS?
the Logon
name, Logon Hours. . LogOnTo... |
typically th
hyp tCCl Y ef [T Lecount iz locked out
ostname, O
the HP ! Account options:
Jefdirect card. ™ User must change password at nest logon =
[~ Uzer cannot change password
v Password never expires
[~ Store password using reversible encrvption ;l
—Account expires
% Mever
" Endof | Satudsy . June 10,2006 -]

Ok I Cancel | Apply |
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Click the Dial-
In tab and
select “Allow

Environmentl Sessionsl Remate contmll Terminal Services F'rofilel COM+
General | Address | Account | Prcfile | Telephones | Organizatior

n AT
access . Then Publizhed Certificates I Member Of Dialiry | Object I Security

Click OK.

— Remote Access Permizsion [Diakin or YEM]

" Deny access

| Contiol access through Remote éccess Eoficy

= ety Callar/:
— Callback Optian:

' Mo Callback
" Set by Caller (Fouting and Femote Access Service only)

" Always Callback ta: I

™| Bzsign & Static I Address I
ol Apply Static Boutes

Define routes to enable for this Dial-in e |
connectiorn. i

Ok I Cancel | Lpply |

At this point, we will want to associate the public key certificate of the Jetdirect print server with the
HP Jetdirect account.

Active Directory Users and Computers . =10
Se|ect fhe HP < Ble  Action  View Window  Help ‘;Iilél
Jefdirectuser ""‘ ‘%Elx ml@ B vTEn
. @ Active Directory Users and Computer | Users 27 objects
qccount- ng ht B {3 5aved Queries Mamne | Type | Description | |
C | iCk a nd & @ E‘argﬁ:‘zfca‘ EEHCP Users Security Group ... Members who have view-..
D Compitrs %gnsad:\:sp zecunty Eruup g:: F;?jm:'list?turs Gruup!
nislpdateProxy ecuriby Group ... dients wha are permi...
SeIeCt N ame % E::;g‘:;:ei:trﬂz:nclpals ﬁDomain Admins Security Group ... Designated administrators. .,
MG ppi ngs . (23 LastandFaund !ﬁDnmain Computers Security Group ... All workstations and serve. ..
(23 WTDS Quotas ﬁDnmam Controllers Security Group ... All domain controllers in th...
3 Program Data !ﬁDnmam Guests Security Group ... All domain guests
23 System mDomam Users Security Group ... All domain users
429 Users mEnteanse Admins Security Group ... Designated administrators. ..
mGrUup Policy Creator Cwners Security Group ... Members in this group can..,
Guest User Built-in account for guest ...
!ﬁHe\pSerwcesGmuD Security Group ... Group For the Help and Su...
44
ﬁIIS_WPG 115 Worker Pracess Group
ﬁ TUSR_WIN-SERVER r Built-in account for anony...
ﬁ TW/AM_WIN-SERVER r Built-in account for Intern...
%krbtgt B Er Key Distribution Center Se...
mOWSleSTQB‘IZELadmu e uriby Group ... Microsoft SharePoink role ...
mRAS and 185 Servers fover uriby Group ... Servers in this group can ...
ms:hema Admins SODenHome pane urity Group ..,  Designated administrators. .,
3 SUPPORT 35594540 ] ke This is a vendar's accournt ...
mTaInetChents Al Tasks ¥ Furity Group .., Members of this group ha,,,
4 I LI !ﬁWINS Users T urity Group ... Members who have view-... E
|Maps certificates for this account. Delete ‘

Rename

Properties

Help

39




Select “X.509
Certificates”
and “Add...”
Now using the
certificate that
the CA issued
to Jetdirect -
“finance.cer”
was the file,
you can map it
here. Click
“OK”.

Security Identity Mapping ' 7] x|

%509 Certficates | Kerberos Names |

Mapped uzer accaunt;
Ib:-:ample. lozalUzers/HP Jetdirect

#-509 certificates:

Certificates Far | |zzued Bu
CH=l73614 DO0EFFESO1G... CH=RootCa

sdd. | Edt. | Bemove |

k. I Cancel | Lpply

Switch Configuration

Where are we?

Step 1 Installing Internet Authentication Service

Step 2 Installing a Certificate Authority

Step 3 Creating a Certificate Template

Step 4 Issuing a Certificate

Step 5 Creating a User for HP Jetdirect
Step 6 Switch Configuration

Step 7 HP Jetdirect Certificate Configuration

Step 8 IAS Configuration

Step 9 HP Jetdirect 802.1X Configuration

Each Switch (Authenticator) configuration will vary. For this example, we are using an HP J4902A
6108 ProCurve Switch. Essentially, we enable 802.1X for port 8 of the switch and fell the switch
where the Radius server is. We haven't installed the Radius server, but we will soon. The switch will
relay the EAP messages from Jetdirect to the Radius Server. The Radius server will work with Active
Directory to determine if the user can be authenticated. If so, the switch will open up the port and
allow Jetdirect access to the network.

Based upon this configuration, the Jetdirect device needs to be installed in Port 8. That is the only
port that is enabled for 802.1X. Refer to Figure 16 for an example configuration file.
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4 switch.txt - Notepad g@w

File Edit Format Wiew Help

1459024 Configuration Editor; cCreated on release
#H.07. 83

hostname "HP ProCurve Switch &108"
cdp run
interface 8
no lacp
exit
ip default-gateway 1%2.168.0.75
snmp-server community "public" Unrestricted
snmp-server host 1%2.168.0.1 "public”
vilan 1
name “"DEFAULT_wLAN"
gntagged 1-8
1p address 192.168.0.2 2535.255.255.0
exit
vlan 2
name "“PID
exit
vlan 3
name "PID MSMHT"
exit
ip authorized-managers 19%2.168.0.1 255.255.255.0
aaa authentication port-access eap-radius
daa accounting network start-stop radius
radius-server host 1%2.168.0.1 key homer
aaa port-access authenticator actiwve
aaa port-access authenticator 8

Figure 16 - Example Switch Configuration

HP Jetdirect Certificate Configuration

Where are we?

Step 1 Installing Internet Authentication Service
Step 2 Installing a Certificate Authority
Step 3 Creating a Certificate Template
Step 4 Issuing a Certificate
Step 5 Creating a User for HP Jetdirect
Step 6 Switch Configuration
Step 7 HP Jetdirect Certificate Configuration
Step 8 IAS Configuration
Step 9 HP Jetdirect 802.1X Configuration

Now we can discuss the HP Jetdirect configuration for 802.1X. First, we will install the HP Jetdirect

Certificate and the CA Certificate on the HP Jetdirect device. The HP Jetdirect certificates are used by
SSL, IPsec, as well as 802.1X EAP authentication. Because multiple authentication methods use these
certificates, we created the certificates using the certificate template to act as both a client and server.

One of the challenges of 802.1X configuration on HP Jetdirect print server is that there is no out-of-
band mechanism to configure 802.1X. As a result, we must connect the HP Jetdirect print server fo a
non-802.1X port first, then configure the 802.1X settings, then move the HP Jetdirect to an 802.1X
port on the switch.
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In order to install HP Jetdirect certificates, the CA certificate, and configure 802.1X, we need to use
the Embedded Web Server (EWS).

Point IE at the
IP Address of
the HP
Jetdirect
device.

/ Internet Explorer Enhanced Security Configuration is enabled - Microsoft Internet E

Fle Edit YWiew Favorites Tools  Help |'.

_/Backv_leli']

Address Ii 160,254,10, 22!

IEI] N | /'-'Search 7 Favorikes &2 | - e =

j GD |L|nks it

Internet Explorer Enhanced Security Configuration is enabled

Internet Explorer Enhanced Security Configuration is currently enabled on your server, This configures
a number of security settings that define how users browse Internet and intranet Web sites. The
configuration also reduces the exposure of your server to Web sites that might pose a security risl.
Faor a complete list of the security settings in this configuration, see Effects of Internet Explorer
Enhanced Security Configuration.

This enhanced level of security can prevent Web sites from displaying correctly in Internet Explorer
and restrict access to network resources, such as files on Universal Maming Convention (UNC) shares.
If you want to browse a Web site that reguires Internet Explorer functionality that has been disabled,
you can add the Web site to the inclusion lists in the Local intranet or Trusted sites zones, For more
information, see Managing Internet Explorer Enhanced Security Configuration.

[ 2] Opening page http:/f160.254.10.225... [ ] [ [ [ |4 meermet

=

s

With the 635n print server, the browser is automatically redirected to use SSL (https://) For other HP
Jetdirect products, change the URL to use https:// rather than http:// to ensure that EWS

communication is secure. The redirection to SSL requires the HP Jedirect print server to send its
default certificate to Internet Explorer. Because each HP Jetdirect print server is shipped with a self-
signed certificate, a security alert is issued because the browser cannot determine if the certificate is
valid and shows a Security Alert dialog as in Figure 17.

Security Alert x|

| nfarmation you exchange with thiz zite cannot be viewed or
o changed by others. However, there iz a problem with the site's
gecurity certificate.

Do you want o proceed?

The zecurnty certificate waz izzued by a company you have
not chozen to trust, View the certificate to determine whether
wou want ko trust the certifving authority,

The security certificate date iz valid.

The name on the gecurity certifizate iz invalid or doss not
match the name of the site

Wiew Certificate |

Figure 17 — Security Alert Dialog
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Click “Yes” to continue. Once we replace the Jetdirect certificate, the above dialog will change.

Here we hove /3 169.254.10.225 - Microsoft Internet Explorer i =] 4
h Flle Edit Wew Favortes Tools Help | a'
our home page - == = X :
f fh HP Qeack ~ & - =) [2] €2 ‘ ' Gearch - - Favorites &£ | H- s B
orihe Address [@] hetps:f{169.254.10.225] > = ‘L\nks »
Jetdirect device. ” e
s y aserJe eries
Networking
Tab [ Home | Metworking |
Device Info 5
Select Language DeV|Ce InfO
Device: HF Laseret 4050 Series
Other Links Page Count: 2793
Help Status: TRAY 3 EMPTY
Support
HP Home Host Name: NPIESD157
System Up Time: 00h:15m:16s
System Contact:
System Location:
HP JetDirect: J79E1A
Firmware Version: .31.03
IP Address 169.254.10.225
Hardware Address: 000E7FES0157
LAA: O00E7FESO157
Admin Password:  <MNot Set=
Refresh |
&l [T TS e motemet J
/3 169.254.10.225 - Microsoft Internet Explorer 10l x|
ThIS screen Fle Edt ‘iew Favortes Tools  Help | a'
(]”OWS Qback ~ &3 - ¢ [2] €2 ‘ - Search ' Favorites £ | SR =

anonymous post
sales
information fo
be gathered
about the HP
Jetdirect
configuration.
This initiative is
completely
voluntary.
Click Yes or
No, depending
on your
preference.

address |@ https:{{169.254.10,225]

j Go ‘L\nks 2

D

invent

MPIEED

HP LaserJet 40

___Home |

(TCPIP Settings
Network Settings
Other Settings
Privacy Settings
Select Language

SECURITY
Settings
Authorization
Mgmt. Protocols
802.1= Authentication
IPsec

DIAGNOSTICS 1
Network Statistics
Protocol Info
Configuration Page

Other Links
4

-

CONFIGURATION =

Networking |

Sending product information to HP

Ta better serve our customers, HP would like to collect information on the use of this product.
Hewlett-Packard may use the information to improve product features and services. HP will not
collect personal data. To view the product information that may be collected, click the link below.
Praduct Infarmation Collected

To allow HP to collect infarmation on product usage, click YES to continue. Otherwise, click NO
to disable this feature.

You may change your selection at any time using the "Privacy Settings" page

Far more information on our privacy policy, click the link below.
Hewlett-Packard Online Privacy Staternent

o

|@ Done

- —
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At this point,
you'll be on the
“TCP/IP
Settings” link
for Jetdirect.
On the left
hand
navigation
menu, select

2} 169.254.10.225 - Microsoft Internet Explorer

File Edit Vew Favorktes Tools Help | o
Qe+ 0 - 2 &)
Address [i&] https:/169.254,10,225]

A

invent

Home |

CONFIGURATION =
(TCPIP Settings

o ‘ ) search 7 Favorites 621 | (= me

j Go ‘L\nks 2

MPIESD

Networking |

|»

TCF/IP Settings

“ Authorization”. Netweork Settings IG v | [Network Identification) [TCPAPEA)) [TCP/PHEL) [Canfig Precedence) [Advanced]
Other Settings
Privacy Settings Host Name: NPIES0157
Select Language
IPv4 Status: Enabled
SECURITY ) = z )
Csettings Fully Qualified Domain Name({lPwd):
Authorization IPvd Address:
Mgmt. Protocols Address: 169,254 10,225
802.1x Authentication Subnet Mask:  |255 255 0.0
IPsec Default Gateway:|169.264.10.225
Config By:  Auto IP
DIAGNOSTICS SRR S
Network Statistics i
Protocol Info IPvh Status: Enabled
SoufguationEays Fully Qualified Domain Name( IPv6):
Address Prefix length|Config By| Valid Lftm Pref Lftm
Other Links = fedl: 20e 7fif:.fael: 157 G4 Link-Local Infinite Infinite
0 | 2001 :db8:120:0:20e:71ff feel: 157 64 Router  [29d23h58m425|6d23h58md2s =
& Y T
Cth fhe /3 169.254.10.225 - Microsoft Internet Explorer i =] 4
" NS n
Cerhflccﬂes Fle Edit ‘ew Favorkes Tools Help | -+

tab.

g ‘ - Search ' Faworites 421 | b s B

Qrak O - ¥ &

Address [@] hetps:f{169.254.10.225]

j Go ‘L\nks i

d NPIESD
(a HP LaserJet 4050 Series
Home ]/ Networking |

CONFIGURATION =
TCPIP Settings

Authorization

Bt At et f Admin. Account ]f Centificates ]f Access Control ]
Other Settings
Privacy Settings
Select Language Use the fields below to set ar change the Administrator Password. Yhen set, the
Adrministrator Password will be required before you can access and change configuration
SECURITY parameters. To disable the Administrator Passward, leave the entries blank.
Settings i

Mote: You may choose to automatically set the SNMPv1A2 Set Cormmunity Name to the
Adrministrator Password. f you use HP Web Jetadmin, you will need to provide the
Adrministrator Password as the SNMP Set Cornmunity Narme.

Momt. Protocols
802.1= Authentication
IPsec

User Name: Admin

DIAGNOSTICS Password: [
Network Statistics Confirm Password: I—
Protocol Info
Configuration Page ¥ Use the Administrator Password as the Set Community Name

Appl (T |
Other Links o ppaly | ance |
s _>l_|
&l L Bl

There are two certificates on HP Jetdirect. One is the HP Jetdirect Identity certificate used for SSL,
certain EAP protocols, IPsec, etc... The other is the Certificate Authority (CA) public key certificate
which tells HP Jetdirect what CA it is supposed to trust. This CA certificate becomes very important for
certain 802.1X EAP methods. Certificates may be exchanged and HP Jetdirect needs to be able to
verify the received certificate was signed by the trusted CA.  We'll install the CA certificate first.
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Click
“Configure...”
under the “CA
Certificate”
heading.

169.254.10.225 - Microsoft Internet Explorer

File Edt \Wew Favorites Tools  Help | l’r
QBack ~ &3 - [x] [2] (A | - search ¢ Favorites 4% | H- s B
Address I% https: {169,254, 10,225/

A

invent

~ Home |

=l B s |Links »

Networking |

CONFIGURATION = i i
T Authorization
Ltk setlings Admin,Account |/ Cenrtificates |[_ Access Cantral |
Other Settings
Privacy Settings Centificates are used to identify devices on the network.
Select Language
Jetdir rtificate
SSEBES'FISTY By default, a pre-installed self-signed Jetdirect certificate is created to identify Jetdirect. You
W can change this certificate to more accurately identify the device and to update the length of
orization

time the certificate is valid.
Momt. Protocols

802.1= Authentication

Status: Installed
IPsec
Wiew.. | Configure. .. |
DIAGNOSTICS 1
Network Statistics
Praotocol Info A Cettificate Authority (CA) certificate is required for sorme authentication methods. It is used to
Configuration Page verify the authentication server's certificate. The CA certificate must be the certificate of the CA
that signed the authentication server's cerificate.
Other Links b Status: Mot Installed
e Configure...

Help
Sinnart i
R [R—

4
@ Done

T

Install is our
only option.
Click “Next".

3 169.254.10.225 - Microsoft Internet Explorer

File Edit Yew Favorites Tools Help | "I.
Q@ Back = &3 ~ (€] [2] ,\ | ) Search '+ Favorites 42 ‘ (= =
Address [i&] https:/[169.254, 10,225

(D]

= R ‘Links =

HP LaserJet 4

invent
Home Networking |

CONFIGURATION — .

TCPAP Settings Certificate Options

Network Settings

0‘!““ Settin%gs A Certificate Authaority (CA) certificate is required for some authentication methods. It is used to
Privacy Settings verify the authentication server's certificate. The CA certificate must be the certificate of the CA that
Select Language signed the authentication server's certificate
SECURITY -

Settings * Install CA Certificate Install the certificate for a trusted CA (Certificate Autharity).
 Authorization

Mgmt. Protocols
802.1= Authentication
IPsec

DIAGNOSTICS .
Network Statistics
Protocol Info
Configuration Page

Other Links
Help

Support
HP Harne

MNext = | Cancel | Help |

[T e ewee

|@ Daone:
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Point the web
browser to the
“cacert.cer”
file that was
created
earlier. Click
“Finish”.

2} 169.254.10.225 - Microsoft Internet Explorer =8|
File Edit ¥iew Favortes Tools Help ‘ ;l'
QBack ~ &3 - [« 2] ¢ ‘ ) Gearch - Favarites 47 | D~ =
Address [{&] hitps:/1163.254. 10,225/

j Go |L|nks £l

h
[B HP LaserJet 4050 Series
__ Home Networking |

CONFIGURATION
TCPIP Settings
Network Settings
Other Settings
Privacy Settings
Select Language

Install CA Certificate

Caution: This installation will erase any existing CA cenificates. Please provide the filename of the
certificate to be installed. The file farmat must be PEM/Basebd encoded.

File Name: hngs\Adm\mstrator\Desktop\caceﬂ cer Browse. |

SECURITY
Settings
(Authorizaion
Mgmt. Protocols
802.1x Authentication
IPsec

DIAGNOSTICS )
Network Statistics
Protocol Info
Configuration Page

Other Links
Help

Support
HP Home

< Back I Finish | Cancel | Help |
@ T B,

Done!

Dl
File Edit View Favorites Tools  Help | ).'
@Back - o) - [x] 2 | Dsearch eFavorites @ | (0- 5
Address [{€] hitps:(169.254.10.225

A

invent
Home Networking |

CONFIGURATION
TCPIP Settings
Network Settings
Other Settings
Privacy Settings
Select Language

EEREE

Series

i
Configuration Result

SECURITY The certificate has been successfully installed
Settings
(Authorization OK
Mgmt. Protocols
802.1x Authentication
IPsec

DIAGNOSTICS
Network Statistics
Protacol Info
Configuration Page

Other Links
Help

Support
HP Home

il | 2l
[Elpane [T [Eememe

Now we want to install the Identity Certificate.
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Going back to
the Jetdirect
Certificate
Wizard, we
select the
“Install
Certificate”
option. Click
“Next”.

Configuration
TCPIP Setings
Hetwork Settings
Other Seftings
Frivacy Settings
Security
Settngs
Authorization
Mgt Protocols
021 Authertication
IPseciFirewal
Diagnostics
Hetwork Statistics
Protocol Info

Configuration Page

| Hetworking

Authorization Support Bl

Certificate Options

An X 508 certificats is recuired by various security protocols. You may Update the pre-installed self-signed certificate, or you
may creste a cerlificate request. & self-signed certificate provides encryption of data between the client and device, however
it dloes not provite trusted autientication of the devics. Data encryption and trusted authentication Is provided by & third party
certificate. You may als import & certificate and private key to use = the Jetdirect certificate, or you may export the existing
Jeteirect certificate and optionaly its private key

 Create Hew Seff.Signed Certificate CT53® & New seif-signed cerificats. Warming: This operation wil overwiits
the currently installed certficate with a new self-signed certificate.
Creats the Cetificate Requsst that you wil give to s Cerificate Authority. The

' Create Certificate Request L
Centificate Recuest wil be used to generate a ceificate far you.

Install & certificate created for you by a Cerlifisate Authority. (hote: The
certificate must have been derived from the last certificate recuest generated
by this interface.)

 Import Certificate and Private key TR0 & certificate nd private key 1o uss a5 the Jstdirect certficate. (Hote:
This wil overwrite the current Jetelrect certificate and private key

L9/ Export Certificate Export the: Jetdirect cerificate and private key

(= |

Select the
certificate file
saved

previously.
Click “Finish”

I
Configuration
TCRIP Settings
Hetwork Settings
Other Seftings
Frivacy Settings
Security

Settings
Authorization

Mgt Protocols
02,1 Authentication
IPsscirswal
Diagnostics
Hetwork Statistics
Protocal Info

Configuration Page

g | Hetworking
Authorization support | (7 |
Install Certificate

Hote: The certificate must have been created using the last Certificate Request generated by this Jetdirect.

File Name: ratorDesktoptfinance cer| [

We are done!

1EEE
Configuration
TCRAP Settinas
Metwork Seftings
Cther Settings
Privacy Settings
Security
Seftings
Authorization
Mogrt. Protocols
80213 Authenticstion
|P=eciFiresvall
Diagnostics
Metwork Statistics
Frotocol Info

Configuration Page

. ] Hetworking

5

Configuration Result

The cettificate has been successfully installed

Jiion S

Now we have the files that represent Jetdirect's identity certificate and the public key certificate of the
CA we trust. We can setup the IAS server.

NOTE: In later HP Jetdirect firmware versions, when a certificate is installed, you are able to protect
the private key by restricting how a certificate can be exported.
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IAS Configuration

Where are we?

Step 1 Installing Internet Authentication Service

Step 2 Installing a Certificate Authority

Step 3 Creating a Certificate Template

Step 4 Issuing a Certificate

Step 5 Creating a User for HP Jetdirect

Step 6 Switch Configuration

Step 7 HP Jetdirect Certiticate Configuration
Step 8 IAS Configuration

Step 9 HP Jetdirect 802.1X Configuration

We have installed IAS, but we have not configured it yet. Run the administrator tool for IAS as shown
in Figure 18.

e’@ Active Directory Domains and Trusts
ﬁ Active Directory Sites and Services
@ Active Directory Users and Computers
@ Certification Authority

Cluster Administrator

@ Component Services

Q Compuker Managemenk

3 Configure Your Server Wizard

S Connection Manager Administration Kit
Data Sources (ODEC)

Distributed File System

DHS

Domain Controller Security Policy

EW B 13015'5" @

| Domain Security Policy

Event Viewer

Adminisiralor

W

| File Server Management

g Manage Your Server

e
@ ( Windows Explorer

ﬁ Command Prampt

= ]
u ProCurve Manager @ Help and Support

@ Motepad ,‘:)ﬁearch
, 7=/ Run.,
Eg Paint

w HyperTerminal

Internet Information Services (II5) IManages authenkication, authorization, auditing, and
accounting For VPN, dial-up, 802, 1x wireless or Ethernet
switch connection attempts that are compatible with the IETF
RADIUS protocal,

Microsoft .MET Framework 1.1 Configuration
Microsoft \WET Framework 1.1 Wizards

Licensing

Manage Your Server

Eé Printers and Faxes
Microsoft SharePoint Administrator

Metwork Load Balancing Manager
- Metwork Monitar
Performance
POP3 Service
Remote Deskiops
Routing and Remote Access
Security Configuration Wizard
Server Managemenkt
WordPad Services

Terminal Server Licensing

All Programs

Terminal Services Configuration

Terminal Services Manager

Log GFf @ Sl ey LDDI Services
Iﬂ;’start J @ @ J @Internet Authentication ... | E Event Wi WINS

Figure 18 — IAS Administration

CHETFLGEO T BSBOFF D
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";f Internet Authentication Service o ] |

Her.e 1S the File  Action Wew Help
main screen _ ;
e~ | BEPE 2
for IAS. What — _
i@ Inkernet Authentication Service (Local) Name | Order |
we need to do w[1] RADIUS Clients _ o
is define fhe (B0 Remote Access Logaing There are no items to show in this view.
gR.emoke A Cies
SWIfCh asa #-{_] Connection Request Pracessing
RADIUS Client.
We know the

switch that will

be clcﬁng as Mame and Address
the
Authenticator.
Input a friendly
name and the
IP address of Client address [IF or DMS);

the switch. |192-158-D-21 Merify... |

Click “Next”.

Type a friendly name and either an IP Address ar DS name for the clignt.

Friendly name: E108 Switch

¢ Back I Mewnt > I Cancel
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" .
Select "Radius x|
Standard
from the dl’Op Additional [nformation
slov‘\m list for IF you are uging remote access policies based on the client vendor attribute, specify the

Client- vendar of the RADILUS client,
Vendor”. LClient-vendar:
|RADIUS Standard il

To . Shared secret: |=<=cm
communicate
with the radius Corfirrn shared secret; I***x*
server, a
shared secret ™ Beqguest must contain the Message Authenticator attribute
needs to be
established.
Use the same
value as
configured on
the switch. < Back I Finish I Cancel
Click “Finish”.

Now that we have a client defined, we can define a Remote Access Policy. Don't let the “Remote
Access” terminology confuse you. RADIUS was originally designed to Authenticate Dial-In users —
However it has been adapted into a variety of functions — one of these is 802.1X Authentication.

Let's go ahead and define a Remote Access Policy for Printing and Imaging Devices. We'll call it PID.

:"_.,:.D Internet Authentication Service = |D|l|

Back to the
main screen of co BE DB @

File  Action Wew Help

IAS, highlight
"R ! fg 9 @3 Inkernet Authentication Service (Local) Name | Order |
emoie e RADIUS Clients
4 . There are no items to show in this view.
ACCGSS D Remoke Access Logging
e Q@R ernote Access Policies
POIICIeS . -] Connection Request Processing
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Create a new

. 7 Internet Authentication Service 1ol x|
policy.
[Ew L )] Mame | Order I
Refresh There are no items ko shaw in this view,
Expartt Lisk,..
Help
Mew Remote Access Policy
. New Remote Access Policy Wizard x|
A wizard e
starts. Click Welcome to the New Remote
“Next”. Access Policy Wizard

Thiz wizard helps pou zet up a remote access policy,
which iz a zet of conditions that determine which
connection reguests are granted access by this server.

To continue, click Mest.

Cancel |
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Select “Use the
wizard...” and
give the policy
a name. Since
we are
defining a
policy for
Printing and
Imaging
Devices, we'll
call it PID.
Click “Next".

New Remote Access Policy Wizard g ﬂ

Policy Configuration Method [()
The wizard can create a typical policy, or you can create a custorn policy, IIJI

Heowe do pou want to zet up thiz policy?

i Use the wizard to et up a tpical policy for & common scenario

" Set up a custom palicy

Type aname that describes thiz policy.

Pualicy name: FID

Example: Authenticate all WPM connections.

¢ Back I MNewut » I Cancel I

Select
“Ethernet”.
Click “Next”.

MNew Remote Access Policy Wizard B

Access Method
Falicy conditions are based on the method used to gain access to the network.

Select the method of access for which vou want to create a palicy.

" VPN

|Jze for all WP connections. To create a policy for a specific WFM type, ao back to the
prerious page, and zelect Set up a custom policy.

" Dialup

ze for dial-up connections that uze a traditional phone line ar an Integrated Services
Digital Metwork, [ISDM] line.

T ireless
ge for wireles: LAN conhections only.

o

AT
Jze for Ethemet connections, such as connections that uze a switch.

¢ Back I Mext » I Cancel
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Select “User”.
Click “Next”.

New Remote Access Policy Wizard

User or Group Access
fou can grant access bo individual ugers, or pou can grant access to selected
groups.

Grant access based on the fallowing:
& fzer

Uzer access permiszions are specified in the user account,

" Group
Ihdividual uzer permizsions overide group permisgions.

[Eroup name;

Add..
Eemayve |

< Back I Hest » I Cancel |

Select “Smart
Card or other

certificate”.
Click “Next”.

New Remote Access Policy Wizard 1N

Authentication Methods
EAF ugzes different tupes of security devices to authenticate uzers,

Select the EAP type for this policy.

Tupe:

Smart Card or other certificate

Canfigure ... |

< Back I Hewut » I Cancel
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Click “Finish”.

MNew Remote Access Policy Wizard x|

Completing the New Remote
ﬁ Access Policy Wizard

YY'ou have successfully completed the Mew Remote Access
Policy ‘Wizard. You created the following policy:

PID

Conditiors:
MAS-Paort-Tupe matches "Ethernet”

Authentication: EAP[Smart Card or other certificate]

Encryptior: Basic. Strong, Strongest, Mo encrption

To close this wizard, click Finish,

< Back Cancel

Highlight the
PID policy and
right click and
bring up the
Properties.

Select “Grant
remote access
permission”.

Press “Edit

Profile...”.

Settingz I

Specify the conditionz that connection requests muzt match.

Falicy conditions:

gd. | Edt. | Bemove

[f connection requests match the conditions specified in thiz policy, the
azzociated profile will be applied to the connection.

Edit Profile... |

nlesz individual access permizzions are zpecified in the uzer profile, this
policy contralz access to the nebwork.

[f & connection request matches the specified conditionz:
i~ Deny remote access pemiszion

i* [Grant remote access permission

| k. I Cancel Spply
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Uncheck all
check boxes.

Press “EAP
Methods”.

Edit Dial-in Profile ] ed 3

Dialin Constraints | IP | Multilink
Authentication | Encrption I Advanced

Select the authentication methods you want to allow for thiz connection.

™ Microzoft Enciypted Authentication version 2 [M5-CHAR +2)
™| User can change password atter it has expired

[ Microzoft Enciypted Authentication [MS-CHAP)
I | User can change password atter it has expired

[T Encrypted authentication [CHAR]

[T Urenciypted authentication (PAP, SPAF]

Unauthenticated accesz

= Allows chents bo connect without negotiating an authentication
rnethod.

k. | Cancel | Smply

Select “Smart
Card or other
certificate”

and then click
“Edit..."”

Select EAP Providers i

EAF ppes are negotiated in the order in which they are lizted.

EAP types:

2lx

Srnart Card or obher cerificate Move Up |
Fratected EAF [FEAF) —
Move Down |

4dd.. Edit.. Remove | ok |  Cancel
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Select the
certificate for
the machine.

Smart Card or other Certificate Properties

Thiz zerver identifies itzelf to callers before the connection is completed. Select
the certificate that pou want it to use as proof of identity,

2%

Click OK. Certificate jzsued ta:

Friendly name:

lzzuer: R oot Ca,

E wpiration date: 1141742006 B:47:33 P

k. I Cancel

nghllghT the *; Internet Authentication Service =101 x|
“Connection He acion uew teb
Request c-OmBE 2

Policies” and
make sure it
has “Use
Windows
authentication
for all users”.

-GD Internet Authentication Service (Local)

: (] RADIUS Clients

{:I Remote Access Logging

% Remote Access Policies

E|- D Zonnection Request Processing
‘% Connection Request Policies
{:I Remote RADIUS Server Groups

MNarng I Processing Order |

;g‘ Use Windows authentication For all users 1
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HP Jetdirect 802.1X Configuration

Where are we?

Step 1 Installing Internet Authentication Service
Step 2 Installing a Certificate Authority
Step 3 Creating a Certificate Template
Step 4 Issuing a Certificate
Step 5 Creating a User for HP Jetdirect
Step 6 Switch Configuration
Step 7 HP Jetdirect Certificate Configuration
Step 8 IAS Configuration
Step 9 HP Jetdirect 802.1X Configuration

Up to this point, we have been interfacing with Jetdirect using a non-802.1X port. Once we setup
802.1X on Jetdirect, we will have to move it to an 802.1X port. Based upon our configuration, this is
port 8 on the switch. However, once we have specified an 802.1X configuration, it has to be right,
otherwise, we will have to Reset the 802.1X configuration from the control panel menu or cold-reset
and start over again. Luckily there are only a few fields we need to worry about getting right.  Let's
look at Jetdirect’s 802.1X page in Figure 19 and discuss each field.

=
| &

3 192.168.0.4 - Microsoft Internet Explorer

Flle Edit Yiew Favorites Tools Help

QBack - &3 - (2] 2]

Address [{&] hitps:Jj192.168.0.4]

(D]

invent

Home

CONFIGURATION
TCPAP Settings

o | ,‘.:'Saarch - Favorites {‘" L=

sl Beo [k »

MPIESO15 B3.0.4

HP LaserJet 4050 Series

Networking |

802. 1x Authentication

Network Settings
Other Settings WARNING: Use caution when changing the print server's authentication settings; you may lose your connection
LIRS Authentication
Select Language

Enable Protocols: I PEAP ¥ EAPTLS

SECI:IRITY User Marne: |NF‘IEED157@example local
Settings
Authorization Pagsword
Mymt. Protocols I—

(802, 1 Authentication. Confim Fasswore

late Server 1D I ™' Require Exact Match
DIAGNOSTICS . Encryption Strength: |LOW [DES-56-bit, RC4-128-bit 0r3DES-1EE-b\t)j
Hetwork Statistics Jetdirect Centificate:  |nstalled  Configure. |
Protocal Info )
Configuration Page CA Cedificate: Installed  Sonfigure. |
Authentication Behavior: ¥ Reauthenticate on Apply
Other Links
Help
a,u;. HE:ne Apply | Cancel | Restore Defaults

Figure 19 - HP Jetdirect 802.1X Configuration

e Enable Protocols - Select the EAP method you would like to use. Multiple EAP methods
may be selected. When multiple EAP methods are selected, the priority is determined by the
Authentication Server when it responds to Jetdirect’s EAP Start packet.

e User Name - This field needs to be the user name of Jetdirect that was configured in Active
Directory. Depending on the IAS configuration, you may need to add the realm as well.
Adding the realm usually doesn’t hurt.

e Password/Confirm Password: This is the password for the Jetdirect’s user account.
These two fields are only needed for PEAP and are not used for EAP-TLS.

e Server ID: This field is very important. It relates to the Common Name that is returned in
the Subject of the Authentication Server Certificate and determines whether Jetdirect should
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accept it. As a good first step in getting 802.1X working, leave this field blank which
instructs Jetdirect to match any name that is returned, provided the certificate is trusted.
Encryption Strength: This field determines the minimum strength of the SSL tunnel by
determining what ciphers are advertised by the Jetdirect card in the TLS Client Hello packet.
By default, it is set to accept Low, Medium, High encryption strengths which correspond to
various ciphers and key sizes and allows all of them to be advertised by Jetdirect. A good
first step in getting 802.1X working is to leave this field at the default setting.

Jetdirect Certificate: This field simply shows the status of the HP Jetdirect Identity
Certificate. It is used only in EAP-TLS.

CA Certificate: This field is used in both PEAP and EAP-TLS. It is extremely important that
the Root Certificate Authority is configured so that Jetdirect can determine whether the
certificate received from the Authentication Server can be trusted. If this field is not set

properly, 802.1X will not work on Jetdirect.

Based upon our example we've been going through so far, let’s look at what our 802.1X
configuration would be.

Select “802.1x
Authentication”
from the left
hand
navigation
menu. Enter
the Jetdirect

a 192.168.0.4 - Microsoft Internet Explorer

File Edit V¥iew Favorites Tools  Help

-loix]
| &

() Back -

O - R o

| - search - Favorites £ | ~ia 5

Address ] htps:f1192.168.0.4]

j = =0 |L|nks 2%

MNPIESDTST /192.168.0.4

HP LaserJet 4050 Series

CONFIGURATION

Networking |

logon ONEIGURATIO 802.1x Authentication
information. Network Settings

, Other Settings WARNING: Use caution when changing the print server's authentication settings; you may lose your connection.
It's exfremely iy Settings Authentication
. Select Language
important for Enable Protacols: I PEAP R EAPTLS
fhe User que SSE;I;IE:Y User Name: |NF'IE8EI15?@exampIe.Iucal
formaf to be Authorization Passward

. {wf Confirm Password

correct, and it 802,15 Authentication’

needs to match

IPsec

Server |D: | ™ Require Exact Match
|an (DES-56-hit, RC4-128-hit anDESJEE—hit)j

Encryption Strength

h A . DIAGHNOSTICS
what Active HNetwork Statistics Jetdirect Cerificate: Installad  Configure... |

Diredory hGS E:)ur::;l‘:rlzllt“:npage CA Cerificate: Installed  Configure. .. |
for the Jefdirect Authentication Behavior: W Reauthenticate on Apply
account. Click Other Links

u " Help

APPIY . NOW %ﬁﬂoﬁne Apply Cancel Restore Defaults
we need to

move the
Jetdirect device
to port 8 of the

switch, the port

configured for

802.1X.

] i '_’_’_,_E 4 Internet 4
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At this point, we want to move our HP Jetdirect to port 8 of the switch. This will force 802.1X
authentication to happen. We can review the event log on the system that is running our IAS server
to determine whether authentication has been successful or not.

In the Event
Viewer, under
System,
802.1X events
will be logged.
Double click
on an event for
IAS.

e o yew te
&+ B\ FRHE @

'] Acpdcotion
i Sty

A Event Viewer (Lecal)

System 2 evenels)

0 T ows [tem [Sarce Lmegory [ovees [iwm [Compuew |
ﬁiﬂu\d‘nl 511008 1218 A5 Hene 1 N WIN-SERVER
Dirfomanon  HIEG 1LIZIT.. WS Here S50 N WIN-SERNER:

Here is a
successful
logon
recorded by
the event view
for our HP
Jetdirect
device.

Ewent |
D1 ate: RANEEENE  Source:  |AS 'S |
Time: 11:12:18 A Cateqory: Mone

. : : + |
Type: Information  Ewent [0 1
Uszer: M A

Computer; ‘WIMN-SERVER

Description:

Uzer MPIERDT 57 (@exkample. lozal was granted access.
Fully-Clualified-Uzer-H ame = example.local/Uzerz/HF Jetdirect
MAS-|P-Address = 192 168.0.2
M&5-|dentifier = HP ProCurye Switch £102
Clignt-Frigndlyp-tame = 5108 Switch
Client-IP-&ddress = 192168.0.2
Calling-Station-ldentifier = 00-0e-7-e8-01-57
MAS-Port-Type = Ethernet
MN&S-Port = 8
Prosy-Policy-H ame = Uze \Windows authentication for all uzers

Diata: o Futes O Words
a0 00 0o 00

aoo0:

o ]

Cancel |
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Here we see that the printer was granted access! You can see a Jetdirect configuration page in
Figure 20 where EAP-TLS was successful:

< cannot find server - Microsoft Internet Explorer . o (=] o
File Edit Wiew Favorites  Tools  Help | ",’
Qeack - - ¥ 2] @ | ) Search - Favorites {“l (== 3
Address [{@] http://192.168,0. 24 jhpljetdirect B |unks >
ra
hp LaserJet 4350
f Information ][ Settings U Networking 1
3 e i i
LOMEIGIRATON._—  Jetdirect Configuration Page I~
TCPAP O
Hetwork Setti General Information --——--———-—— TCP/IP
Other Settings Status: I/0 Card Ready Status: Ready
Privacy Settings
Select Language Hodel MNumber : J7949E
Hardware Address: OODE7F75F337 Host Hame: WPI7?5F337
SECURITY Firmware Version: V.33.14.FF IPv4 Domain Name: example.internal
Gettitnie LAA: O0DE7F?EF337 Primary DN3 Server: 192.168.0.1
Auth g At Port Config: 100TE FULL SGecondary DHNS Server: Not Specified
M zation Luto Negotiation: on WINS Server: Not Specified
HniniEEinen Manufacturing ID: 4420442000 %%+ Idle Timeout: 270 sec
B02.1x Authentication Date Manufactured: 05/2004
DIAGHOSTICS @ —————————— Security Settings -----—-——---
Network Statistics 802.1%: EAP-TLZ
Protocol Info Admin Password: Not Zpecified
tunﬁguraﬁnnpageg Secure UFTD. HTTPS Optional IPv4
Cert Expires: 2005-06-28 23:34 UTC IP Address: 192.1658.0.21
SNMP Versions: 1:2 Subnet Mask: 255.255.255.0
) SNMP Set Cwty HName: Not Specified Default Gateway: 19:2.1656.0.1
Other Links Leeess List: Mot Specified Config By: DHCP
Help DHCP Server: 192.168.0.1
Sdpaod 0 oo MNetwork Statistics -——-———-—- TFTP Zerver: 192.1658.0.1
HP Hame Total Packets Receiwved: 269 Web Jetadmin URL: Mot Specified
Unicast Packets Received: ZZ5
Bad Packets Received: o wWDHS Service Name:
Framing Errors Receiwved: a hp LaserJet 4350 [7?5F337]
Total Packets Transmitted: 334
Unsendable Packets: u}
Transmit Collisions: a
Transmit Late Collisiona: u} b
777777777777777 IPE 8P — semsnenssssans IppleTalk sessnasandadass
Status: Initializing Status: Ready
Primary Frame Type: Auto 3elect Name @ hp LaserJdet 4350
Zone: *
Network Frame Type Rowd Type 1: HFP LaserJet
Type 2: LaserWriter
Network Number: 65281
Node Number: 4
DLC/LLC
777777777777 Novell/NetWare ———————————— Status: Ready LI
|&] pone l_’_ 4 Internet v

Figure 20 - HP Jetdirect 802.1X Success

If there were any issues with authentication, you won't be able to access HP Jetdirect over the
network. You can see the failure in the event log. Refer to Microsoft documentation on IAS to
troubleshoot any issues with IAS. The configuration of HP Jetdirect, the Switch, and the IAS server
must be correct for 802.1X to work properly. It is sometimes useful to get the configuration working
with a Windows XP client and test out the infrastructure to make sure all problems are resolved before
working with HP Jetdirect. Windows XP can be configured and manipulated without having to use the
network. This capability makes troubleshooting easier. With HP Jetdirect, the network must be used
to configure 802.1X, which is difficult to troubleshoot when problems arise.

Once HP Jetdirect is configured for 802.1X authentication, 802.1X authentication MUST be successful
for any non-802.1X networking activity to occur. If 802.1X authentication is not successful for
whatever reason (e.g., switch port doesn’t support 802.1X, the 802.1X configuration is wrong,
efc...), the networking protocol stacks on HP Jetdirect remain in the initializing state and are not
functional.  In Figure 21, a Jetdirect configuration page can be seen showing such a state:
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|\1. Adobe Reader - [Document2.pdf] E]
=¥ Ble Edt Vew Document Tools Window Help = A x
 Blsweacory (= @B P search | 7 | [ sect 2l s © w00 - @ 0% @ten- F vl
q
g [a)
= I
2 - : HEWLETT @
- HP LaserJet 4050 series printers [ Faciaro ‘
————————— General Information ---------- P L ‘
Status: [/0 Card Initializing Status: Initializing
AUTHENTICATION FAILED
Hode1 Humber: J796L4 o
Hardware Address: DODE7FEBQ1SY Host Name: Hot Specified
Firmaare Version: V.31.08 FF 1Pv4 Domain Hame: Hot Specified
LAA: ODDE7FEBTLSY 1Pv6 Domain Hame: Not. Specified
Port Config: 1000T FULL Primary ONS Server Hot SpeciTied
Pt Negotiation: 0n Secondary DNS Server Hot Specified
Manufacturing 10: 31034538F03103 ONS(IPYG) -
Date Manutactured: 09/2005 Not Specified
Not Specified :
---------- Security Settings ----------- WINS Server: Mot Specified
802.1X: Specified Idle Timeout: 90 sec
IPsec: isabled
Admin Password; flot Specified B L ey
Secure Web: HTTPS. Required 1P Address: 0.9.0.0
Cert Expires: 2008-04-25 19:51 UTC Subnet Mask: 0.0.0.0
- SHHP Yersions: 1.2 Default Gateway: 0.0.0.0
£ SHHP Set Cmty Name: Hot Specified Eonﬂ? B{: Not Conﬁ:ﬂured
2 frccess List: ot Specified BOOTP/DHEP Server: 0.0.0.0
= TFTP Server: 0.0.0.0
I | 9000 - Network Statistics «-=-veenn- Web Jetadmin URL Not Specified
5 Total Packets Received: 4 5 .
Unicast Packets Received: ] mONS Service Hame: Not Specified
f Bad Packets Received: 0
“ Framing Errors_Received: 0
E Total aTkets Eransmitted: % T IPYR -rmm o mmeeee
= Unsendable Packets: ink-Loca
§ Transmit Collisions: 1] TeBl: :20e:77fF: Teel: 157
Transmit Late Collisions: ] Stateless:
Lz Not Configured
vl
o = 1of 2 ¥ Pl Qo O | L [E |

Figure 21 - HP Jetdirect 802.1X Failure

In other words, once 802.1X is configured and then fails on an 802.1X port, moving the Jetdirect
device to a non-802.1X port is not sufficient to restore network connectivity. Depending on the
product, you will either have to “cold-reset” the Jetdirect device or go into the “Security” menu in the
Jetdirect control panel menu and select “802.1X", then “Reset”, then power down and then power-up.
In order for connectivity to be established, Jetdirect will need to be on a non-802.1X port when
performing either of those two reset methods.

In Appendix A: Troubleshooting 802.1X, we will cover network trace analysis for HP Jetdirect and
some common errors that can be seen and diagnosed through these traces.

Understanding Certificate Chains

The previous example was using a single Certificate Authority that was issuing certificates directly to
devices like IAS and Jetdirect. That configuration is uncommon in most customer environments. What
is more common is using a hierarchy of Certificate Authorities. This hierarchy can cause some
configuration headaches on Jetdirect because of Intermediate Certificate Authorities or Subordinate
Certificate Authorities. Let's look at a new example shown in Figure 22.
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R2’s Info +

4

R2’s Public Key

RootCA's Digital
Signature

R2’s Certificate

ias’ Info +

4

ias’
Public Key
R2’s Digital
Signature

ias’ Certificate

Internet Authentication Server

RootCA.example.internal

Root Certificate Authority: RootCA

R2.example.internal

Subordinate Certificate Authority: R2

R2: Issues a certificate to

ias R2: Issues a certificate to

hpprinter

ias.example.internal

hpprinter.example.internal

RootCA’s Info +

4

RootCA’s
Public Key
RootCA'’s Digital
Signature

RootCA’s Certificate

hpprinter’s Info +

4

hpprinter’s
Public Key
R2’s Digital
Signature

hpprinter’s Certificate

In this example, RootCA is the top level CA, which is also called the Root. What usually happens at
customer sites is that the Root CA is created and it issues one or more certificates to Subordinate CAs,
also known as Intermediate CAs, and they do the dirty work of issuing certificates to various entities

Figure 22 - CA Hierarchy

in the customer’s network. The Root CA is then shutdown and locked up in a secure room with this

information backed up in several places. The Root CA establishes the trust of the whole environment

and is very well protected.

We can see that RootCA issues a certificate to R2, which grants R2 the capability to issue certificates

to other entities. R2's certificate is signed by the Root CA. R2 then can issue certificates to other

devices, such as IAS. If we take a look at IAS’ certificate, the issuing “chain” or path looks like Figure

23:
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Certificate 3 7] x|

General | Detais Certification Path |

rertification path

RootCA
=] Re
Res]

Wiew Certificate |

Certificate status:

This certificate is Ok,

Figure 23 - Certification Path

In the certificate itself, there is only one issuer which refers back to R2. We can see that in Figure 24:

Certificate i 2| x|

|| Details | Certification Path |

o,
Certificate Information

This certificate is intended for the following purpose(s):

*Proves vour identity to a remote computer
+Ensures the identity of a remote computer

Issued bo:  ias.example.internal
Issued by: RZ

valid from £/29/2007 ko &/28/2008

@ ‘You have a private key that corresponds to this certificate,

[ssuer Statement |

Figure 24 - Issued By

What does R2's certificate look like? We can see it in Figure 25:
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| Detais | Certification Path |

.ev@"-_
Certificate Information

This certificate is intended for the following purpose(s):
+ )| application policies

Issued to: RZ

Issued by: RootCh

Yalid from 6/29/2007 bo &/29/2009

Issuer Statement |

Figure 25 - Issued By

Notice that R2's certificate is issued by RootCA. What does RootCA's certificate look like? Let’s look
at Figure 26.

| Details | Certification Path |

=
Certificate Information

This certificate is intended for the following purpose(s):

# Al issuance policies
+ 4l application policies

Issued to: RootCa

Issued by: FRootCh

Yalid from 1)6/2007 to 1/6/2012

Issier Staterment |

Figure 26 - Issued By
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Notice the RootCA is “self-signed”. All Root CAs will be self-signed — these CAs represent the single
point of trust. A logical question would be: “Which CA do | configure on Jetdirect?” Let's look at
some diagrams.  First, we have an incorrect configuration, as shown in Figure 27 -
Incorrect HP Jetdirect CA Configuration.

RoOtCA’s Info +

o’

- . RootCA'’s
Root Certificate Authdrity: RootCA Public Key

RootCA's Digital
Signature

RootCA.example.internal

RootCA’s Certificate

R2.example.internal

R2'’s Info +

y Subordinate Certifi

R2’s Public Key

Authority: R2

RootCA's Digital
Signature

What Certificates should be configured on

R2’s Certificat
s ertiicate Jetdirect so that 802.1X will be successful?

N

hpprinter’s Info +

o’

hpprinter’s
Public Key

hpprinter.example.internal

R2’s Digital

ROOtCA’s Digital | Signature
Signature hpprinter’s Identity

hpprinter’s configured Certificate
CA Certificate

Figure 27 - Incorrect HP Jetdirect CA Configuration.
The Subordinate CA cannot be used as the CA certificate on Jetdirect!

Now we can look at a correct configuration in Figure 28 - Correct HP Jetdirect CA
Configuration.
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RootCA'’s Info +

¢

- . RootCA'’s
Root Certificate AuthOrity: RootCA Public Key

RootCA.example.internal

RootCA'’s Digital
Signature

RootCA'’s Certificate

R2.example.internal

R2’s Info +
y Subordinate Certificate Authority: R2
R2’s Public Key

RootCA'’s Digital
Signature

What Certificates should be configured on

R2’s Certificat
s Lertilicate Jetdirect so that 802.1X will be successful?

RootCA's Info+ |  _ _ _ _ __ _ > hpprinter’s Info +
, CORRECT! hpprinter’s
RoOtCA’s -
Public K Public Key
ublic Key hpprinter.example.internal - —
RootCA'’s Digital Rg s Digital
Signature Signature
ROOtCA’s Certificate hpprinter’s Identity
Certificate

Figure 28 - Correct HP Jetdirect CA Configuration

Be sure the Root CA of your CA Hierarchy has its public key certificate configured on Jetdirect!

Utilizing the Server ID Field on Jetdirect

In our first example, we left the Server ID field on Jetdirect blank so that any name in the certificate
would match and we could get 802.1X up and running. Once we have succeeded in getting 802.1X
up and running, we may want fo provide more security by specifying a Server ID. The first thing we
need to do is fo look at the Authentication Server’s certificate that is going to be returned to Jetdirect.
In our new example, it is the ias.example.internal certificate shown in Figure 29:
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Details | Certification Path |

===
Certificate Information

This certificate is intended for the following purpose(s):

*Proves your identity to a remote computer
+Ensures the identity of a remote computer

Issued bo:  ias.example.internal
Issued by: RZ

¥alid from 6/23/2007 bto £/258/2003

@ You have a private key that corresponds tao this certificate.

Lssuer Statement |

Figure 29 - IAS Certificate

Click on the “Details” tab and go to the “Subject” line as shown in Figure 30.
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General  Details |Certifil:ati|:|n Path I

Show: | <all> ~]

| Field | Yalue | -
E'-.-'ersinn W3
ESeriaI number 61 1a0aes 000000000005
ESignature algorithm shalR34 et
Elssuer Rz, example, internal
E'u'alid From Friday, June 29, 2007 3:47:25...
E'u'alid ko Saturday, June 23, 2008 3:47...

isubject ias.example.internal
[Elpublic key RS54 (1024 Bits) ~|

M = ias,example.internal

Edit Propetties. .. | Copy ko File. .. |

Figure 30 - IAS Subject

Here we can see the Common Name (CN) in the subject field is ias.example.internal. This becomes
the value that the server ID field must be configured to match. Before we get into that configuration, it
is important to understand another practical deployment procedure used by customers to supply
redundancy to their IAS infrastructure. This practice greatly affects the value used in the Server ID

field. Refer to Figure 31 for an example of this deployment.
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RootCA’s Info +

4

= . RootCA’s
Root Certificate Authority: RootCA Public Key

RootCA’s Digital
Signature

RootCA'’s Certificate

RootCA.example.internal

R2.example.internal

R2’s Info +

6’ Subordinate Cenifi

R2’s Public Key

Authority: R2

B P R2: Issues a certificate to
RootCA’s Digital R2: Issues a certificate to fas2

Signature as

R2’s Certificate

-—— — -
— — = i ’
ias.example.internal ias2.example.internal ias2’s Info +
ias’ Info + y
6’ L L ias’

- Internet Authentication Server Internet Authentication Server Public Key

ias’
Public Key R2’s Digital
R2s Digital Signature
Signature ias2’s Certificate

ias’ Certificate

Figure 31 - IAS Redundancy

Usually, the switches are configured to point to both IAS servers in case one is unavailable.
Assuming that ias2.example.internal is the Common Name for the second IAS server (in the
certificate’s Subject field), Jetdirect now can receive one of two names for the Authentication Server

e jas.example.internal
e ias2.example.internal

Jetdirect’s Server ID field handles these situations via the following algorithm in Figure 32:

69



Server ID
YES Blank (not N
specified)
Y
ComMr:é%hl\f;nn);e in SAEIE
a certificate that is Sty ‘
checked? NO
trusted
YES
A
Subject Field of Perform RIGHTMOST
Authentication Server string matching of the
Certificate must Server ID field. The
EXACTLY match the Server ID must be a valid
Server ID field substring, starting from the
rightmost side, of the
returned Common Name

Figure 32 - Server ID Matching

Let's look at some examples that show the behavior of the Server ID field with two IAS servers
configured as 802.1X Authentication Servers as shown previously:

o Example 1: Jetdirect Server ID: Blank. Result: If the Authentication Server’s certificate is
trusted, accept all Common Names returned in the Subject field of the Authentication Server
certificate

o Example 2: Jetdirect Server ID: “example.internal”, Require Exact Match not checked.
Result: If the Authentication Server’s certificate is trusted, accept all Common Names returned
in the Subject field of the Authentication Server certificate that have “example.internal” as a
rightmost subset. “ias.example.internal” and “ias2.example.internal” will both be accepted
because “example.internal” is a rightmost match for both.

e Example 3: Jetdirect Server ID: “ias”, Require Exact Match not checked. Result: If the
Authentication Server's certificate is trusted, accept all Common Names where “ias” is a
rightmost subset of the name. Here, both servers “ias.example.internal” and
“ias2.example.internal” will be REJECTED because it is not a rightmost subset of the name.
“ias” is a LEFTMOST match, it is NOT a rightmost match.

e Example 4: Jetdirect Server ID: “ias.example.internal”, Require Exact Match is checked.
Result: If the Authentication Server’s certificate is trusted, accept all Common Names where
ias.example.internal is the EXACT name. Here, the server ias2.example.internal will be
REJECTED because it does NOT match EXACTLY “ias.example.internal”

e Example 5: Jetdirect Server ID: “ias.example.internal”, Require Exact Match not checked.
Result: If the Authentication Server’s certificate is trusted, accept all Common Names where
ias.example.internal is a rightmost subset of the name. Here, the server
ias2.example.internal will be REJECTED because it is not a rightmost subset of the name.

As we can see, Jetdirect's Server ID field allows for fine grained use of which certificate will be
accepted and can be configured to support multiple Authentication Servers without accepting all
common names.
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In Figure 33, we see a proper configuration for this setup (Matching Example 2).

4} 192.168.0.21 - Microsoft Internet Explorer ;|g|5|
File Edit Wiew Favorites Tools  Help | f,‘
@Back ~ ) - [x] [2] .\' | ) Search 7 Favorites 421 | = =

Address @ httpe /{192, 168.0,21 hpfietdirect | Go | Links *

invent

& MNP 0.21
(fn hp LaserJet 4350

['Information ” Settings ]f Netwaorking 1

CONFIGURATION i i
e 802.1x Authentication
Metwork Settings
Other Settings WARNING: Use caution when changing the print server's authentication settings; you may lose your connection.
Privacy Settings
Select Language
Enable Protocals: ¥ FPEAR
SECURITY . : ;
Settings User Name: |hppr|nter@examp|e.|nterna|
Authorization Passwaord: |uuuuu
Mgmt. Protocols
802.1% Authentication Confirrn Passwaord: |uuuuu
Server |D: |examp|e.interna| " Require Exact Match
DIAGHOSTICS

Network Statistics Encryption Strength: |L0w (DES-56-bit, RC4-125-bit 0r3DES-168-hit)j
Protocol Info Jetdirect Certificate:  |natalled
Configuration Page

CaA Certificate: Installed  Configure.. |

Authentication Behavior: M Reauthenticate on Apply
Other Links
Help

Support
HF Home

Apply Cancel Restore Defaults

|&] pone ’_ ’_ ’_ ’_ ’_ | @ Trusted sites 4

Figure 33 - Correct Server ID For Example 2

In Figure 34, we see an improper setup.
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4} 192.168.0.21 - Microsoft Internet Explorer =loi x|

File dit Wiew Favorites  Tools  Help | :;‘
() Back Nv BRI | ) search - Favorites 42 | G- =
address @ http: (192, 168.0.21 Jhp/jetdirect B e | Links >

5 2 o
(&a hp LaserJet 4350

invent

[ Information ][ Settings ][ Netwarking |

% 802.1x Authentication

Metwork Settings

Other Settings WARMING: Use caution when changing the print server's. althentication settings; you may lose your connection.
Pitvacy Settings Authentics
Select Language
Enable Protocols: M PEAP AP-TLS
w- User Narme: |hppri%@example.int\ﬁq{
Settings
Authorization Password:
Sl Confirm Fassword: [sesscacene
802.1x Authentication
Server ID: fias " Require Exact Match
DIAGHOSTICS
" Metwork Statistics Encryptitn Strength: |L0w (DES-56-hit, RC4-128-bit or 3DES-168-bit) =
Protocol Info direct Certficate:  nstalled
Configuration Page

CaA Cerificate: Installed  Configura.. |

Authentication Behavior: M Reauthenticate on Apply
Other Links

Apply Cancel Restore Defaults

@ Done ’_ ’_ ’_ ’_ ’_ | @ Trusted sites 4

Figure 34 - Incorrect Server ID

In Figure 34, the user is trying to match the name IAS. However, this value will result in no matches
based upon the Server ID field and the algorithm it uses.

Wireless and 802.1X

The new HP Jetdirect 690n Wireless 802.11b/g EIO card has 802.1X technology too. It also has a
wired interface as you can see:

Taaadaaaaaaetans

The wired interface makes setting up the wireless interface much easier. In many cases where
wireless is used for network printers and MFPs, it is because no wired connection is available. Using
a laptop and a direct connection with a LAN cable to the 690n card allows wireless settings and
802.1X to be setup very easy. There are some considerations when setting up a 690n in this way
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e Only one network connection can be active at a time. Therefore, once the wireless settings
have been configured, unplugging the LAN cable is required so that the wireless interface
will be used instead

e When switching from wired to wireless (or vice versa), a reboot is required and is done

automatically.
e If you make a mistake on the wireless 802.1X settings and want to use a wired connection to
diagnose the problem, you'll need to go into the control panel menu and Reset the 802.1X

configuration before plugging in a LAN cable.

Here is the first
screen of the

e—

Configuration Wil’eless
wireless setting Wiekss
. . TCPIP Settings
— it continues Network Settings General

in the next
screen shot

Other Settings
Select Language
Security

Settings
Authorization
Mgmt. Protocols
802.1X Authentication
IPseciFirewall
Diagnostics
Network Statistica
Protocel Info

Configuration Page

WARMING: Use caution when changing the print server's wireless network settings; you may lose your connection.

Use the Wireless Wizard to walk you through the configuration of the wireless settings below

Network Hame (SSID)
(&) Existing wireless network | hpsetup i Refresh

© Enter a Network Name :

4d Hoc Network  Channel:| 10 [%

Security

@ no securty

O wep
Authentication Open ~
WEP Key : | |

Key index Options (1,2,3,4)

Mote: To configure, Javascript must be supported by your browser.

O VWPA (ViFi Protected Access)

WPA Version : Auto (WPAZ then WPA) |¥

Here WPA-
Enterprise is
selected and
the 802.1X
configuration
is about the
same as what
we have been
covering for
wired.

Authentication Gpen v
Key.Index ; Options (1,2,3,4)

Hote: To configure, Javascript must be supported by your browser.

@ ViPA (WiFi Protected Access)
. —_——
WPA Version Auto (WPAZ then WPA) ¥

Encryption Auto (AES then TKF) v
O vipa - Personal

(&) viPA - Enterprise
Note: The 802.1X settings configured here will also be applied to the wired LAN interface.

Enatled Protocols O tear O pesr EapTLs
Confirm Password
Server D : [exampieinternal | []] Require Exact Mateh

Encryption Strength : | Medium (RC4-128-bit or 3DES-168-bit) hs

Jetdirect Certificate : nstaies [

CA Certificate .

Installed
Authentication Behavior o s

NOTE: Only one LAN connection can be active at ai Printer/MFP will automatically reboot after the LAN cable has been
removed from the device in order to connect to the wireless LAN In addition, anytime the printer/MFP is connected using the
wireless LAN and a wired LAN | the printer/MFP will automatically reboot in order to connect to the wired LAN

T TN T
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ProCurve Switches and Identity Driven Management

This whitepaper has covered the configuration of 802.1X using an HP Jetdirect, and HP ProCurve
6108 switch, and Microsoft's IAS. There are other tools that can supplement this configuration and
make it much easier on the Administrator. Three of these tools are: ProCurve Manager, IDM Server,
and IDM Agent. IDM stands for Identity Driven Management and is an initiative by HP ProCurve to
allow the network to dynamically change its configuration based upon the authentication of the user.
A screen shot of IDM is shown in Figure 35 — IDM.

One of the great benefits of this approach is that it allows the administrator to dynamically assign a
“networking infrastructure configuration” for the user. Some examples include: VLANs, QoS
parameters, network resource restrictions, efc... The wonderful part of this approach is that printing
and imaging devices can be integrated into an overall security strategy. Building on the techniques
described here, IDM allows printing and imaging devices to be assigned dynamically their own
VLAN and QoS parameters as well as restrictions on which resources they can access. It is incredibly
powerful.

™ Identity Management Configuration ﬂ

=) [ Access Profiles % Printing and Imaging Devices
o 4% Default Access Profile

% Printing and Imaging Devices Marme: |Printing and Imaging Devices
Locations
Times

Description: |Printing and Imaging Devices

22 Metwark Resources Access Attributes
vLAN [PID[2] x| I Dont override
Qns: INormaI ﬂ I~ Don't override
Bandwidth: | 1,000,000= [ Dor't override

Network Resource Access Rules

Actian Resource Accounting Edit... |

Figure 35 - IDM

Summary

HP believes 802.1X is a cornerstone of a powerful security strategy. Using the HP ProCurve initiative
of Identity Driven Management, powerful security techniques can be utilized by the administrator to
protect their Printing and Imaging assets. While Identity Driven Management techniques are
powerful, they are not required. Using bundled software such as IAS and any switch that supports
RADIUS and 802.1X port-based authentication, we can use HP Jetdirect to participate in almost any
customer 802.1X environment.
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Appendix A: Troubleshooting 802.1X

Starting with V.38.05 and later firmware, HP Jetdirect has a new capability to log 802.1X
information to the Security Page. In the control panel menu for Jetdirect, which starts as “Embedded
Jetdirect” or “ElO Jetdirect”, enter the menu structure and then go to “Information”, then “Print Security
Page”. A security page will be printed similar to the ones shown in this section. If your HP Jetdirect
firmware doesn’t support the 802.1X logging or is installed in a Digital Sender only product, we'll
need fo get a network trace to troubleshoot. Network switches that support 802.1X are fairly
sophisticated and they often support the ability to “mirror” a port for network tracing.

We are going to go through a series of 802.1X conditions and show both the 802.1X log and the
network trace, which has been filtered to look for only “EAP” packets.

EAP-TLS Success

We need to see what a successful 802.1X session looks like first. Here is the 802.1X log:

--------- General Information -------=-«- ---------- Local IP Addresses ----------

Admin Password: Not Specified 192.168.128.192

SNMFP Versions: T2 feB80::21b:78£f: fee6:4£40

SNMP Set Cmty Name: Not Specified 2001:db8:128:0:21b:78ff: feec:4f40

SNMP Get Cmty MName: Not Specified

Access List: Not Specified

Secure Web: HTTPS Regquired

------------ 1D Certificate ------------

ID Certificate: INSTALLED

ISSUER CN: R2 e s CA Ccertificate ------------

Bubject CN:wireless.remote.example.inter CA Certificate: INSTALLED

Valid From: 2008-05-06 21:57 UTC ISSUER (N: ROOtCA

Valid Ta: 2009-06-29 22:34 UTC Subject CN: ROOLCA

Signature Algorithm: SHAL Valid From: 2037-01-06 21:15 UTC

Extended Key Usage: Not Applicable Valid To: 2012-01-06 21:22 UTC

Thumbprint : Signature Algorithm: SHAL

SHAl:043fde6ae65159%ba543bd%99%beadfacsd Extended Key Usage: Not Applicable

MD5 : £23554924036ed5249£3202e7255f56a Thumbprint:
SHAL:£2e99d8c87b%eacd3=6700c38681c3d0bsg
MD5: ed39e6%e06421b289%a%4e96f5542f1af

—————————— 802.1X Information ----------

EAP Method: TLS

Encryption Strength: LOW

Server ID: example.internal

User Name: wireless@example.internal

Password: Not Specified

Require Exact Match: Not Set

Reauthenticate on apply: Not Set

————————————————————————————————————— BU2:1X Brror Lof ss-ssesmonssssmssme s s s dit e
EAPOL-Start sent

EAP-Identity request received

EAP-Identity ‘wireless@examrple.internal’ sent

Start TLS server authentication

TLS server authentication finished successfully

Start TLS client authentication

TLS client authentication finished successfully

At the bottom of the page we can see the log that shows the activity of the 802.1X supplicant on
Jetdirect. However, this security page provides a great snapshot of the configuration of HP Jetdirect

for 802.1X and Certificates.

Next, we can see what a network trace looks like for an EAP-TLS success.
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@ hpprinter.pcap - Ethereal

File Edit View Go Capture Analyze Statistics Help
B &l & EEx®E Q20T EE QQAN HMEX @

Eilter:l v Expression... Clear Apply

No.. Time Source Destination rotoco Info e/
5 c
2 A Identity [RFC3 ]
3 5 t, EAP-TLS [RFC2716] [Abobal
4 s " TLS T Hello
5 5 " EAP EAP-TLS [RFC2716] [Aboba]
[ 5 " EAP D 6 ba]
7 s " EAP Request,
8 5 " EAP Response,
9 sSpanning-tre " EAP rRequest, EAP-TLS [RFC2
Spanning-tre " EAP Response, EAP-TLS [RFC
Spanning-tre " TLS server Hello, C f server Hello
Spanning-tr " EAP response, EAP-TLS [RFC
Spanning-tre " EAP Request, EAP-TLS [RFC2
Spanning-tre - TLS te, Client Key E ge, Certificate verify, change
spanning-tre LS Change Cipher spec, Er ndshake message
Spanning-tre " EAP Response, EAP-TLS [RFC2716] [Aboba]
Spanning-tre - EAP success
v

Frame 1 (60 bytes on wire, 60 bytes captured)
Ethernet II, Src: 00:18:fe:84:97:40 (00:18:fe:84:97:40), Dst: Spanning-tree-(for-bridges)_03 (01:80:c2:00:00:03)
= 802.1x authentication
version: 1
Type: EAP Packet (0)
Length: 15
= Extensible authentication Protocol
code: Request (1)
Id: 1
Length: 15
Type: Identity [RFC3748] (1)

0000 01 80 c2 00 00 03 00 18 fe 84 97 40 B8 8e 01 00  ........ ... @. ...
0010 00 Of 01 01 00 OF 01 NEENENFAFN NSNS .--.---

0020 EE 00 00 00 00 Q0 00 00 00 00 00 00 00 00 00 00 | ESeoooaEoa0aa0E
0030 00 00 00 00 00 00 00 00 00 00 00 0O  L.oo.a.. ..

[ P:17 D: 17 M: 0

Some important packets to look at:

e Packet 1 - start of the EAP process, requested by the Authenticator (switch).

e Packet 3 - start of the EAP-TLS process

o Packet 4 — Jetdirect sends it SSL/TLS Client Hello

e Packet 11 - Packets 5, 7, 9, 11 are actually fragmented packets that comprise the Server
Hello packet. Packet 11 is what it will look like when it is fully assembled. It is fragmented in
this way because the server is sending back certificates which are about 3k octets each in
length.

e Packet 14 — EAP-TLS requires the client (Jetdirect) to send back a client certificate — that is this
packet.

e Packet 17 - the Authenticator indicates “Success” to Jetdirect and EAP-TLS has been
negotiated successfully.

Now we know what a good trace is supposed to look like!

EAP Unknown User Name

Let's look at a common failure, which is when the username that HP Jetdirect is sending is unknown by
the Authentication Server. Although we are using EAP-TLS, this information is also valid for PEAP.
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HP Jetdirect Security Page (1/4) ( English - PCL )

--------- General Information ---------- ======---- Local IP Addresses -=-=-=-=------

Admin Password: Not Specified 192.168,128.152

SNMP Versions: i £eB80::21b:78ff : fee6:4£40

SNMP Set Cmty Name: Not Specified 2001:dbB:128:0:21b:78ff:fees:4f40

SNMP Get Cmty Name: Not Specified

Access List: Not Specified

Secure Web: HTTPS Required

------------ ID Certificate ------------

ID Certificate: INSTALLED

ISSUER CN: B 0 mommoeeecese £k Certificate sro—rommmmen

Subject CN:wireless.remote.example.inter Ch Certificate: INSTALLED

Valid From: 2008-05-06 21:57 UTC ISSUER CN: RootCA

Valid To: 2009-06-29 22:34 UIC Subject CN: RootCA

Signature Algorithm: SHAL Valid From: 2007-01-06 21:15 UTC

Extended Key Usage: Not Applicable Yalid To: 2012-01-06 21:22 UTC

Thumbprint : Signature Algorithm: SHA1

SHA1:043fde6aeb51598bas43bds995%beasfacsd Extended Key Usage: Not Applicable

MDS : £235545924036ed5249£3202e7255656a Thumbprint :
SHA1:£2e99d8c87b%eacdle6700c38681c3d0b5S
MD5 : edligses9el6491b28%a94e96£5542f1af

---------- 8§02.1X Information ----------

EAP Method: TLS

Encryption Strength: LOwW

Server ID: example.internal

User Name: wireles@example.internal

Password: Not Specified

Require Exact Match: Naot Set

Reauthenticate on apply: Not Set

————————————————————————————————————— BO2,IX Erfof Lo —---sosooiuasitic s di st i 2 i S
EAP-Identity request received

EAP-Identity '‘wirelessexample.internal’ sent

EAP-Failure received

Here, a simple mistake was made in the name: “wireles” was used instead of “wireless”. Here is
what a network trace would look like.

% 1x-6.pcap - Wireshark

Fle Edit View Go Capture Analyze Statistics Help

Bwaee pBxnaResors EBEcacan @#zmx @

Ellber:l *  Expression... Clear Apply
-~

No. - Time Source Destination protocol | Info £

29.661779 HewlettP_84: 4 Spanning-tree-(for EAP Request, Identity [RFC3748]
spanning-tree-(for EAP Response, Identity [RFC3748]
Spanning-tree-(for

& Frame & (60 bytes on wire, 60 bytes captured)
Ethernet II, Src: HewlettP_84:97:40 (00:18:fe:84:97:40), Dst: Spanning-tree-(for-bridges)_03 (01:80:c2:00:00:03)
= 802.1x Authentication

Vversion: 1

Type: EAP Packet (0)

Length: 4

= Extensible Authentication Protocol
code: Failure (4)

Id: 12
Length: 4

0000 01 80 c2 00 00 03 00 18 Te 84 97 40 88 Be 01 00 ........ ... a....
0010 00 04 04 Oc 00 04 00 OO 00 00 00 00 00 00 00 00 i
0020 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
0030 00 00 00 OO0 00 00 00 00O 00 00 00 00

Flle: "G:\1x-6.pcap” 632 Bytes 00, |P:8D: 8M: 0
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Here we see that an EAP request for identity is made via the Authenticator (packet 6). Jetdirect
returns a response (packet 7) and then the Authenticator returns an EAP failure (packet 8). The first
thing to check in this failure mode is the 802.1X User Name on Jetdirect. The Authentication Server
does not recognize the user name that Jetdirect is sending back.

That one was easy.

Server Authentication Problem

Once the EAP identity has been verified, the next step for both EAP-TLS and PEAP is to verify that the
authentication server is valid. This validation is done through checking the Server Certificate. Two
fields are vitally important in Jetdirect’s configuration: The server ID field in the 802.1X configuration
and the CA Certificate installed on Jetdirect.

HP Jetdirect Security Page (1/4) ( English - PCL )

————————— General Information ---------- ---------- Local IP Addresses -=---------

2Zdmin Password: Not Specified 192.168.128.192

SNMF Versions: 172

SNMP Set Cmty Name: Not Specified

ENMP Get Cmty Name: Not Specified

Zccess List: Not Specified

Secure Web: . HTTPS Required

———————————— ID-EREEIfida&te r~rerarnm———

ID Certificate: INSTALLED

ISSUER CN: R = messoosecees CA Certificate -----=c-c-=-

fubject CN:wireless.remote.example.inter CA Certificate: INSTALLED

Valid From: 2008-05-06 21:57 UIC ISSUER CHM: RootCA

valid To: 2005-06-29 22:34 UTC Subject CN: RootCA

Signature Algorithm; SHAL Valid From: 2007-01-06 21:15 UTC

Extended Key Usage: Not Applicable Valid To: 2012-01-06 21:22 UIC

Thumbprint: Signature Algorithm: SHAL

SHAl:043fdefaes51599ba543bd9999%beasfacsy Extended Key Usage: Not Applicable

MDS = £23554924036ed5249f3202e7255£56a Thumbprint:
SHALl:£f2e99d8cB87b%eacd3e6700c38681c3d0bs59
MD5: ed39e69e06491b2B%a5%4e96£5542f1laf

---------- 202.1X Information ----------

EAP Method: TLS

Encryption Strength: LOW

Server ID: example.internal

User Name: wireless@example. internal

Password: Not Specified

Require Exact Match: Not Set

Reauthenticate on apply: ot Set

————————————————————————————————————— BOZL1X -Error L =osssssessiddtnmtsa il s e S sy
EAPOQL-Start sent

EAP-Identity request received

FAP-Tdentity ‘wireless@example.internal’ sent

Start TLS server authentication

Jetdirect Server ID verification failed

Jetdirect server ID (example.internal) does not match certificate subject name (/CN=w2k3-r2-
ee.example. internal)

Alert sent: certificate unknown

SSL/TLS handshake error [lib{20) func(l44} reason(l34})]

ERP-NAK sent

EAP-Fallure received

Here we can see that the server authentication failed. We see clearly from the log that the server ID
field of JD does not match the subject name of the certificate.  Let's look at different failure, but still a
server authentication issue:
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HP Jetdirect Security Page (1/4) ( English - PCL )

————————— General Information ---------- ---------- Local IP Addresses =---=--==--=-

Admin Password: Not Specified 192.168.128.192

SNMP Versions: 1;2

SNMP Set Cmty Name: Not Specified

SNMF Get Cmty Name: Not Specified

Access List: Not Specified

Secure Web: HTTES Reguired

------------ ID Certificate ------------

ID Certificate: INSTALLED

ISSUER CN: B2 mmsmeececaeee Ch Certificate ---=-===r===

Subject CN:wireless.remote.example.inter CA Certificate: INSTALLED

Valid From: 2008-05-06 21:57 UTC ISSUER CN: RootCA

Valid To: 2005-08-29 22:34 UTC Subject CN: R2

Signature Algorithm: SHAL Valid From: 2007-06-25 22:24 UTC

Extended Key Usage: Not Applicable Valid To: 2009-06-29 22:34 UTC

Thumbprint : Signature Algorithm: SHA1

SHAl:043fde6ae651599ba543bd999%beadfacs4 Extended Key Usage: Not Applicable

MD5 : £23554924036ed5249£3202e7255f56a Thumbprint:
SHAl:6d6alB8071458a4300ab52d230bfd8547£45
MD5 : 0b50%4dbc0cfdf00142a33delbfdf259

—————————— 802.1X¥ Informatiom ----------

EAP Method: TLS

Encryption Strength: LOW

Server ID: example, internal

User Name: wireless@example.internal

Password: Not Specified

Require Exact Match: Not Set

Reauthenticate on apply: Not Set

————————————————————————————————————— BOZ2.1X Error Liog =----------mmmmm oo m e oo
EAPOL-Start sent

EAP-Identity reguest received

EAP-Identity ‘wireless@example.internal’ sent

Start TLS server authentication

X509 error: unable to get local issuer certificate
Cert 0: Issuer: /DC=internal/DC=example/CN=RootCA

Cert 0: Subject: /CN=w2k3-r2-ee.example.internal

Cert 0: Expires on: 2008-04-22 22:46 UTC

Cert 0: Signature Algorithm: shalWithRSAEncryption
Alert sent: unknown CA

SSL/TLS handshake error [1ib(20) func(l44) reason(134)]
EAP-NAK sent

EAP-Failure received

Here we can see that we have an “unknown CA” error. In the log, the certificate issuer is RootCA but
SSL is complaining that it cannot get the certificate for the local issuer. In other words, the certificate
for RootCA is unavailable which points to the wrong CA certificate being installed on Jetdirect.

Let's look at a network trace.
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@ 1x-1.pcap - Ethereal
File Edit View Go Capture Analyze Statistics Help

BEdee PR e ResoT2 HE QQAQFN @ HE X

Eilter: |eap v Expression... Clear Apply
No.. Time Source Destination rotoco Info o
7:4 © EAP Re:
equest, Server Hello Done

i+ Frame 211 (60 bytes on wire, 60 bytes captured)
= Ethernet II, Src: HewlettP_75:T3:37 (00:0e:7f:75:F3:37), Dst: spanning-tree-(for-bridges) 03 (01:80:c2:00:00:03)
= 802.1x Authentication
version: 1
Type: EAP Packet (0)
Length: 6
= Extensible Authentication Protocol
Code: Response (2)
1d: 175
Length: 6
Type: Nak (Response only) [RFC3748] (3)
Desired Auth Type: MD5-Challenge [RFC3748] (4)

0000 01 80 c2 00 00 03 00 Oe 7f 75 13 37 88 8e 01 00
0010 00 06 02 af 00 06 03 04 00 00 00 00 OO 0O 00 00
0020 00 00 00 0O 00 00 00 0O 00 00 00 00 00 00 00 00
00320 00 00 00 0O 00 00 00 00 00 00 00 00

File: "C:\D: and ge\clay_olsen\My D 8021X\Next Rev\1x-1.pcap” 100 KB 00:18:... [P: 212 D: 212 M: 0

Here are the important packets in this trace:

e Packet 210 — Server Hello where the Authentication Server’s certificate is sent to Jetdirect.
o Packet 211 - Jetdirect sends a NAK.

What has happened here is that Jetdirect does not accept the Authentication Server’s certificate and
refuses to continue. Things to check:

o The CA certificate configured on Jetdirect. This field must be configured to be a Root CA of
the chain in use.

e The 802.1X Server ID field on Jetdirect — be sure that it is configured correctly. You may try
just to set it to blank until you can get 802.1X up and running.

e Be sure that the certificate being returned by the Authentication Server is the one you believe
is being returned. All of these things are easy to check. Let's look at packet 210 in depth.
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& 1x-1.pcap - Wireshark

Fle Edit Vew Go Capture Analyze Statistics Help

B W e o 8 BPE x %8 B e FT L

HEE aaan &vmx @

Fiter: | ~ Expresson... Clear Apply

No. » Time Source Destination Protocol | Info

Spanning-tree- Server Hello, Certificate, Certificate Reguest, Server He
Spanning-t for EAP Response, Legacy Nak (Response only) [RFC3748]
spannina-tree-(for EAP Failure

211 107
212 1107,

Frame 210 (1450 bytes on wire, 1450 bytes captured)
Ethernet II, Src: HewlettP_84:97:40 (00:18:fe:84:97:40), Dst: Spanning-tree-(for-bridges)_03 (01:80:c2:00:00:03)
802.1x Authentication
version: 1
Type: EAP Packet (0)
Length: 1432
= Extensible Authentication Protocol
Code: Request (1)
Id: 175
Length: 1432
Type: EAP-TLS [RFC2716] [aboba] (13)
Flags (0x0):
= [EAP-TLS Fragments (5790 bytes): #204(1452), #206(1456), #208(1456), #210(1426)]
= Secure Socket Layer
= TLSv1 Record Layer: Handshake Protocol: Multiple Handshake Messages
Content Type: Handshake (22)
version: TLS 1.0 (0x0301)
Length: 5785
# Handshake Protocol: server Hello
= Handshake Protocol: certificate
Handshake Type: Certificate (11)
Length: 2542
Certificates Length: 2539
ites (2539 bytes)

ELE]

[

certificate Length: 1202
# certificate: 30820417A003020102020A611A0AEEQ00000000005300006. .. (id-at-commonName=ias.example,internal)
Certificate Length: 1331 L
® Certificate: 30820417A003020102020A1675356F000000000011300D06. .. (id-at-commonName=R2,ccitt.9.2342.19200300.100.1. 25=example, cc
@ Handshake Protocol: Certificate Request

| 3

=

il}DSD 00 09 ee ;00 04 b2 30 82 04 ae 3

el 7 a0 03 02 01 02 02 0a 61 1a Oa ee 00

| 05 30 Od 06 09 2a 86 48 86 f7 0d 01 01 05 05
| - s o oo cooo o =

[ESRNES

|List of certificates (ssl.handshake. .. |P:

[Frame (1450 bytes) | Reassembled EAP-TLS (5790 bytes)
D: 212M: 0

Here we can see that there are 2 certificates being returned by the Authentication Server:

e “ias.example.internal” issued by R2, an intermediate certificate authority
e “R2.example.internal” issued by RootCA, the root certificate authority.

The first certificate is the IAS server's certificate that Jetdirect will check the Server ID field against.
Therefore, the server ID field needs to be configured correctly based upon the common name of
“jas.example.internal”. The next certificate is part of the chain that is sent back to the client. This is
R2's certificate. Let's look at these more closely.
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& 1x-1.pcap - Wireshark

Fle Edit Vew Go Capture Analyze Statistics Help -
S @oee o@x%a RBesoF s BEQaqaan @wmE x

Fiter: | ~ Expresson... Clear Apply

Destination Protocol | Info

e, Certilicate Reques
se only) [RFC3

CETTTTTCATE TENgTIT IZT 7
= Certificate: 30820417A002020102020A611A0AEEQ00000000005300D06. .. (id-at-commonName=ias.example.internal) =
B signedCertificate
version: v3 (2)
serialnumber : 0x611a0aee000000000005

# signature (shawithrRsAencryption)
= issuer: rdnseguence (0)
= rdnsequence: 3 items (id-at-commonName=R2,ccitt.9.2342.19200300.100.1.25=example,ccitt.9.2342.19200300.100.1.25=internal;
@ validity
= subject: rdnsequence (0)
& rdnSequence: 1 item (id-at-commonName=ias.example.internal)

Padding: O

encrypted: B96ACS544BA1DE7AS6A70AF623E555AB7EEEBFFGB0339A6EB. . .
cCertificate Length: 1331
Certificate: 30820417A003020102020A1675356F000000000011300D06. .. (id-at-commonName=R2,ccitt.9.2342.19200300.100.1.25=example, cc
= signedcertificate

version: v3 (2)

serialNumber : 0x1675336F000000000011
#® signature (shawithrRsSAEncryption)
= issuer: rdnsequence (0)

& rdnSequence: 3 items (id-at-commonName=RootCA,ccitt.9.2342.19200300.100.1.25=example,ccitt.9.2342.19200300.100.1.25=inter
@ validity
= subject: rdnsequence (0)

# rdnsequence: 3 items (id-at-commonName=R2,ccitt.9.2342.19200300.100.1.25=example,ccitt.9.2342,19200300.100.1.25=internal;
# subjectPublickeyInfo
® extensions: B items

[}

[E2RRE2

lasa A AT A o
Frame (1450 bytes) | Femdrembhed EAP-TES (SPo0 bytes) |
xSOQwZ’.P.D.NSquuanue (x509af.rdn... P:212D: 212M: 0

By looking at each certificate’s “Issuer” and “Subject” fields, we can determine what is Jetdirect is
seeing. Since “ias.example.internal” is the Authentication Server certificate and its common name is
shown as “ias.example.internal”, we know that the Server ID needs to be configured correctly to
handle that value. The “Issuer” of this certificate is R2.example.internal. Jetdirect needs to have the
public key certificate of R2 in order to verify the signature on ias.example.internal. The
Authentication Server also sends back the R2.example.internal certificate. This certificate is issued by
RootCA. Jetdirect also needs the RootCA public key certificate. This certificate, RootCA must be
configured on Jetdirect as the CA Certificate in order for the certificate chain to be verified.

These two situations are the most common type of issues that affect 802.1X configurations.

Client Authentication Problem

Assuming that everything went ok with Server Authentication, then client authentication is the next
area where there could be problems. For EAP-TLS, the client sends a certificate to authenticate while
in PEAP, a username/password is sent using a different protocol to authenticate the client. In both
cases, the certificate or the username/password must be mapped to an account that is granted
access. Let's look at an EAP-TLS client authentication problem.
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HP Jetdirect Security Page (1/4) ( English - PCL )

————————— General Information ---------- ====------- Local IP Addresses ----------

Admin Password: Not Specified 192.168.128.192

SMMP Versions: 12

SNMF Set Cmty Name: Not Specified

SNMF Get Cmty Name: Not Specified

Access List: Not Specified

Secure Web: HTTPS Required

———————————— ID Certificate ------------

ID Certificate: INSTALLED

ISSUER CN: R2Z  eeeeeemeeaas CA Certificate ---------c--.

Subject CN:wireless.remote.example.inter CA Certificate: INSTALLED

Valid From: 2008-05-06 21:57 UIC ISSUER CN: RootCA

valid To: 2009-06-29 22:34 UTC Subject CN: RootCA

Signature Algorithm: SHAL Valid From: 2007-01-06 21:15 UTC

Extended Key Usage: Not Applicable Valid To: 2012-01-06 21:22 UTC

Thumbprint: Signature Algorithm: SHAL

EHA1:043fde6ae65155%ba543bd999%beasfaciy Extended Key Usage: Not Applicahble

MDS - £23554924036ed5249£3202e7255£56a Thumbprint:
SHA1:f2e99d8c87b%eacdles700c38681c3d0b59
MD5 : ed39%e69e06491k2B%a9%4e96f5542f1af

—————————— 802.1X Information ----------

EAP Method: TLS

Encryption Strength: LOW

Server ID: example.internal

User Name: wireless@example. internal

Password: Not Specified

Require Exact Match: Not Set

Reauthenticate on apply: Not Set

————————————————————————————————————— 802.1X Error LOg -—----=====mmemmmmo e eeeea e e
EAPOL-Start sent

EAP-Failure received

EAP-Identity request received

EAP-Identity ’'wireless@example.internal’ sent

Start TLS server authentication

TLS server authentication finished successfully

Start TLS client authentication

Alert received: access denied

SS5L/TLS handshake error [1ib(20) func(148) reason(1049)]
EAP-NAK sent

EAP-Failure received

Notice that “TLS Server Authentication finished successfully”. Based upon that message, we've
eliminated a lot of things that could have gone wrong. However, the message “Alert Received:
access denied” tells us that the client authentication failed. Let’s look at a trace and then we'll talk

about some of the things to check.
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Ethereal
File Edit View Go gapture Ana_lyze Statistics ﬂe_lp

SEed o

Eilter: |aap v Expression... Clear Apply

xE evroFLEE QQY

il )

3

Source Destination rotoco Info
EAP  Re
EAP REspO .
EAP Request,

No. .

=il v

. Encrypted Hand:

server

iy, client Hello[Malformed Packet]

Spec,

—(for EapP

il

= Frame 70 (60 bytes on wire, 60 bytes captured)
) Ethernet TII, Src: 00:18:fe:84:97:40 (D0:18:fe:84:97:40), Dst: Spanning-tree-(for-bridges)_03 (01:80:c2:00:00:03)
= 802.1x authentication

version: 1

Type: EAP Packet (0)

= Extensible authentication Protocol
Code: Request (1)
Id: 18
Length: 17
Type: EAP-TLS [RFC2716] [Aboba] (13)
Flags(0x80): Length
Length: 7
B Secure Socket Layer
= TLS Record Layer: Alert (Level: Fatal, Description: Access Denied)
content Type: Alert (21)
version: TLs 1.0 (0x0301)
Length: 2
@ Alert Message

0000 01 80 cZ 00 00 03 00 18 Te &4 97 40 88 8e 01 00
0010 00 11 01 12 00 11 Od 80 00 Q0 00 07 15 03 0L 00
0020 02 02 31 00 00 00 00 00 00 00 00 00 00 00 00 00
0030 00 00 OO 00 00 00 00 00 00 00 00 00

File: "C:\Documents and Settings\clay_olsen\My Documents\wihitepapers\8021X\Next Rev\1x%-5.pcap” 22 KB 00:01:01 | P: 85 D: 26 M: 0

Here we can see that the Server Hello was sent (packet 68) and it must have been accepted
because Jetdirect sends the client certificate (packet 69) and did not send a NAK. However, after
the client certificate is sent, the Authenticator returns a TLS Alert indicating “Access Denied”. There
are a few of things to check:

o The Jetdirect Identity Certificate must be configured
o The Jetdirect Identity Certificate must be one the Authentication Server Trusts

o The Jetdirect user in Active Directory must have Jetdirect’s certificate mapped to the
account that represents Jetdirect.

PEAP

Almost everything we've covered with EAP-TLS is also valid for PEAP. Let's look at a successful
PEAP negotiation.

]

invent
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HP Jetdirect Security Page (1/4) ( English - PCL )

————————— General Information ---------- =====-~--- Local IP Addresses ----=------

Admin Password: Not Specified 192.168.128.192

SNMP Versions: 12 fe80::21b:78ff:fec6:4£40

SHMP Set Cmty Name: Not Specified 2001:db8:128:0:21b:78ff: feeb:4£40

SNMP Get Cmty Name: Not Specified .

Access List: Not Specified

Secure Web: HTTPS Required

———————————— ID Certificate ------------

ID Certificate: INSTALLED

ISSUER CN: RZ2 — mmssssssesae CA Certificate ---------o--

Subject CN:wireless.remote.example.inter Ch Certificate: INSTALLED

Valid From: 2008-05-06 21:57 UTC ISSUER CN: RootCA

Valid To: 2009-06-29 22:34 UTC Subject CN: ROOLCA

Signature Algorithm: SHA1 Valid From: 2007-01-06 21:15 UIC

Extended Key Usage: Not Applicable Valid To: 2p12-01-08 21:22 UTC

Thumbprint: Signature Algorithm: SHAL

SHAl:043fdebae651599ba543bd999%beasfachd Extended Key Usage: Not Applicable

MD5 : f23554524036ed5249f3202e7255f56a Thumbprint :
SHAl:f2e5%9dBc87bSeacdles700c3B681c3d0bs5S
MD5: ed39e69e06491b28%a%4e96f5542f1af

---------- B82.1¥X Informatign ----—-=---

EAP Method: FEAP

Encryption Strength: LOowW

Server ID: example. internal

User Name: wireless@example. internal

Password: Specified

Require Exact Match: Not Set

Reauthenticate on apply: Not Set

————————————————————————————————————— 802 .1X Error Log -------=-ceeoommmmamn
EAPQL-Start sent

EAP-Identity reguest received

EAP-Identity ‘wireless@example.internal’ sent

Start PEAP server authentication

PEAP server authentication finished successfully

Start EAP-MSCHAPv2 client authentication

EAP-MSCHAPvZ client authentication finished successfully

Here is the log output from a successful PEAP negotiation.  An important thing fo notice is the EAP-
MSCHAPV2 client authentication method. There are a variety of ways that are used to send the
username/password to the authentication server, this is one of them.
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cap - Wireshark

Fle Edit Vew Go Capture Analyze Statistics Help

Swe e pBxwa ReavosEE e gvEx @

Filter: |eap ~ Expression... Clear Apply
No. » Time Source Destination Protocol | Info
1 0.000000 HewlettP_ Spanning-tree-(for EAP Request, Identity [RFC3748]
2 0.000567 HewlettP_, spanning-tree-(for EAP Response, Identity [RFC3748]
3 0.130385 HewletTtP_ spanning-tree-(for EAP Request, EAP-TLS [RFC2716] [aboba]
4 0.130887 HewlettP_, spanning-tree-(for EAP Response, Legacy Nak (Response only) [RFC3748]
5 0. HewlettP_| spanning-trea-(for eap rRequest, PEAP [Palekar]
[ HewlettP_] spanning-tree-{for ssL client Hello
s HewlettP_ Spanning-tree-(for EAP Request, PEAP [Palekar]
8 HewlertP_ spanning-tree-(for eap rResponse, PEAP [Palekar]
a HewlettP_ Spanning-tree-(for EAP Request, PEAP [Palekar]
10 HewlettP_ spanning-tree-(for EAP Response, PEAP [Palekar]
i1 HewlettP_ spanning-tree-(for EAP Request, PEAF [Palekar]
2 spanning-tree-(for EAP Response, PEAP [Palekar]
i3 spanning-tree-(for TLSv1 Server Hello, Certificate, Certificate Request, Server Hello Done

spanning-tree-(for TLsvl certificate, Client Key Exchange, Change Cipher spec, Encrypted Handshake Me:

15 HewlettP_| Spanning-tree-(for TLSvl Change Cipher Spec, Encrypted Handshake Message
16 HewlettP_ Spanning-tree-(for EAP Response, PEAP [Palekar]
17 spanning-tree-(for TLSvl Application Data

HewlettP_|
(1

spanning-tree-(for
spanning-tree-(for T
spanning-tree-(for Tl

1 aApplication Data
1 application pata
/1 Application Data

21 spanning-tree-(for T Application Data
22 spanning-tree-(for application pata

application Data
App1i i Data

= Frame 25 (60 bytes on wire, 60 bytes captured)
# Ethernet II, 5rc: HewlettP_84:97:40 (00:18:fe:84:97:40), Dst: spanning-tree-(for-bridges)_03 (01:80:c2:00:00:03)
= 802.1x Authentication

version: 1

Type: EAP Packet (0)
Length: 4
= Extensible Authentication Protocol
code: success (3)
Id: 13
Length: 4

0000 01 80 c2 00 00 03 00 18 fe 84 97 40 88 Be 01 00
0010 00 04 03 Od 00 04 00 00 00 00 00 0O 00 00 00 00
0020 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
0030 00 00 00 00 00 00 00 00 00 00 00 00

File: "C:\Documents and Settings... |P: 25D: 25M: 0

Packets 17-24 are where the User Name / Password are sent over and verified. Packet 25 shows
an EAP Success, which indicates that everything went fine. Note that in packet 14, it appears that
the client certificate is sent over, but it is not. When using EAP-TLS, it is sent, but when using PEAP,
the TLS connection is established without sending over the client certificate.

There is one case where a wrong password can be configured on Jetdirect and get a failure.
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HP Jetdirect Security Page (1/4) ( English - PCL )

--------- CGeneral Informatien ---------- -===-=-=--=-- Local IP Addresses ---~---~----~

Zdmin Password: Not Specified 192.168.128.152

SNMP Versions: 1;2 fe80::21b:78ff:fee6:4E40

SNMP Set Cmty Name: Not Specified 2001:db8:128:0:21b:78ff:fee6:4f40

SNMP Get Cmty Name: Not Specified

Access List: Not Specified

Secure Web: HTTPS Required

------------ ID Certificate ---==--c----

ID Certificate: INSTALLED

ISSUER CN: R2  shsosssedes CA Certificate -====e=ce-=-

Subject CN:wireless.remote.example.inter CA Certificate: INSTALLED

Valid From: 2008-05-06 21:57 UTC ISSUER CN: RootCA

Valid To: 2009-06-22 22:34 UTC Subject CN: RootCA

Signature Algorithm: SHAL Valid From: 2007-01-06 21:15 UTC

Extended Key Usage: Not Applicable Valid To: 2012-01-06 21:22 UTC

Thumbprint : Signature Algorithm: SHA1

SHAR1:043fdebae6515990a543bd299%beadfach4 Extended Key Usage: Not Applicable

MDS : f23554924036ed5249£3202e7255f56a Thumbprint :
SHALl:f2e99d8c87b9%eacd3ie6700c38681c3d0b59
MD5 : ed3%e69e06491b2B%a94e96£5542f1af

—————————— 802.1X Information ----------

EAP Method: PEAP

Encryption Strength: LOW

Server ID: example.internal

User Name: wireless@example.internal

Password: Specified

Require Exact Match: Not Set

Reauthenticate on apply: Not Set

————————————————————————————————————— BO2.1X Error Log -----------rmmeeeme e mmm e o m e

EAP-Identity request received

EAP-Identity 'wireless@example.internal’ sent

Start PEAP server authentication

PEAP server authentication finished successfully

Start EAP-MSCHAPvZ client authentication

Invalid password, check the password entered on Jetdirect
EAP-MSCHAPvZ client authentication failed

The log shows password errors in PEAP very clearly!  The network trace isn't as clear.

{@ (Untitled) - Ethereal

File Edit Yiew Go Capture Analyze Statistics  Help

ERx@E Re+*»72 EE Q@B @Y

Eilter: |aap | ¥ Expression... Clear Apply
Mo - Time Source Destination Protocal | Info 5|
194 76.11053% 00:18:Te:84:97:40 sSpanning-tree-(for E4P reguest, PEAP [Palekar]
195 76.156067  HewlettP_75:T3:37 spanning-tree-(for TLS client Hello E
196 7A.157405 00:18:Fe:84:97:40 sSpanning-tree-(for EAP request, PEAP [Palekar] e
197 Fé. 201596 HewlettP_75:T3:37 sSpanning-tree-(for EAF Response, PEAP [Palekar]
198 76.202801 00:18:Fe:84:97:40 Spanning-tree-(for EAP Reguest, PEAP [Palekar]
199 76.246837  HewlettrP_75:T3:37 spanning-tree-(for Eap Response, PEAP [Palekar]
200 76.247966  00:18:Te:84:97:40 spanning-tree-(for EAP Reguest, PEAP [Palekar]
201 76.292061  HewlettP_75:T3:37 spanning-tree-(for EAP response, PEAP [Palekar]
202 FA.293235 00:18:Fe:84:97:40 spanning-tree-(for TLS server Hello, certificate, certificate rRequest, Serwver Hello
203 F6.387517 HewlettP_75:f3:37 Spanning-tree-(for TLS Certificate, Client Key Exchange, Change Cipher Spec, Certif
204 F5.391816 00:18:fe:84:97:40 Spanning-tree-(for TLS Change Cipher Spec, Encrypted Handshake Message
205 76.436881 HewlettP_75:T3:37 sSpanning-tree-(for EAP Response, PEAP [Palekar]
206 76.437602 00:18:Te:84:97:40 spanning-tree-(for TLS application Data
207 7H.48074%  HewlettP_75:f3:37 spanning-tree-(for TLS application Data
208 76.481623  00:18:fe:84:97:40 spanning-tree-(for TLS application Data
209 76.524641 HewlettP_75:f3:37 spanning-tree-(for TLS application Data
210 76.54B005  00:18:fe:84:97:40 Spanning-tree-(for TLS Application Data
211 76.590358 HewlettP_75:T3:37 sSpanning-tree-(for EAP Response, PEAP [Palekar]
223 106.100271 00:18:fe:84:97:40 Spanning-tree-(for EAP Failure -
Length: & A
Type: PEAP [Palekar] (250 E
Flags (ox0): =]
PEAP version O
0000 01 80 <2 00 00 03 00 0e 7T 75 T3 37 88 88 01 00 u. 7.
0010 00 08 02 43 00 06 19 00 00 00 00 00 00 00 00 00 ... .Civut wvenanns
0020 00 00 00 00 Q0 00 00 Q0 00 00 00 00 00 Q0 00 00 ....ive wienanas
050 00 00 00 00 00 00 00 00 00 00 00 00
[File: "C:\DOCUME~1} ADMINI~1YL OCALS~ 11 Templether¥xxTERUUT" 172 KB 00:10:45 [F: 653 D: 345 M: 0 Drops: 0 A
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Here we can see the failure is reported at packet 223 (after a delay of 30 seconds). This type of

trace would indicate that there is a password mismatch between Jetdirect and the Active Directory
account that represents Jetdirect.

Appendix B: Importing a Certificate

Bring up the web server for the CA.

“ Microsoft Certificate Services - Microsoft Internet Explorer

=0l x|
Using ihe URL for Fie  Edit Wiew Fgvortes  Tools  Help ‘ >
1‘he CeHSrV, we ) Back .' > AR RN | ) search | Favorites &2 ‘ B i B
gef fO ﬂ"]e Web Address I@j http:/floopbackcertsryf j o |Lir|ks =
inferfoce Of fhe Microsoft Cerificate

Certification

Welcome
Authority. Since
IJse this Wyeb site to request a certificate for your Web browser, e-mail client, or other program. By using a
we want to certificate, you can werify your identity to people you communicate with over the Web, sign and encrypt
create a messages, and, depending upon the type of certificate you request, perform other security tasks

certificote for You can also use this Web site to download a certificate authority (CA) certificate, certificate chain, or

. . certificate revocation list (CRL), or to view the status of a pending request.

Jetdirect, click the (CRL) RONCIRETEY

”Req vest a For more information about Certificate Services, see Certificate Senvices Documentation
certificate” link. Select atask:

Request a cerificate
Wiew the status of a4 pending cenificate request
Daownload a CA cerificate, certificate chain, or CRL

B
|@ hktpsffloopbackfcertsrvicertrqus. asp ’_ l_l_l_’_ 8 Internct 4
. "
Cl ICk dea nced ‘B Microsolt Certificate Services - Microsoft Internet Explorer =131 x|
Cerﬁﬁcqfe File Edit Wiew Favortes Tools  Help ‘ R
request” QBack - ) - [¢] [2] } | ) Search 7 Favorites 42 ‘ =t =
Address I@j http:ffloopbackicertsryjertrqus asp j Go | Links **
=l
Microsoft Ceificate
Request a Certificate
Select the certificate type
User Certificate
Cr, submit an advanced certificate request.
E
|@ http://loopbackfcertsrv/certrgad. asp ’_ l_l_l_’_ ) Internet S
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Click “Create
and submit a

request to this
CA".

Microsoft Certificate Services - Microsoft Internet Explorer

=1o0x|
L

j Go |L\nks £

File Edt “iew Favaorites Tools Help

Qeack -3 « [ 2] @ | - szarch - Favorkes £ | - e B
Address @ http:/{loopbackfcertsrvfcertrgad.asp

Microsoft Certific

Advanced Certificate Request

The policy of the CA determines the types of certificates you can request. Click one of the following options to:
Create and submit a request to this CA.

Submit a certificate request by using a base-B4-encoded CWMC or PKCS #10 file, or submit a renewal
request by using a base-64-encoded PKCS #7 file

Request a cerificate for a smart card on behalf of another user by using the smart card certificate enrollment
station.

Mote: ¥ou must have an enroliment agent certificate to submit a request on behalf of another user

=
‘@ http:ffloopback certsry fcertrgma.asp l_l_l_l_’_ 0 Internet 4
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Be sure to
select the
Certificate
Template “HP
Jetdirect” and
to check the
checkbox
entitled “Mark
keys as
exportable”.

Z Microsoft Certificate Services - Microsoft Internet Explorer

=1oix]

File Edit Wiew Favorites Tools Help

L

QBack ~ 3 ~ [x] [2] }| ) Search 7 Favortes 421 | Q- 5 B

Address IQ http: [floopbackfcertsrv/certrgma. asp

=l B s |Links »

Advanced Certificate Request

Certificate Template:
|HP Jetdirect =l

Identifying Information For Offline Template:
Marne: |J?981A O00EFFEBO1SY S/M: SG53302227

E-Mail: Iprimeradmin@example.cum

Cormpany: IExampIe

Departrment: IF'rinting and Imaging

City: Iexampletown
State: IE){

Country/Region: IEXj

Key Options:

¥ Create new key set O Use existing key sat
CSF: IMicrosoﬂ REA SChannel Cryptographic Providerj

Key Usage: & Exchange

e Min: 1024 _—
Key Size: |1024 M Aga (COMMen key sizes: 1024 2045 4006 §192 16384 )

@ Automatic key container name User specified key container name
¥ tark keys as exportable

™ Export keys to file
™ Enable strong private key protection

7 Store certificate in the local computer certificate store
Stores the certificate in the local computer store
Instead of in the user's certificate store. Does not
install the root CA's certificate. You must be an
administrator to generate or use a key in the local
machine store.

Additional Options:
Request Format: & CMC € PKCS10

Hash Algorithm: ISHA—1 VI

Only used to sign request.

7 Save reguest to a file

I 5| El
/€] pone [T T T memee

Click Yes.

Potential Scripting ¥iolation i

Xl

'E This Web site is requesting & new certificate on your behalf, You shauld allow only trusted Web sites to request a certificate For you,

Do you want bo request a certificabe now?

Yes
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Click “Install
this certificate”
to install it on
your local
computer. We
will export it
and then
delete it from
this computer
later.

Z Microsoft Certificate Services - Microsoft Internet Explorer

=[]
File Edit Wiew Favorites Tools  Help | z"
eBack -y - |_1 |§1 l\ | ):‘, Search 7 Favorites £ | (= -;x =
Address I% http:ffloopback fcertseyicertfnsh, asp j GO | Links **

Microsoft Certif

Certificate Issued

The certificate you requested was issued to you.

Install this certificate

=
@ (L e

Click Yes.

Potential Scripting ¥iolation

Y

This Weh site is adding one or more certificates to this computer, Alowing an untrusted Web site to update your certificates is a security risk, The Web

site could install certificates you do not brust, which could allow programs that vou do not brust to run on this computer and gain access o your data,

Do wou want this program to add the certificates now? Click Yes if wou trusk this Web site, Otherwise, click ko,

]
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Done.

Microsoft Certificate Services - Microsoft Internet Explorer

File Edit Wiew

10
Favorites  Tools  Help | El’
QBack » o)~ [x] 2] (0| P search SeFavertes | (- (5
Address I% http:{{loopbackjcertsry/certrmpn. asp j Go |Links 2%
-
Microsoft Cerific

Certificate Installed

YYour news certificate has been successfully installed.

=l
D N Y S

At this point, we want to export the certificate so that it can be loaded with its private key into
Jetdirect. We need to bring up MMC again and load the Certificates snaprin.
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Go to the File

-inixi
Men ua nd Eile Action \Wiew Faworites Window Help
les =B 2
select =
Hi Console Root
Add/Remove
S na p I n There are no items b show in this view.

. Add/Remove Snap-in
Click “Add...”

Standalone | E xtensions I

Use this page to add or remaove & standalone Snap-in from the consols.

|

Snap-ins added to: I@ B

— Deszcription

Add... Bemove Aot |

ak. I Cancel
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Click

“Certificates”

Add Standalone Snap-in )

Availlable Standalone Snap-ins:

21 x

Shap-n

| WYendor

@.NET Framework 1.1 Configuration
&E.&ctive Directory Doraing and Trusts
ﬁ.ﬁ.ctive Directory Sites and Services
@.ﬁ.ctive Directory Uszers and Comput...
ﬁ.ﬁ.ctivex Contral

.-'huthu:urizatiu:un Manager

= Backup

Certificate Templates

A Certificates

@ Certification Autharity

o

Microzoft Corporation
Microzoft Corporation
Microzoft Corporation
icrozoft Corporation
Microzoft Corporation
Microzoft Corporation
Microgzoft Corporation
icrozoft Corporation
Microzoft Corporation
Microzoft Corporation

fid

— Dezcnption

The Certificates snap-in allows you to browse the contents of the
certficate stares for pourzell, a zervice, or a computer.

Add Cloze

Click “My user

account”

Certificates snap-in ' _

Thig znap-in will alwaps manage certificates for:

" Sepvice accournt

" Computer account

% Back I Firizh I

Cancel

94




Click “Local

Sele mputer :

=]

Computer”
Select the computer you want this snap-in to manage.
This snapin will aiwa_l,.ls manage:
& i ocal computer. [the computer this console is rnning onf
" Anather COmMmputer: | Browsze |
{1 Allows the: selected computer ta be changed when launching from the command line. This
only applies if you save the console. :
< _Eau:k I Finish I Caticel
Select the
folder
“Certificates” s
d % rt’\:ﬁcatas ‘ Current User Administrator 11/16/2008
under ersona
23 Certificate
u I" Trust:; :T{E:tetsert\ﬁcatmn Authoritiss
Personal”. Erterprise Trst
. . Iniks diate Certification Authoriti
Highlight the Rehoe Dvackry e Chfeet
Trusted Publish
Jefdirect 3 u;ut:uesteduc:rti?ir:atas
Third-Party Rook Certification Authorit
Cer“ﬁcqfe Trusted People

issued. Right
Click and
select
“Export..."

(2 Certificate Enrallment Requasts

< | H

Personal store contains 2 certificates,
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The
“Certificate
Export
Wizard”
launches —
Press “Next”

Certificate Export Wizard

Welcome to the Certificate Export
! Wizard

This wizard helps wou copy certificates, certificate trust

lists and certificate rewvocation lisks from a certificate

store bo yvour disk,

A certificate, which is issued by a certification authority, is

a confirmation of wour identity and contains information

used to pratect data or to establish secure network,

connections, & certificate store is the svstem area where

certificates are kept.

To continue, click Mesxt,

X

Cancel I

Since we are
going to
import this
certificate into
Jetdirect, we
need to export
the private key
as well. Select
“Yes, export
the private
key” and then
click “Next”.

Certificate Export Wizard )

Export Private Key
‘ou can choose to expott the private kew with the certificate,

Private keys are password protected, IF vou wank to export the private key with the
certificate, wou must type a password on a later page.

Do ol want to export the private key with the certificate?

¢ ¥es, export the private keyi

Mo, do not export the private key

< Back I Mext = I Cancel
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Type a
password to
protect the
private key.
Click “Next".

Certificate Export Wizard

Name the file
“idcert.pfx”
and click
“Next”

Certificate Export Wizard

D:\!Dncuments and'Settings'|!F\u':lministraizur'llDeskJ:ntu'l,jdf:eri:.!:qu
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Click Finish

Certificate Export Wizard

N X
Completing the Certificate Export

Wizard

‘fou have successfully completed the Certificate Export
wizard,

‘fou have specified the Following settings;

Ves
Include all certificates in the certification path  ¥es

File Format Person

< Back I Finish I Cancel

Click Ok.

Certificate Expork Wi x|

The export was successful,

If you did not use the certificate request method of generating a certificate, we'll want to “Import the
Certificate and Private Key” into Jetdirect.
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Now we'll
import the
Jetdirect
Certificate —
click
“Configure...
under the
“)etdirect
Certificate”
heading.

n

3 169.254.10.225 - Microsoft

File Edit ‘iew Favorites

Internet Explorer

Tools  Help

Qeak - O - [ &

|):' Search 7 Favorites 471 ‘ L= =

Address [&] https: 169.254.10.225/

B [unks =

D

invent

TCPAP Settings
Metwork Settings
Other Settings
Privacy Settings
Select Language

SECURITY
Settings
Authorization
Mgmt. Protocols
802.1x Authentication
IPsec

DIAGNOSTICS .
Network Statistics
Protocol Info
Configuration Page

Other Links

Help
Support
HP Home

Home |/ Networking |
poiE T Authorization

Admin, Account ][ Certificates ]f Access Control ]

Certificates are uged to identify devices on the netwark

By default, a pre-installed self-signed Jetdirect cedificate is created to identify Jetdirect. You can
change this certificate to more accurately identify the device and to update the length of time the
certificate is valid.

Status: Installed

Wiew. .. | Configure. .. |

A Cerificate Authority (CA) certificate is required for some authentication methods. It is used to
verify the authentication server's certificate. The CA certificate must be the cerificate of the CA that
signed the authentication server's certificate

Status: Installed

Wiew. .. Caonfigure. ..

(T B

Select “Import
Certificate and
Private Key”.
Click “Next".

File Edit ‘iew Favorites

=3 169.254.10.225 - Microsoft Internet Explorer

Tools  Help

Q@Back - &3 - [x] 2] * | - search - Faworites 47 ‘ - 5 B

Address [&] https: 169.254.10.225/

D

invent

MPIESD 65,264 10

HP LaserJet 4050 Series

Home |

CONFIGURATION
TCPAP Settings
Metwork Settings
Other Settings
Privacy Settings
Select Language

SECURITY
Settings
Authorization
Mgmt. Protocols
802.1x Authentication
IPsec

DIAGNOSTICS .
Network Statistics
Protocol Info
Configuration Page

Other Links

Help
Support
HP Home

Networking |

Certificate Options

An X608 certificate is required by various security protocols. You may update the pre-installed seli-
signed certificate, or you may create a cerificate request. A self-signed cerificate provides
encryption of data between the client and device, howsver it does not provide trusted authentication
of the device. Data encryption and trusted authentication is provided by a third party ceificate. You
may also import a certificate and private key to use as the Jetdirect certificate, or you may export
the existing Jetdirect certificate and private key.

' Update Pre-Installed Certificate
" Create Certificate Request

Update the pre-installed self-signed cerificate.

Create the Certificate Request that you will give
to a Certificate Authority. The Cerificate
Reguest will be used to generate a certificate
for you.

(.‘ Import Certificate and Private Key Import a certificate and private key to use as
the Jetdirect certificate. (Mote: This will
overwrite the current Jetdirect certificate and
private key.

" Export Certificate and Private Key Export the Jetdirect certificate and private key.

Mext = I

Cancel | Help |

‘@ Done

T [ Blewe=
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Select the
“idcert.pfx”
file that
contains the
private key of
Jetdirect and
the password
that was used
to protect the
private key.
Click “Finish”.

a 169.254.10.225 - Microsoft Internet Explorer

Fil=: Edit Miew Favorites Tools Help

QBack » J - [x] 2] ,\ | ) Search - Favorites 42 ‘ = =

Address I% htbps:ff169.254,10.225]

RN = |Links e

CONFIGURATION
TCPAP Settings

Import Certificate and Private Key

T —
P d: | |
Mgymt. Protocols

802.12 Authentication
IPsec

DIAGNOSTICS .
Network Statistics
Protocol Info
Configuration Page

Other Links
Help

Support
HP Home

Network Settings
Ol_her Sgﬂi"_gs Enter the name aof the file that contains the certificate and private key. You must provide the
BINacy s password that was used to encrypt the private key.
Select Language
The file format must be PKCS#12 encoded (.pfx).
SECURITY _
Settings File Name: ht|ngs\Admlnlstrator\Desktop\Jdcen.pfx Browse.. |
Authorization

<Back | Finish |

Help |

=] [T TE e mermet Y
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Done!

43 169.254.10.225 - Microsoft Internet Explorer _lol x|

File Edit ‘iew Favorites Tools Help | ",'

Qback -~ €3 -~ [« ] | - search - Faworites 47 ‘ G- =B

A:_IdressIgjhttps:msg.zsmw.zzs,f B> = |Links =
invent

[ Home ][ Metworking |

CONFIGURATION
TCPAP Settings ‘s
Metwork Settings Q)
Other Settings :
Privacy Settings Configuration Result
Select Language

SECURITY )
Sattings The Jetdirect certificate has been successfully updated.

Authorization

Mgmt. Protocols OK |
802.1x Authentication
IPsec

DIAGNOSTICS .
Network Statistics
Protocol Info
Configuration Page

Other Links

Help
Support
HP Home

4
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