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BIARER, REICRBASNUERXLEANIKIERNE . EMHEBE RN AT LR 7 BR E1# 5hFn
FERIRITET . AT LART P BB IR Z TR B LU BN IE £ 5hIEs . im0 aliEsl (an 802.1X)
A LAFBBNBASE R RIRINANEE. SN, RS IR TRt T R Fh2ERIAY ARP {RIPFIMSIZTHAE,
E AR ARP 2 MITM HE— N EESE,

TCP/IP MITM I RIBGEI /5352, ERIEMZE R HP Jetdirect IEH RIEMERZ NZ L, FHlan,
IPsec #1 SSL/TLS. HP ZEiEFHERE IPsec (F 4 ) LMEALLEM TCP/IP il &ERARIRRAE.

HP Jetdirect EEWT&: FTENHL/MFP i8]

EIBAIALE, FHATEEITLT HP Jetdirect 2RI, FEAFEAGHNAREFBIITIEZEEZS
FTEDHL/MFP B PIL EE#ETR B, XETHBEBRMAIS HP Jetdirect REINRE. B2, EMHANIMN
INREEIR P BEIHI—HE, HP Jetdirect 5% MG F B A 447 PIL, EMEEEHEERMELE PIL 4
%, B2, "JRAFHTENH/MFP #ITECE LR — L2 2ThEE. 3 TIBOFTENH/MFP R £ @ @AY FR
BAEZRA, HP ZiUFERMUT NIST & FRBIEAHESEN:
http://www.hp.com/united-states/business/catalog/nist _checklist.html.



http://h20000.www2.hp.com/bizsupport/TechSupport/Document.jsp?objectID=bpj07129
http://h20000.www2.hp.com/bizsupport/TechSupport/Document.jsp?objectID=bpj07572
http://www.hp.com/united-states/business/catalog/nist_checklist.html

ZWMREEE: £ 14

% 1 AR KB HP Jetdirect =R BEMMELRE2INRE. Bilt, EiWER BOOTP/TFTP BL&E, HEAFHK
AT LLET TFTP BL B XX e E —ind| 8. AR EZEEXHE, ATUESEIEE /NS IETHE
ISR TREXSIEE. RE XA BOOTP/TFTP 5§ UNIX =% Linux IMEB A —i2; B2, BRZ
T Windows BJ% % BOOTP #0 TFTP ARS8, HEREIRIFEE R, THIEMET — B UNIX
BE.

picasso:\

-hn:\

-ht=ether:\
-vm=rfc1048:\
:ha=0001E6123456:\
[ip=192.168.40.39:\
:sm=255.255.255.0:\
:gw=192.168.40.1:\
1g=192.168.40.3:\
:T144="hpnp/picasso.cfg":\
:T151="BOOTP-ONLY":

ZEERMETUTARS:

o ARLZHEMRSEH/: 192.168.40.3
o TFTP BLEIM: picasso.clg, 7£ TFTP sFPi2FE HREY “hpnp” WIFERT
o 58 HP Jetdirect #54%f# F BOOTP; 1R BOOTP fRF=EAFH, WASH#E| DHCP.

LU =2 TFTP BLE 314 picasso.clg BRI R RHI:

# Allow subnet 192.168.40.0 access
allow: 192.168.40.0 255.255.255.0
#

# Disable Telnet

telnet-config: O

#

# Disable the embedded Web server
ews-config: 0

#

# disable unused protocols

ipx/spx: O

dlc/llc: O

ethertalk:0

#

# Set a password
passwd:Security4Me3

#

# Disable SNMP

# use with caution — breaks SNMP management tools
snmp-config:0

# it SNMP must be enabled, comment out the “snmp-config” command and
# uncomment out the following:

# set-community-name:Security4Me3

# get-community-name:notpublic

# default-get-community: O

#

# parameter file

parm-ile:hpnp/pjlprotection

#

10



% TFTP BB R — &4 “pjlprotection” BISHISLH. ZXHHIGEF BT ZIZSITEIH. WUT
= pijlprotection XHRITRBIAA:

<ESC>%-12345XE@PJL <CR><LF>

@PJL COMMENT **Set Password** <CR><LF>

@PJL COMMENT **& Lock Control Panel**<CR><LF>
@PJL JOB PASSWORD 7654 <CR><LF>

@PJL DEFAULT PASSWORD 1776 <CR><LF>

@PJL DINQUIRE PASSWORD <CR><LF>

@PJL DEFAULT CPLOCK ON <CR><LF>

@PJL DINQUIRE CPLOCK <CR><LF>

@PJL EOJ <CR><LF>

<ESC>%-12345X

BRI REAE: F 24

IFE 2 A HP Jetdirect 725, EILIE HP Web Jetadmin AR ERZ£ES. AL@EHRRERE
Networking (M%) #Rr%. ZMSAH=HH) Settings GEE) 1 Wizard (ES) HFERFEIZEE
B5. TARR T —NRAIEE:

. ERISEE
ZAEE, 1F
WIRERNZE
HTTPS. 3% Start
Wizard (JB#h
g5 %=L
BaiEs.

e Networking

Home |

TCPIP Settings
Network Settings
Other Settings
Privacy Settings
Select Language

SECURITY

{ Settings
Authorization
Mgmt. Protocols
802.1x Authentication

Networking |
| -
—  Settings
Status Wizard ]f Restore Defaults ]

Welcome to the HP Jetdirect Security
Configuration Wizard

The HF Jetdirect Security Configuration YWizard allows you to configure security
settings for HP Jetdirect print server management.

IPsec
QZE:D) : o : ;
Caution:If you use HP YWeb Jetadmin to manage your devices, we strongly recommend
[} Seﬁings DIAGNOSTICS that you configure HP Jetdirect security settings using HP Web Jetadmin.
N Network Statistics

gE) Protocol Info
° WiZCI rd Configuration Page 5_V_:

(B8) - =

&] 2 %J Lacalintranet

EH Jetdirect Home | Networking |

IR R LR
Ao BeAk, A
1%1%£$F Custom
Security (B
X225
UEREFT]
LUERBIERE
it

Security Level
(RERFD

TCPAP Settings
Network Settings
Other Settings
Privacy Setlings
Select Language

SECURITY

(Settings
Authorization
Magmt. Protocols
802.1x Authentication
IPsec

DIAGNOSTICS
Network Statistics
Protocol Info
Configuration Page

Other Links
£

Security Level

O Basic Security
Basic Security will require setting a password for configuration management. The device may be
managed through standard management interfaces, including the Web Server, Telnet, and SNMP.

© Enhanced Security (Recommended)

Enhanced Security provides encrypted communications for device management, and reguires a
passward for configuration management. The device may be managed using the Yeb Server and
SMNMPv3. Telnet, RCFG, FTP Firmware Updates, and SNMPv1 /42 will be disabled

® Custom Security
Custom Security allows independent configuration of security features, allowing you to enable or
disable specific settings for your environment.

Mext » | I Cancel I I Help]

gj Dane

2y % Local intranet
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"HE, RE—D

.

Administrator
Account
(EERMKA)

Haome |

TCPAP Settings
Network Settings
Other Settings
Privacy Settings
Select Language

 Settings
Authorization
Mgmt. Protocols

IPsec

Network Statistics
Protocol Info
Configuration Page

Other Links
< M 3

SECURITY

802.1x Authentication

Networking |

Administrator Account

Lige the fields below to set or change the Administrator Password. When set, the Administrator
Password will be required before you can access and change configuration parameters. To disable
the Administrator Passwaord, leave the entries blank

User Name: Admin

Password: [TITTTTT

Confirm Password: sesssssss

I~ = Back ” Mext = J [ Cancel ] lHeIp I

g} Done

5 % Local intranet

BmEREE
B4 Medium

(H) , Al
iH Encrypt
All Web

Communication

(IEEB
Web &1&)
SikiE. iZE
IEAESRFI T B
Web iB154R
{E/ HTTPS.

Web
Management

(Web &1

Home: |

TCPIP Settings
Network Settings
Other Settings
Privacy Settings
Select Language

Authorization
Mgmt. Protocols

802.1x Authentication

Networking |

Web Mgmt.

You can securely manage the network device using a Web browser and the HTTPS pratocal. Ta
authenticate the HP Jetdirect Web Server when HTTPS is used, you may configure a certificate or
use the pre-installed, self-signed X 509 Certificate. The encryption strength specifies what ciphers
the Web server will use for secure communications

The Weh Server can be configured to force all connections to use HTTPS anly, which encrypts all
Weh cormmunication (except IPPY. Or it can be configured to allow both HTTP (unencrypted) ar
HTTPS connections. In secure environments, you should choose to encrypt all Yeh
cormmunications. Otherwise, it q t data (Ad ator Password, SNMP
Community Names, and secret keys) may be compromised.

IPsec
DIAGNOSTICS Configure a new centificate:
Network Statistics Encryption Strength: Medium (RC4-128-bit or 3BDES-168-bit) |
Pratocol Info s : .
Conhaeahor DAt Encrypt All Web Communication {not including IPP)
Other Links [ =Back |[ Mext> | [ Cancel | [ Help |
£
2] Done 2 % Local intranet

BUHIE A
Enable Telnet
and FTP
Firmware
Update (/2H
Telnet #A FTP
E4EH) A
Enable RCFG
(BH
RCFG)

Management

tools
(BT E)

Home |

CONFIGURATION
TCPAP Settings
Network Settings
Other Settings
Privacy Settings
Select Language

SECURITY

{ Settings
Authorization
Mgmt. Protocols
802.1x Authentication
IPsec

DIAGNOSTICS
Network Statistics
Protocol Info

Configuration Page

Other Links
< i 2

[ < Back H Mext = ]

Networking |

Management Tools

] Enable Telnet Telnet provides device management using the Telnet protacal. FTP Firmware
and ETP Eirmware Ypdate allows the device firmware to be updated using the FTP pratocol.
Update . )
Telnet and FTP do not provide security or privacy for the Administrator
Password. The password may be intercepted from the netwark.

Disabling Telnet and FTP Firmware Update is recommended.

RCFG is a remote configuration protocol for IPX networks. RCFG may be
required by older network management tools to configure Novell NetWare
paratneters. Disabling RCEG will not affect the use of IP¥/SPX Direct Mode
(peer-to-peer) printing

] Enable RCFG

Disabling RCFG is recommended.

[ Cancel ] [ Help J

g:i Done

5 % Local intranet
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BUHIE A
Enable
SNMPv1/v2
(BH
SNMPv1/v2)
Fik s Enable
SNMPv3
(BH
SNMPv3) .

SNMP
Configuration

(SNMP BL&)D

Thvent

Home

TCPAP Settings
Network Settings
Other Settings
Privacy Settings
Select Language

SECURITY

( Settings
Authorization
Mgmt. Protocols

802.1x Authentication

IPsec

Network Statistics
Protocol Info
Configuration Page

Networking |

'SNMP Configuration

SMMP allows you to manage your network device using SMMP management tools, such as HP
| Web Jetadmin and HP Openview.

HP Jetdirect print servers support SNIMPY3 for secure management tools, as well as SNMPy1A2 for
legacy management tools. You may use both SNMPYS and SNMPYIAZ simultaneously, however,
only SMMPY3 provides security through user authentication and data encryption. To use SNMPYS,
an SMMPYG account must be configured on the HP Jetdirect print sereer. The exclusive use of
SNMPV3 is recommended.

Caution:if you use HP Web Jetadmin to manage your devices, we strongly recommend that
| you configure HP Jetdirect security settings using HP Weh Jetadmin. If you enable SNMPv3
here, any existing SHMPv3 accounts will be erased. Click Cancel to exit this wizard.

[] Enable SNMPv1/2
Enable SNMPv3 (Recommended)

[ < Back H Mext = ] l Cancel I [ Help I

é 4 Local intranet

= SNMPv3

SNMPv3
Configuration

(SNMPv3
BLE)

Home |

TCPAP Settings
Network Settings
Other Settings
Privacy Settings
Select Language

SECURITY

( Settings
Authorization
Mgmit. Protocols
802,12

Networking |

SNMPv3 Configuration

You must specify an account to be used for SNMPW3 access. The User Mame is the SNWP3
account user name. The Authentication Key (16 byte hexadecimal) is used to authenticate the
contents of the packet, using the MD5 algorithm. The Privacy Key (16 byte hexadecimal) is used to
encrypt the data portion of the SNMP packet, using the DES algorithm. The Context Mame refers to
the view context in which this user can access SNMP ohjects

User Name: Adrnin

Autl

ication Key: 1100000000000000000000000000000C] (Algarithrm: MDS)

IPsec

Network Statistics
Protocol Info
Configuration Page

(ther Links
< | 1>

|

Privacy Key: (0200000000000000000000000000000C; (Algarithm: DES)

Context Name: Jetdirect

< Back I[ Mext = ] I Cancel I [ Help ]

»El Done

=) %J Local intranet
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R 2 P RIER

B, TR

Home: |

Networking |

o

= sk CONFIGURATION | r - =
®¥RiEx TCPIP Settings SNMP Configuration
SNMPV1/v2c | || Motworkseions
[ARSRN e Vler s '"?’S You've chosen to disable SMNMPYIA2 for device management.
17 18] *ﬂ PR, % e Privacy Settings
=l Select Language Some tools, such as the Microzoft Port Manitor, rely on SKMPw1A2 for device discovery and
I/\ ( tu HP status. To allow the continued use of these tools, you can enable read-only access for SNMPv1AZ
SECURITY commands.
Standard Port gt
Monitor) 1§Fﬁ :lll;:?t":lz:'c:zlcl:ols Enable SNMPv1A2 read-only access
SNMPv1 /V2C 802.1x Authentication
;E§E>{ﬁ?§ . IPsec
DIAGNOSTICS i
Network Statistics
Protocol Info
Configuration Page
Enable
SNMPv1/v2
/ Other Links vl < Back ] I Mext = ] { Cancel ] [ Help ]
read only 3| | [ |
access é‘] Done =) % Local intranet
(AR
SNMPv1/v2
HigipiE)
W Eime %) Home | Networking |
. KR 7 CONFIGURATION > |
= e e LUt AlIUN
MEPINESFE TCPIP Settings |Access Control
fY I, Eﬁ/_(ﬂ—dﬁ'] g:?:f 2;:::;':“5 ACDE_?S Chn_n:nllpLisdij (ACL) allow you to Save IP Address Mask
_ ’ specify whicl addresses on your
EF 5 %lx_x.l Privacy Settings network are allowed access to the device, |1 192.168.1.0 255.265.255.0
192.168.1.0 Select Language h‘ﬁhe Iidst is empty, then any system is 2. O
. e allowed access
= - SECURITY 3.
= EE ACL 1%*):' (Settings Mote: ACLs may prevent device access .
N Authorizati when Proxy Serers or Network Address 4. [
E"] o H’ﬂlﬁ Ji I:F Mlgn]:r::m::ll::uls Translators are used. By default, the ACL 5. [
i o does not check HTTP connections (e :
A”OW Web Ahosin S AL Web Server or Internet Print Protocol) 6 a
Server (HTTP) Bt You can farce the ACL to check HTTP .
connections by clearing the checkbox 7|
1 DIAGNOSTICS below
access ( j.t;lq: Network Statistics 8. O
Web HE%% Protocol Info [ Allow Weh Server (HTTP) access 9. [
[P Configuration Page :
(HTTP) ixz 1@ 0 0O
Y
U?ﬁ%ﬂ?’j—: ACL Other Links
P
EF #;L{T HTTP %PM“ e [ < Back ] [ Next = ] { Cancel | [ Help I
A AT 2] > |
1:L‘L =° &] Done 5| % Local intranet

Access Control

[ARNEY

Gz a4z
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BRARERMET
ENAH YL FNBR 55 -
RFREERE
BN FtiTIR&EE
2, BHIEME
NEREFEL
THRE

Print Protocals
and Services

(FTED AR
A%

Home:

CONFIGURATION |
TCPAP Settings |
Network Settings
Other Settings
Privacy Settings
Select Language

SECURITY |
{ Settings |
Authorization
Mgmt. Protocols
802.1x Authentication |
IPsec

_DIAGNOSTICS |
Network Statistics |
Protocol Info
Configuration Page

[s] < Back H Mext = I

Networking |

Print Protocols and Services

Select the protocols and services that you want to enable

Enable Print Services
9100
1 LPD
[ Ipp
O Fre

Enable Print Protocols
[ IPxsPx
] AppleTalk
[ pLEiLLe

Enable Device Discovery
SLP

mDNS

Multicast [Pyt

[ Cancel ] [ Help ]

£ % Localintranet

WA AT
802.1X B&3E .
TEHHRIRE.
Bk 802.1X 1Y
TEIHE, 5
4 HP Jetdirect
BERPEX
ZEBHIAR.
LR, Rk
ZEETE.

802.1x
Authentication

(802.1x
o)

Home: |

CONFIGURATION
TCPAP Settings
Network Settings
Other Settings
Privacy Settings
Select Language

SECURITY

(Settings
Authorization
Mamt. Protocols
802.1x Authentication

Networking |

..802.1)( Authentication

WARNING: Use caution when changing the print server's authentication settings; you may lose your

connection.
Enable Protacols O PEAP [0 EAP-TLS
User Mame: NPIESD14E
Password:

Confirm Password:

Server I0: [ Require Exact Match
IPsec e i e
Encryption Strength Low (DES-56-bit, RC4-128-bit or 3DES-168-hit) |+ |
DIAGNOSTICS Jetdirect Certificate Installed | Configure...
Network Statistics
Protocel Info CA Cenificate: Mot Ingtalled
GonhyucatariERd s Authentication Behavior: Reauthenticate on Apply
Other Links
Help
Support
HP Home <Back |[ Mewtz | [ Cancel | [ Help |
2] Dane 5 % Local intranet
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Home

TCPIP Settings
Network Settings

Networking |

:Configuration Review

Ol!ler 5““‘"?‘5 You have selected the following security settings. “erify that your settings are correct. Click "Back”
EIRECY SEINNS | to change your settings. Click "Finish” when you are ready to camplete the configuration
Select Language
Authorization
Sgsﬂ:ﬂ:‘r Ad ator Password: Set
Rithoranen Jetdirect Certificate: Installed
Mamt. Protocols CA Certificate: Mot Installed
802.1x Authentication Access Control: Enabled
IPsec
Web Interface
DIAGNOSTICS Encrypt All Web Communication: Enabled
Hetwork sististics Encryption Strength: Mediurn (RCG4-128-bit or 3DES-168-bi1)
Protocol Info
Configuration Page SNMP
SNMPv3: Enabled
Other Links SNMPv1/v2: Read-Only Access Enabled
Help SNMPv1/v2 Get Community Name: Mot Set (Defaults to “public”)
Support
HP Home icati
802.1x Authentication
,Bj Done =] % Local intranet

EENE. Bif
Finish (2R
WiRERE.

Home |

CONFIGURATION

TCPIP Settings

Networking |

Authentication Type:

QUL IA MULLIGTIULALIUL

Open Systern (Disabled)

Network Settings EAP User Name: MNPIEBOT4E
Other Settings EAP Password: Mot Set
Privacy Settings Server ID: Mot Set
Select Language
Other Protocols
?%W‘Li IPX/SPX: Disabled
.Af:::?i:a'liﬂll AppleTalk: Disabled
Mgmit. Protocols DLC/LLC: Disabled
802.1x Authentication 9100 Printing: Enabled
IPsec LPD Printing: Disabled
IPP Printing: Disabled
DIAGNOSTICS FTP Printing: Disabled
Network Statistics SLP Config: Enabled
HIRIEEDLING mDNS: Enabled
Curhguration Eage Multicast Pva: Enablzd
RCFG: Disabled
Other Links Enable Telnet and FTP Firmware Update: Disabled
Help
%’E{%ﬂe < Back ] [ Finish ] { Cancel ] [ Help ]
&) Done 5y % Local intranet
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BN REEE:

Bk, $£IEREEE:
BFAIEREE. TERRERT

% 34
WTATE 2 BORLSBS.
— A TOIRAEIE, HohE SRR A P FREE P

AR ZE2ESEER, HABIFTFIEHET

E IXIJ EIJ 12 _ﬁl_ [iE1] ] Hetworking
Z HIJ ’ .I'ﬁ ﬁ% 1%1§ Configuration = i =
FE 2 HTTPS. T S Firewall Policy | @l
Metweark Settings
E DefGU H RUle Cther Seftings . ™ Enable Firewall
( %ﬁikilﬂl,)nsu ) Privacy Settings Firewall Rules
EI‘J —F ?ﬁ *E I:F J‘zﬁ_ Sl Match Criteria Action on Match| Match.
Security
?% Allow ( ft. Seftings !- ‘Address Template | Services Template —
), RIFE Authorization :: :
Mort. Protocols .2_
T_'E Add RUIeS' o 802,13 Authertication {3_| m
( iqu\i\j]u Firewvall @ r
il Diggnoetice 2002 @ ==
;L)JJ '” ) Metwark Statistics |5:| [
Fratocal Info (= JI L]
Configuration Page El I
e Networking ol | =
(M) M| =
. o] T
e Firewall
(B
e Firewall
POI'FY Warning: Changing IPsecFirewall settings may result in temporary loss of connection.
(B K35
) |
e Enable
firewall
(ERBA
KIE)
HATELAFTED | Hetworking

B EEX
T—MHENE
ERFW. B2E
New (Fhi#) %
tH, LAM{ERAHATE
ERAEEZ
hypsich sl

e Rule 1:
Specify
Address
Template

1.
g E bk
R

e AllIP

addresses
(FRE P
b5 51| )

Configuration
TCRIP Settings
Metvwork Settings
Cther Settings
Privacy Settings
Select Language
Security
Settings
Avtharization
Moimt. Protocols
802.1% Authentication
Firetwall
Diagnostics
Metweork Statistics
Protocol Info

Configuration Page

Firewall Policy

| &l

Rule 1 : Specify Address Template

Specify the Address Template that will be spplied to this rule. Predefined templates listed below contain
common acddress choices, Select a predefined template or click New to define your own.

Address Templmes

AII IPv4 Addresses
AllPYE Addresses
Alllink local IPYE

All non link local PvE

Mote: Predefined templstes wil creste mutiple rules.

17




FANVFEENX IPv4
HoikSEE. A
Local Address

(AR tthitbib)
%% All IPv4
Addresses

(EFE IPv4 i
n o, RES
Remote Address

G2t
BRE
192.168.0/24
FW. FHAIBIE
ERBART
1Z ML AEAR .

Create Address
Template

(G it
TR

I Hetworking

Configuration
TCPAP Settings
Metwork Settings
Cther Settings
Privacy Settings
Select Language
Security
Seftings
Autharization
Momt. Protocols
802,14 Authentication
Firesneall
Diagnostics
Metwork Statistics
Pratacal Info

Configuration Page

Firewall Policy

Create Address Template

Address Template Name: uIPvil__Mana_gemem:Subnet

Local Address:
© P Address

l192188.0.23 VI

@ predefined sddresses

IAII IPvd4 Addresses VI

| sddress Range

P AddressPrefi
(e.9.192168.1.1/24)

Remote Address:
© P Address
|

" Predefined Addresses

i AllIPvd4 Addresszes it I

P tddress Range

& P AddressPrafix
(£.0.192.168.1.1/24)

[1s2188.00

BAEREIENX
IPv6 7. BB
B New (¥
B . E R
) &% Kk {5 B
IPv6, 15%E
TCP/IP i% &,
RAIRZER IPv6
UiREREMN.
WA ARk It
%, LUEELES
EFEM IPv6.

e Rule 1:
Specify
Address
Template

(1. 48
TE Mo HEFEHR )

o AllIP

addresses
(FFE IP
i)

I Hetworking

Configuration
TCPAP Settinos
Metwrork Seftings
Cther Settings
Privacy Settings
Select Langusage
Security
Settings
Authorization
Mot Protocols
S02.1% Authertication
Firewall
Diagnostics
Metweork Statistics
Protocal Info

Configuration Page

Firewall Policy

Rule 1 : Specify Address Template

Specify the Address Template that will ke spplied to this rule. Predefined templates listed below contain
common address choices, Select a predefined template or click 'New! to define your own.

Address Templates:

AllPvd Addresses
AllPYE Addresses

Alllink local PG

All non link local IPvE
IPvd_Management_Subnet

Dalziz |

Mote: Predefined templates will creste multiple rules.
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IR RY
IPv6 bk,

RIS A% | networking
tﬂ.’: i-IJ: *ﬁ Hi o Configuration - i
- Firewall Policy
Metwork Settings
Create Add ress Gther Setings Create Address Template
Tem p|0fe Privacy Settings '"';. é Mim S b é{i —
Address Template Mame: |IPvE_Management_Subn
( ﬁ” Eiﬁiﬂ: Select Language = = = —
*E*& ) Security Local Address: Remote Address:
sefins 1P Address 1P Address
Alhiotzatio) 192.165.0.23 =] [}
Mgmt. Protocnls. ) ™ Predefined Addresses " Predefined Addresses
SB2H AinetiRln A PYE Addresses = [#Pvs pddresses =]
Fil il
Dlir:;:)stics P Address Ranoe P Address Range
Network Statistics : !m ! e
Protocal Info - L |
Configuration Page I AddressPretix P AddressPrafic
(201921651 .1/24) (2.0, 192.165.1.1/24)
= | |
]
mE, ®&MNEE
E T iﬁ{i‘_ﬂ:*ﬁ*}i ) I Hetworking
. N
SERATEIE | ] conerso Firewall Polic
B, 153=BB I TCRAP Settings Yy
] §|J ] O E(] 'ﬁ[—.?& 2::02;;:2:% Rule 1 : Specify Address Template

e 3 USES
. FAVEEIE
— IPv4
. JEFEEER
IPv4 HbiE 54,
AR B & Next
(F—%) .

e Rule 1:
Specify
Address
Template

(1. 48
TE M AEAR)

e AllIP

addresses
(FrE IP
k)

Privacy Settingz
Select Language
Security
Settings
Athorization
Momt. Protocols
802.1% Authertication
Firesmall
Diagnostics
Metwork Statistics
Protocol Infa

Configuration Page

Specify the Address Template that will be applied to this rule. Predefined templstes listed belowy contain

common address choices, Select a predefined template or click New' to define your own.

Address Templates:

AllP Addreszes

All Pv4 Addresses

AllIPvE Addresses

Alllink local IPvE

Al non link local IPvE
GEmEr] ret

IPvE_Management_Subnet

Mote: Predefined templates will create muttiple rules
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BIRLHZEE

EEH&% ’ ltt ’ I Hetworking
PV 2 All Configurati ; :
. iy Firewall Policy ol
_]efd irect TCPIP Settings
Management :;W;';jemngs Rule 1 : Specify Service Template
er Settings
Services ( F ﬁ ﬁ Pifvatiy, Settings Specify the Service Template that will be applied 10 this rule. Predetined templstes Isted below cortain
Jefd | rect %EEHE Select Language common groups of services
Security - :
%) RERR. - gersice Tompletse:
B4 Next sutharization Bl J ntrvc:
(T— 1= ) Mot Protocols Al 'II:I
J/ ° 802 .1 ¥ Authertication All Discovery Services
Firgsaeall
Diagnostics
. Metweark Statistics
RU |e ] : S peCI](y Protocal Info
Se rVice Configuration Page
Template
(B 1: 8%
BR 554D
1% Allow
TrOH:iC ( ftiq: I Hetworking
BiE . i : ;
) f& ki Firewall Policy
$ TTT Next TCPAP Settings
(T—%) . 2::2';:2:93 Rule 1 : Specify Action

Rule 1: Specify
Alarm

G WIUNE
EEER)

Frivacy Settings
Select Language
Security

Settings
Authorization
Mot Protocols
802.1% Authertication
Fireseall
Diagnostics
Metwork Statistics
Protocol Infa

Configuration Page

‘What action would you like to perform on the traffic that matches the criteria in the Address and Service
Templates?

& Allow traffic

" Drop traffic
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1%$% Create
another rule

Hetworking
=N
( ﬁIJ E #3 | Configuration - :
m Firewall Policy
FWIDIR TCRIP Settings
Metwork Settings
i Rule Summary
Other Settings
FayeaeitiO Firewall Rules:
Select Languzge
Rule Summar
o y Security Match Criteria Action on Match
Ny = . =
CIUEHED) Seftings Address Template: Services Temnplate
ALdhorization 1 IPv4_Management_Subnet Al Jetdirect Management Services Al traffic
Momit. Protocols 2
3
802.1% Authertication 4
Firewrall 5
Diagnostics B
Metwork Statistics 7
Protocol Into g
Configuration Page 2
10
Default Rule AllIP Addresses All Services Allow
To return to the beginning of the Firewal Wizard and creste an additional Firewall rule, click 'Creste Another
Rule'. To apply all rules, click 'Finish'
Warning Aninvalid Firevwall configuration can result in the device being inaccessible over the network. To
recover from this condition physical access to the device is required. For internal print servers, the
Jetdirect menu on the cortrol panel of the printer will contain & reset option. For external printer servers,
the administrator may perforn a cold reset of the device. See your printer manual for instructions on how
to perform a cold reset,
Warning: Changing IPsec/Firewall settings may result in temporary loss of connection.
12
IREF LI IPv6
AR, AR
ﬁf_ﬁ Nexi‘ Hetworking
—E
( -F w ) o Configuration x i
_ Firewall Policy
TCPIP Settings
letweork Seftings .
Rule 2 : Specify Address Template
Cther Settings
. M Pri Sett
RU |e 2 N SpeCIfy IRy, iz Specify the Address Template that will be applied to this rule. Predefined templates listed below contain
Add ress Select Language common address choices. Select a predefined template or click 'New!' to define your own.
T I Srcilrity Address T
mplat i
emplare Sefine AP Addresses
( il)_[b)nslj 2 : Authorization AlllPva Addresses
° AllPvE Addresses
15 E HEEAE AR WEMEARIEERLS Allink el Pys
B 802 1% Authertication All non link local PG
IPwd4_Management_Subnet
Fireswall i
Diagnostics
Metweork Statistics
Protocol Info

Configuration Page

Mote: Predefined templates will create mutiple rules.
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prige |

Jefd | rect I Hetworking
Management Configurati : :
a9 - Firewall Policy
Services ( Fﬁﬁ TCRAP Settings
. Metwork Settinas . .
Jefdlred‘ %EEHE Other Setings Rule 2 : Specify Service Template
o4 o4 ; ;
%) BRFZIER. pYaRyRinGs Specify the Service Templat that will be applied to this rule. Predefined templates listed below contain
$ﬁ-—T Next Select Language comman groups of services
Security =
- _IIJ: Service Templates:
( —F & ) ° gofinds Al Services
Authorization All Jetdirect Print Services
All Jetdirect agement
Mgmt. Protocols All PrinterMFP Services
]( 202.1% Authertication All Discovery Services
RUle 2: Speci y Fireswall
Se I'Vice Diagnostics
I Metwork Statistics
Tem p Ote Protocol Infa
( %IJ_ILJI-“J 2 H Configuration Page
B E MRS
1% Allow
TrOH:iC ( ftiq: I Hetworking
iﬁ{é ) Configurati . .
e e, Firewall Policy
$ TTT Next TCPAP Settings
A Metweork Settings - . i
( —F w ) iheriiin Rule 2 : Specify Action

Rule 2: Specify
Alarm

CHR 2.
EEER)

Frivacy Settings
Select Language
Security
Settings
Authorization
Mot Protocols
802.1% Authertication
Fireseall
Diagnostics
Metwork Statistics
Protocol Infa

Configuration Page

‘What action would you like to perform on the traffic that matches the criteria in the Address and Service
Templates?

& Allow traffic

" Drop traffic
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ZKMNERIETEK
B IPv4/IPv6 &
EFMHEIRE
5. WMAE, AN
W SREIEE AR LA
EFHEBHEE
BiBE. Bif
Create another
rule (BIES—
A .

Rule Summary
G IWUEE-D)

=1
Configuration
TCRAP Settings
Metyeork Settings
Cther Settings
Privacy Settings
Select Language
Security

Settings
Autharization

Mogimt. Protocols
B802.1% Authertication
Firewsall
Diagnostics
Metweork Statistics
Pratacal Info

Configuration Page

Firewall Policy

Rule Summary

Firewall Rules:

Match Criteria

Action on Match|

| B
1 IPv4_Management_Subnet Al Jetdirect Management Services Al traffic
2 IPvE_Managemert_Subnet Al Jetdirect Management Services Al traffic
3
4
B
=3
T
g
5]
10

To return to the beginning of the Firewesll Wizard and creste an addiional Firesvall rule, click 'Creste Ancther
Rule'. To apply sl rules, click 'Finish'.

‘Wiarning: Aninvalid Firesall configurstion can result in the device being insccessible over the network. To
recover from this condition physical access to the device is required. For internal print servers, the
Jetdirect menu on the control panel of the printer will contain & reset option. For external printer servers,
the administrator may perform a cold reset of the device. See your printer manual for instructions on how
to perform a cold reset.

‘Warning: Changing IPsecFirewall settings may result in temporary loss of connection.

&k, AN
1% Al IP
addresses (Ff
A P H#ub) ,
HAa3E IPv4
0 IPv6,
B3 Next
(F—%) .

Rule 3: Specify

Address

Template
(H 3:

18 7E e hEAEAR)

Configuration
TCPARP Settings
Metwork Settings
Cther Settings
Privacy Settings
Select Langusge
Security
Seftings
Authorization
Momt. Protocols
802.1% Authertication
Firesnall
Diagnostics
Metwiork Statistics
Protocol Info

Configuration Page

Firewall Policy

Rule 3 : Specify Address Template

Specify the Address Template that will be applied to this rule. Predefined templates listed below contain
common adddress choices, Select & predefined template or click Newe' to define your own.

Address Templates:

Al Pvd Adddresses
All PvE Addresses
Alllink local IPvE
All non link local IPvE
IPv4_hanagement_Subnet
IPvE_Management_Subnet

Mote: Predefined templates will create mutiples rules
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BxigiE Al
Jetdirect
Management
Services (FfH
Jetdirect EIE
A% 1EABR
SRR, AE
B Next
(=% .

Rule 3: Specify
Service
Template

(B 3: #B%E
R S5 R4

I Hetworking

Configuration
TCRIP Settings
Metweark Seftings
Other Settings
Privacy Settings
Select Language
Security

Settings
Authorization
Mogmt. Protocals
802.1% Authentication
Firesavall
Diagnostics
Metwork Statistics
Protocal Info

Configuration Page

Firewall Policy

Rule 3 : Specify Service Template

Specity the Service Template thet will be spplied to this rule. Predefined templstes listed belovw contain
COmman groups of services

Service Templates:

All Services
All Jetcirect Print Services
=0

Al Discovery Services

%% Drop
CHIERD o
B3 Next
(F—%) .

Rule 3: Specify
Alarm

R 3:
BEEER)

I Hetworking

Configuration
TCPAR Settings
Metwork Settings
Cther Settings
Privacy Settings
Select Langusge
Security
Settings
Avtharization
Momt. Protocols
802.1K Authertication
Firesvall
Diagnostics
Metwork Statistics
Protocol Info

Configuration Page

Firewall Policy

Rule 3 : Specify Action

‘What action would you lke to perfortn on the traffic that matches the criteria in the Address and Service
Templates?

 Allow traffic
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BNMETLLE
—TRBg. FN
=IREBMA 17
10 H9NG b 32
B, MREES
KEHAEEFK
fI1E X HY
IPv4/IPv6 F
W, MBSz
FHICECFF ft i 1%
WmEEe. &
n, wREKEE
EEERS, N
BEER. B
FHREEER
15; BIAFL
A1 Allow
(RIF) -
B3 Finish
(TR -

Rule Summary

(RN

:] Hetworking

Configuration
TCPIP Settings
Metvwork Settings
Other Settings
Privacy Settings
Select Language
Security
Settings
Authorization
Mot Protocols
802.1% Authertication
Fireseall
Diagnostics
Metwork Statistics
Protocol Info

Configuration Page

Firewall Policy
Rule Summary

Firewall Rules:

| Match Criteria

e ] sdiress Tempite

ervices Template
Al Jetdirect Management Services:

|

Action on Match)|

Allw traffic |

1 IPvd_Management_Subnet

2 IPvE_Management_Subnet Al Jetdivect Management Services Allorwe traffic
3 AllP Addresses (IPyd) Al Jetdirect Management Services Drop traffic
4 AllP Addresses (IPvE) Al Jetdirect Management Services Drop traffic
]

[

7

g

g

10

To return to the beginning of the Firewall Wizard and creste an additional Fireseall rule, click 'Creste Anather
Rule'. To apply &l rules, click Finish'

Warning: An invalid Firesvall configurstion can result in the device being inaccessible over the network. To
recover from this condition physical access to the device iz required. For internal print servers the
Jetdirect menu on the contral panel of the printer will contain & reset option. For externsl printer servers,
the administrator may perforn a cold reset of the device. See your printer manual for instructions on how
to perform & cold reset.

Warning: Changing IPsecFirewall settings may result in temporary loss of connection.

F+F Enable
Policy (BR%R
B%) , £ Yes
() . WIEHC
B, ATUER
HTTPS Bh&IBETh
gE. WMRXZ
F—NBAIEED

= il b gl
B, BugEE

BEBH, #AE
HEHITUNLER
HER. 8%
Ok (#7E) -

I Hetworking

Configuration
TCPAP Settings
Metwork Settings
Other Settincs
Privacy Settings
Select Languzge
Security
Settings
Authorization
Momt. Protocols
802.1% Authertication
Fireweall
Diagnostics
Metwork Statistics
Protocal Info

Configuration Page

The Fireseall Policy has not been enabled.
Would you like to enable the policy now?

& wes O o

Would you like to enable the Failzafe Option?
This option ensures HTTPS remains accessible even if it iz blocked by the Firewesll policy. This allovws
the adminiztrator to test the policy without inackertently locking themselves out of the device. | iz
recomimended thet the Failsafe Option be dissbled once the policy has been successfully tested.

© ves @ inp

Warning: Changing IPsec Firewall settings may result in temporary loss of connection.
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ZWREEE: 44

Bt FA4EREZFENTATE 2 EHNREES. EERRERSEER, TR FIEHT
IPsec iLE. iEFHMNMITE R 3 HERETRE, BEMR, REREEXXEEY, 8 IP it wHER
IPsec SRIEAEIRIIL. MRLIHIHZDIRXBIERHILS Jetdirect HITIBIE, MAER [Psec, IP B4
EFHUES.

N SR Z UE
ZHIl, TBIR1E

] Hetworking

Configuration
TCPAR Settings

IPsec/Firewall Policy

MEIRZ HTTPS.
%4 Allow (52

Metweork Seftings

[T Enable IPseciFirewall

\ N N Ciher Settings
A ERIAFR ; >
ltF ) 'ﬂzj] %};1‘*;)1: Privacy Settings IPsecFirewall Rules
n, RELeL Se"_“’“y | Match Criteria Action on Match|
Add Rules... -
Authorization

G An
..

Momt. Protocols
S02.1% Authentication
IPsecFirewall
Diagnostics
Metweark Statistics

e |PSec/Firewal Pratocal infa
| Policy Configurstion Page
(IPSec/BE X,
IE R gD
e |PSec/Firewal
| Rules
(IPSec/Fi k.
5 WD)
"
1% AllIP
Addresses ] Metworking

(ERE IP b
) , Rig
B Next

Configuration
TCPAP Settings
Metwiork Settings

IPsec/Firewall Policy

Rule 1 : Specify Address Template

Cther Settings
( —F _-b/b ) o Privacy Settings
Specify the Address Template that will be applied to this rule. Predefined templates listed below contain
Security common address choices. Select a predefined template or click Mew! to defing your own.
Settings
Authorization

Rule 1: Specify
Address
Template

(B 1. $E%E
Hh AR D

Mgmt. Protocols
S02.1% Authertication
IPsec/Firewall
Diagnostics
Metwark Statistics
Pratocal Info

Configuration Page

AllPvd Addresses
AllIPvE Addresses
Alllink local IPvE

All non link local IPvE

Mate: Predefined templates will create muttiple rules.
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prige |

Jefd irect ] Hetworking
Management ——
iguration I P - . -
. sec/Firewall Polic support W2
Services (FF& TCPIP Settings Y support. (W] |
. faras Metwork Settings " :
Jefdlrect B ] Rule 1 : Specify Service Template
Cther Settings
BRSO
2] ° Privacy Settings . : . : : 3 : -
o\ Specify the Service Template that will be applied to thiz rule. Predefined templates listed below contain
$ﬁ§ NeXf Security COmmon groups of services
1= i
( —F —w ) ° =etfings Service T
Authorization &l Services
Mgt Protocals All Jetdirect Print Services
802.1 Authertication -
. i All Dizcavery Services
Ru |e 1: S peCIfy IPseciFirewall ¥
S . Diagnostics
ervice Metwark Statistics
Tem p|lee Pratocol Info
B = ; :
( %IJ_ILJHJJ '| : ?EI E Configuration Page
Ij fiew... I WETETES I
R S5 R4
‘Warning: Only the 'All Services' template will protect applications added to the device after
IPseciFirewsal rules have been saved. Ctherwise, a new rule must be crested to protect that nes
network application with the IPsecFirewall policy.
y .
1%£#¥ Require
h’CIH:iC fo be ] Hetworking

protected

with an

IPsec/Firewall

Policy (Z3k

{E£ IPsec/

B A R

RiPBIE) .

B i Next
(F—2) o

Rule 1: Specify
Alarm

(B 1. f5%E
iR

Configuration
TCPAP Settings
Metwork Settings
Cther Settings
Privacy Settings
Security
Settings
Authorization
Momt. Protocals
B02.1¥ Authentication
IPsecFirewal
Diagnostics
Metwork Statistics
Pratocal Info

Configuration Page

IPsec/Firewall Policy

Suppt I | _I
Rule 1 : Specify Action

Whhat action would you like to perform on the traffic that matches the criteria in the Address and
Service Templates?

" Allow traffic to pass without IPsec/Firewall protection
(@ Drop traffic

C Require traffic to be protected with an IPsec/Firewall policy.
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BH New
(Fhi .

] Hetworking
Configurati . o
i IPsec/Firewall Policy
TCPIP Seftings
. H et k Sett
RUle 1: SPeCIfY S ; 1R Rule 1 : Specify IPsec/Firewall Template
. Cther Settings
IPSec Firewall N
pecify the IPsec/Firevwall Template that will be applied to this rule. Click Mew' to creste an
Tem plcﬁe Security IPseciFirewall template, or select a previously defined template.
( ;Ijll.,}n\” ] : ?EE Seis IPsecFirewall T
N Authorization
t
IPSEC Bﬁkiﬁl Momt. Protocals
*E*& ) 80213 Authentication
IPsecFirewal
Diagnostics
Metwork Statistics
Pratocal Info
Configuration Page
izis. W) elzis |
i IPsec
*E*& o %% I Hetworking
H 1
Jek:llrect *ﬂi}ém Configuration IP IF " P |
£ T < 7 = ) sec/rirewall FolCY
BEE kL E IKE TCPAP Settings
* A2 Metwark Seti
%5;& ° 1E T~EE ’ 1Z i ; - Create IPsec Template
Other Settings

MBI EF—HT
LL{E A YRR

IKE ZXIAME. ik
EMSHEEE
BN ERIE
%, MARRE
4. B Next
(=% .

Create IPSec
Template

(BIE IPSec
AR

Privacy Settings
Security

Settings
Authaorization

Mgt Protocols

8021 Authertication
IPsecFirewall
Diagnostics
Metweork Statistics
Protocal Infa

Configuration Page

Authentication Type:

@ Irternet Hey Exchange Wersion 1 (IKEw )
Set IKE Defautts
IHigh interoperability/Low security LI

' Manual Heys
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X FREGIE
B, (EAT L

] Hetworking
= L'_I-Z" A
TEE ol IPsec/Firewall Polic
HP Ely;f:g1§ TCPIP Settings Y
FH -}Jﬁ* ':H\: = g @H gﬁ o Sfemngs Identity Authentication
i.E 3 gi 5'] E i)‘(1§ Cther Settings
. N “‘: Privacy Settings
ﬁq ﬁE:E Ei Security Identity Authentication Options:
Kerbe ros. Settings & pre_shared Key: :th—Eﬂ l
B Next :m:;r:::mnl © Certificates
i gimt. Pratocals
(F=%) . 80213 Authertication Jetdirect Certificate
IPsecFirewal Status  Installed
Diagnostics
. Metweork Statistics
Ide nti fy Pratocal Info A, Cerificate
Authentication Configuration Page A—
($8 EL&IE) "B Conngurc. |
 Kerberas
Status Mot Configured
STTET | r : |
izl by mallfE-pf
IPsec #&#K . | Hetworking
$$ NeXt Configuration

(F—%) .

Rule 1: Specity
IPSec Firewall
Template

(R 1: 48%E
IPSec Bf k1%
AR

TCRAP Settings
Metwork Settings
Cther Settings
Privacy Settings
Security
Settings
Authorization
Momt. Protocals
80213 Authentication
IPsecFirewal
Diagnostics
Metwark Statistics
Protocol Info

Configuration Page

IPsec/Firewall Policy
Rule 1 : Specify IPsec/Firewall Template
Specify the IPseciFirewall Template that will be spplied to this rule. Click Mew! to creste an

IPseciFireweall template, of select a previously defined template.

IPzecFirewall Templates:
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b4k A IPsec 5
H. WREER
SN, BL
{EF IPsec.
RIFBECAAI,
BRFREHR
EEF. B
Finish

(TR -

Rule Summary
CIWUEE:D)

_|
Configuration
TCPIP Settings
Metvwork Settings
Other Settings
Privacy Settings
Security

Settings
Autharization

fgmt. Protocols
B02.1% Authertication
IP=eciFireyall
Diagnostics
Metwork Statistics
Protocol info

Configuration Page

IPsec/Firewall Policy

Rule Summary

IPsecFirewall Rules:

Match Criteria Action on Match)|

_ Address Template Services Template | Action
1 AllIP Addresses (IPyd)  All Jetdirect Managemert Services PSK
2 AllP Addresses (IPvE)  All Jetdirect Managemert Services PSK
3
4
]
[
7
g
g
10

To return to the beginning of the IPsecFiresval Wizard and creste an additional rule, click 'Create Another
Rule'. To apply &l rules, click Finish'

Warning: An invalid IPsec/Firewall configurstion can result in the device being inaccessible over the
netwwork. To recover from this condition physical access to the device is required. For internal print
servers, the Jetdirect menu on the control panel of the printer will contain & reset option. For external
printer servers, the administrator may perform & cold reset of the device. See your printer manusl for
instructions on how to perform a cold reset

Warning: Changing IPsecFirewall settings may result in temporary loss of connection.

%R Yes ()
LB H IPsec
A, WIRE
E, ekl
B{ERRHE
IhgE. B OK
(FHE) -

]
Configuration
TCPIP Settings
Metwork Settings
Other Settings
Privacy Settings
Security

Settings
Autharization
Momit. Protocols
802.1% Authentication
IPseciFireyal
Diagnostics
Metwork Statistics
Protocol Info

Configuration Page

The IPseciFirewwal Policy has not been enabled.
Would you like to enable the policy now?
® ves O No

Would you like to enable the Failzafe Option?
Thiz option ensures HTTPS remsins accessible even if it iz blocked by the IPseciFireweall policy . This
allovys the administrator to test the policy without inadvertertly locking themselves out of the device.
It is recommended that the Failzafe Option be disabled once the policy has been successfully tested.

‘Warning: Changing IPsec/Firewall settings may result in temporary loss of connection.
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802.1X: http://h20000.www?2.hp.com/bc/docs/support/SupportManual /c00731218/c00731218.pdf
IPsec: http://h20000.www2.hp.com/bc/docs/support/SupportManual/c01048192/c01048192.pdf
IPv6:  http://h20000.www?2.hp.com/bc/docs/support/SupportManual/c00840100/c00840100.pdf

158 i ) 48 B AR 7 LA B AT b AR FPFTEN A AL 1505 5
http://h20000.www?2.hp.com/bc/docs/support/SupportManual /c00707837,/c00707837 .pdf
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