ProCurve Network Access Control
for HP Thin Clients and CCl
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Introduction

This white paper provides a reference implementation of layered security policy enforcement created
by integrating HP thin clients and Consolidated Client Infrastructure (CCl) blade PCs with the HP
Procurve Network Admission Control (NAC) solution. The combination of HP thin clients and
Consolidated Client Infrastructure (CCl) blade PCs provides a very robust, secure, and cost-effective
computing solution that can be applied to any network. Like any other networked component, it is
important to examine security issues associated with their operation. This paper addresses the use of
network policy enforcement services with HP thin clients and blade PCs linked to the HP ProCurve
Network Access Control (NAC) appliance, NAC800, to ensure PC client devices on the network are
properly configured; otherwise these clients can be quarantined an/or remediated. Overviews of
NAC, as well as their usage models and known working implementations, are provided.

The Components

HP PC Client Computing Solutions

HP PC client computing solutions consist of two major components: thin clients and blade PCs. A thin
client is a computing device without a hard drive that provides display and input/output for
applications running on remotely located servers or blade PCs. A basic thin client consists of a
processor, flash memory for storing the embedded operating system, local RAM, a network adapter,
and standard input/output for the display and other select peripherals. HP thin clients have no moving
parts, offering higher reliability than a PC, lower ownership costs, enhanced security, and extended
product life. These small, robust devices consume significantly less energy than a desktop PC, put out
less heat into your office spaces, are made with much less material than a desktop, and are
practically silent.

HP offers thin clients based on three operating systems: Windows XPe, Debian Linux, and Windows
CE. Each operating system provides protection for the OS image housed within the flash device while
creating a partition on that flash device to act as a virtual hard drive. Only an account with
administrator privileges can make changes to the base image to add applications or operating system
patches. With the Windows XPe operating system, HP also includes a Sygate firewall on the base
image that locks down all ports except those necessary for typical Microsoft Remote Desktop Protocol
(RDP) and Citrix-level connections and general Web browsing. The Sygate settings must be edited to
unlock any additional ports on the thin client.

Consolidated Client Infrastructure (CCl) is the enterprise/data center computing architecture through
which blade PCs can be allocated to end-users connecting on thin clients. The blade PCs are stored
and managed in a centralized location, and are accessed through HP Remote Graphics Software
(RGS) or RDP. A remote user can present credentials to the HP Session Allocation Management (SAM)
service and be connected to a computing session on a blade PC with access to network resources
such as applications and data. Unlike Terminal Services-, Citrix-, or VDI-hosted computing sessions,
CCl compute sessions typically match up a connected user onto a blade PC that is not shared, which
provides a stable computing experience that does not change as additional users are added to the
array of PC blades.

Although CCl blade PCs are housed in the data center for security, they are full-blooded PC systems
running the latest operating systems. As such, it is assumed in this paper that images for blades are
configured with a firewall and virus scanning software as a security baseline. For the usage models
presented here, the blades were configured to use the native Windows XP firewall, as well as anti-
malware software.



Network Access Control

Advancements in computer networking have significantly changed the way people and organizations
communicate and access information. Networks have become critical resources in many
organizations, providing realtime communications and access, through both the Internet and
enterprise intranets, to unprecedented levels of information. In addition, much of the data available on
infernal business networks needs to be protected, either to follow data privacy regulations or to
protect valuable information assets. As such, the need to provide reliable and secure network access
has become a key challenge facing today’s Information Technology (IT) organizations.

As organizations take advantage of the benefits of making information available, they also need to
consider the security implications. They must protect valuable proprietary information. They also might
be responsible for complying with government regulations related to data privacy. This leads to two
business objectives that many IT organizations are striving to maximize: data availability and data
security. While addressing each of these objectives individually can be straightforward, the methods
used to address one often conflict with the other. Therefore, it is important for organizations to
address these objectives together.

To meet these needs adequately requires a layered security approach, often defined as Defense in
Depth. NAC is one component of such an approach, and should not be considered in isolation. The
high level role of NAC is to protect the network and its resources from harmful users and devices or
systems. It does this by restricting network access based on certain criteria and business policies. The
policies may be quite simple, such as allowing access to a set of known users or devices while
denying all others. Or, in order to model more intricate business policies, the policies may be much
more complex.

NAC works together with other network security layers such as firewalls, Intrusion Detection and
Prevention Systems (IDPS), endpoint security, and so forth to build a defensive posture in your
environment. NAC should be used to minimize the risk associated with unauthorized, infected, or
improperly configured devices trying to connect to your network.

In its most basic form, NAC allows a network administrator to restrict network access to authorized
users and/or devices. However, many organizations have the need to provide, or can benefit from
providing, different levels of access depending on the role of the user. For example, employees have
access to internal network resources and the Internet while guest users are only provided access to the
external Infernet.

There is also a need for protection from malicious software, which is accomplished by evaluating the
security posture of devices connecting to the network. The security posture required is defined by
organizational policies and is based on checking for things such as operating system versions and
patches, security software (antivirus, anti-spam, firewalls, etc.), security seftings on common software,
and other required or prohibited software.

There are many aspects to a complete network security implementation. This white paper addresses
use cases of Network Access Control (NAC) as applied to HP thin clients and blade PCs to control
their access to a production network and the information available on that network. It also describes
the access control solution provided by ProCurve networking by HP.

ProCurve Networking Access Control

The ProCurve Access Control Solution is based on the ProCurve Adaptive EDGE Architecture and its
“command from the center” approach to management. It begins with ProCurve network devices that
push intelligence to the edge of the network, where users and devices connect. The ProCurve Identity
Driven Manager (IDM) product is a network access policy server that dynamically adapts network
ports to the needs of the user and device(s). The ProCurve Network Access Controller 800 enables a
simplified authentication service deployment, along with endpoint integrity policy verification.
Together, these products create a comprehensive access control solution that fortifies network security.

This solution implements the ProCurve Network Access Controller 800.



ProCurve NAC 800 Solution

The ProCurve NAC 800 is designed with multiple enforcement modes to accommodate the needs of
enterprise networks. All enforcement methods use pre-authorization checks for security policy in order
to protect the network from harmful systems. The following enforcement modes can be used together
to provide complete access control coverage across the network:

e 802.1X Enforcement: Utilizing the 802.1X capabilities in ProCurve network devices, this is
the most efficient and effective enforcement method and is recommended for environments
with devices supporting 802.1X authentication. Users and devices are authenticated using
RADIUS. Endpoints are isolated so they can be tested for security policies. Then, they are
either allowed to join the network, or are put in a remediation network so the user can
resolve the security settings that have caused the isolation.

e In-line Enforcement: In this mode, the ProCurve NAC 800 is placed in-line with network traffic
and actively filters new connections until they are tested for compliance with the security
policies. This is an effective solution for testing endpoints that connect remotely through a
VPN concentrator.

o DHCP Enforcement: The ProCurve NAC 800 integrates with the enterprise DHCP server to
isolate and test endpoints. As endpoints request a network address, they are isolated by their
network address so they can be tested for compliance with security policies. If they comply,
they are provided with a new network address and allowed to participate on the network. If
they fail, they are placed into a remediation network so the user can resolve the security
settings that have caused the isolation. This method is useful for environments where 802.1X
authentication is not available because it is not supported by the network infrastructure.

Each mode provides benefits, and poses drawbacks, to the security of certain networks. The inline
mode has a greater ability fo restrict devices, since the appliance physically sits between the clean
and unclean networks; however, this mode can tend to be hard to scale up to larger deployments.
The DHCP model is well-suited for existing infrastructures of any size, but care and consideration must
be given to the current network’s threat model for this model to be effective. Lastly, IEEE 802.1X
provides a robust authentication scheme that integrates well, but it requires extra infrastructure (such

as RADIUS services and 802.1X supplicants).

The remainder of this white paper provides a working example to demonstrate the use of the
ProCurve NAC appliance in DHCP mode. In particular, we concentrate on the nuances in configuring
HP blade PCs and thin client hardware as they relate to a NAC implementation.

Implementation Prerequisites

For the purpose of this white paper, we assume a basic network infrastructure is already in place. The
reference implementation consists of HP BladeSystem bc1500, bc2000, and bc2500 Blade PCs
running Windows XP. HP Compaq t5720 Thin Clients (t5720) running Windows XPe are used as
access devices.

The network topology for this reference implementation consists of a flat Class-C network setup with
topology: 172.16.1.xxx/24, see Table 1 below.

Component Operating System | Host Name IP Address
D.NS' DHCP, Active Windows 2003Server ccidc.ccidomain.net 172.16.1.250
Directory Servers

Thin Client (t5720) | Windows XPe t5720.ccidomain.net };g} 2:} :10‘
EchQdOeOI:)CSEIToCc]QSSOO%) Windows XP, Vista bc2000.ccidomain.net };g} 2} }; -

Table 1 -- Procurve NAC Reference Solution -- Network Topology



The Implementation

NAC Installation

This section covers use of a ProCurve NAC 800 appliance to ensure that thin clients and blade PCs
meet configuration policy prior to receiving a valid IP address on the production network. We use the
NACB800 switch in DHCP mode and set up a quarantine DHCP area via the Web-based
administration console.

Connecting to the Network
In order to install the ProCurve NAC 800 into the network, do the following:

1. Disconnect the DHCP server (this may be the domain controller, as well) from the production
network.

2. Connect RJ45 Port Tof the NAC 800 directly into the production network.

3. Connect DHCP server to RJ45 Port 2 on the NAC 800.
Note that the ProCurve NAC 800 appliance has an internal switch, so a crossover cable is
unnecessary.

The NAC 800 should now be inline with the switch and the domain controller. This allows the
interception of DHCP requests to enforce testing before an IP address is issued to the end-point
devices.

Initial Configuration

The ProCurve NAC 800 can be used as a Combination, Management, or Enforcement server. For the
purpose of this reference implementation, we are defining the ProCurve NAC 800 as a Combination
Server. This is the default server type configured on a new ProCurve NAC 800. A Combination server
provides the combined functions of both Management and Enforcement Servers. Using the LCD and
Front Panel buttons, configure the following settings:

e Server Type: Combination Server
e |P Address — Port1: 172.16.1.101
e Subnet Mask: 255.255.255.0

e Gateway: 172.16.1.150

Now the NAC should be ready to be configured via the Web Console as shown in the following
illustration. This is the main interface that we use from now on to configure the NAC appliance.

; Internet Explorer Enhanced Security Config

File Edit \iew Favarites Tools  Help

) Back -~ 3 - (%] [2] w | - Search - Favorites

Address [&] https:/f10.1.10.12



1. Using the domain controller, go to https://172.16.1.101 in Internet Explorer to view the
Web console.

Security Alert x|

Information you exchange with this site cannot be viewed or
changed by others. However, there iz a problem with the site's
zecurnity certificate.

The security cerificate was izsued by a company you have
it chosen to trust, Yiew the cerificate to determine whether
yau want to brust the certifving autharity.

a The secuity certificate date is valid.

The name on the security certificate i invalid or does not
match the name of the site

Do pou want to proceed?

View Certifizate |

2. Click OK when the Security Alert appears.

ProCurve Networking

Step 1 of 3: Accept license agreement

-

ot A ake 3 o a2k 2k e ok S Ak R b Ak s 2ok i ok ko p ok sk st ot 2 ok i o ke s R sk i ok i sk ok ok sk ot R sk ek ook sl ok ok ok kR ko R Kok
Crypto++ License agreement

Compilation Copyright {c) 1995-2003 by Wei Dai. All rights reserved. This copyright applies only to this software
distribution package as a compilation, and does not imply a copyright on any particular file in the package.

The following files are copyrighted by their respective original suthors, and their use is subject to additional licenses included in these
files.

mars.cpp - Copyright 1998 Brian Gladman.
All ather files in this compilation are placed in the public domain by Wei Dai and other contributars.

I would like to thank the following authars for placing their works into the public domain:

Joan Daemen - 3way.cpp ~|

@ I accept this license agreement

€ 1 do not accept this license agreement

@ Copyright 2007 Hawlett-Packard Development Company, LP, 1.0-30187

3. Accept the license agreement.


https://172.16.1.101

4. Enter management server settings:
o Root Password: procurve [Type a root configuration “password.”]
o Re-enter Password: procurve [Type the root configuration “password” again.]
o Region: Enter a region for your location.
o Time Zone: Enter a time zone for your location.
o NTP Servers: Type 172.16.1.250.
o Host Name: Type nac800.ccidomain.net.

o DNS IP Address: Type 172.16.1.250.

ProCurve Networking

> Step 3 of 3: Create administrator account

+ indicates required information
s User name: admin

iy Password: LTI Y

* Re-enter password: esssesesss

& Copyright 2007 Hewlett-Packard Development Company, LP, 1.0-30187

5. Create an administrator account:
o User ID: admin
o Password: password01 [Type a Web administration “password.”]

o Re-enter Password: passwordO1 [Type a Web administration “password” again.]
ProCurve Networking f
= ;,.7/“”“‘”-"“" Network Access Controller 800 admin's aceount

Refresh | Help | Zupport | Logout

t, Warning  Your license has expired. Test updates have been disabled. Endpoints will continue to be tested by ProCurve NAC 800. See your licenze for  clear
datails.

. Warning  ProCurve MAC 800 close to running out of endpoint licenses. See your license for details. clear

@ Error ProCurve NAC 800 is unable to receive the latest test updates. See the test updates for details. clear
- (=
5§55, crson vy Recess contral Top 5 falled tests e
[ Granted access 0 endpoints
_ ) See the test results report for details.
_=f34 NAC policies
— B cuarantined 0 endpoints

_f -’\,ﬂ System monitor

Enforcement server status
[l Disconnected 0 endpoints

[ — 1 server

—, Reports @8 error 0 servers

" . Endpoint tests Wi warning @ e
_{5* fgmfg"'umm passed 0 endoninte S the system monitor for details.

=)
B Faied 0 endosints

Figure 1 - NAC 800 Web Console Home Page

6. Click Finish. The home menu of the Web Console is now displayed.



7. Click System Configuration.

3l System configuration - HP ProCurve NAC 800 - Microsoft Internet Explorer

Elle Edit Wew Favorites Tools Help ,’
. —~ n e
- ) =T i <) | 2 3
0 Back </ \ﬂ @ _ﬂ 7 Search 7. Favorites {3 = = 5
Address |®J https:(f172.16.1.102fclusterConfigiquarantine  jsF7xid=18780318jsessionid=47F6 1190 1 D1SEEBC30FBI241 DAG4 280 8% 34 _idIspI%eIAsrc=0 V| G Lirks **
fome = systermn configuration ~
s System (W) ok (X)cance
configuration B B
uarantining by cluster
Enforcement clusters & servers Q‘ LiLLS
Cluster #1 =
Management server Quarantine method
User accounts O aozax 7
User roles @ pHep 2
eEmas O Inline 7
Test updates DHCP enforcement
Quarantining () Enforce DHCP requests from all IP addresses
. (@ Restrict enforcement of DHCP requests to quarantine and non-quarantine subnets
Maintenance
DHCP relay IP addresses to enforce: 2
Cluster setting defaults
Testing methods
Accessible services
Exceptions
Mntificatinns M
@j 2 @ Internet

8. Click Quarantining.

9. For the purposes of this paper, we are demonstrating DHCP quarantining methods. Select the
DHCP button.

10. Select Add Quarantine Area.

a3 System configuration - HP ProCurve NAC 800 - Microsoft Internet Explorer

File Edit Wiew Favorites Tools Help L

@Eack - Q - \ﬂ @ 7;} /._\’ Search ‘T:“:(Favontes %} :7 — “3

Address | @] https:{[172.16.1,102 clustersServersfclusters_servers. jsfxid=85216858]sessionid=47F6 1190101 SEEBC0FEE24 L DAGA2E0C A %36 _IdIspSih3a V| Go | Links ™

DHCP quarantine areas L)
End-user screens
= add a guarantine ares
Anentless credentials

subnet dhcp ip range qatewa non-quar subnets domain suffix d
10.88.10.0/24 10.58.10.100 10.88.10.1 172.16.1.0/24 ccidomain.net & edit delete

Logqgin

Advanced 10.85.10,150

';’lok -i-caﬂce

@ Copyright 2007 Hewlett-Packard Developrment Company, L.P. 1,0-30302

@1 2 @ Inkernet

|

11. Type the following information in the appropriate fields:
o Quarantined Subnet: 10.88.10.0/24
o DHCPIPRange: 10.88.10.100 to 10.88.10.150
o Gateway: 10.88.10.1
o Domain: ccidomain.net
o Non-quarantined subnets: 172.16.1.0/24

o DHCP Quarantine Option: Router Access Control Lists (ACLs)
12. Click OK twice.



Configuring Policy Settings

As we are focusing on the integration of NAC into a CCl and thin client network, we are exploring
only the network policy enforcement settings that are pertinent to thin clients and blade PCs. This is by
no means all the features of the ProCurve NAC Solution. Likewise, in a production environment, you
may wish to validate many more Windows configuration components than are discussed in this
reference white paper.

Testing Methods

The NAC 800 has three ways to fest policy on new devices: the NAC agent, an ActiveX agent, and
agentless methods. The NAC agent is a permanent service that is installed onto the device to check
policy periodically and report to the NAC 800 switch. The ActiveX agent tests new devices by being
downloaded through a Web browser per testing session. Finally, the agentless method uses
administrative credentials to run remote method invocation, so no local agent needs to be installed.

In order to select which testing mode to use:

From the home screen of the NAC Web console (https://172.16.1.102), select System
Configuration.

a System configuration - HP ProCurve NAC 800 - Microsoft Internet Explorer

File Edit Wiew Favorites Tools Help L

Al D o/ - ) 25
OBack > | ﬂ ngl y) | ) search S Faverites 6‘( e = ‘.“

pddress | @] https:172.16.1.102 userjindex. jsFxid=41754488 sessionid=457D391 BBDC3364CBASBIF 22CEBBFE 3FBoco Bhalert ToClear=eucb 3acategory=ax 5L ¥ | £ Go  Links

ProCurve Networking
e WP mnoon Network Access Controller 800
// Support | Logout

harne = systemn configuration

Q; System (V) ok (X) cancel
@™ configuration

Enforcement clusters & servers enforcement cluster | server access mode health status upgrade status

=== normal
Management server clusize 21
&= nsc800b ok
User accounts
User roles
v

& Done S @ Internet

Quarantine and Remediation

On the network switch used in this example, we have configured two separate subnets to provide a
quarantine area for devices found to be out of compliance. In our examples above, we are using one
VLAN (VLAN 1) for network configuration. We configured a second IP address for VLAN 1 of
10.88.10.1 with a 24-bit subnet mask (class C). This second IP address range allows for a
remediated client to communicate with the ProCurve NAC 800 appliance while they are in a
quarantined state. The ProCurve NAC 800 responds to DHCP requests for clients with an address in
the 10.88.10.x range until the device has passed all testing.


https://172.16.1.102

Thin Client Policy
First, since we are just evaluating the NAC appliance, we must ensure that the appliance does not
quarantine machines from the network, but merely warns that it would have been quarantined.

1. From the home screen of the NAC Web console (https://172.16.1.102), select System

N .
Configuration.
System configuration - HP P e NAC 800 - Microsoft Internet Explorer
File Edit Wiew Favorites Tools Help f
. A | & A jm
- ) =ir i =
e Back d \ﬂ @ ,lj - search S Favorites e} & 5 _j
Address \:P;l https: {172, 16.1.102[userjindex. jsF7xid=41754488sessionid=4570391 EEDC3 364 CRAIBIF 22CFBBFS 3Fech 3Aalert ToClear=fu Y 3Acategory=>ax_SL V\ Go  Links ¥
“.. ProCurve Networking &
=4 HER Network Access Controller 800
- Support | Logout
harne = systemn configuration
System (W) ok (X)cancel
configuration
enforcernent cluster | server access maode health status upgrade status = B @
Enforcement clusters & servers
g Cluster #1 normal
Management server
&= nsc800b ok
User accounts
User roles
v
& Done S @ Internet

2. Click Cluster #1.

2l Enforcement cluster - HP. ProCurve NAC 800 - Microsoft Internet Explorer

Fle Edt Wew Favorites Iools Help

Qe - ©Q - %] [B Q| Pzt Frromes €| L2 [ B

Address |:P.j hittps:{{172.16.1 . 102fclustersservers{custers_servers jsf7xid=35593248jsessionid=457D391 68DC 3364 CBAIBOF 22 CEBBFS3F B %34 _idJspSH3Asrc=8x3asel v| Go  Links

“.... ProCurve Networking ]
. Lo o Network Access Controller 800
Support | Logout
home > system configuration > enforcement cluster (Cluster #1)
B Enforcement () ok (X ) cancel
cluster ) -
fe— * Cluster name: Cluster #1 & B
FueiErin Access mode: O normal
Testing methods @ allow all
N - O guarantine all
coessible ssrvices
. * NAC policy group: Default v
Exceptions
Total endpoints tested: 0 (out of 100 licenses allocated to cluster)
Notifications
ERCHIEor SErems Access control Endpoint tests
Agentless credentials 4 i Passed: 2 endpoints
Lo [ cranted access 9 endpoints o 1 endasint
ey 23.7% [l quarantined 20 endpoints  Error testing: 0 endpaints
|:| Unable to contral access 0 endpaints 0
[l cisconnected 9 endpoints
23.7%
Servers
SErver name health status upgrade status % memory used endpts / min  gueued ? load avg
== nacailh ok [ | 20.2% 0 [1} 01
~
& Done S & Internet

3. Set the Access Mode to be Allow aill.
4. Select OK.

Now, we can set up our policy that pertains specifically to thin clients.


https://172.16.1.102

5. On the Domain Controller, open Internet Explorer and go to https://172.16.1.102/ (the Web
console).

Home - HP ProCurve NAC BOO rosoft Internet Explorer

Fle Edit WView Favorltes Tools Help

eBack -0 \ﬂ @ h ;3 Sesrch ‘i—\\?Favnrltas & :_\5 =

Address ‘@ hittps:/{172.16. 1, 102 user findex jsF7xid=46965378sessionid=24D2FDS09EFEFSS9BABDE2F7DF 48490585 % 3Aalert ToClear=updateF ailedss% 3Acategary V‘ Go Links

-.... ProCurve Networking 4 .
== L Network Access Controller 800 2drmin's account

==

Refresh | Help | Support | Logout

_ =]
g% — Micessconel Top 5 tailed tests
1. Personal firewalls 5 endpoints
- Granted 9 endpoints .
_|/=f& NAC policies 52.6% access 2. Services required 3 endpaints
237%
oo 3. windows XP SPZ 1 endpaint
v . Quarantined dooints hotfixes
<\ System monitor endpaints o .
- 4. Anti Virus 1 endpoint
Disconnected 9 endpoints
q 23.7% . See the test results report for
SR details.
Eii
g coriguratin Endpoint fests Enforcement server status
) Passed 2 endpoints == ok 1 s
B .= error 0 servers
= af Failed 1 endpaint
&= warning 0 servers
See the systern manitor for details,

-

@ Copyright 2007 Hewlet-Packard Development Gompany, LP, 1,0+
30302

&) 2 @ Internet

6. Log on to the Web console to access the home screen.

7. From the navigation menu on the left, select NAC policies.

HP ProCurve NAC 800 - Microsoft Internet Explorer
Fle Edit WView Favorltes Tools Help ar

eBack ) \ﬂ @ ;j ;3 search ‘i—\\?Favnrltas & :_\5 =F

Address ‘@\d:ZQDZFDEDQE\FEFESQBAEDEZF?DF4849A5&X%EAalertTDCIEar:&x%3A(atagnry=&x_5uBMIT=l&]sf_sEquEn[E:E&x%SA_\\nk_hldden_:x%ﬁn _idlsp1o V‘ Go Links

Networking
P innoation Network Access Controller 800

Support | Logout

hare = nac policies

NAC policies

add a NAC policy add a NAC policy group

NAC policy graup selection order 7 NAC palicy

Default
L v Thin Client Palicy disable copy delete
2. D Blads Palicy disable copy delete
R Low security enable copy  delete
8| Medium security enable copy delste
8 High security enable copy  delete
;’:.'ok -ﬁ-cance
"
@ Copyright 2007 Hewlett-Packard Development Company, L.P, 1,0-30302
&) Done S @ mtemet

8. Select Add a NAC policy.

11


https://172.16.1.102

9. Under Basic Settings, in the Policy Name text box, enter Thin Client Policy.

10. Set the NAC Policy Group to Default.
11. Set the Operation Mode to Enabled.
12. Set the Retest Frequency fo retest every 2 minutes.

13. Select Never quarantine inactive endpoints.

NAC policy - HP P

Ele Edit Wiew Favorites Tools  Help i
. ~ E
O Back ~ () |£| @ (0 | JOsearch S eFavaies ) | i (5 3
Address |.’§] hitps:i{172.16.1,102/sccessPolicies/access_policiss. jsf7xid=5755078sessionid=4570391 E0C3364CBAIBIF22CEBBFS3F R Y 3A_idsp3%3hsrc=Ructh3hse v‘ Go Links
ProCurve Networking &
: LT Network Access Controller 800
Support | Logout
horme = nac policies = nac policy (Blade Policy)
NAC (W) ok (X ) cancel
policy > .
Basic settings * Paolicy narme: Thin Client Policy =
Domains & endpoints Description:
Tests
“ NAC policy group: | Default +
Operation mode: (&) snabled
O disabled
Last updated: Jul 20, 2007 10:37:50 PM COT by admin (172.16.1.253)
Operating systems (that will not be tested but are allowed network access)
E Windows Vista, Windows ME, Windows 95
] Uniz
[} all other unsupported OSs
Retest frequency
* Ratest andpoints svery [Z
Inactive endpoints «
O quarantine endpaints after minutes of inactivity
@ newer quarantine inactive endpoints
v
&) Done 2 @ Internet

14. Select Tests from the left navigation bar. On the Tests page, you can select the tests for this

particular policy.

2 NAC policy - HP Pri
File Edit Wiew

eﬁack - \ﬂ E" _;\J /V\SEarch ‘\_:n'\'(Favur\tes & =F" 3

ve NAC BOOD

crosoft Internet Explorer

Favorites  Tooks  Help

Accress | (€] https:{172.16.1. 102/accessPoliciesipolicy _tests.j7xId=381 011 0jsessionid=157D351 6BDC364CBASBIF22 CEBEFS3Fax 3 idJspd% dtsrc=aucthItenable ¥ | (£ 6o

Links

Networking

HE lanowition

ProCur

Network Access Controller 800

home = nac policies > nac policy (Thin Client Policy)

Support | Logout

~

Basic settings
R B R Browser Security Palicy - Windows

Tests

Test
[ Browser version
Services required
[] IEinternet security zone .
Description
[ IE local intranet security zone This test verifies that the endpaint
attempting to connect to your
system is running the services
specified by your security
standards.

[ IE restricted sits security zone

[] IE trusted sites security zone

Operating System - Windows i i

Test failure actions
IS Hotfixes

When an endpoint fails this tast:
Internet Explorer Hotfixes i
taliatiziels Eogallstosy Sloiide oc [] Send an email notificstion to
) the Procurve NAC 800
LM Hotfixes sdministrator - [

Service packs Quarantine access - @

windows 2000 hotfizes @ imrnediately

windows Media Plaver Hotfixes (7 grant temporary access
for

windows Server 2003 SP1 hotfixes

windows Server 2003 SPZ hotfixes

windows Server 2003 hotfixes

1 1 o o o A

Miindmine YD €02 haHivar

'J"_‘k ‘i'CZ\IEE

Test properties

Enter a list of services that are
required for connecting endpoints.
Separate additional services by a
carriage return. Use the service
names found in the control panel,
administrative tools, services
application.

EwFStatusSve

2

2 @ nternet

15. Enable and select the Services Required test. This test requires devices to have the specified

services running.
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16. In the Test Properties text box, enter EWFStatusSve, which is the name of a service that is

related to the thin client write filter.

17. Under Test failure actions check Quarantine Access and select Inmediately.

q NAC policy - HP ProCurve NAC 800 - Microsoft Internet Explorer
Eile  Edit Yiew

Qﬁa(k - ﬂ E'I 7;‘, /7‘:Eear(h ‘\:n'\}*Favuntes O &= 3

=JES)

Favorites  Inols  Help 0

Address @1 hktps: /172,161, 102 accessPolicies/policy_tests.jsf7xid=5775657dsessionid=457039 1 6EDC 3 364CBABIF 22CEBBFS 3R fuctio 38 _idJsp3% 3Asrc=80%30e ¥ | [gd Go Links
Basic settings ) e
Domains & endooints Browser Security Policy - Windows Test S
Tests [0 Erowser version Persanal firewalls Select the persanal firewall

[] IE internet security zonse e () that meet your .
Description r’etqhu\retmta?ts‘tﬁny anfdfholnt
without at least one of the
[ IElocsl intranet security zone This test verifies that the endpoint  selected personal firewalls
attempting to connect to your will fail this test,
[ IE restricted site security zone “ystem has the latest pereonal
i i 155 Black ICE PC
[ IE trusted sites security zone t':ﬁgii!foﬂware inetaliedind o Pme;iin
Operating System - Windows i
O - Test failure actions 01 comedo Fireall
LIS Hotfixes i
When an endpoint fails this test: [ oL security Edition
[ Internet Explarer Hotfixes [ Send an email notification to [ Black ICE Firewall
the ProCurve NAC 800
[ MyM HotFixes adminictrator - [ Computer
Associates EZ2
[ service packs Quarantine access - (@ Firewall
[0 windows 2000 hotfixes & immediately O ;'SBCUI'I’E Fersanal
irewa
[0 Windows Media Player Hotfixes O grant temporary access [] Internet Connection
. ) faor Firewall (Pre XP
[ windows Server 2003 SP1 hotfixes SP2)
[ windows Server 2003 SP2 hotfixes O Q’!Cnfe"hpemﬂa‘
irewa
[ Windows Server 2003 hotfixes Morton Personal
Firewall / Internet
[0 windows xp SP2 hotfixes Secumy'/
[1 windows %P hotfixes Norton Internet
Security 2007
[] windows sutomatic updates [ Panda Internet
Security Settings - 0S X Security
e — ] Senforos advanced
[[1 Mac Airport User Prompt Sygate Personal
Firewall
Mac Airport Wep Ensbled
[] Mac airport Wep Ensbled ] symanttec Client 2

&

2 @ Internet

18. Locate the Personal Firewalls test, and enable and select it. This test enforces a required

firewall.

19. Under Test Properties, clear all check boxes except for Sygate Personal Firewall, which
is the standard firewall installed on HP thin clients.

20. Under Test failure actions, select Quarantine Access and Immediately.

21. Select OK at the top of the window.
Blade PC Policy

First, since we are just evaluating the NAC appliance, we must ensure that the appliance does not

quarantine machines from the network, but merely warns that it would have been quarantined.

1. From the home screen of the NAC Web console (https://172.16.1.102), select System

Configuration.

e | System configuration - HP ProCurve NAC 800 - Microsoft Internet Explorer

Fle Edit Wew Favortes Took Help o
. ~ i N
Qe - ) \ﬂ Iﬁl | ) ssah praettss &) L (5 3
Address | @] https: 172,161,102 /user/index. jsF7xid=41754488jsessionid=457D391 60 3364 CRASEIF 22C EBBFS 3R auc 3halert ToClear=so s 3hcategory=aar_5L ¥ | g Go  Links
<:::.. ProCurve Networking )
e WP anton Network Access Controller 800
’ / Support | Logout
harne > systemn configuration
e;g;# System v )ok (X)) cancel
2" configuration .
enforcement cluster | server access mode health status upgrade status ¥
Enforcement clusters & servers
= normal
Management server Cluster #1
== nacdiih ok
User accounts
User roles
v
&) Done S @ Internet
o
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2. Click Cluster #1.

Enfarceme; HP ProCurve NAC 800 crosoft Internet Explorer

Fle Edt Wew Favorites Tools Hslp
e Back ~ () \ﬂ Iﬂ N D seach 5 Favories o 2= 3
L7 & | - I = = A
Address |@ hittps:[172.16.1, 102jclustersServers/clusters_servers,jsFxid=35593248sessionid=457D391 5BDC 3364 CBAIBSF 22 CEBBFS3F B %34 _idJspS5%3Asre=er% 3ase] V| Go  Links *
ProCurve Networking ]
E HERSS— Network Access Controller 800
Support | Logout
home = system confiquration = snfarcement cluster (Clustsr #1)
[ = Enforcement () ok (X)) cancel
cluster B B
(™ ( (2
e * Cluster narne: Cluster #1 - .
BV Access mode: O normal
Testing methods @ allow all
N o O quarantine all
coassible ssrvices
- * NAC policy group: Default v
Exceptions
Total sndpoints testsd: 0 (out of 100 licenses allocated to cluster)
Motifications
A LY ST Access control Endpoint tests
Agentless credentials . —— e " Passed: 2 endpuints
ranted access endpoints
Loadin e P Failed: 1 endpoint
Advanced 23.7% [l quarantined 20 endpoints  Error testing: O endpoints
[ unable ta control access 0 endpoints 1
Ml Cisconnected 3 endpoints
23.7%
Servers
SEFVEF Name health status upgrade status % memory used endpts / min  queued 7 load awg
== pacsih ok T Jeoew 0 o 01
A
&] bone S & Internet

3. Set the Access Mode to be Allow all.
4. Select OK.
Now, we can set up our policy that pertains specifically to blade PCs.

5. On the Domain Controller, open the Web console at https://172.16.1.102/ in your Web

browser.

A Home - HP. ProCurve NAC 800 crosoft Internet Explorer

Elle Edit V¥iew Favorites Tools Help

Q- Q) ¥ [A & 7 search 57 Fevarites (7) ; =

adess [4€] Rttpsif{172. 16,1, 102fuserjindex JsF7xid=46 365378 jsessionid=24DZFDS 096 FEF SS9B ABDEZF DR 484945 0c s alert ToClear=updateF alediocth hcategory ¥ | [EJ Go  Links

ProCurve Networking ,
POt Network Access Controller 800 SO0 ATER I

Refresh | Help | Support | Logout

=
Rzt comil Top 5 falled tests e
1. Personal firewalls 5 endooints
Cronted 3 endpoints
52.6% access 2. Services required 3 endpoints
237%
0 3. Windows XP SPZ 1 endpoint
B quarantined 2 hotfines
endpoints
4. Anti Virus 1 endpoint
Disconnected % endpaints
23.7% . See the test results repart for
details.
System
configuration
- Endpoint tests Enforcement server status
= == ok 1 server
Passed 2 endpoints
= _E error 0 servers
B¢ railed 1 endpaint '
@ = warning 0 servers
See the systern monitor for details.
b
@ Copyright 2007 Hewlett-Packard Developrment Company, LP, 1.0-
30302
@ 2 4 Internet
-

6. Llogin to the Web console to access the home screen.


https://172.16.1.102

7. From the navigation menu on the left, select NAC policies.

s - HP ProCurve NAC 800 - Microsoft Internet Explorer

Fle Edit View Favorites Tools Help

eBack A > | \ﬂ Iﬂ _h /._\J search \‘_‘:‘\'{Favorites e} :7 - ‘3

Address @ Id=24D2F DS 095FEF SS0BABUE 2F TDF 43445 o et Tollear=ct 3 ategory=xx_SUBMIT=184sf _sequence=8iuxe3#_link_hidden_=xt34_dlsplo ¥ [ co

Links **

... ProCurve Networking
= P lancwation Network Access Controller 800

home > nac policies

Support | Logout

NAC policies

5dd a WAC policy add & NAC palicy group

MNAC policy group selection arder 7 NAC policy

Default
1 |==| Thin Client Palicy disable copy  delste
2 (s = Elade Policy disable copy  delete
Low security gnable copy delste
Mediurn security enable copy  delete
gnable copy delste

High security

"

(V) ok (X)) cance

'\;'-nk -i-nanne

@ Copyright 2007 Hawlett-Packard Development Company, LB, 1,0-30302

@j Done

2 4 Internet

8. Select Add a NAC policy.

9. Under Basic Settings, in the Policy Name text box, enter Blade Policy.

10. Set the NAC Policy Group to Default.

11. Set the Operation Mode to Enabled.

12. Set the Retest Frequency to retest every 2 minutes.
13. Select Never quarantine inactive endpoints.

HP ProCurve NAC 800 - Microsoft Internet Explorer

File Edt View Favortes Tools Help e
: . ~ r = - o
e Back ) Iﬂ @ __ﬂ /- Search ¢ Favorites €‘1 i 5 ‘i
Addvess | ] hitps:if172.16.1, 102/ accessPoliciesfaccess _palicies. jsF7:dd=537 76408 sessionid=45 70391 SBDC 3364 CBAIBOF2 2CEBBFS3F bt 34 _idsp 3% Shsro=toch 3hse v‘ Go Links *
i\ msisitie) AT Oy O TE =
NAC (W) ok () cancel
policy > .
Basic settings * Palicy name: Bisds Palicy & U
Domains & endpoints Description:
Tests
* NAC policy group: | Default v
Operation made: (& enabled
O disabled
Last updated: Jul 20, 2007 10:37:50 PM CDT by admin (172.16.1.253)
Operating systems (that will not be tested but are allowed network access)
[} Windaws Vista, Windows ME, Windows 95
[} Uniz
L} all other unsupported OSs
Retest frequency
 Retest endpsints every 2
Inactive endpoints +
O quarantine endpoints after minutes of inactivity
(@) newer quarantine inactive endpoints
() ok (%) cancel
%
@ Copyright 2007 Hewlett-Packard Development Company, LP, 1,0-30302 hd
&) Done 2 @ mnternet
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14. Select Tests from the left navigation bar. The Tests page is where tests are put in place for this

particular policy.

Fle Edt Wiew Favorites

NAC policy - HP ProCurve NAC 800

Tools

Help

crosoft Internet Explorer.

OEack ML > ) Iﬂ IEL‘ _.‘, 7 Search ‘:-/\(Favor\tes {‘"4 fi=

3

EEX

Address | @] https:{172.16.1,102/accessPaliciesjpolicy_tests. jsFrxid=1604708jsessionid=4570391 6EDC 3364 CEASBIF 22CEBEFS3F 8o 38 _idJsp3%3Asrc=toch3henable ¥ | [Eg Go  Links ™
., ProCurve Networking y
Uiss W iorion Network Access Controller 800
// Support | Logout
home » nac policies = nac policy (Blade Palicy)
NAC (/) ok (X ) cancel
policy ) i
Basic settings
Ermei ks Browser Security Policy - Windows Test T ——
Tests L[] Browser version Services required Enter a list of services that are
required for connecting endpoints.
IE INtErnet Security zone o
[0 IE internet security zone Description Separate additional services by a
. carriage return. Use the service
IE local intranet seeurity zone
o el uiEz et sesin A il stperieslhache names found in the control panel,
. . endpoint attempting to connect to  administrative tools, services
[] IE restricted site security zone Stey sterlisl inninolie Erlication
services specified by your
[] IEtrusted sites security zone security standards. o=t
Operating System - Windows . :
Test failure actions
O tfi
1S Hotfixes
When an endpoint fails this test:
[0 Internet Explorer Hotfizes [ Send an email notification
X to the ProCurve MAC 500
] G s administrator - B4
[ Service packs Quarantine access - @
[ Windows 2000 hotfixes & immediately
[] Windows Media Plaver Hotfixes © grant temporary sccess
far
[] windows Server 2003 SP1 hotfixes
[ Windows Server 2003 SP2 hotfixes
[ Windows Server 2003 hotfixes
1 hiindone Wn @00 bt M

&

2 @ Internet

15. Find the Services Required test, enable and select it. This test ensures that any device under
this policy has the specified services running.

16. In the Test Properties text box, enter daesve, which is the name of a service that is related

to the SAM server.

17. Under Test failure actions check Quarantine Access and select Immediately.

NAC policy - HP ProCurve NAC 800 - Microsoft Internet Explorer @&l

File Edit Yiew Favorites Todls Help &
G Back - () ﬂ IE‘] ) /' ) ssarch 5. Favorites &"! e = ”“i
Address | @] https:/f172.16.1.102/accessPoliciesipolicy_tests. jsfxid=51465368jsessionid=457039 1 6BDC3364CBAIBIF22CEBBFS 3R %3 _idJsp3%3asrc=auh3ten ¥ | [og Go  Links >
T T
~
N S N Browser Security Policy - Windows Test S
Tests [ Browser version Persanal firewalls Select the persanal firewall
|:| IE internet security zone L. (] that mest your
Description re_qhulreme?ts. Any en;jphomt
without at least one of the
[ IE local intranet security zone This test verifies that the endpoint selected personal firewalls
stternpting to connect to your will fail this test.
[ IE restricted site security zone systern has the |atest personal o
y fi Il softs talled and IS5 Black ICE PC
[] IE trusted sites security zone r‘l:::viig‘su ware nsialled an a Protection
Operating System - Windows B R & do Fi Il
O & Test failure actions e e celiiana
11Z Hotfixes
Wihen an endpoint fails this test: [ aoL security Edition
. .
[ Internet Explorer Hotfixes [ Send an email notification to [[] Black ICE Firewall
the ProCurve NAC 200
[] MM HotFixes administrator - 28 [] Computer Associates
g n EZ Firewall
ervice packs i -
D Quarantine access @ F_—Secure Personal
[] Mindows 2000 hotfizes @ immediately Firewall
. . ) [] Internet Connection
[ windows Media Flayer Hotfixes () grant temporary access for Firewall (Pre XP SP2)
[] windows Server 2003 SP1 hatfixes O "F’!C“fe"i‘*“e”5°“a|
irewa
[] windows Server 2003 SP2 hotfixes Norton Personal
Firewall / Internet
[] windows Server 2003 hotfixes SEcumy”
[] windows %P SP2 hatfixes [] Morton Internet
Security 2007
v
[ Windows %P hotfixes [] Panda Internet
= it
[0 Windows automatic updates e —
= - [] Senforce Advanced
Security Settings - 0S X Firewall
[1 Mac Airport Preference [] Svgate Personal
) Firewall
Bleve, enamvaiAe Wi I P gie
[ Mac Airport User Prompt [ Symantee Clisnt
[] Mac Airpart Wep Enabled Firewall
[ Tiny Personal
[ Mac Bluetaoth Firewall
] Mac Firewal e
[] Mac Internet Sharing Windows Firewall =
&] Done 2 & Intemst

18. Find the Personal Firewalls test, enable and select it. This test enforces a required firewall.
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19. Under Test Properties, clear all checkboxes except for Windows Firewall.
20. Under Test failure actions, check Quarantine Access and select Imnmediately.
21. Select OK at the top of the window.

End-Point Configuration

Thin Client Firewall Exceptions

The HP 15720 XPe-based thin client is configured by default with the Sygate firewall actively blocking
all ports except those required for basic Web browsing and RDP connections. The 15720 thin clients
used in this reference white paper also had firewall port exceptions added for RGS, which
accelerates graphics in a manner superior to RDP.

In order to properly communicate with the NAC 800 and allow scans to the 5720, the Sygate
firewall must be modified as follows:

Description IP Address Remote Ports Local Ports Incoming/Outgoing
Allow NAC UDP 172.16.1.101 137, 1500 Both

Allow NAC TCP 172.16.1.101 139, 1500 Incoming

In

Allow NAC TCP 172.16.1.101 89 Outgoing

Out

1. Reboot the 15720 and log on using an account with administrator privileges.
This ensures that the thin client is in a known, clean OS state.

In the System Tray, right-click the Sygate icon.

Select Advanced Rules.

Read the warning notification and click OK.

In the Advanced Rules window, click Add.

On the General tab, type A11ow NaAC UDP in the Rule Description field.
Select Allow this traffic.

N o oMb

#¥ Advanced Rule Settings B|

Gereral | Hosts | Ports and Protocols | Scheduling | Applications

Bule Deszcription :

Allow HAC UDH

Action ;
() Block this traffic () Allow this traffic

Advanced Settings
Apply Rule to Metwork, Interface

All netwaork, interface cards w

Apply thiz rule during Screenzaver Mode Bath an and aff W

[]Record this traffic in "Packet Log"

Rule Summary:
Thiz rule will allow bath incoming and autgaing traffic from/ta IP address(es)
172.16.1.1071 on all UDP traffic. Thizs rule will be applied to all network, interface cards.

ak ] [ Cancel
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8. On the Hosts tab, select IP Addresses, and then type the IP address of the NAC800

(172.16.1.101) in the field.

## Advanced Rule Settings

General | Hosts |F'Drts and Protocolz | Scheduling | Applications

Femote Host
Apply thiz rule o

() &)l addreszes

() MAC address : |

@i

(IP Address(es) example, 1000.0.1,192.168.0.1-192.168.0.78 )

[172.16.1.101

() Subnet : |

Rule Surmmary:

Thiz rule will allow both incoming and outgoing traffic fromo 1P address(es]
172.16.1.101 on UDP local port{z] 137,1500. Thiz rule will be applied to all netwark,
interface cards.

Lo J|

Cancel

9. On the Ports and Protocols tab in the Protocol list, select UDP.
10. Type 137, 1500 in the Local field.

## Advanced Rule Settings

General | Hosts | Ports and Protocols |Schedu|ing Applications

Apply thiz ule ta

Protocol : | oP w |

Bemote/Local Portz Mumber(For example ; 80,1450,1024-1209)

Remote; | v |

]

Traffic Direction : | Both o |

Rule Surmmary:

Thiz rule will allow both incoming and outgoing traffic fromo 1P address(es]
172.16.1.101 on UDP local port{z] 137,1500. Thiz rule will be applied to all netwark,
interface cards.

ok ||

Cancel

11. In the Traffic Direction list, select Both.

12. Click OK.

13. In the Advanced Rules window, click Add.

14. In the Advanced Rule Settings window on the General tab, type A11ow NAC TCP Inin
the Rule Description field.

18



15. Select Allow this traffic.

## Advanced Rule Settings

General |Hnsts Fortz and Protocolz | Scheduling | Applications

Bule Dezcription ;

|llow NAC TCP In

Actioh
() Block this traffic

Advanced Settings
Apply Rule to Metwark Interface

|.~’-‘-.II network interface cards

Apply thiz rule during Screenzaver Mode Both on and off w

[] Record this traffic in "Packet Lag"

Rule Surmmary:
Thiz rule will allow both incoming and outgoing traffic fromto all hosts on all ports and
pratocalz. This rule will be applied to all netwark interface cards.

[ [1]8 H Cancel l

16. In the Hosts tab, select IP Addresses and then type the IP address of the NAC800
(172.16.1.101) in the field.

## Advanced Rule Settings

General | Hosts |F'nrls and Protacals | Scheduling | Applications

Remate Host
Apply thig mle to

() & addresses

() MAC address - |

(IP Address(es) example, 10.0.0.1,192.168.0.1-192.168.0.76 |
[172.16.1.101 |

®]

) Subnet : | |
| |

Fule Summarny:
Thiz rule will allow bath incoming and outgoing traffic from/to IP address(es)
17216.1.1070 on UDP local port(z) 1371500, This rule will be applied to all network,

interface cards.

0k, ] [ Cancel




17. In the Ports and Protocols, select TCP in the Protocol field.

18. Type 139, 1500 in the Local field.

¥ Advanced Rule Settings

General | Hosts | Ports and Protocols |Scheduling Applications

Apply thiz rule ta

Protocal : | TCP ¥ |

Remate/Local Ports Mumber[For example : 80,1450,1024-1209)

Femate: |

]

Local (1331500

]

Traffic Direction ;| Incaoming b

Rule Surimary:

1391500, Thiz rule will be applied ta all netwark interface cards.

Thiz rule will allaw incoming traffic fram 1P address(es) 172.16.1.101 on TCF local port{s]

or [ Cancel

19. Select Incoming in the Traffic Direction field.
20. Click OK.
21. In the Advanced Rules window, click Add.

22. In the Advanced Rule Settings window, on the General tab, type A1low NAC TCP Out

in the Rule Description field.
23. Select Allow this traffic.

## Advanced Rule Settings

General |Hosls Partz and Pratocols | Scheduling | Applications

Fiule Dezcription :

|Allows NAC TCP Dut

Action
() Block this traffic

Advanced Settings
Apply Rule to Metwork, Interface

|,.f_\|| network interface cards w

Apply thig rule during Screensaver Mode Bath on and off ~

[]Record this traffic in "Packet Log"

Fule Summarny:
Thiz rule will allow both incoming and outgoing traffic from/ta all hosts on all ports and
protocolz. Thiz rule will be applied to all network, interface cards.

0k, ] [ Cancel
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24. On the Hosts tab, select IP Addresses and type the IP address of the NAC800
(172.16.1.101) in the field.

## Advanced Rule Settings

General | Hosts |F'nrls and Protacals | Scheduling | Applications

Remate Host
Apply thig mle to

() & addreszes

() MAC address - |

®]

(IP Address(es) example, 10.0.0.1,192.168.0.1-192.168.0.76 |
[172.16.1.101 |

) Subnet : | |
| |

Fule Summary:

Thiz rule will allaw bath incoming and outgoing traffic from/ta IP address(es)
172161101 on UDP local port(z] 13715000 This rule will be applied to all network,
interface cards.

I ak. ] [ Cancel

25. On the Ports and Protocols tab, select TCP in the Protocol field.
26. Type 89 in the Remote field,

## Advanced Rule Settings

General | Hosts | Ports and Protocals |Scheduling Applications

Apply thig rule to

Protocol © | TCP w |

Bemote/Local Ports Mumber[For example : 80,1450,1024-1209)

Remote: |89 - |
Local: | “ |
Traffic Direction : | {nfatae)

Fule Summary:
Thiz rule will allow outgoing traffic to IP address(es] 172.16.1.101 on TCF remate port(s]
89, This rule will be applied to all netwark, interface cards.

ak. ] [ Cancel

27. Select Outgoing in the Traffic Direction field.



28. Click OK.

¢ Advanced Rules

Drescription Host Portz and Protocals Action | A
Al ICHP Al All hosts ICMP type 0.3.8; both incoming and outgoing traffic Allowed
Domain TCP Al hosts TCF remate port(s] 383,1025-1030; both incoming and outgoing...  Allowed
Domain UDP All hosts UDP remate portfs) 53.123,389; both incoming and outgoing tra...  Allowed
Allow LPD # LPR Printing Al hosts TEF remate port(s] 515; both incoming and outgaing traffic Allowed
Allovs SHHP All hosts UDP remate port{s) 1029; both incoming and outgoing traffic Allowed
Allows LSASS Al hosts TCF remate port(s] 1025-1030; both incoming and outgoing traffic  Allowed
Allov VPR All hosts TCP remote port(s] 1723; both incoming and outgoing traffic Allowed
Allow AllIGMP Al hosts IP protocal type 2; bath incoming and outgoing traffic Allowed
Allows MS HTML Help All hosts TCP remote port(s] B0; both incoming and outgoing traffic Allowed
Allow HP DHCP Al hosts TCF remate port(s] 21,1000-5000; both incoming and outgoing .. Allowed
Allow HP Sak Al hosts TCF remate port(s] 80,3389; both incoming and outgoing braffic Allowed
Allow MAC UDP IP address(es] 172.16.1.101  UDP local port(s) 137.1500; both incoming and outgoing traffic Allowed
Allow MAC TCP In IP address(es] 1721611001 TCP local portfs] 139,1500; incoming traffic Allowed
Allowe MAC TCP Out IP address(es] 172.16.1.101 - TCP remote port(s] 83; outgoing traffic Allowed

< b4

[ so0 | Bemove |[  Eat | HemuveAII]ﬂﬂ

ok l [ LCancel




Policy Enforcement

Now that the ProCurve NAC appliance is fully integrated info the network and configured with policy
tests, we can now demonstrate policy enforcement in action.

Agent-based NAC Agent * Always available for refesting * Install and upgrade to maintain
Permanent * Automatic Agent * Requires one-time interaction
updates from end-users
Agentless Agentless * No insfall or download * Requires RPC Service to be
« Easiest of the three available to the ProCurve NAC 800
server

test methods to deploy
* Requires file and print sharing
to be enabled

* If the device is not on a domain,
the user must specify local

credentials
Agent-based ActiveX * No installation or * No retesting of device once
Transient upgrade to maintain browser is closed
* Only Internet Explorer * Not supported by non-Windows
application access is operating systems

allowed through the
personal firewall. No
open ports are necessary

* Browser security settings must
allow ActiveX control operation
of signed and safe controls

Table 2 - ProCurve NAC 800 DHCP Enforcement Methods

Thin Client Policy Enforcement
1. Turn on the thin client.
2. Ensure that the firewall and write filters are running.
3. Goto https://172.16.1.101:89 on your browser.

2 ProCurve NAC BOD Security Check - Microsoft Internet Explorer,

File Edit Yiew Favorites Tools  Help
@ e ) it
Q- O M @G s forows @ 355 LA B
Address (@] https:j172.16.1,102:33] vIBe ks *
-
Connect to the network =
0 gain full access to the netwoark, your computer must be tested for compliance with
equired netwark security policies. Press the Begin Testing button below to have your
omputer tested. L
or assistance, call the Help Desk at (303) 855-5555 or email suppor@campany.corm.
L |
< ] | >
@ javascript:goToMextPage() é" ) Internst
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4. Click Begin Testing to start the policy test.

A ProCurve NAC BOD Security Check - Microsoft Internet Explorer

File Edit Yiew Favarites Tools Help

@Back - @ @ @ @ pSearch %Favorites 6 @v & D i3

Address @ https: ff172.16,1.102: 89 index. jsp?action_type=pluginFailedirest _attempt=1 lv;| Go Links *

9 The previous site might require the Following ActiveX control: 'ProCurve NAC EI Agent One-Time Test' from 'Hewlett-Packard Company'. Click here to x
install, .

0 Testing software installation failed

Installation of the testing plug-in failed for one ofthe following reasons:

» The Activex plug-in was not allowed to install.

Did you see an information bar like this?

Q- O NE G P

i Address |@ https: ff10.0.20,15:89/index. jspraction_type=

e The previous sike might require the Following Activel cont

@ QpEning page https:,l’,l’l?z.16.1.1DZ:89,|’index.]'sp?actionftype=initiateTest&meth0d=ONE7TIME&brow{ | | | | [%l ® Internet J

5. Upon your first connection to the NAC 800 appliance in transient agent-based mode (as
described in_Policy Enforcement), you are prompted to accept an ActiveX control. Depending
on your version of Web client (Internet Explorer 6.0 is used in this reference document) and
security setting in that Web browser, you may have to right-click on the notification bar to
accept installation of the ActiveX control, as shown here.

NOTE: This can be avoided by pre-installing a dedicated NAC agent or by validating
compliance in Agentless mode using an RPC connection to the client being tested.

2 ProCurve NAC 800 Security Check - Microsoft Internet Explorer

File Edit ‘“iew Favorites Tools  Help

eﬁa[k - @ @ @ @ pSEar[h %Favnrites e % 3

Address @https:,l’,l’l?Z.16.1.IUZ:Eg,ilndax.]sp?check_test_result:true&test_attempt:1 2 .Gn Links

Testing your computer

Your computer is being tested for compliance with required netwotk security policies.

&

Flease wait...

| él . Internet
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Once the ActiveX control is loaded, the testing can begin for the thin client.

2 ProCurve NAC 800 Secunty Check - Microsoft Internet Explorer

File Edit Wiew Favorites  Tools  Help

OEack - lﬂ lELI | / ) Search = ‘ Favotites {04 = = :"‘

address | @] httpsif172.16.1,102:39) v B s

Links **

ﬁ Congratulations! You have full access to the network.

Your computer was tested and was found to be compliant with required security policies
‘You now have full access to the network.

In orderto map drives ot start services that were unavailable before you were granted
network access, you may need to log off and log back in

For assistance, call the Help Desk at (303) 555-5555 or email suppoHECOmMAsnY.Com

g‘] é 0 Internet

~

At this point, the thin client should be within policy and should therefore be allowed to access

the network.

Select C:\WINDOWS\system32\cmd.exe

DNS Servers . . .. 172.16.1.182
Lease Obtained. - Friday,. July 28, 2087 18:58:54 PM
Lease Expires . - Friday, July 28, 2087 11:81:54 PM

C:~Documents and Settings“Administrator.CCIDOMAIN>ipconfiy ~release

Windows IP Configuration

Ethernet adapter Local Area Connection 2:

Connection—specific DHS Suffix
IP Address. . . . . - - . .
Subnet Mask . . . . . . . .
Default Gateway . . . . . .

A.8.8.8
A.8.8.8

C:~Documents and Settings“Administrator.CCIDOMAIN ipconfig ~renew

Windows IP Configuration

Fthernet adapter Local Area Connection 2:

Connection—specific DHS Suffix ccidomain.net
IP Address. . . . . . - b I

Subnet Mask . . . . .. 255.255.255.8
Default Gateway . . . - 172.16.1.158

C:x\Documents and SettingsAdministrator.CCIDOMAIN>

Confirm this by opening a command prompt and typing ipconfig. The result should show

that the thin client IP address is 172.16.1 .x.
Close the browser.

Right-click My Computer.
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9. Click Manage.

10. Click Services and Applications.

11. Click Services.

O Computer Management

Q File Action Yiew Window Help
|« » am BE 2 » =0 o

Computer Management {Local)

ﬁ% Syskerm Tools

% Services

Event Yiewer

g Shared Folders

¥ Local Users and Groups
2 Device Manager

Skorage
=- Services and Applications

%Fast User Switching, .
%HID Input Service
%HP Smatt Card Moni..,
S84 IPSEC Services
%IPVS Helper Service
%Messenger

%MS Software Shada...
%Nﬁr | nnnn

Extended >\ Standard

Mornitars smart card in...
Manages IP security p...
Provides DDNS name r...
Transmits net send an...
Manages software-ba, .
Sunnnths nass-throon. ..

Frovides management...

Starked

Starked

Started

Manual
Autornatic
Marual
Autornatic
Marual
Autornatic
Marual
A knrnakic

Mame / | Description | Status | Startup Type | Log On As
%Altiris Client Service Started Aukomatic Local System
%Applicat\on Layer G... Provides support for 3., Manual Local Service

Application Manage... Provides software inst... Manual Local System
%COM+ Event System  Supports System Eve...  Started Manual Local System
%COM+ System Appli... Manages the configur... Manual Local System
%Computer Browser Maintains an updated ... Autarnatic Local System
%Cryptographic Servi... Provides key manage...  Started Automatic Local System
%DCOM Server Proce... Provides launch functi...  Started Aukomatic Local System
%DHCP Client Manages network con,..  Started Automatic Local System
%Distributed Transac,.. Coordinates transacki,., Manual Metwork Service
%DNS Client: Resolves and caches ... Started Autormatic Metwork Service
%Event Log Logs event messages ...  Started Automnatic Local System

Local Syskem
Local System
Local System
Local System
Local System
Local System
Local System
| nral Swsherm

|

12. Disable EWF Status Service by right-clicking on the entry and selecting Stop.

13. Retest the machine.

ProCurve NAC 800 Security Check - Microsoft Internet Explorer
File Edit

Wiew

Favorites  Tools  Help

@Back @ -\-) @ @ {h pSearch *Favorites @ .{_!\; E ."3

resolved:

Address @ https:ff172.16,1,102:89findex. jspFaction_type=testingcompleteditest_attempt=1

0 Your computer needs immediate attention

Testresults fram 7520007 6:45 pm show that your computer is nat compliant with
required netwark security policies.

Your computer will only have limited access to the netwark until the following issue is

. The following required services were not found: EWWFStatusSve. Start the
service by selecting Contral Panel==Administrative Tools==Services
application==right-click on the serice and select properies. Change the
startup type to automatic and click start. Click Ok to save your changes. Ifthe
service does not exist contact your administratar,

|
%

@ Done

é 0 Inkernet
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Now, since the required service is off, the thin client is out of policy, so it is placed in the
quarantine subnet.

C:\WINDOWS\system32\cmd.exe

C:=~Documents and Settings“Administrator.CCIDOMAIN>ipconfig ~all
Windows IP Configuration

Host Mame . . . . . . . R1E1Bi1

Primary Dns Suffix . . ccidomain.net

Hode Type . . . _ . . . Unknoun

IP Routing Enabled. . . No

WINS Proxy Enabled. . . Ho

DHS Suffix Search List. ccidomain.net
ccidomain.net

Ethernet adapter Local Area Connection 2:

Connection—-specific DNS Suffix ccidomain.net
Description . . . . . . - . . . Broadcom MetLink FE—h
Phyzical Address. . . . . - BA—@8-82-F5-7B—1E
Dhcp Enabled. . . . . . . - Yes
fAutoconfiguration Enahled - Yes

IP Address. . - . . . . . 1B8.88.108.147
Subnet Mask . . - e . - 255.255.255.8
Default Gateway .. - - 1A.88.18.1
DHCP Server . . . 172.16.1.182
DHS Sewrvers . . - 172.16.1.182
Lease Ohtained. - Friday,. July 28, 2087 1A:48:43 PM
Lease Expires . - Friday, July 28, 2887 18:51:43 PM

C:xDocuments and Bettings™Administrator.CCIDOMAIN>

14. Confirm this by opening a command prompt and typing ipconfig. The result should show
that the thin client IP address is now 10.88.10.x.

15. Restart EWF Status Service.

16. Retest the thin client to verify that the thin client meets policy again and is admitted to the
network.

17. Confirm this by opening a command prompt and typing ipconfig. The result should show
that the thin client IP address is again 172.16.1 ..

Blade PC Policy Enforcement
1. Turn on the blade PC.

2. Ensure that the firewall and write filters are running.

2 ProCurve NAC BOO Security Check - Microsoft Internet Explorer

Fil= Edit Yiew Favaorites Tools Help iy
; A i Gfd
O Back ~ ) ﬁ ﬂ d | Search 1. Favorites £ = ® “"‘
address @] httpsf172.16.1,102:69) v Beo ks *®
S

Connect to the network

To gain full access to the network, your computer must be tested for compliance with
required network security policies. Press the Begin Testing button below o have vour
computer tested.

For agsistance, call the Help Desk at (303) 555-5555 or email suppor@campany.com.

< ?
\gL[ javascript:goToMextPage() é 8 Internet




3. Go to https://172.16.1.102:89 on your browser.

3 ProCurve NAC BOO Security Check - Microsoft Internet Explorer

File Edit Wiew Favorites Tools Help

OBack - @ @ @ @ pSearch %Favnrites 6 8' % D ﬁ 3

Address @ hittps: /{172, 16.1.102:88 indese. jspPaction_type=pluginFailedatest_sttermpt=1 lv;| o

e The previous site might require the Following Activex control; 'ProCurve MAC EI Agent One-Time Test' from ‘Hewlett-Packard Company', Click here to
inskall, .,

9 Testing software installation failed

Installation of the testing plug-in failed far ane ofthe following reasans:
s The Activex plug-inwas not allowed to install.

Did you see an information bar like this?

Qe O N[R G| P

i Address |@ https:{f10.0.20,15:59/index. jspraction_type=

9 The previous site might require the Following Activel cant

@ Opening page https:,l’,l’l?Z.16.1.102:89,|’index.jsp?action_type:initiateTest&method:ONE_TIME&brow{ | | | | é| ) Internst J

4. Upon your first connection to the NAC 800 appliance in transient agent- based mode (as
described in Policy Enforcement), you are prompted to accept an ActiveX control. Depending
on your version of Web client (Internet Explorer 6.0, for this reference document) and security
setting in that Web browser, you may have to right-lick on the notification bar to accept
installation of the ActiveX control as shown here.

NOTE: This can be avoided by pre-installing a dedicated NAC agent or by validating
compliance in Agentless mode using an RPC connection to the client being tested.

A ProCurye NAC 800 Secunty Check - Microsoft Internet Explorer

File Edit Wiew Favorites  Tools  Help

eﬁack - @ Ia @ @ pSearch %Favorites 6 % 3

Address @ https:if172,16,1,102:8%index. jsp?check_test_result=trus@test_atbempt=1 . [e1a]) Links

Testing your computer

Your computer is being tested for compliance with required network security policies.

&

Please wait..

| él . Internet
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https://172.16.1.102:89

5. Start the policy test by clicking Begin Testing.

ProCurve NAC 800 Security Check - Microsoft Internet Explorer

File Edit “iew Favorites Tools  Help o

OEack - lﬂ lELI . p ) Search J\ Favorites {04 = = :“

Address | @] https:ff172.16.1.102:89) v B ks
~

J Congratulations! You have full access to the network.

Your computer was tested and was found to be compliant with required security policies.
‘fou now have full access to the network.

In order to rap drives or start services that were unavailable before yvou were granted
network access, you may need to log off and log back in

For assistance, call the Help Desk at (303) 555-5555 of email SuppotE@comaany.com

g‘] é @ Internet

At this point, the blade PC should be in policy and therefore should be allowed to access the
network.

WINDOWS\system32\cmd.exe
DNE Servers . . . . . . - . . . : 172.16.1.182
Lease Obtained. . . . . . . . . : Friday. July 28, 2807 18:58:54 PHM
Lease Expires . . . . . . . . . : Friday, July 28, 2807 11:681:54 PH
C:“Documents and Settings“Administrator.CCIDOMAIN>ipconfig srelease

Windows IP Configuration

Ethernet adapter Local Area Connection 2:

Connection—specific DHS Suffix
IF Address. . . . . . - . . .

Subnet Mask . . . . . . . . . .
Default Gateway . . . . . . . .

6.8.6.8
6.8.8.8

C:“Documents and Settings“Administrator.CCIDOMAIN>ipconfig Arenew

Windows IP Configuration

Ethernet adapter Local Area Connection 2:

Connection—specific DNS Suffix . ccidomain.net
IP Address. . . = « =« = =« = = & 172.16.1.3

Subnet Mask . . . . . . . . . . & 255.255.255.8
Default Gateway . . . . . . . . . 172.16.1.158

C:“Documents and Settings“Administrator. CCIDOMAIN>

6. Confirm this by opening a command line up and typing ipconfig. It should show that the thin

client IP address is 172.16.1 .x.

7. Close the browser.
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8. Rightclick My Co
9. Select Manage.

mputer.

10. Select Services and Applications.

11. Select Services.

L Computer, Management

g File  Action View wWindow Help
¢ - @m 2w
I Computer Management {Local) Marne Skatus Startup Tvpe | Log On As | %
=1 i, System Tools 8 altiris Client Service Started  Automatic Local System
£ Event Viewer %Application Layer Gateway Service Started  Manual Local Service
+ % Shared Folders %Application Management Manual Local System
: - II;DeiFaérUr;:;sc:z:gGsr:Ezsnlerts %ASP.NET State Service Manual Mebwark 5.
) Device Manager %Ati Hotkey Poller Started  Automatic Local System
= & Strage %Automatic Updates Started  Automatic Local System
g Removable Starage %Background Intelligent Transfer Service Manual Local System
Disk Defragmenter %ClipBook Disabled Local System
Disk Management %COM+ Event System Started  Manual Local Syskem
= @ Services and Applications %COM+ Systern Application Marual Local Syskem
Services %Computer Browser Aukomatic Local Swstem
% WL Control %Cryptographic Services Started  Automatic Local System
+ 8 Indexing Service %DCOM Server Process Launcher Started  Automatic Local System
%DHCP Client Started  Automatic Local Syskem
%Distributed Link Tracking Client Started  Automatic Local Swstem
%Distributed Transaction Coordinator Marual Metwork 5.
%DNS Client Started  Automatic Metwork 5.,
%Error Reporting Service Started Aukomatic Local System
%Event Log Started  Automatic Local System
%Fast User Switching Compatibility Manual Local System
%Help and Suppork Started  Automatic Local System
%HID Input Service Started  Automatic Local System
H
%HP ‘WatchDog Timer arted  Automatic Local System
%HTTP 550 Stop Manual Local System
%IMAPI CD-Burning COM Service Manual Local System
m\Yndnvinn Caruira Maraal 1meal Suckara !
< | > % Extended )\ Standard Restark
Al Tasks 4
Refresh
Properties
Help

12. Next, rightclick on HP SAM registration Service and select Properties. Click Stop to end
this DAESVC service.

HP SAM Registration Service Properties [Local Computer

General |Log On | Recovery | Dependencies

Service name: dagzve
Dizplay narne:
Description: Used to notify the S48 System of pertinent events

an thiz machine

Path to executable:
C:"Program Files\Hewlett-Packard\HP SAM Registration Servicehdaesvec.e

Startup type; Automatic w

Service status: Started

You can specify the start parameters that apply when you start the service
from here.

[ [1]:8 l [ Cancel
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13. Retest the machine.

A ProCurve NAC BOO Security Check - Microsoft Internet Explorer

File Edit Wiew Favorites Tools Help 'k
A L £t i
Oﬁack @ : ﬁ g d |/ Search ., \ Favorites 6-“ T 1 ® A“_’.
Address g'] https:{{172.16.1,102:89index. jsp?action_type=testingcompleteditest_attempt=1 hd ﬂGD Links *
N

@ Your computer needs immediate attention

Testresults fram TI20/07 10:42 pm show that your computer is not compliant with
required network security palicies.

However, the current netwark access policy is setto allow access to all endpoints
attempting to connect.

The following required services were not found: daesve. Start the service by
selecting Control Panel==Administrative Tools==Services application==right-
click an the service and select properties. Change the startup type to
automatic and click start. Click Ok to save your changes. [fthe service does
not exist contact your adrinistrator,

FRINTAELE VERSION e

< b
&i[ Cone é e Internet

Now, since the required service is off, the blade PC is out of policy, so it is placed in the
quarantine subnet.

C:=~Documents and Settings“Administrator.CCIDOMAIN>ipconfig ~all
Windows IP Configuration

Host Mame . . . . . R1E1Bi1

Primary Dns Suffix ccidomain.net

Hode Type . . . . . Unknoun

IP Routing Enabled. No

WINS Proxy Enabhled. . Ho

DHS Suffix Search List. ccidomain.net
ccidomain.net

Ethernet adapter Local Area Connection 2:

Connection—-specific DNS Suffix ccidomain.net
Description . . . . - Broadcom MetLink FE—h
Phyzical Address. . - BA—@8-82-F5-7B—1E
Dhcp Enabled. . . . . . . - Yes
fAutoconfiguration Enahled - Yes

IP Address. . - . . . . . 1B8.88.108.147
Subnet Mask . . . - 255.255.255.8
Default Gateway R - 1A.88.18.1
DHCP Server . . . . 172.16.1.182
DHS Sewrvers . . . - 172.16.1.182
Lease Ohtained. . - Friday,. July 28, 2087 1A:48:43 PM
. . Friday, July 28. 2887 18:51:43 PM

Lease Expires .

C:xDocuments and Bettings™Administrator.CCIDOMAIN>

14. Confirm this by running ipconfig on the command line to ensure the thin client IP address is
10.88.10.x.

15. Restart the DAESVC Service.
16. Retest the machine.

17. Repeat steps 5 and 6 to verify that the blade PC meets policy again and is admitted to the
network.



For more information

For more information about the HP thin clients or any other HP product, contact your HP Authorized
Reseller or visit these online locations to learn more about HP products, services, and support:

HP Links:

e HP deskiop, blade PC or thin client information: www.hp.com/desktops
e HP Procurve NAC 800 Appliance: http://www.hp.com/rnd/support/manuals/NAC800.htm

e HP workstations information: www.hp.com/workstations

e HP security: www.hp.com/go/security

e HP notebook information: www.hp.com/notebooks

e HP notebooks options information: www.hp.com/notebooks/options

e HP desktop options information: www.hp.com/desktops/options

e HP Services: www.hp.com/qo/services

e HP support: www.hp.com/go/support

e HP Care Pack: www.hp.com/hps/carepack

“How to buy”: www.hp.com/buy/howtobuy

ProCurve NAC Links

e  ProCurve Network Access Control
http://www.hp.com/rnd/products/security/index.htm

e  ProCurve NAC 800 Overview
http://www.hp.com/rnd/products/Appliance/ProCurve Network Access Controller 800/0
verview.htm

e ProCurve Network Immunity Manager 1.0
http://www.hp.com/rnd/products/ management/ProCurve Network Immunity Manager 1.

0/overview.htm

o ProCurve Identity Driven Manager (IDM) 2.2
htto://www.hp.com/rnd/products/management/idm/overview.htm

© 2008 Hewlett-Packard Development Company, L.P. The information contained
herein is subject to change without notice. The only warranties for HP products and
services are set forth in the express warranty statements accompanying such
products and services. Nothing herein should be construed as constituting an
additional warranty. HP shall not be liable for technical or editorial errors or
omissions contained herein.

Linux is a U.S. registered trademark of Linus Torvalds. Microsoft and Windows are
U.S. registered trademarks of Microsoft Corporation.

466209-001, January 2008
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