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nssvesdanataznst3unau HP ProtectTools

massastionauazma3undu HP ProtectTools swsanfiuasmaiiazainuaz naiiauiledainm s esdonatiay
1SonduluFusesannluaa HP ProtectTools itsnuail ld3umsaiivaun

8 un 1 unmindsanssnsanulaeads



mamTestiona luFuTeauarnIAen
amananInd Tostonaluuses ladeismase il
o ldfansanssrsesdiena HP ProtectTools iWaiianuazfsasdiana luaa HP ProtectTools

e  fyeedianaluaa HP ProtectTools fiidian a1

B v aadeasmvuadiianmadisasdenanauivazsanan 435l

e  MIMUUANANFITITONA

Yo

B v aadeasmvuadiianmadisasdenanauivazsanan 435l

m9l3ansamadriesdiona HP ProtectTools iRaiianitazshvasdionaluga HP ProtectTools
1. 1dean Start > All Programs > HP ProtectTools Security Manager
2. n Backup and Restore

3. luuwsshuwn lvindn Backup Options 3ansanssnsesdiona HP ProtectTools auiilasean Uftiiauedn
uuzthuumihaeimesm sestiona luSuses

MIMUUAGIIDINNIR IDITONR

1. 1den Start > All Programs > HP ProtectTools Security Manager

2. luuwsghudhe liedn HP ProtectTools wazadn Backup and Restore

3. Tuuwsdhuan lvindn Backup Options Fansansssestiona HP ProtectTools auiilasan
4. vhenuduuzihinine
5

nisnniaumvuauaziuiiu Storage File Password i1 1#iden Remember all passwords and
authentication values for future automated backups

6. @a@n Save Settings wazadn Finish

madsestionaluga HP ProtectTools filien 14awmih

B viowia:  aadesmnuadiiennadsesdonanauisazamnan ki35l

1. 1dean Start > All Programs > HP ProtectTools Security Manager
2. lunwsénhudihe 1vadin HP ProtectTools iiazain Backup and Restore
3. luuwsdhuan lviedn Backup

MIMUBALAF 19N

229y

WA audasimvuadlianmadsastionanaudsazsmnan 14351

1. 1den Start > All Programs > HP ProtectTools Security Manager

2. luuwsshude lviedn HP ProtectTools wazadn Backup and Restore
3. luuwsghuan l¥adn Schedule Backups
4

vuwiiu Task T¥ifennaesduden Enabled iiaiilaldnumssisesdonaiimuuaian 14

o

adn Set Password uaziinviiazdufiusvisiuvasamlu laazdoniond Set Password adn OK
6. adn Apply adnuiu Schedule adnanas Schedule Task waziionanuilumsssesdonalasdnludié

7. ¢ Start time 1¥ldanas Start time iWaiRonafiutinausmuumandui sosiona

astszneudisaNuUaaafuRmGn 9



8. aan Advanced i’alionTuillandu LazIUARUIA LazmMItsenmaiadhvesnu adn Apply

9. @an Settings uazidenmseans sy Scheduled Task Completed, Idle Time sz Power
Management

10. adn Apply uazadn OK eila lnezfentiona

masenduluduses
1. 1fan Start > All Programs > HP ProtectTools Security Manager
2. luuwsénudie 1vadn HP ProtectTools iiazain Backup and Restore

3. Tunwsguan lviadin Restore 3anianai3ondu HP ProtectTools aziilaaen viamuauziitiimitee

MIMMUAAMIRIA
1. 1dan Start > All Programs > HP ProtectTools Security Manager
2. Tuuwsénudie 1vadn HP ProtectTools iazain Settings

3. lunwsduan liienmansanvesam uazain OK

10 un1 uminFasmssnanuUaeadiy



Credential Manager svi3u HP
ProtectTools

Credential Manager auanalviidldriuuaiaziiuldszuuinmanulaeasofiiinnamnnimsldaiardulu
MIATINBLANNANG IR 1 tazosfustimiusuuaas wisnisiamanusmnsalunmsasdortn L fisaie
1@ (Single Sign On) Credential Manager §%u HP ProtectTools awilesfiunmsinaauiin linaunines
vosaulawldamaniifdnuanuilaeadodisee i

e uFendunsniviionniimruiiefonidng Windows iy msldmninmianselusunsusululewmas
nudedeniing Windows swSudenaiisndn 1dsaad “mananzidoulufuses Tunin 127

o anmsuiidnmyasdeardnldiResnIudun (Single Sign On) azaadnluFusesdwmFuliv lad smdeldsunw
UszundiaznInnnaiaisnidnmsdestiuldlasialudié

o msatiuauudimivednsaitiosiiuanulasaioain wiu sunsnmda wazldsunsuew lulamasa

o mastiuauudmwiuMfsemanulaeafuiaGn 1u Msdedldnsnaseuanugndaslasldolnan
tasfiuanulaoadiuain tNalandonaaniines
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HUADUNI IR

n1iaanaau Credential Manager
Fuetfunsmuua amssnIndenasus Credential Manager sowilaluismasnen dse lui:
e Jan3an1sdenaaug Credential Manager (1uziin)
e lamau HP ProtectTools Security Manager luiiiaiiilszna

e HP ProtectTools Security Manager

B v mnasldwsandmifenseaud Credential Manager uuwiinaadanaauwas Windows amazan
faning Windows énp

lunSasniiaauila Credential Manager l#feniindnusiarmuduiuionaau Windows Unfivasnm nisainiiu
{iaydl Credential Manager azana$diulasda luddaolufusosnsienasu Windows vadam

wiannaanidng Credential Manager win asssnInamziioulu3useaiands 1gu smpiinniidonsa Java

Card swuSudenaiisndn 1Usaaf “nsasmadouluiuses Tuwi 127

lumsdensauaissie 1 ammunsnidennginainmsionsau wazldlususesiiamadounivape dssianuiu

mliimnsansdenesug Credential Manager
lumsdenseaug Credential Manager laul43ansan1sfienaau Credential Manager lulddunausa luil:
1. fa%ansamsiensau Credential Manager snowiitsluisnnsense dsa L
e  NnuiineRanaauvad Windows
e  nniflafidszmea lvindinzesn3sii lanau HP ProtectTools Security Manager

e  9nwii1 “Credential Manager” was ProtectTools Security Manager lviaanasd Log On #finuuu
PNV

2. dfidemduuzihuunieeiiefionasud Credential Manager

ﬂﬁiﬁi’)ﬂ’ﬂﬂulﬂuﬂ%ﬂliﬂ
Aol INGU aadasionidhg Windows shotiudiauaszuunau e ludesdenidng Credential Manager

1. 1fla HP ProtectTools Security Manager lddumindnseinisitlanau HP ProtectTools Security
Manager luiiiafidszme wriieing HP ProtectTools Security Manager a:iilaaan

2. luuwsdnudie 1¥adn Credential Manager tazaan Log On ANAUUa N8 Hen N
Jandanisdonaau Credential Manager azitlaaan

3. AnWsrsHud s Windows wasnmadlunass Password wazain Next

massnzioulusuaes

amansnIn It “My Identity” iReawmzidouizmInsianauaNuandiorIe UL UUANT VI UFINT
manatinldFumaamzdoundy amssnsnldizmadanariiedanidng Credential Manager

M TuuaRNWEGD

TusunsuauameRnwiadezauana liamiandng Windows soanaiinwiidevrasnminiuminnasauanu
andadnums MsiarKuves Windows w3aldvisaatatneiiniu

12 un2 Credential Manager sw5u HP ProtectTools



mMafvuas lsnsuauanuRnniiagfe

1. wisandeniing Credential Manager uan lvinsiizderuldsun s uansiinwiiage dmsansamziou
Credential Manager aziilaaan

2. vhewduusihvumihaiievinm s douanpinniideuaziviuaa ldsunsusuasinwinde s se
GIGTRIS

&

3. lunmsmvuaaldsunsuauaneinniindesniudld Windows lufeniding Windows Tugwmezildaus
NAM LagynaNduaaun 1 ag 2

3 a_ =

mldaneRunidefameidvuuirveinmianidnsg Windows
1. viudinisnnfiaaamsdouapinwiiadond 1¥ssasn Windows

2. finiheedeuiuwes Windows l¥nsiirfievesamiiaameidouniiiefiondhg Windows

mIsanztiou Java Card, USB eToken wsalmauiadanasa

B vnovia:  amdesdldsunsusumsanontuiuwamnsnmsadmuuaa s wfudunauil wnaaudeniiaz s
Tdiaansnmsa amssnsnamzidoulnausfonassannduasuiosuis 19lu “msafalnauaidonass
luvith 14”

1. 1dean Start > All Programs > HP ProtectTools Security Manager
2. luuwsénudhe 1¥adn Credential Manager

3. luuwsdhuan lviedn Register Smart Card or Token 3ansam3amzifou Credential Manager aziila
290

4.  vhenueuuiivinee

mIasnztidou USB eToken

1. amesubinilan lddadslasiaed USB eToken i

B vwmvie:  lisaafiadia USB eToken snSudionaliisiéis

N

18an Start > All Programs > HP ProtectTools Security Manager
3. luuwséhudhe l¥adin Credential Manager

4. Tuuwssnuan lviadn Register Smart Card or Token 3mnsamsamnzifinu Credential Manager a1l
290

5. yhenueduuztinfinginee

masmzifoulufusasdun
1. 1dan Start > All Programs > HP ProtectTools Security Manager
2. luuwséhudhe l¥adin Credential Manager
3. Tuuwsdnuan lviedn Register Credentials 3msamsasnzifsu Credential Manager azitlaasn

4.  vhenudnusinininee

Fumpumfiads 13



Nu

Hldnnauidfniiihfamic “My Identity” Tu Credential Manager a1nwiin “My Identity” aasunsnvitnuen
dagi lulii:

e M nlnauiaionads

o mafsundassmrusmiuientdg Windows
e mM3¥am3 PIN wedlnmau

e  MIIANMIANAL

e  MINVANDNNIUADT

B wnowa:  dufentaziianld ldawzidowsensdnisfenesunuuamainues Credential Manager gnitla
T Tsae “Greneit 1—msldiniin “Advanced Settings” iNeauanaliienaau Windows a1n
Credential Manager luwiih 22"

AMIRSNInaULRTaUIS

Tnawadeuaswvirnunidoudiu Java Card 13 USB eToken daudhasnn Tnauazaniiudin liuuansa lasues
AaNR UMD lusdanives Windows ilenmianidhens lnawaidonass szuvazas liamdausita PIN vawd 4
WarnmInsameuaNuandaslilasamuL I

Tumssflnauiaiouasalms:
1. \&on Start > All Programs > HP ProtectTools Security Manager
2. luuwsénudie 1viadn Credential Manager

3. luuwsdman lviedn Virtual Token 3mnsansasmnzidou Credential Manager awiilaaan

E wwnowie:  wn Virtual Token Liladuden Tlddunausndu “msaamaioulususesdun luwin 13”7

4. vheuenuziihiviinge

maasundasdsrusmiuienidg Windows
1. 1fan Start > All Programs > HP ProtectTools Security Manager
Tunwsshudne lviadn Credential Manager
Tunwsshuwn lvindn Change Windows Password

2,

3

4,  RuwWsdisruanvesnmasluges Old Password

5.  AnWssiuludvesnmadlusos New password waz Confirm password
6

aan Finish

mafeusvia PIN va4lniau
1. 1dan Start > All Programs > HP ProtectTools Security Manager
2. lunwsénudie 1¥adn Credential Manager
3. luuwséuzn 1¥adn Change Token PIN
4, \Renlnauiiamdosnaidasusia PIN wazadn Next
5

Uitiienuduuzihuuminsaiaasusda PIN Tviia3aanysnl

14 un2 Credential Manager §w35u HP ProtectTools



ANIINNTIINU

M IO UDDNINNTZUL

B vnnuwia:  feilaz lifinasaiindnld Windows vaiam

-—

18an Start > All Programs > HP ProtectTools Security Manager
2. luuwsénudhe T¥adn Credential Manager

3. luuwsénuwnliiedn Clear Identity for this Account

4

adn Yes lulaazdaniiondmatiuiiu dreauvssnmazgnionasniazingaanainizuy

NINIANDNAINADT

amantifdazihun 4 ldmnamdeaniing Windows éaw Credential Manager lumasssanudasadis vy
aanmaasidonm L ldanildziau Tl damantiffeaisnaadu amantidiazdestiudlda i la3uauanaidn
ldnenRunniveinm IarIzAMLAZ RN TNVTRNANKALATEUULUABNR LA TUsamTiuiTInInLanion

B vsnwvia:  shiRenilaziian b ldawnzidensendnsfsneauiuuaaadnves Credential Manager anitlald
u TUsaq “dhetiei 1—m5lduiin “Advanced Settings” ilaauana liaanaau Windows 91n Credential
Manager luwniih 22"

fmFuanulaeaduindn ansnannmruasiauantidaaaisnaaduliue Java Card Tusunansululam
@50 wia lniawiatandsananiunes susudenaliisdn ail “nsmvuadinsaan Credential Manager
Tuwiin 22

Tumslaniennaniiines:
1. 1dan Start > All Programs > HP ProtectTools Security Manager
2. luuwséhudhe l¥adin Credential Manager

3. Tuuwsdhuan lviedn Lock Workstation wiihasfaniing Windows azdsngdu aadesldsiaruves
Windows w3a3an3an1saanaau Credential Manager iWalandanaaniiianas

msldnsdenidig Windows
amsmnan 4 Credential Manager iwafaniing Windows fineniniaasvinsiiunsauulamuasaiiaisn ionm

faniihg Credential Manager \flua$ausn szuvaziiintiaddld Windows lTuvissitlugueidutindsndu
1313 Windows Logon Tlasdialusié

masanaau Windows @ Credential Manager
amananInld Credential Manager iWafeniingiiiatisnues Windows wietindluviasi
1. wnamamzidouasRnwiadaiedanidng Windows Ténsihievesnauiedensau

2. wnaa i ldamzidoumpiinwiihieiedonasu Windows lvindni laasuuuniuinwiliadnouusaatin
snfetAafu lansumeiinwiiafie Jmsan1sienasu Credential Manager a21ilaaan

3. aananas User name iiazadindovesnm

4.  AnWsvimiuvesamadlunaes Password Lazain Next

aunld 15



5. 18an More > Wizard Options

a.  wnamdesnslidenaiiiduderlduduvesanluaSmihiiamdendngaroniaine s lviliennaasdn
15an Use last user name on next logon

b. wnamdasm3lnginaminsionesuiitduiznsiudu liliennaesdiniien Use last policy on next
logon

6. vhawduuziiinines mndonanInsaseaunNHONdaUsInMandad anzantentingtind Windows
wasnailazkdng Credential Manager

MmNy
1. \den Start > All Programs > HP ProtectTools Security Manager

2. luuwsénudie 1¥adn Credential Manager mnniiunan Services and Applications

W

Tunwashuwn liadn Windows Logon antiuaian Add a Network Account 3ansamatintiadiiaiisn
wiilanan

4. vhewenuziihiviinge

maiidgydasn
1. 1§an Start > All Programs > HP ProtectTools Security Manager
2. luuwsénudie lvadn Credential Manager mnniiunan Services and Applications

3. luuwsduman lviedan Windows Logon anniiuadn Manage Network Accounts laszdaniiend
Manage Network Accounts 3:iilaaan

4. aantindnemdesmaiiiesn azadin Remove
5. luleezdendendnsiudiu adn Yes

6. @inOK

maltmsasderdn ldiissnTuden (Single Sign On)

Credential Manager fianmautidnsasdorinliissnJadon (Single Sign On) Afaifuden ldazsiarudmsu
Tsunsndunasiiauaz Windows wae Tusunau uazeziloulu3usasmsfenssuldlasdn ludfidenming
Tusunsnfiamzibon

& wnove:  anudaeadiouazanudusdumdniuamanidisdyuessmsasdiordnldnassaiadsn (Single Sign
On) luusesimnazandhsiauazihsn 4 ldamnznisannianidg Credential Manager lésiSaian

wwe:  amiissanInmuuaansasdaidin ldiissn 3adpa (Single Sign On) italv¥aaseuluiusesanugn
doswasamdin Java Card Tdsunsusumpinniiage wielniaunauaziendg losnielUsunsuiidesmsanu
Uaeasiy dnwazidls: lombnndufimmdemidonidng 1 sunsmmiariv ladiiddenasdmuana igununoa
fydsuans swdudonaiisndu 1Usaad “msfmviuaainmaasen Credential Manager luwivih 227

mannzidoulisunsndscandlvis

Credential Manager wyaue linmanzidouldsunandszundlan daansonldluameimiisiands Credential
Manager amiissnsnsasmeiioulydainsudscondeodinauss

malimaamzidoudaluda
1. daldsunsudseondiiszunamdesdendnld

2. aanlenau Credential Manager SSO lulaesfiontiondvasldsunsnnioriu las

16  un2 Credential Manager w5y HP ProtectTools



5.

AnWsHmrussaadsmdulsunmnIerivlud uazadn OK laszdeniend Credential Manager Single
Sign On ailasan

adn More waziianandianea lil:
o  vhwld SSO dwmsuludiinge lusunsulszundil

o ° o

o  wyand IiRentiuddusuldsunsndszundil
o niENTWAXUA lUFUTOLE ludadlRag

e  aMIRBUANMNANGRIVE MnauLaalUFUTDY
o usaNEa SSO sudulusunsnlszandil

adn Yes wansanuazidoanisamziioulvasudu

maldmssmadoudedmildies (anuazin)

1.
2,

4,

18an Start > All Programs > HP ProtectTools Security Manager
Tuuwsshudne lviadn Credential Manager aniiuain Services and Applications

Tunrsshuwn lviendn Single Sign On uazadn Register New Application 3ansalusunsnidszund SSO
wiilaoan

mamuauzih e

madanslUsunsudszanduas luSuses

maud luamaniifueslisunsudscund

1.

o > ©

7.

18an Start > All Programs > HP ProtectTools Security Manager
Tunnsshudne lviedn Credential Manager aniiuain Services and Applications
Tunrsshuwn 16 Single Sign On lviadn Manage Applications and Credentials
aansMsldansudseondiiamdesnsud lo uazedn Properties

aAnuiiu General aud ludaiazdesunpvedlusunudszund Wasuidasnsdasen ldsomaiannieis
NABIANRDNTIBLANAUN IANANTILANIZEN

aanuviu Script thaquazud luaasudllananszand SSO

aan OK

maih lsunslszandesnanmassdodh 1iResa3aden (Single Sign On)

1.

2
3.
4

o

1nan Start > All Programs > HP ProtectTools Security Manager
Tunwssnude lviedn Credential Manager aniiuadn Services and Applications
Tunnsdupn 16 Single Sign On 1viadn Manage Applications and Credentials
adnspmsldainsudscondiiamdainisinesn tazain Remove

adn Yes lulaezfondendmstudiu

aan OK

auwnld 17



masaeenlusunmilszand

auanInaseanllnmlssondifesindiwnvesdonai sesimivaaiudllsun sl szundmsasdodinl fidios
a%uden (Single Sign On) 11/4aumm‘mmm’lmwammmmammsmﬁamﬂmwmaNmm (Single Sign On)
fail3puisfeunmanvinadnuenmionn IWdd sestionasvudnau filzneudpdenaluiuseaieinadon

lumssseanluainsudszond:

1. 1den Start > All Programs > HP ProtectTools Security Manager
luuwsdudne lviadn Credential Manager aniiuadn Services and Applications
Tunnsdnuan 14 Single Sign On 1¥indn Manage Applications and Credentials

2
3
4,  adnmemsldsunmdszandiiamdosnssaoan wiain More > Applications > Export Script
5. dftidamduiuztihvunineiiessean lilaSeanysal

6

aan OK
maviwihTusunmszand
1. 1ian Start > All Programs > HP ProtectTools Security Manager
Tunwsshudne lviadn Credential Manager aniiuadn Services and Applications
Tuuwsshupn 16 Single Sign On lviadn Manage Applications and Credentials

2
3
4,  eanmemsldsunalszndilamdosnisuindi udnien More > Applications > Import Script
5. Ufifidenduuzihvuninaioinin iz Seany sai

6

aan OK

maud luluSuses

—

15on Start > All Programs > HP ProtectTools Security Manager
Tuuwsshudne lviadn Credential Manager aniiuadn Services and Applications
Tuuwsshuwn 16 Single Sign On lviadn Manage Applications and Credentials

ﬂaﬂi’]F_Iﬂ'liI‘]JiLLﬂiN‘iJi“’F.lﬂ@WlﬂﬂW]'fNﬂ"l‘ilmvhJ uazadan More

@ & 0 BN

iendienladuRenuiledisee luil:
o lusunsuszond

o AnTvs

o aan

o QAUMANTIA

o ndneasde

o Fyoonansud
o lususes

Y

o QAN

B viomie:  asadindnaasaun N NAasuaena iy adnmnoue IHEHIL
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6. vheuduuzihiviine

7. @an OK

maldmadesiulysunsuilszund

v

amaniifiazaugna ldammnuaemadn lildsunsudszand aasmnsadtansidn ldlasdstiuinasianen dee
Tuit:

o dsunnveudld
o Ll

o 5 lufifianyanveuld

mafamsiihisllsunsudszand
1. 1dan Start > All Programs > HP ProtectTools Security Manager

2. luuwsénudhe 1¥adn Credential Manager mntiunin Services and Applications

o

Tuuwsshup 16 Application Protection ain Manage Protected Applications laazfensiond
Application Protection Service aziilaaan

yaa o

4. dendszianvesldAimsdhfisiinadesmsians

B vnmwie:  wndszinmassid Miiu Everyone w3annau asanainiudeuion Override default
settings WalnuiimansendmFudseianed Liiu Everyone niannau

5.  @an Add 3samsiinldsunananitlasen

6. vhewauuziitininee

mahmatlesiusannnlusunaulszand
Tumsideifineennnlusunsudszan:
1. 1den Start > All Programs > HP ProtectTools Security Manager
2. luuwséhudhe 1¥adn Credential Manager mntiunin Services and Applications

3. luuwsdhuan ¢ Application Protection ain Manage Protected Applications laazfantianal
Application Protection Service aziilaaan

ool o

4, Rendsznvvesdldnimadhisiamdosnisians

B wnowia:  wndszinnaesi liilu Everyone w3annau asanasuiludioaion Override default
settings iWaunufinsdaendmiulszianid 14 u Everyone wiannau

5.  edanTemildsunsudszondiinadeasnisinesn tazain Remove

6. @dn OK

= & v o _w_ o u ¢l s
madasuidaimdsadeddedmiullsunmlszandidnnsileiu
1. 1dean Start > All Programs > HP ProtectTools Security Manager
2. luuwsénudhe 1¥%adn Credential Manager mntiunin Services and Applications

3. luuwsdhuan 16 Application Protection ain Manage Protected Applications laazfantiana
Application Protection Service aziilaaan

ol o

4. Rendsznvwesdldnimadhisiamdoinisians

aunld 19



20

& wnuvia:  wndszsnnaesi iiu Everyone wiannau aareasuiludiaaion Override default

settings Waunuiimsssendmsulszinnidldilu Everyone wiannau

adnldsunsnlszondnnmdasnsiiou wazadn Properties laazfaniianal Properties shwsuldsunau
tszpndtinaziilasan

AAnuYiU General ianmInsen lansdaawilsdiaaa luil:
o Haldnu (limansaviwnldle)
o aldau (eansaianld lalas liddesta)
o y=1 5% 2 '
o aifia (Mslddutfiunmacen)
1eanidan Restricted wiadrfia masanse lidanansahanldle:
a. wnaaudasmInfamaldlasdiunm Junsaiuil T¥eanuiu Scheduleuazmuuaaimidaen

b. wnamdssmintamslilasdiefiuns ififansm Tdadnuiu Advanced waziRontraani Lud
flanyan

aan OK 1iaitla laazfondanal Properties waslisunsuyszund

aan OK

un 2 Credential Manager s§w5u HP ProtectTools



Nudugd (Rauaszuuviniu)

wi “Authentication and Credentials” uazwiih “Advanced Settings” was Credential Manager aziinnldf 16
yaaa £ o

nnzAul ldAdansvesdauasuy Snduniae wail asssnIavitnuene) dee li:
o  mswuiiviinmsfenssuvesd lduasdauatzuy

o MIMUUAMTIMUUANIIATIIRDLANNONADILULLEINANALALDS

o msmuuamamaNtiAluSuses

e mMsMuUaAIMIRen Credential Manager

mazufivitmafeonssuvesd Milazdauaszuy

uumii “Authentication and Credentials” amsmnsnszulszinnasdluiusease lufuseslszinnewn Asuiu
fuFunlivIedaaszuy

lumsszuisismsfensauvesdlduaziauatzuu:

1. 18an Start > All Programs > HP ProtectTools Security Manager

2. Tuuwsénudhe 1¥adn Credential Manager uazaan Authentication and Credentials
3. Tuwwsdnuan lviednuiiu Authentication

4. adndszian (Users w3a Administrators) annsonsdszinn

5.  @anismanameuanugndesdseianuilsiievaien Uszianansoms

6. aan Apply tazadn OK

MAIMRUAATMUUANIINTIINOLANNANABILLLLRDNAIRUALDY

mnyavesluusssmsaamauaNNnndasiinadain s L leedlunomssuiivnmsnseseuanugndatws
v “Authentication and Credentials” anaunsnscudamviuaiiiianmiuaiod

Tumsmvuaadermnuauuuiionmuuaied:

1. 1dean Start > All Programs > HP ProtectTools Security Manager

Tunwsshudne lviean Credential Manager tiazaiin Authentication and Credentials
Tunsdnuan ¥adnuiiu Authentication

aandazinn (Users vi3a Administrators) annsunisdszian

adn Custom lusemsismsnImeuaNnNGDY

aan Configure

1HENABM I TINBUANMNONADIAINMAGARINNT

© N o o > 0 b

Wanismaenee) Mmdu lddnsadnnilsluduionas lWil:

e 4 AND iiasmismanstasauanunndod
(Hldazdpsnasauaunndadiuismseine fandennnassinldianaau)

e i OR aruualiliisminsaseuanugndesmilsluresisniamnaiiiu

(Hldzmunsaidenislan Mden udmnadeidldienaau)
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9. @afn OK

10. a@n Apply tazadn OK

mamviuasauaNia luSuses

vuwiivlu¥useswssmii “Authentication and Credentials” aamsmn3nQ oM T15M 30 IRBLANNANG DAL
w16 wazud lamsdiaan

lumasmnuaanlu¥uses:

1. 1fan Start > All Programs > HP ProtectTools Security Manager

2. luuwsénudhe 1¥%adn Credential Manager uazaan Authentication and Credentials

3. lunwsduan ldednuiiu Credentials

4,  edndsmanpedluZusesiiamdesnsud lo assmnsaud laluusesleslduisludifendsn de lUi:
o lumsamzidoulu¥uses l¥iadin Register uazvitanuauuzihuuniinne
e lumsavluuses 1¥edn Clear uazain Yes lulaszfonfondmstudiu

o lumaudluamaniiGueslu3uses 1vindn Properties uazaannniiudffidauduuzihuuminee

5. @an Apply uazadn OK

nMsmMuuaaIN 341 Credential Manager
At “Settings” aamansndiaazid lumsseaann Taolduiuenee dede lui:
o i ld—auanalvaaud lumsdeandusumamnuaedunugiu

o nmaasdardnlfiiisaiadur—augnaldaaud lunsasaismshanuvssmsasdein MResa Sadorsmdu
Tdiilaatiu iu 33mMsTamsfiuminnamuiiaensionseu mideneauda lusid Ui laezianns
fonaauiiamziuuad uazvtinaosvis[u

o vSMsuazldsunsudszund—euana l¥amauimaidetuazid lumadsandmduusmaivantiu

o  anutheasis—auanalinauiensendi e uaeiinwiinge uazlSuszduanuiaeadsveslysunsusuas
WHNWTND

o mnsyMTauazlnau—auanalvinmauazid luamauiidsmiu Java Cards uazlniauiifetiaiua
Tumsud lumadisen Credential Manager:

1. 1den Start > All Programs > HP ProtectTools Security Manager

2. luumsénudie lvindn Credential Manager aniiuain Settings

3. lunesdhuan ladnuiufivsnsaumnFum e iamadasm s L

4. difidemduuzrihuuniheeiiond lunsaeen
5

adn Apply tazadan OK

fhatiwil 1-ms ki “Advanced Settings” iWaaugnalvifanaau Windows an Credential
Manager

1. \den Start > All Programs > HP ProtectTools Security Manager
2. luuwsénudie lvindn Credential Manager aniiunin Settings

3. luseséhuen lvednuiiu General
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4. ‘lé Select the way users log on to Windows (requires restart) l#iidannaassinion Use Credential
Manager with classic logon prompt

5. @a’n Apply uazadn OK

6. I3NMIWVNNUVBINONTNADS 1A

B vnaie:  nmaidennaasdiniiden Use Credential Manager with classic logon prompt wauaa lviam
fennauiunes A “m3fennsniinges lunih 15”

et 2—-m3ldwii “Advanced Settings” swundesiminsreseud Idnaumsasdaidnldiniais
17 (Single Sign On)

1. 1dan Start > All Programs > HP ProtectTools Security Manager
2. luuwsénudhe 1¥adn Credential Manager mnniiunan Settings
3. lunwsdnuan lviednuiiu Single Sign On

4. ld When registered logon dialog or Web page is visited \iannaasdiaden Authenticate user
before submitting credentials

5. aan Apply vazadn OK

6.  L3NMIVINNUVBINONRNADS MK
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3 Embedded Security §%3u HP
ProtectTools

& vnnuvia:  desdadadilanuilasade Trusted Platform Module (TPM) nuuilsdhlunaniuaasine |4
Embedded Security §n13u HP ProtectTools

Embedded Security §11%u HP ProtectTools ahnilasfiumsinasudnlddenai linselususes: Iuaasensiiag
fifiamaniifsuanuilaeaipdisee il

o madhsria InaduazIwaiaasene Enhanced Microsoft® Encrypting File System (EFS)
o  mwiulasdeanmiaeasssdmuana (PSD) dwiuilasiiudonadldlu laslinaou
o Hundumaianistona iu msssesdenatazmsisonduiduduvssd

o amiuauuldsunsndszondvesustmmouan (1iu Microsoft Outlook uaz Internet Explorer) shu¥ums
ufiumadnluFusesddneaitinmaiesfuieldaendias Embedded Security

vad

Flanudaeasdy TPM wuumsluszahsenssdunazitlansvitnusesnmsnii@dun aes HP ProtectTools
Security Manager et Credential Manager §wi%u HP ProtectTools ssnsalddumeluduisns
amauaNunndaaianldienidng Windows uusuiiden Suawmdasadio TPM uuunmeluiisesitanmsviianu
yasnmuaniiinuanulaeads BIOS dugs i ldrumsimuae BIOS §w¥u HP ProtectTools
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FUADUNIIRAGS

A daaiiede  deaaanmFssuanulaeads vanuztihlvdauaszuy lafivesnasudumavitnuvesdlany
dasadonoluluiiug malusmunsadududlenudaeadonuluaravilvdldauinasuidunldiaies iia
Asuaaniames e hiauwiszunaluaeuiiinasuazaiuasanuasainues wiu msdamsuvasdaiiunmsisondu
AU LRz IMUUaMM A M S ise |4

ditideanduaeulusui 2 de luiiwaitaldnuussisndudlanuiaeadumolu

matlaldanudlanudasadunmelu

dgoutlaldnuddanulaeadumelulugiifnsdedneniunes Iiaanaviiunauillunsimuadi BIOS
#w5u HP ProtectTools

Tumsidaldnuddanudasasunelu:

1.

© N o a > »w b

Wil sasanaaniiines laon s darsesaansnaiosnaniinss uirntiuna F10 Tuameiideais “F10
= ROM Based Setup” usasaginneuaedisuaaniingg

minam i ladssrriudmsudauaszou T ldiluanasiieiion Security > Setup password tazna enter
AnwsRHupsnmadluaies New password uaz Verify new password uazna F10

T Security 1#ldinanasiieiian TPM Embedded Security tiazna enter

¢ Embedded Security ynatnsainnaeuly iden Available

17an Embedded security device state iaziiasuiilu Enable

na F10 iwesan3umaidasuilasmsmuuaan Embedded Security

TumstiufinmsmvuainuazvesnailazeananmIndeanaaniiae s ldiluanasiioidon File > Save

Changes and Exit taiufiifienaiuziituumiinge

AMaaNguM iU sBUanudsoasonielu

Tudumsumaidndumavirnusniu Embedded Security amaz levinnuensn deia 1

simruvss Juiwesimsudlanudasaionmeluidesfium s fsilanduianavesi Judaeswn
Flanuiaeasumelu

manmasdariumaSonduaniau dsfesumsiaiui ldFumsiesiiu wazeuana liimadhsdade 14
iesduduIun ldnnaudrdnass

Tumasudunsinnuvssilanudasadonslu:

1.

2.

aanaNi lamau HP ProtectTools Security Manager lwilafitlszme fidhuanaavesnunu uaziion
Embedded Security Initialization

Jansamaandunvirnuses HP ProtectTools Embedded Security aziflaaan

mamuanuziihiviine

mMasentiadd i desdu

Y]

msdaentiaydnlddosdulu Embedded Security 1sznausonsvintnuenee dase 1i:

v ~ v

sedoi L desduidesfudenaiigndn s 11 uazdesiaruvesddi | fidesdunetlosiuddiddodiu

s lasdlanntaeaivsduunna (PSD) suduiaiu InduazlWae sinnidnsia

o o

A daaviede dnilesaiarupesddl | fdesdu denadiinsvise: s sndhisnsaiau lamn ladsdarud
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P =1

TumadsentiudnlddewunandaldnmaniiGanuiaeasu v |:

o

1. windnsemaindumasviinuwes Embedded Security User liillaaan lviidan Start > All Programs >
HP ProtectTools Security Manager

2. luuwséhudhe adn Embedded Security uazadn User Settings
3. luuwsduwn 16 Embedded Security Features ain Configure
Jansanaiandunmavinuwes Embedded Security User aziilaaan

4. vheuanuziihiviinge

& wnuva:  lumaslddinafidasads amezdasimuaa laanuddmalildluiusesddineana e
Embedded Security idpnau win lidluZusesddnea anfswnsnvedulususes ldananisnuesnly
%u504 (Certification Authority) SmFuduuziinfofumsmuuasdinavesaauiaznmsve3ulu3uses
fanoa 150035 deau lavves laatouddiua
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Nu

winnnean g i desdunan amsmnsainnuan daee LU

madavis IWauas Inaeas:

MsaazIudiuaiingvis

M3l lasWanudaeafiodiuunna

nisNNMeAN PSD uin asmazanwsand liinwsiiaiusesdon I desduiiofanaauaisse 1 mnntlausvisruvos
aeieflh dessiu ldnndes amazansnsniing PSD 1dlasassann Windows Explorer

s IWduas Inaines:

wWevhaudu Iwaignrdihsia TR sanngunasidsee 1o

s sndn s L Insduaz IWataeasuums@du Windows wintiu Tsisnananidnsvia IWsias Inaaasun
wWiGdu MS-DOS
Tsisnsnandiadia IWdszuuuas afnnduda was IWaivinsiae: luanunsaduda le

madhsialnaieesina tesann Iddasnsinazaiuanduthveswiland

ulguemsnauazgnisan lapda ludid Wenandhsvia IWansa Inataesilluaiasn ngunamitiazanslvuulah
mnaaadslufusesnsidhsdaiasfisiud amazamnsaldiolaudmsiduiienaasiadonavesnm

Tumadnsvia IWauaz 1Waiaes:

1.
2,

4,

aana N Ikdnsa Inaine siamdesnsidn s

aan Encrypt

aantianddenladudenuildasie lUil:

e ihmaasuutaunlifulnaeesiiivindu

e hmadsundsenldiulnanedil TWuaeestooiiias IWai

aan OK

MRS FUBINATALTN TR

Embedded Security 1hwlvinmsuaz Sudwmaiiingia 14 uadunsuarnanafulasdvedfivllsun el
ihgBavednm smSudenaiindn 1)saanisldeou latives Embedded Security wazisldoaulasl
fnSudiNavIn

mafsunlassisrusesl | desdu

Tumadsundassdariuvesde 1 ddediu:

1.

2
3.
4

18an Start > All Programs > HP ProtectTools Security Manager
Tuursshudne adin Embedded Security uazain User Settings
Tuuwsshupn 16 Basic User Key password ain Change
ANWIERHUG UGN Aoudaazduiiusiarus v

aan OK
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myrhnudugs

NIRRT aNALAT N IUNAU

aauaniiinsdhsesdionawss Embedded Security azaaunasiaiiviilsznaudpdonansiusesitazonisonau
lunsdiAfaaaniau

maasn Ildshsesdons
Tunmsa$ Inddsesdona:
1. 1§an Start > All Programs > HP ProtectTools Security Manager
2. luuwsdnudie adn Embedded Security tiazain Backup
3. luumséuwn ¥adn Backup 3ansanisshsesdianaves Embedded Security azitlasan
4,

Mmenuauzinininge

masundudenamiiutesann IWdssesdona
lumaisundudienaan IWdfsesdions:
1. 1den Start > All Programs > HP ProtectTools Security Manager
2. lunwsénudhe ain Embedded Security tiazain Backup
3. luuwsdhuan lviedn Restore 3ansanmsssesdienaves Embedded Security azitlasan
4.

e uziiviinge

maasusiaruvesi duinves

lumaifousisruvesiiduidwes:

1. 1ian Start > All Programs > HP ProtectTools Security Manager

2. luuwsénudie ain Embedded Security iiazain Advanced

3. luuwsguwn 1é Owner Password ain Change
4,  Ruwsdsrudidnssiduives neudwazduiiusrrudi lndvesdiduives
5

aan OK

m3Sida a4

Hauaszuussnsaws dsida simmuadldhin swSudenyaisdn 1Useaiiislduuvean la

mailaldnuuaznstlaldnu Embedded Security
fganuiuld1diactaldnuamaniid Embedded Security ynnamdasnmsviaulas lildilsiduannasads
amantifves Embedded Security ssnsalaldaundedaldnulalu 2 ssfuiiuanaafiu:

o  madaldnuihasn—deldduionit anmdseadumuluazanitlaldnuinaitlasialudifidesaandn
Windows édeniithanld lafudldnnaudauiesndu

o matlaldnuams—idelddnaeni suiludedldsisrimvesdiiuiwoniadaldnu Embedded Security
dnass sentlvihanld ldawzdndudauaszo

28 1n 3 Embedded Security sh5u HP ProtectTools



matlaldanu Embedded Security iflunmsmis
Tunstlaldau Embedded Security 1flumsnnns:
1. 1den Start > All Programs > HP ProtectTools Security Manager
2. luuwsdnudhe adn Embedded Security Liazadn Advanced
3. luuwséuan 16 Embedded Security Features aan Disable

4,  vnvisiadussiduihveuilowsend uazain OK

maialdnu Embedded Security viisantlaldanuatmis
Tumsidlaldau Embedded Security sisanialdanuatinenns:
1. 1den Start > All Programs > HP ProtectTools Security Manager
2. luuwsdhudhe adn Embedded Security tiazadn Advanced
3. luuwsdhuan 1¢ Embedded Security Features aan Enable

4.  wnvissdussiiduihveuilowsend uazain OK

maasuiheddlas 43 sansidfoude
madfsuihodunudugwesdquaszuudaieldansaians ddu uazans leuddiazlufuses

fuFunuandoaiiniumadiouine 1dsaaislduuuseulatives Embedded Security

mavinudugs 29



4 Java Card Security §35u HP
ProtectTools

Java Card Security §w%u HP ProectTools §an1snmseien Java Card uazmamuuaendinduldnusmiu
uiluiwsw HP Smart Card il Java Card we4 HP iflustnssianudaeasdssuuaaaiinilesiayaminsiasey
ANunNded dedadldiimsanazsria PIN e lvmunsarihldaou indeufunsldtias ATM uazsvia PIN Java
Card suninldlunmadnldnu Credential Manager, Drive Encryption, HP BIOS wipaauinlinuleas wad
NRATIDDU

Weldanuiasaivues Java Card amsnansnvinauene) @e lui:
o ihganantiGenuannlasaioves Java Card
e yhunufugAidmdeananinaasitale linuminMaseuanuandasras Java Card luvaziitlainias

e mwuaa Java Cards iamzdwSudiauaszuuuazild flddesld Java Card uaziiswsvia PIN Aaufiszuy
Utignsez1vaa

o duuamddpusiia PIN fivhsnldasraseuanuandeswesild Java Card
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il
Nuin
wih “General” auana ldaainuense) desa lui:
e uldwusvis PIN was Java Card

e RondMBIuNMsanIauuANWYIRNITNNISA

B wanuwia:  shaumsalding Java Cards wazasninnsa aasudidiinanld ldamzideamidsnumda
HNNNUTNADLHUUADNRIAD S

aalasusiis PIN w91 Java Card

Tumaiavusvia PIN w4 Java Card

B vwnwwia: s PIN @04 Java Card PIN desddnuseiluda 4 uaz 8 ¢

1. 1dean Start > All Programs > HP ProtectTools Security Manager
Tunnsdnudhe adn Java Card Security uazain General

1& Java Card (w¥ans#ia PIN ifiet) asludhaumsa

2

3

4. Tuuwsdhuan lviadn Change

5. luleezfionfiond Change PIN lvifiuwsiia PIN faatiuaslunaes Current PIN

6. inwaria PIN Tusiaslunass New PIN waziinwstia PIN 8na3sadlunass Confirm New PIN
7

aan OK

MIRANGIUNTA

alvuulain laidendawmsafinndedluanuilasadiovas Java Card neauld Java Card wn liildidendraui
anded anantiAuae bivnnunieuaada ligndes uannniiu lasesdeumsades ld3umsdiadeting
winzan 1uiuaes 14lushiansatnsaives Windows

Tunmsidensheumsa:

1. 1den Start > All Programs > HP ProtectTools Security Manager
2. luuwsdhudhe adn Java Card Security Liazaan General

3. ld Java Card aslughsrumsa

4. lunwsenuan 16 Selected card reader lvindndiauiigneias

auild 31



NUDURN (HALRIZULLVINTIW)
wih “Advanced” aunnaldnaiauenee deee Ll
e  waunesHiw PIN we4 Java Card
e ouielvifiu Java Card
e mimInTImeUANNNdudailaindosly

o msdvesdonanarmaionau Java Cards

B vnowia:  aadesiienindvesdauaszuy Windows iwsusasnaniiy "Advanced"

nmsmwuuasvis PIN w94 Java Card:
amdaaiuuadauazvia PIN T¥fu Java Card reufiaziihmsatiumnldluanuilaeasvuss Java Card

Tumsrviuasiia PIN we41 Java Card:

B wnuva:  3va PIN w09 Java Card PIN dasiidnuszimduduas 4 uaz 8 6

1. \den Start > All Programs > HP ProtectTools Security Manager
2. luuwséhudihe adn Java Card Security uazain Advanced

3. ld Java Card lmiasludraunsa
4

1o laezdeniiena New Card ila lviinwde luiaslunaos New display name vinwiviia PIN Tvsiaglu
naed New PIN uazinwsiia PIN lTusiadlunaas Confirm New PIN 8nasq

5. aan OK

maedle lvifiu Java Card
amdaadete Ly Java Card nauflaziihnmsatiuaaseuanugndeaiaidainias
lumsésdalifiu Java Card:
1. \&on Start > All Programs > HP ProtectTools Security Manager
2. luursénudhe adn Java Card Security uazain Advanced

3. & Java Card adlugsun<a

B wnuvia:  winnaas i laassiia PIN swsumsail laszieniiond New Card azilaoan iie lvinasiuwide
wazavia PIN Tvisi

luuwsshupn 16 Display name adn Change

4

5. AuWdedwm¥u Java Card aslunaes Name

6. wuwstia PIN Yaatiusniu Java Card aslunaes PIN
7

aan OK

myamMsaIseuaNNandeudaiandas 1

wWadlaldu manmeuanuandaadaitlaniasldazszuldamld Java Card iiaidnduaaniiine
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duasumsitalinuminsraseuanunndedidailainiaswine Java Card iipndesfivtunaudis deee Ui

-

waldnumastivsuumansraseuanugndeiailiainiaswine Java Card Tumamnuaen BIOs wiama
AIANDNRNADT

2. Waldnusesumsnsaseusieitaniesse Java Card luanuasasiy Java Card

3. sHauaztaldnu Java Card vesdauaizuu

mafaldnumsnnassuauandaadaitlainiasdis Java Card uazmas$e Java Card swmuia
LRITUU

Tumaialdnumiameuanugndeadaidandeslies Java Card:
1. 1den Start > All Programs > HP ProtectTools Security Manager
2. luuwsénudhe adn Java Card Security uazaian Advanced

3. ‘& Java Card adlugigumisa

Z venoa:  wnnaas i ldasdauazaiia PIN dSwmSumsail laezdenieny New Card aziilasan i lvinm
AnWdauazsvia PIN v

4.  Tuuwsénuan 1é Power-on authentication \iennaasdiniian Enable
5.  wnwWsRrumMIdeaneninesuesamadlu laeriendend Computer Setup Password Lazain OK
6. wnamlilditlaldau DriveLock 15uan Tviuwissia PIN a4 Java Card uazaian OK
- %39 -
winaaudaldau DriveLock 13ua:
a. @aan Make Java card identity unique
- 130 -

aan Make the Java card identity the same as the DriveLock password

& wwnavia:  wn DriveLock ilaldnununaniinas amsmnsndadiauves Java Card Tvimdaudiu
st i 14 DriveLock d4azaunnaliinmasiasreuanunndasuasiis DriveLock waz Java Card 1é
Towldiawz Java Card ifiaiandunauininnes

b.  wawsnzan Tviduwsiarunld DriveLock aslunaas DriveLock password tazRuwsianuen
\@enfuiiadlunass Confirm password

c. WwuwWsvia PIN w94 Java Card
d. @afn OK

7. lenmpnwian e IWdmaddu 1¥edn Cancel iWaa s Idmadaulunmonis nieadn OK uazviau
Muugihuunihae ludmnsamasisastiona HP ProtectTools iwaa$ s Indamadauluaauil

B vwnuwia:  dwmSudonaiiaés ail “msssesdananaznmaiiondu HP ProtectTools Tuwiiih 87

mas$1 Java Card el

B vnuvia:  mianameuanugndeadailainissazmianvesdauaszuuazdesnnasanionse Java Card var

1§
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lumas$ s Java Card vesdld:

1. 1§an Start > All Programs > HP ProtectTools Security Manager

2. luuwsdnudie adn Java Card Security tiazaan Advanced

3. ld Java Card fiszihanldilumsaveidld

4, luuwsenuan ¢ Power-on authentication a@n Create finann User card identity
5

winwaa PIN dwmuild Java Card wazaniiuain OK

matlaldnunsasessuanuandeudaitlanias liéw Java Card

Weamia linuminsraseuanuandeudaitainiesne Java Card amd lusuiusesld Java Card iwaidnis
AanmaTanse 11

1. 1fan Start > All Programs > HP ProtectTools Security Manager
2. luuwsdnhudie adn Java Card Security tiazaan Advanced

3. & Java Card vesHauaszuu

4. Tuuwsdnuan ¢ Power-on authentication lvignaesdinden Enable
5

Anwsis PIN §w¥u Java Card uazantiuain OK
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n1asmiuaal BIOS s wsu HP
ProtectTools

mamuuaai BIOS swiu HP ProtectTools ahuldamanunsndihldgid@nnsdeannaniuns suazmsmuuae
anwdasadie 49lviild Windows ssnsavdhldaminsazsnuanudasadsvesszuuiinniamsdipyiddnisaem
Ao @as stienmplunsiviuaen BIOS swu¥u HP ProtectTools léia:

e File

e  Storage
e  Security
e Power

° Advanced

wowa:  Mastdusuudsniudiionneananiines lasawz onananaiu ldduatfudonanisdedves
F1TALITANE

nsfmvuaa BIOS aumm’lwﬂmaﬂmim_lmimmmqq Yasnaniaasienaings ldiamzdwnsna F10 e
Buduldnuniedhgnmsfaaeniaees wWeldnsinua BIOS amsunsamminny seasdene se lui:

o Famywimruidailainieulaz siriusesdaiaszuy

vad

° ﬂﬁﬁuﬂﬂ'\ﬂm&ﬂﬂ@lﬂu’] °l.lENﬂ']i@]71%&'@Uﬂ')ﬂ“ﬂﬂ@]ﬂ\imﬂLﬂﬂlﬂ%ﬂ\‘l G} mstﬂ@‘lﬁqmmmﬁfuﬂuumimaaﬂau
ﬂ'J']Nf]ﬂG]EN@YJUﬂ'l']ﬂ»lﬂﬂaﬂﬂf_lﬂ']ﬂiu

o aldnuusstlaldnuamaniiansaus iwu miuanndefineasen ld niawssnansaursou

o  Muuam@NionmMIua 4Tmdsmadaldnu MultiBoot uazmadivusmdunsua

woa:  aaantidvavnavesnsmuuan BIOS §w%u HP ProtectTools snsnaa i léiainmsdsen F10
fwiuduuiihlapazidoaifuafiunmsldmsdaan F10 1saq adeyfiafinsdemaaniinnas (F10) danwianfiy
1N3DINBNNANDINTDIWIAN BIOS
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File
¢inden File molumsmuuaen BIOS &w¥u HP ProtectTools $avdianaseus iy viiavesluswmians, douas

su BIOS veos3zuy, lasiadey, diuatiuiues 4av dona File Aiswnsaud Lo lddiipseiadon dude vanoiaans
GamuAunIwg donadue) Hnue ks mFusuvintiu
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Storage

¢indan Storage mulumarmuaei BIOS §wuiu HP ProtectTools Samdianaiisniivalnsaiuaviavuaimuiua
a I luszuuaaniunes uazliausaninszumsdeeandmnivednaiivanit masseniivin e lalu Storage Té
LA

e Device Configuration
e  Storage Options
e DPS Self-Test

° Boot Order

Storage 37



Security

duden Security malumsmmuuadl BIOS §w%u HP ProtectTools ifudunisauinandmiumadeaiamna
ifpfivanulaeadoias sianu msfeeiiden laun:

e  Setup Password

e Power-On Password

e Password Options

e Smart Cover (UN3W)

e Device Security

e Network Service Boot

e System IDs

e  DrivelLock Security

e  System Security (U19u)

e  Setup Security Level
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Power

¢ndan Power malumamuuaal BIOS sy HP ProtectTools $armmadiedsniuaiuannsian s
fiszduansauls maseniides leun:

e OS Power Management
e Hardware Power Management

° Thermal

Power 39



Advanced

massamelumamuuaa BIOS §w%u HP ProtectTools ldfwisudldduas nisdaanmanil lein:
e Power-On Options

e Execute Memory Test (114314)

e BIOS Power-On

e Onboard Devices

e PCI Devices

e PCI VGA Configuration

e Bus Options

e Device Options

o  @udean AMT
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Device Access Manager §%35u HP
ProtectTools

3sfiennuieaduiiihunld ldawmzdidudauaszuu Device Access Manager $amnsaauanitFuues e
fuFvetniniaiuiazudedona (Wesa USB, COM & LPT, lasildd, minduinafinaniiaiisn, ia3aaiamuina
fuuaaa 4a+) uananii Device Access Manager flasnanindamsilduaznaniflfiRefamanslunmsam
iow auge wislfiastionauuansans
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ANLSHUSMIRIUNRS

fwmsumaldlds lWdatnsal usnssaunis HP ProtectTools Device Locking/Auditing azdiasvitnuat iilanm
wenenwiaz 14l IndatnsailuaSausn HP ProtectTools Security Manager auilanaasldnauiiionuinaseios
MA3NUZMIFINa1K30 [d adn Yes iiaisnusmatiu uazdsan ldisninulasda luiddnnaieiua swuu
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Simple configuration

v

amaniifdazaunnaldamdfiasmadnldlszinnassetnsnive lWi:

o Hofinemeen léviavina (Wasdtdan, lasiuuuitham, USB 1fudu) swisuifldnnaud ldlddauaszun
o lasi@ss/adyeniimmaiviuildnnaud ldludauassuy

e wosnaunsuLazwasavuuirnasm Il ldnnaui lalvddquaseoy

e ainni Bluetooth, duWsisa, Taidin, PCMCIA, ia3aaauinasdduuaas tazadnsal 1394 (FireWire) 14
nuas Il Linnaud ladladauaszuy

madfiesmsidnldszianvesednsaidnduildnnaui bilidauassuy:

1. 1dean Start > All Programs > HP ProtectTools Security Manager

2. luuwsenudne 1viadn Device Acces Manager 1niiuaan Simple Configuration
3. lunwsdhuan liRennassdnifenvesetniniifedfiasnsidnld
4

aan Apply

B vwnuwia:  wnusnmssiunis i lavinnued usmstiufszwenoaanduluaeuil adn Yes iwaaunna

5. aan OK
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Device class configuration (dug-)

sunsavhnsiRenisfiuieauanalvivensuniedfiasi ldnsenand lddsmiumadn ldednsaivresia avnsal
vdszianauana lddudeniisnansaimuadl Read Only wia Write

MIANE S onas
1. 1ian Start > All Programs > HP ProtectTools Security Manager
Tunmsdnudhe lvindn Device Acces Manager anniiunin Device Class Configuration

Tuswmsednsal lTedndszianvesetnaiiamdasn smviuaa

2.

3

4. @in Add nassldnayu Select Users or Groups a:iiladu

5. 1ien Advanced > Find Now Lia¢uwmnifldniananiiaziiin

6. eaanilduTonaniiazidinaslunemanlduaznaniden anntiuaan OK
7

aan OK

mauildnSenax
1. 1den Start > All Programs > HP ProtectTools Security Manager
2. luuwsehudne 1viadn Device Acces Manager nniiuaan Device Class Configuration
3. lumsmssdnsai Tdedndszianveselnsnifiamdosnmsiviuasn
4.  eanidlduSonaniinmidiasnsaunen tazain Remove
5

aan Apply uaadn OK
mafiesnsidh snsurldnsenas
1. 1§an Start > All Programs > HP ProtectTools Security Manager
Tunsdnudhe lvindn Device Acces Manager aniiunin Device Class Configuration
Tuswmsednsal ladndszianvesetnaiiamdasn smvuaa

2.
3
4.  nmulé User/Groups lvinanildn3enanitaz fiasmsidn
5. @an Deny fiatdnn Wldnsenanitezdfiasmsidnld

6

adn Apply tazadn OK

mysugamaih 14l ssianvesetnsaidmsuld livilsaunelunas

A snuaNa Wk Idwilsawdn dadnsnitdszianuis luvsaidfiasmad lddmsudldaudus damanalu
NAN

mvauanam e lddunsuidlduisen ud luldauanaliunnas:

1. 1fan Start > All Programs > HP ProtectTools Security Manager

2. luuwséhudie lvindn Device Acces Manager aniiunan Device Class Configuration
3. edndsinnasselnsnifinadosmsmuuadn luswmsatneal

4.  nmulé User/Groups lviiinnaniiazifiasnsidin
5

aan Deny fiatdnee) nanfazdfiasnsidnld
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6. lufislnamesietdnuatszinniidesns uaziinildiamzianzas adan Allow iRelinsiinldam

7. aan Apply uazadn OK

mysugnamatthldetnsaid ladmidsdndud | duisauneolunds

amananInauane Ll lduilsauin lan saidhlasdmis lusasidfimsmadn s wmsudldaudun damanslu
nandwivadnsaiioinaludszianiiu

msauanamadh ldednsaidhladmidsimsudlduisaumelunan ue lieuanalviunnas:

1. 1don Start > All Programs > HP ProtectTools Security Manager
Tunsénudne lvindn Device Acces Manager anniiunin Device Class Configuration
Tusemsednsal Tvedndszianvesetnsnifiaadosmsivuadn uin lufislWaiae Sietduais

mulé User/Groups lvilAunaniiazdfiasnnsidnld

2

3

4

5. @an Deny fietidnsq nanfiazUfiasnsidnld

6. lufiseUnsnianzianzasiezeuana lviunildlusnsmsetnsni
7. @an Add nassléineu Select Users or Groups aziiladu

8. 1ien Advanced > Find Now iRadumildn3ananiiaziiin

9. eandldiezaugnalvidnld uiadn OK

10. @dn Allow (o lvansidnldau

11. adn Apply wazadn OK
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7 e lesdlgi3u HP ProtectTools

madnsvia lasldmsu HP ProtectTools snansntdnsviadenanniauuansa lasddudon, wisadu wia
;e lasilvanadn iketlesiiu lulvivanad lild3ueuanamansnamdonadsnan Ia

A daniris  wnemdedulaaznaunsiadiluaanaiinia lal amdesnansviaued lasiAnniihsiaviaine
fou vnam laivih amaz lissnsavinlddeyauu lasiiiaia e Liundam Idamzidoudonmasundudonans
ihsvilasdl (Tdsaq “masondu Tuniih 497) msdiadaluaansiinsvia lasidnaise: litlanmsldnuiiamdi
lgnula sl sva
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NN39AN1INILTN IR
madhavialaswl
1. 1den Start > All Programs > HP ProtectTools Security Manager
2. luuwsdhudhe l¥adin Drive Encryption wazanntiuain Encryption Management

3. luuwsdhuan lviedn Activate matinavia lasWsmsu HP ProtectTools Wizard 1iaati

>

difideanauuzihuunineiie limsdhsita

B vnowa:  eadndudosszuunudsn alnsaifarfuiuounay wiaundensiaiudun Mdeusadis USB
fidfayan1at3unduiazaniatiy

wisumaidhwvisdiu
1. 1dean Start > All Programs > HP ProtectTools Security Manager
2. luuwséudhe 1¥adn Drive Encryption waznntiuain Encryption Management

3. luunséhuwn 1¥edn Change encryption ifandariiaidnsvialunsasldaau Change Encryption
wannin OK

4. @aan OK 8naTaialsudumsdnsiaiu

mIneaIvia lasw

1. 1dan Start > All Programs > HP ProtectTools Security Manager

2. luuwséhudhe l¥iadin Drive Encryption wazanntiuain Encryption Management

3. luuwsghuan Tviedn Deactivate
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vl

1. 1fan Start > All Programs > HP ProtectTools Security Manager

2. luuwsdnhudie l¥adn Drive Encryption wazantiuain User Management
3. lunwsdumwn Tviedn Add asndenldlusons User Name wiewnwdon L lusios Username adn Next
4.  AnwWsvaru Windows fwiduildiiden wazantiuain Next

5. 1denismanvaseuanunndasdmiudldlui uazainiiuadn Finish
auifldoen

1. \5on Start > All Programs > HP ProtectTools Security Manager

2. luuwsénudie 1¥adn Drive Encryption wazantiuaan User Management
3. lunwsduan lveanderldideaulusuns User Name asin Remove

4, @an Yes iafiuffuhamdasmaaudldaiiani

wasulmau

wisuizmansraneuanuandesirIuslld leei:

1. 1den Start > All Programs > HP ProtectTools Security Manager

2. luuwséhudie lvindn Drive Encryption uazaniiuaan User Management

3. luwwsenuan Tvidenderldanens User Name wazanniiuadn Change Token

4.  AinwssEu Windows wewild uazantiuain Next

5. ideniSmInemeuamnndedlvid uazaniiuadn Finish

6. wnaaien Java Card \{luisminsraseuanunndas Tiaamiuwssianiu Java Card iide l@$unsuds uas
Nntiuaan OK

4 Qs '

MIAENIU

Yo

e aRkunIalasuisnmsnameuanuandossmTu 4 laeil:

1. 1den Start > All Programs > HP ProtectTools Security Manager
Tunwsshudne lviadn Drive Encryption uazaniiuain User Management
Tunwsshuwn Tvidenidldannuns User Name wazanniiuain Set Password

2

3

4. AinwsrsEu Windows wewild uazantiuain Next

5. ideniSmInemeuaunndedlvia uazaniiuadn Finish
6

winaauden Java Card ifluismanamauanuandad Iiaminwsviariu Java Card 1ie léd§unsuds uaz
Nntiuaan OK

un7 s lasWgu3u HP ProtectTools



ANILIDNAU

fewnaIMIMIInmanulaeasuid liamdss Uil

o nnamAnIREIU amaz lusmnsadh g lasdidin sdsvesam 1é atnelsfionn amevazamndoufuuinig
masundudenamadhsvia lasiliieidaldnulvaaudnldaenfiinasinaman swaniu

o ampnIdsdmTavianadimadnsia lasiuuunudsan aUnsaidafuvuuunwa nieunsiamsdaiudue 7
Wansiadn USB

msamzifsufiuusaamasondudayamadnwialasd
1. 1den Start > All Programs > HP ProtectTools Security Manager
2. luuwsdnudhe 1¥adn Drive Encryption wazanniiuain Recovery

3. luunsénuwn 1¥iadn Click here to register iinwionafisasnaiiie liunaunmsdisasionannuilasade
LSRN IO

massestonaddmaidhvia lawl

1. 1den Start > All Programs > HP ProtectTools Security Manager
2. luuwséhudhe 1¥adn Drive Encryption wazanniiuadn Recovery

3. luuwsdhuanliadn Click here to backup your keys

4. Renududsn atnsaiaifunuuunay wisuwdensiaiudun Mdensadis USB fifiufindonanisisondu
waznntiuain Next mainsvia lasddmdu HP ProtectTools Wizard 1ilaati

5.  dfiidenduuzihuunineiiessesdenadtnsidsvia las

B vnmwie:  aadududosizuunudsn alnsaifaifuioounay wiaudensiaiudun Mdensadis USB
fidiananat3unfunazaniatiy
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Credential Manager §1%50 HP ProtectTools

aafinatia

TNuazidua

55ufily

m3lddauien Credential
Manager Network
Accounts gfldmunsniien
iy lawsuiatiufings e
ldmsamaseunmnndad
TPM ui dudonilazla
MAIYIU M IR
FAUANNONFRIAU Tavine
YNURL NN

msldmsnTaseuanugndad TPM Wl
Igfeniingnaniuaasladawitiiu

msldia3esia Credential Manager Single Sign On
auanalinsemauaugadetindoun

Tususeslmean USB i
sunsnldnu lefy
m3antdr Windows XP
Service Pack 1

ninmafadsandinslmaun USB maad
nuidpuluFuseslnieu USB token wazas
#sen Credential Manager 1funma
fonuihudnid USB Token vz laifdeglu
TwmauTe lidedlu Credential Manager/
gina logon

Wievihmafenniiuiih Windows §ansan
Credential Manager fannauin
Credential Manager lusiuazidonn
wnmiudendiwiindnais msfeniinin
wuazguiiumamaianudulng

Pamnilifeduamziu Windows XP Service Pack 1 14
Fwaaasiuuas Windows version 1ilu Service Pack 2
#u Windows Update atininneiad

Tumsvirnuseun minfisd Service Pack 1 ai lviiannduidn
‘11 Windows dnaFslaonsldlususesdue (svimeiu
Windows) iiafiaziansenuazdenniiuidh Credential
Manager 3na%s

v iuwateUwaleduss N
dafiananafifiaudldan
N3N ITVIUNTaNMIVINUBEN
ANLTOE

vuelwiindunuuiungamvitaunay
SuudsianaInIznINMsBnENIULLD
Wantun1svinanuwes Single Sign On ¢
anau ! lusdsnsvdoudmvdesiinglu
Internet Explorer ifuia3asisnousasiofia
wnamAadu

Credential Manager Single Sign On laiat{uauudu
Sumesia iuvensiStwina sl UMM sETiuaUY
Single Sign On susuiuwariszudrimstanmsaivaun
Single Sign On Tdsaqranansilszneuuuuidud Single
Sign On dsfietlu 1Wa3514ves Credential Manager

wn Single Sign On #iszy s saunidnuadwiiaduiile
16 Tsedadorhouimsuaziheativauuses HP uaziowwe
MsstuauuaGU 3 Hiumadaaashou3msves HP

Tsisishnionluiis Browse
for Virtual Token sz1i
JuaaunIIRanNLN

#l4f lsimnansathosumntisoesIn
wnadouassitameidoulslu Credential
Manager titasannduiont lfsmasonai
AU TEUINANMIRINE LA NNLRAAY

fidenmasonafignaunnmstiiauenanimsiilaatiuiies

nnauana i Idlsdldaunazifoude IWd ldnuiahms
auan Windows

fontihdunsnIIRaL
anuandas TPM i lalvish
18an Network Accounts

msldéiien Network Accounts il
swnsndentiydlamuietiuinag ideld
ManTIFaUANNgAdRY TPM wi dudend
2z limsnsavivnu

HP vinms@insuuamand luie lvinandusifidseansawa
fatulusuran

Hauaszuulawu iz
ilasusvisrures Windows
wivldsumansreseuanu

NG

manszvihiifedunisanndouaszuula
wudoneau I lawmmazamzidoumsszy
Tawugine Credential Manager Tapn 3l
figdanivadauaszuuuulamunaz

o Iaeslada Warauaszuulawmuwm
pavihmaiasundassdariu Windows

910 Credential Manager dauaszuuaz 1¢

Credential Manager liimunsnuasussisrutiydvewld
Tauuurinu Change Windows password Credential
Manager ssnsnuapusdsrussnaninnelada lévi
fu Wl lawusmnsaapusisiussan/iserudiiion
Windows security > Change password 1 1iiasan6
T Touu Lisitiydvmemaawuuaeniiaimaslada
Credential Manager ssnsaifousdarudldiinie
fonudh leiviniiu
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shasinutia Tuaziiua S5unla
Sudefiawanansienaaudil: User
account restriction.
MR NIHAUD DS asudusad Single Sign On @eeetiufin - HP vinmadnsnuivnaud lnie lvindadasidlswansnmwd

Credential Manager
Single Sign aasazdaiiu
maudaudoudanuie
Joafiumain

#lilansnlusid ot lsdann iWemansei
fovUesRDdanansinnasiud I sHRRUdY
Credential Manager vz ldsiariuiitiugin
Tamaannenaisn

a &
feiuluauran

Pavnaesanu ldmansadn
fiulgieie Corel
WordPerfect 12 password
gina

mnifldRenidn 17 Credential Manager 1%
s51aensslu WordPerfect waztiufings
nstlasfiudiusvsniu Credential
Manager 32 Lz snananeunsosansu
wuudhumamanuuialudd gina swiw
W

HP shmadnsuimad lade linaadueifidssansmng
feiuluauran

Credential Manager l:i43n
iJn Connect uu11ine

mnlu%useswes Single Sign On wsy
Remote Desktop Connection (RDP) éiadn
i Connect Single Sign On fiallladna$s
ilou Save As Lane unuii Connect

HP shmadnsiuimad lade likaasueifilssinsmng
feiuluauran

F@ahumamviuaan ATI
Catalyst Tsimwnsnldifiu
Credential Manager

Credential Manager Single Sign On dia
wiafudgisimuaa ATl Catalyst

pnLlnM 34U Credential Manager Single Sign On

iWevihmsfenidn laom sl
MINTIIFBUANNYNG D
TPM 1l Back uuniinaeay
dhudufeniifelionisns
ATINOLANNANGDID U

windldldnsaaseuanugndesianid
TPM s5u Credential Manager ailou
a1l Back a2 ldmunsaviiauld ue
aunuiimsuaasiaaiandnues
Windows Tagiiuii

HP yhmsdnusnumaund ke lvikaasueiidssansmng
fetuluauan

Credential Manager az1ia
29nn InuaaLaudLeda
ANAIUAAT

\le use Credential Manager log on to
Windows lsiideniusinien msosuanals
szuwdh ludnmsdinmavinnu S3 uazantiu
PBNNNTNHAVRI5ZUUVRN Credential
Manager fanaau lUii Windows 1iaiila

Tondi laifimsdsansviarudauasseuy dldae s
swnsndeneau 17 Windows wiu Credential Manager
iesnndediauasindinnioweslas Credential
Manager

e  wnlifi Java Card/Tmau ildasnsnonidnms
foniinwes Credential Manager wazifldzwums
faniihwes Microsoft Windows efldasnsndenidn 16
flamil

e wnd Java Card/Tmau Tviffidansuumensud lo
go Il ldanuwpniinmsldnumalaves
Credential Manager 1davhnsls Java Card

1. @@n Advanced Settings

2. @a@an Service & Applications

3. @anJava Cards and Tokens

4.  aanifdelels Java Card/Tmauii

5. vhindessnuiendi Advise to log-on

HldaanduluFusesves
Credential Manager 1t
wuafignilasiiudy TPM
winluaa TPM antieannde
WReving

mnluga TPM griheenniaidume ildaz
sadvluSusesimuaiinnilasfiuds TPM

faitl@3umsesniuumu#

Tuaa TPM i léZumseanuuuiiadnilesluiuseswns
Credential Manager HP aauugivinlviilddsesionat
szuan Credential Manager Aauiiaiiieanainluqa TPM

Credential Manager Tsild
deenidunmssenidnundnlu
Windows 2000

Tenafidada Windows 2000 ulsunens
AoneaulzdsmmUTUEaIATIY
feneauuuumuauiawIanu lasda lusid
mniiennsaensaudalusdd mntfunsdaan
33anFi3udiuwns Windows azdae
Aoneauvasiauaszuuda lusd@ 147 1 uaz
Credential Manager a lsisnianenii

fait lasumseanuuu ui

winiflddasmsud lom s sedvsssuulfian sdwmsu
s saeneauvasiauaszuulanda lusifiiaduwsnsud
lufie HKEY LOCAIL MACHINE/Software/
Microsoft/ WindowsNT/CurrentVersion/
WinLogon

Credential Manager §w3u HP ProtectTools
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aaduota

uade

55udly

dan39ede: 14 Registry Editor mwlanm! a1l
Registry Editor (regedit) #i lsigndasmansavinldifiadlam
Houselddsenzvi linadeasdadaszuul fiidn slmisn
a%4 lifinms¥usesinmafaiymanntlda bigndeswos
Registry Editor munsaud lole

ToANNMT
feneaudmuiinfioszn
funse Lishawaeiiade
adind lddammIeamuiiiou

winif Milienmsionaauves Windows v
diidammaniafeuveaasineuii

s ngatlumarung Credential Manager
$ivein Iil: ammmnInniiuasamuudam

el srasdvsnILiadouvnuasnieUfaidondudowlvi
ldihmansrareuanunndasdsapiidosanaldnule
win ldmuuaa 13

TAudn mpRuwihfiadadanaawdn 11
Credential Manager
wiheMIRenaau 1i1i19e Windows Credential Manager e zmdvasmaniadeudaiiondadoulildinmia

Credential Manager § 5y
sfauzpad Windows 2000
insert card ifie liléiGads
U

Welcome aztuzrir v ld
sunsndensaue insert card 1o i ldda
3¢9 Java Card

FauANNONdad Java Card munsaldauld wnldrmue
i

Tsismnsndenidn
Credential Manager a4
nnmaddsuanluuaiind
amn i lawesinduuu
Windows XP Service Pack
1 Wity

ninnaugne lszuuvimsiieu lhiu
Tnua lawesiudunaz lnuakndias daua
seuuwdeldes lismnsavinsienidn
Credential Manager wazvitin
9edoneauvad Windows fimngiulsiine:
feneanluFues (swaru muRuwiiaie
w3a Java Card) fiien 14

Handidngiianudlolu Service Pack 2 1 Microsoft
TUsaafiunanuiiugiuauiues Microsoft 813301
http://www.microsoft.com fuFudionalRuLANTaR YA
Pyl

Wiafiszfenoau i ldidewuian Credential Manager
uazdantdn nisanvinnsdenidi Credential Manager il
wldEumsuiadeulvfenidn Windows (Fl4enaidenda
iFenmsfentdves Windows) iielidunaunsiendiasa
ANUTNE

mini ld8anidng Windows rau wianniiudldeesionidng
Credential Manager duauiad

Restoring Embedded
Security vi1% Credential
Manager lsivihau

dofiawaavas Credential Manager lums
ssnzifouluFuseslan wisanit ROM léan
Bondudumsdsaianlssnu

HP Credential Manager sw3utaliawaiavad
ProtectTools wiatihld TPM win ROM Ta3idaiiumadia
annlssnunisnnnsfiads Credential Manager

Sanuaeasds TPM uuuilshasnsnldanuldlusdisdnng
Gednnaniiaasued BIOS, msfwiuad BIOS sy
ProtectTools w3a HP Client Manager lumldau
Fuanundaeais TPM uwuuileen:

1. damstsmaeniineslasmadaniasaansiaes
aaniaes winniuna F10 Tuvmeziideanu F10 =
ROM Based Setup dsngatlunninoaswesmiiias

2. ldilugnasideidien Security > Setup Password ¢«
SARHIU

3. §en Embedded Security Device

4. ldihanasiieidon Embedded Security Device—
Disable l4inanasiiaiasuilu Embedded
Security Device—Enable

5. 3@n Enable > Save changes and exit

HP yhnsasiasaumsid lushiienanuasidoasmduma
daspendursvesand lusuinn

iunou Restore Identity
Yo NHLReaAuigyEoNS
Twfushalnauaiouass

e ldiduain 35wy Credential Manager
oM ITINAud i maedn
iuRdouassiinihaaianidn wiin
Credential Manager axiiln

iAo Feiamadoulfud fldfdons
nafoulmauinadufoduaimssmiu

fattl@sumseanuuu ud

i sneunsfiads Credential Manager lawd lsivinnns
UMy fuvesswuy (1B5uines) Tniauszgnviane diu
Tnauds biswnsngnlddenidr 168n wihmasuveslea
udvad lnauIzgnALANIUANTRUAIN T2

HP shnsasiaseumsid ludidenszozandimduang
L13ua
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Embedded Security §5u HP ProtectTools

faduutia

Nuazdua

55ufly

madhsriainanes
Tainaston uaz Inaduu
PSD vihl#ifiatleanuiaad
Taflanaa

mniflddaaon IWaduaz Iwames Ui PSD
wazwpeminalnaiees/ ws uie
Tnanes/ TWaaasten daaim Error
Applying Attributes azinngdu Wl
st avia Iwadideaduou C:\ drive uu
ansa lasiAdadgs [iRiens

faitl@sumseanuuu iuih

mathe IWad/ TWaieas 1uts PSD fiinsvia lndlnaiaaslae
Faludid lusuiusdes “dinving” A Iwd/ IWainas Adswenenu
rihaviaglaglduu PSD Taumsld EFS azvirlviiAndenu
mIuseiiniawanail

Tsimwnsnusasanduidn
apsfiuszuulfiamsdulu
uwaawan MultiBoot

min laswl lddsandmIumsuavasszuy
UATIANY ihessmnIngniidndgians
Buduvesuwiae sulunisszuudfiiams
wihtiu

fail ldgumseenuuu Tiud iletnanansduanuiasade

HAUATZULUANNNI0G AU
wisude wisdhuilem
aaslWaieas EFS fiiinavia

mahsvalWamesaz luvoew 4 s ldasa
foUANMNONdRITBANTasauaTuLIRen
au wiathuilomnaedlwainas

fait leFumsesnuuu uh

luamantives EFS lild Embedded Security TPM
Embedded Security ldwandiiauas Microsoft EFS uaz
EFS 1AulWa/ IWaimasaninmadn s mIudauaszuuiaviue

TWaimesidhsvingn EFS
Tu Windows 2000 vz s
uaasiign laladidufidn

TWanasiiiinsviado EFS Tu Windows
2000 v luiuaesfinn laladidudiden

fatt laZumseanuuu iuih

iluamaniifves EFS itlilslad IWainasiinsvialu
Windows 2000 uisilu Windows XP 53 L
Embedded Security TPM lédiadauan

EFS Tsignilusioslifsvianiou
i lnlafdhswalu
Windows 2000

mnifldifiads Embedded Security 1v
feneandulquaszuy wiiaonaanilaNEY
idudauaszuy dldmmnsag nd/
Tratmasanséiulu Windows 2000 Tasii
Tsifisvimsu nadidiAauawnzludigddaua
szuunsnun Windows 2000 viniiydnaua

5y

szuufines lddenidnuaa e lsiian seiiidu

faitleFunmsesnuuu uih

iluamaniidues EFS lu Windows 2000 EFS Tu
Windows XP asenuduaz liilvifldida 1wa/ TWaiaa slas
i laifisvimniu

areweiting liansdiads lineu
DU SHNAUG NI ST
FAT32

mndldwenosihmasonduansa lasdlay
msld FAT32 ag laidnadhsviaduden
fwsuWd TWameaslan Tauvmsld EFS

faitlesumsesnuuu uih

Microsoft EFS atfuauulamzuu NTFS uazaz liviau

uu FAT32 asaufidtiiiuves EFS va Microsoft uag lu
inndisefivsaneiivas HP ProtectTools

Windows 2000 User
awuwinttméiﬂﬁQLﬂﬁaﬂwu
PSD dsmsuasitou ($)

Windows 2000 User snsninuas llfiaa3e
28 PSD éonauasiaan ($) nauasiaten
sansavin Miiaseans lasmsldnmsuysa

dau ($)

PSD lulduadumadetinoaindnd udsmnsansswiums
upsigeu ($) Tu Windows 2000 wiriiu HP veuuszii1vid
simnwmAdestuiiyddauaszuumeluimue

Fldmun st sandeau
Td XML uniasdonfiusmiu
nMsIonaAL

Tawean ACL swisulnaiaes L lddeen ¢
fiu fldmunsadim¥andean Inalao laldds
Tangensla vinlu lusnsn s e 1de le
vihssnToau Indiud oz lidlasmannld
aaneiling TPM 16

fatt laZumseanuuu iuih

Flidaniidn ldunasiarfuanduiefetiudin/mannms
AaaannIiIestanNaved Basic User Key andnaa3aviini’d
ms$nmanulaeaduvssunwivsngasLazugivdl6a
Triveodhsdandeau IWdvessnasiaiiunasondu

HP ProtectTools
Embedded Security EFS
w3y Symantec
Antivirus 32 Norton
Antivirus vinma11nsvis/naa
sz sunu leuu
NN

Iladuihsdaudsfiuiy Symantec Antivirus
w3aawnu 11¥aved Norton Antivirus 2005

swinduaaumMsaLNL SERUDRY Basic
User azudadoudldsvimniunng 10 Twldlas
dazana vnifld Litdeusiimriu svimruves
Basic User azudafaunmnaial ms
auana 19 NAV2005 dufiumadiomasunu
@o lU madh s IWdlaonsld HP
ProtectTools Embedded Security EFS az
wudwde Symantec Antivirus w3
Norton Antivirus vivauat

Tumsaanadudulumssinuluaves HP ProtectTools
Embedded Security EFS #fldmsnntlousiimnunsign
SURNBUNIRLAUWIDNITNDATARNDUNIIRLLNL

Tumsaanaisuiulunmsdhsda/neasviadenalasnsld
HP ProtectTools Embedded Security EFS /14 lsinsun
1anm kU Auto-Protect uu Symantec Antivirus w3
Norton Antivirus

Trimmnsntiufinuvasdofiu
MISUNAURNAUAITTINDA
iheen 1¢

mnifld MMC wiamda SD idamisaine
WISVDIUNRITALALM S FUNAURALRUIZAIN
Embedded Security Initialization Ganu
usastedanaaszlnngdu

faitla@sumseanuuu i
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Trimuauumsiafiveauvasiaiumasunduouason
neatineen l¢ unasialiumaSondusansniaduou
laslin3atievie laslladadue uenanlasi C

Trimansainsiadenalan
Tuammiadon Windows
2000 French ({3aew)

Tsifimsi3on Encrypt idoadnunil lanau
Il

fAdemsnfavesszuulfiifnsves lulasaensd wndou
Auduainadu (19u W3 (Laman)) uinaden
Encrypt aziang

Tumsudladlym Tidhwia Wb 1l adnaniileasu
‘Ilsuaziion Properties > Advanced > Encrypt
Contents

dafiawmafiiiaduniiain
1ia IWddunmefdwinnms

AMUANITIN Embedded
Security Initialization

win IWdumeyimaueusy Embedded
Security leivihanilymitaziiaduse lud:

e lordswenesiella Embedded
Security Initialization Wizard ‘1#
Uftidnmdefawaaiiuaeee i
The Embedded security cannot
be initialized since the
Embedded Security chip has
already an Embedded Security
owner.

o fefdswinoauieida User
Initialization Wizard lvufiidansidia
fawanailiaadsia lUid: The
Embedded security is not
initialized. To use the wizard, the
Embedded Security must be

initialized first.

dffidansduaaulumsdduanna lwguse lui:

wnmne:  dilianasifoienraoiuy UM Ny Laziie
wisuen (pavivlunssidseuiiuenadu)

1. davaduduszuunenfinas v

2. na F10 deten F10=Setup Unnguuniihas (wie
Tiudd IWdyanameime s dufiaain)

3. dendufennmnfitvsnzan
4. na Enter
5. 3@n Security > Embedded Security

6. éwendiuden Embedded Security Device 1ilu
Enable

7. na F10 wenansumaiavunias
8. 1%an File > Save Changes and Exit
9. naENTER

10. na F10 weffufinmsifuuiiasiazaananngiiad F10
Setup

svsHIUpaYs Computer
Setup (F10) Utility asnan
anaveaauisamalald
1 TPM Module

Enabling the TPM module requires a
Computer Setup (F10) Utility password.
Wadaldnulugaunin gldssnantihis
wueen ¢ dehlvuaaaladamudoasidn
lilesaseluiaszumiesidaluaa TPM uay
v lviAem g Rovesienaiduly e

il leFumseenuuu 1w

svisnupad Computer Setup (F10) Utility snnnsngniin
aon lauif 145 sviaru et 15fony HP asuziieiaie
Felvisdsvirruvas Computer Setup (F10) Utility tlasdu
ARDALIAT

Jadlasimrues PSD ué
NMIUEAILND I UUIEHRINULY
RUAUGALIY

e ldfenaauszuunisannviimandng
PSD TPM azuislvinadl g avimunuues Basic
User ynif 14 il soasnuuas svuuding
AuausLe naadldnausriaruas lufetdn
e ldidniiunsnaly

il leEunseeniuuu#n

Wldfeneanudniuniteqdadlasimrmaes PSD dnass

Tigndudosldsimmnuiie
wavunas Security
Platform Policies

winldi Security Platform Policies (¥
Machine uaz User) Tao lasuiudosldsia
yaaa &£

Wuved TPM dwsudldidanivesiaua
FEUULUITUY

faitld3umsesnuuy.

Hauaszuulan ssnaaud lu Security Platform Policies
Tonfifivde luifim s suduasfld TPM

Microsoft EFS a lsivinm
I¢etisanugailu Windows
2000

Hauasvuumunsndinlddenadiinsiaun
seuuland i simniuinndes nndauay
svuutloustinriu luinndeawdeuniinnaadld
aouavimEu IWafidh simazidadumadaua
seup @l simruinndes nyiiivae Ams
enanutasadpiildidevindnsiadona
aaatilutigddauaszuunuu Windows
2000 whiiu

fviuaen Data Recovery Policy Tangalusifiieimuaria
waszuuuwataudmadau et 4 limun savinduun14
16 (lunsaidldswimmdanseunidnnaesldnay Enter

Password) Iuaiiagnnansiialasdalud@dudinisisundu

1iesa1n Microsoft EFS. shwiudanaisndu Tusaafiumn
anumamaiaRuguauiues Microsoft Q257705 #
http://www.microsoft.com

a3 imunsnnnitlalaod 144 liladauaszuy
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1doqlususes szuaasin la
wdaiie

wi4InmMadiaen HP ProtectTools tazvi
m33u User Initialization Wizard {14
sunsnqlususesiienn abnelafiawm ideqly
Fu5e7 zuae bivdefie aneiilususes
munIngndadsiieaitlanmaninfitudiads
mafads livihlvidede e

luZusesiiasundodes livndeie luanmwiiadenszdu
adensigafmuaaatainzan lususes EFS fleanla
wihsnuesnluutewaziindedonesulad

dofawmaiitinuesnsiin
saznaa s duzoe):
duaauid lumansodn 14 Ws
Idwaeiumagnldlesdu
aaudun

defanaaitiuszpye atiebviznimaia
M IviErIamMsneasia IWa lusening
Iladnnldlapdunaudue udin ludnie
Taasiseananasuszuulfliinmie
waLwaladudus

Tumsud luvmsdiades:
1. Bdumaihanuvedszoulvs
2.  donean

3. dendhndu

magaiodenalunvasda
ifiufineaiinean léiAadu
mnunasIaLiufignaenasn
fou luilsmsairuioms
Toushodionalus

mIneauvissdaIALBManaatu anda lasw
MultiBay faaauaas PSD fiduas laasedin
fawmauasArdai/u ludoya T
PSD uisaniiszuuiaansn PSD az liaas
Tiumadasundases Idiifaduluume
unssiaiiviinensen 161 et

Payniiazwy Idamzmnglddnld PSD udinea

;e lasdneuwinasirnselousedanalwiiaSeanugnl
wndldwenonadnld PSD Weanda lasifineardnasn 16 13
Fegluihatiu deanunsasdofanamafinaasaniusin the
device is not ready

R NIYMInUMIAAARA
w14 Tl Ty
wazidatadesdemaianisén
1ien Disable a2 lsifiat)
Tdsunsuaunmsfiadsay la
aiiunmade ldaunseita
n3osfiams¥amsazaniland

Wldddnionvasnsnoumsfiadilaoi g
masnianmsldnu TPM wialasmsonidn
msldanu TPM fau (Huadesdions
Fan11) ntivinmaneumadieds maudinld
3sianmadamssniudodin siSneude
T 1o wnnmainduiiugu liviadu 6
iwentiavine limsnandng el e

wiesanifld lddeniaitlainiesions
Famsetsdatau (lanmandn Yes Tunaas
Témaunsuiadau Click Yes to open
Embedded Security Administration
tool) Tisnianmsfiadasnaunseiianiaie
msiaminnila winildadn No lunaadld
@y Nntiun3asiamsiamsez e
sz dunaumMInaUM AN

a3siomsiamai lddwdumssniinmsldanudy TPM ua
srudenaz limangnldanu ldonriuddildvia ludsneuwn

win Ll u§nthuien OK w3e Cancel tidefiazdiinuma
o lddutunsunmsnaunsfiada

sruuénaiiuszozn iiadu
“agINNIR3 N PSD uu 2
ey lduazmsldmsadu
Tduuwslumamuuaa
2452u 128-MB

TruyeREd i lasiduiaedasini lud
AMINDURUBIDBL T UARNWLAZINFILUAT
usesvesinduddeusu (fanaau) idemsld
MaFULULLSIEs RAM fidenfiae

dansdovad Root Cause ifluilym Insidslumaimiuaan
IBA NI

anilnaeludldsaidasnssn UMA maiien 8 MB wes
wipaua uazinie 120 wintiulvifuild 120 MB dgauas
ghoiaildd ldsendhuduazmssiud i sudeifiade
Hawana

nuwnensud laiiesuasruuuazaiuauuand liAnmM
fvuasuihsanu (HP Tudaswismsfmiuaas 128-
MB Tapensusudnluaannuiaaasis)

EFS User Authentication
(MIF9VRIVRHIU) NALIAN
@1 access denied

s IUped EFS User Authentication 1fla
nannInan OK dnasanianduananiug
RUAUGALIURRIIINUHALIA

Fanusvaadiieanuuusniie lvvaniausdlaymAu Microsoft
EFS 1ias519 30-second watchdog timer iiaasstiannu
uaetaRanan)

MILDTDITTUINM IR
2194 Japanese #iwu léludn
adUILMIVIU

AMAILUMIVITUIZAIHMAUAAILEINNT
AIANINBANBITENININTIWNIAAAITIDNLD

HP azud lalwgndeslunmseanlumoni

EFS Encryption vivnulé
Towd lidosfinslaswiaru
Tumsusdadon

Tesmseuanalviniafeudsmiusrariuus
Wldviuana msneasiaiiaasmmnsavin I
uulndnseluaians

anusnInlunmsdh s lidndudewihmsnnaseuanu
ANABIVBIIARKIU tTasnmanTAT Dussn st
Microsoft EFS msnaassiasuiudesldsiamuvesldiie

touasly

atiuRuUBIAaIian NN
dneads wine lildidenlu
User Initialization Wizard
UIMINNIANUAAM
Siaiiennulaeafognon

agaWsiTanndasassuuvildnazdizin
Trimuaumadsenves laatausdsium
(Outlook, Outlook Express »3@
Netscape)

Fnwazuuuil ldFunseenuuu Tiud mamruad1zainds
ardia TPM Tailévhumadisanmsidnasianaud lalu

2 laatauddmalaoass maldvesdiuaionnudaeadis lans
euazanauan lasuelwalnduvesindnsudu dw HP
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dafunutie TUazIdua 35udly
wamsldanuluulome auanalinmadende lufsmmuedwatadudinesdsmuuald
fmFurl dhudieslauiiud

msfumsldnusuwalvg
aTsiiReIUULIAId
NIRRT
nioUulATeInNR AR T
Buduneumihiidoudiuns
Aduandunas W
Tmauandu Twalvsies lad
HaFMIUNIAAY

msfumsldanuuinaluauuszuuses HP
ProtectTools Embedded Security 7 léi3u
dunaunmihilazyinmsisueesiunasdofiu
fwmsumsdauadetuaz Inaumsiaudas
Tsisinafumsidoudivues IWs xml

HP vihawReud ladaymmadoudiuInd xml uazezia
wionlaaiulilu SoftPag Tusuian

snsuddenoeulandalusia
a2 livivuseninadldvinms
1Sondulu Embedded
Security

dofiawaatiaduniangld

ezl susiulu Embedded
Security (msldeumiaiu—My
Documents)

o FidadUlmdumatsennnlsnulu
BIOS

o FynnaNIINDT

e I3nduWal3undu Embedded
Security luserinsdiuaaumasondu
Credential Manager azudlviif Ldmnn
szupmansnaenaau luii Infineon
TPM User Authentication Tap
Faludid wnifldiden Yes antiu
dunuares SPEmRecToken ag
dsngdulundesioanulasda luda

winduvusiiazgndes deanuuaasdioia
wanaeie lifezngdu: No Emergency
Recovery Token is provided. Select
the token location the Emergency
Recovery Token should be retrieved
from.

adnfitlu Browse uunihaaifaiiond i tazdunaums
UszanamaIundu

Multiple User PSD lsivih
ulusnwinadennsaiiu
#lduums

dofawaaiiiadudodldvawan ldasa
uaz'ld PSD ¢npdia lasilidienfiu wnwenem
sramasiudlduouiisevinadldide lvaa
PSD u#1 PSD valdiimesas Iimwnsnld
nuld

PSD ves{ldiimasazaansaldnuld minl  ddwmuaduie
Tiidenus lasldue niemnidldauan lddanaanudn

PSD gapatdnms kanuuag
Tsimwnsnasraseu levdai
manesuuaasa lasiuudi
5514 PSD 4u

The PSD is disabled and cannot be
deleted after formatting the secondary
hard drive on which the PSD was
generated. lanau PSD flamansanaasiu
16 uafennuusasiedanana drive is not
accessible azUnnagdwdenldwnemdn
14 PSD

#l4f lsimnananau PSD uazdisanuiidnngi
snuz: Your PSD is still in use, please
ensure that your PSD contains no
open files and is not accessed by
another process. i l4idai5unszuuiiad
azau PSD uay liluaanisansue

aufeanLuL: wnandaunIasdmsidensasiiiimsia
Wuvesdiona PSD msiaeslasil Embedded Security
PSD Tdniumsvirnuge 1 smisasaiwdeianaane
mafiadadosn 37 liwudons

anuazidua; nisnIuaatiee 1) masmeses lulvaauazs
Tdmunsnaumadiass PSD idnuazase PSD s

dofawaamelud ldnse
FOUNATUNAUNNLKAITA
iWumadsesdionalas
Falusda

wni L

e  afdn@dan Restore under Backup
294 Embedded Security lu
HPPTSM iaisunduannumasiaiv
mafsesdionalandalusdd

e ian SPSystemBackup .xml

mnifldiien SpSystemBackup.xml idodfludosld
SpBackupArchive.xml Embedded Security Wizard az
Tsivinaruland: An internal Embedded Security error
has been detected.

Wldidouion lWd .xml digndearaliiinfuianaiidasnms

Huasuiivivnules ldFumsesniuuiazinnusinnndes
atngl3imm doanunaasdeiawana Embedded Security
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ghahmasondu livinuuazdeanuuaes
defiawaasa lidazisingdu: The
selected Backup Archive does not
match the restore reason. Please
select another archive and continue.

mululildauiazarsmvuadeanuiiinsniuds HP
awRaindszdnsawlindadnsiiaddulusuaa

sruuaNNURaAULRASTD
fAeawmanmai3onduidnld
VRAL

senisduasumaisundu mndquatzuy
wendldiwatsondu Wi 1 lad¥uionaz 1s
smsnsasundudidewsesnsondulume
nia ¢ disanumasdofianain decryption
process failed azUngdu

#l47 L 1§ 3uFenannan ldsumaisondulasnsiida TPM
msfudunsumasondu uazmadeny Miiananaua iy
dutlsziiunseea lunduvivnu winasFumsisesdons
Tondalusid svdouiinilda lildZondunazdonamatiu
Funp wnmassesdenasvuulusinnienfiu 6147 s la3u
Ronnaumihil limmnsadafuld

uennil W lddusundumsdrsesdonaszuuitmng M
fsevfianavsuvssiafuamnInssnIaiSonduiiazetn d

mM3sda ROM szuuniuen
Bueungeau TPM

ma5ida ROM szuuiludniuduidau
TPM Tuifs WindowsResetting the system
ROM to default hides the TPM to
Windows. nssiii lsiauanalviaeweiag
anudaeafuiaduiiun seininndadiay
8% doya TPM fldisviadt ladmansaidhis

et

Tsigou TPM lu BIOS:

Hagfiadinsdsemnaaninuaad (F10) Tviimna i
Security > Device security 17 lusasdionaain Hidden
1flu Available

mafsesiiona laodanluda
az livhanusmtunsld
Tasvouidu

Werauaszuudsamadsesdenalay
Falugidlu Embedded Security aza44
ywmslu Windows > Tasks >
Scheduled Task Windows Scheduled
Task dauiiald NT AUTHORITY
\SYSTEM fwi¥uiing lunsvinmassites
daya mavihauldetinndasid
filasiladalan

Wedauasruumuuaaunuinsi sesdona
Toodalusidiietiufinnsld lasivesidu de
fawamamatszananaiiiosnn NT
AUTHORITY\SYSTEM liifignslumsld
lasilunaidu

manmsdtestenalapdaludd léfmuams
TumaiAeduidedanidh Embedded
Security TNA Icon aziaasdiannuéieo 1
ii: The Backup Archive location is
currently not accessible. Click here if
you want to backup to a temporary
archive until the Backup Archive is
accessible again. vinnmsTesdionalap
FaludfdmSunmiszy et lsiam dofia
wnamsisestionasy lifinsuaasmauds
dolawaa

uwnamsud lolumsuaou NT AUTHORITY\SYSTEM
1u (feaaniuand)\(Tedaua) difumsdaniudumnla
&4 Scheduled Task ¢udtad

HP shanuifedainsonnteennaniue luamiaadiunsag
AINGUNTTonanRuna\Talanaszuy

Trisnsnuninmsldnu
Embedded Security State
draslu Embedded
Security GUI

aausiiing 4.0 Haatiuldfunmseenuuuiie
a1 HP Notebook 1.1B saiiana
ariuauua g HP Desktop 1.2

ghidenfisnianmsldamiiisasatiuauulu
SumaRilasdini T mIuunianain
TPM 1.1

HP aziamailymiilunseenlumomiin

Embedded Security shu5u HP ProtectTools

57



LUALARA

58

Software Impacted—sin
afunatie
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HP ProtectTools Security
Manager— l@¥ududou:
The security application
can not be installed until
the HP Protect Tools
Security Manager is
installed.

watwiiaduanuiseafoiavine wiu
Embedded Security, Java Card uaz
TuTewasndulanduiiveedumnesinaves
HP Security Manager Security Manager
Fonnfinduneuiilindunnuaeais HP 7
ausidmunsnlvaa

aaneitid HP ProtectTools Security Manager ¢inianéia
nsumIfadalanduautasadslan

HP ProtectTools TPM
Firmware Update Utility
%y dc7600 uazsuid
Broadcom i@ ldau TPMs
—in3esfiafiiansusnu
oy ladmsatiuauu
294 HP ownership
required

fuinsaziana Hvewiddidsuuas TPM
%0 dc7600 uaz3uid Broadcom dittla
Tdinu TPM

indesfomadunsaiil s sougna lvinld
Fwnsail s laoiifinge lifddnns
Fuse4 (EK) 1o 1ud EK Tsidniludasdims
aTIRILANNANGRURe lMIEWnTa

R TR TR

1fiefd EK 1ihves TPM dasdet ifesanma
BWLNINABINITNTATIINOUANNONADIVDI
11V UFINNYIINITOWN IR TVINL F0E
uwAanWasudannIaansmielv

WS lsidfinald

wn BIOS TPM Tésidaiilucainlssnu
anudurinvssazgnautazauanNIn lu
maswaailfunnsezgnilesiuaunseiie ld
AvuaawaaWasn Embedded Security
Software waz User Initialization Wizard
wan

*qauuzih liimssyandsnniimsdnan
W Hunsiane nedtuveuilsunses lign
STUDHNONABIIUNTETNUAININYIINTILG

1. @ads HP ProtectTools Embedded Security
Software lusi

2. deuwianesuuazdahunmsfmuadild

3. amgliuilenszuuldimsdads Microsoft .NET
framework 1.1 :

a. aan Start
b. a&n Control Panel
c. @an Add or remove programs

d.  ®@999731 Microsoft .NET Framework 1.1 a1
Tuswms

4.  avameumMAamuuadiasa suazaansiig:
a. aan Start
b. a&n All Programs
c. aan HP ProtectTools Security Manager
d. 1§en Embedded Security annutian

e. adnMore Details zuumafinafimiuasse 11

=

naifuvasniadiun = V4.0.1

e  Embedded Security State: Chip State =
waldanuudn, Owner State = IINAULLAD,
User State = 13H6ULLAY

o danasutlsznou: TCG Spec. 1adiu =
1.2

e  H?wiuw = Broadcom Corporation
o RTFifuwes FW = 2.18 (n3aginin)

o nosiulaumilasiies TPM Device
2.0.0.9 (»3og4nin)

5. wnnesduves FW linseiu 2.18 Tvenuiluaauay
dwaadduias TPM TPM Firmware SoftPaq Al
amulnaamsssiuauud http:/www.hp.com

HP ProtectTools Security
Manager—inin$<infia
wnaoaiadusniiatle
dumasiws Security
Manager

1a3s (1 Tu 12 nadl) defiananadiindu
Toasmsldiludadatduanuuseswmithaaiie
Ta Security Manager nautlaUwa
ndudinduiianua ldvihnmslvaasaiu

duAptiesdu Imifuamzduunamslvaauimaslandu
lemstlauaz3amiv Security Manager 1ifasan
PTHOST.exe iilumsianddaaaduaiatwiindudu
(URndu) deduetfuanumunsnvesdanduiieliam
TvaaieSaauusal (U3M3) Mmadawadnauiilindudinalu
mslmaluaaiilu root cause 1w3aauual
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auaNna 14 Security Manager e l¥iusmsmsluaadeninu
WwSaanu el (unsaw ldiduuuaesmting s Security
Manager) uazilandudietluswmamnasduidwdie lu
mavaniassdeiawaa TWszoznadumnzandmIulinau
winiiike lviaa

HP ProtectTools * General
—Unrestricted 1ihldu3e
Triamuauinsdquatzuy
anudmuaulReadn

anudnenae Aenaiadu lafuidinlgm s
fladu lUfinaniunes laataud:

e  M3auwed PSD

o maud lumTUsraed Seusn saeang

4

o maunidnvesulutnudnuauLeaiy
AN

Houaszuuativrunl i fidas “uunmeiimanzan” lums
faindvewlldvn luuazmsidan il duesld

=

#lii L le3umse nameuanunndes a1 ld@nsns

Famsieudia

BIOS uazsisnuvas OS
Embedded Security aan
NNDIA

mnif i lsinsramauanugndesTimnIud
ilusviskirupas BIOS Embedded Security
s1isNIupod BIOS Embedded Security ag
founiu luidusdmruduanulasaduouuy
Hadu F10 BIOS

fdumsrihanud ldFumseenuuuudy ssrwmsiamns
dalas lud lednlasmadsusiariuves OS Basic User
LAz TINaLANNANFasiM LT udouiimues BIOS
Embedded Security

e ldananan

foneau lUfiszuuvEsNNMS
ATIANHANABIANTYAT N
wihwes TPM fdlaldnulu
BIOS

TPM BIOS PIN iudiasiuidldusniiin
dunateanidld mnaeni e Tuitandead
Tdvapau Wldusniishdny fedauaszuy il
wsnaglvisvia PIN iflduas TPM Auifldidu
wialflumsdensdn

fhumavihaud ldFumseenuuund HP vauusilviuuun
Tefivasanénlvivianuulounsaudasadufidsmsums
salmadusnsnautasadouazasiee lWsiar U
1zuu BIOS finnfmuaenlasdauaszuy lefidm¥ums

tlosfinszdupasszuy

#ld ldauusiia PIN 1o

AN avihaunsue TPM
annihnasnmMdaan

nnlssnuves TPM

Wl I&iRuusvia PIN wiaasaflddun iie
BNFUM AL RN S M INNUMIN 9
gaUANHANGs BIOS vas TPM #idsain
Sida Liddiieniessrumavitnumana
faunNNNGad BIOS ves TPM

faitlasumsesnuuu i masdadudannlssnuazay
s o & v Y w = o ¥ o o 2
il foadiu ilddeuddvusdia PIN ifldwsonsradldus
lwnRasududd Nidesdiu

Power-on
authentication support
Tailddendudulaonsld
Embedded Security
Reset to Factory
Settings

Tumsdsrmneniinaes duian Power-on
authentication support a2 1si lFidaiu
madsennalssnuideldduden
Embedded Security Device Reset to
Factory Settings lanen5udiu Power-on
authentication support asauilu
Disable

¢niden Reset to Factory Settings nnianldau
Embedded Security Device d4aaudiuian Embedded
Security 3u (52ufi4 Power-on authentication
support) a4 L3fan visnndansldau Embedded
Security Device 1w 1lan15144 1 Power-on
authentication support fifiatjiin

HP vihuiemaud luilamn flaziaeson 13 ludeiauaves
ROM SoftPaq vuivulueuran

miaTmeudaitaszuy
Snwanuaeadis Hdeuiiu
suisEU BIOS senininau
IR

mansereudaidainFosazuiadoudldlw
fonvau luisszuulasmsldsfaruans
TPM usivnni{ldna F10 iWewdild BIOS
umandnad 147 ldFumseusifiviniiu

anuasnInlunmsidou BIOS il déeslasriariiu BIOS unu
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