Using Microsoft® Baseline Security
Analyzer 2.2 and Windows® Update

For HP Thin Clients running Microsoft Windows Embedded Standard 7
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Microsoft Baseline Security Analyzer 2.2

Preface

The scope of this document is focused on how customers can identify the most current Microsoft Quick
Fix Engineering (QFE) releases and Security Updates that are applicable to their Golden Master
image and is not concerned with the process of downloading and deploying these items.

The Microsoft Baseline Security Analyzer (MBSA) solution presents a Microsoft-supported method for
discovering and identifying security updates, on-demand, without the customer having to wait for the
same update to be packaged, tested, and then delivered to http://www.hp.com/. This process is
recommended by HP for identifying necessary security updates.

Introduction

This white paper describes the application of MBSA on HP thin clients with WES 7 for the purpose of
assessing the security state and detecting missing security updates for this platform.

Background

To easily assess the security state of Windows machines, Microsoft offers the free Microsoft Baseline
Security Analyzer (MBSA) scan tool. MBSA includes a graphical and command line interface that can
perform local or remote scans of Microsoft Windows systems.

MBSA 2.2 runs on Windows Server® 2008 R2, Windows 7, Windows Server 2008, Windows
Vista™, Windows Server 2003, Windows XP and Windows 2000 systems and will scan for missing
security updates, rollups, and service packs using Microsoft Update technologies. MBSA also scans
for common security misconfigurations (also called Vulnerability Assessment checks) using a known list
of less secure settings and configurations for all versions of Windows; Internet Information Server (IIS)
5.0, 6.0, and 6.1; SQL Server 2000 and 2005; Internet Explorer® (IE) 5.01 and later; and Office
2000, 2002, and 2003 only.

To assess missing security updates, MBSA only scans for missing security updates, update rollups, and
service packs available from Microsoft Update. MBSA does not scan or report missing non-security
updates, tools, or drivers.



Installation on WES 7

The MBSA graphical user interface (GUI) is a simple and seamless installation process for WES 7 that
only takes approximately 2 Mb of disk space.

Windows Update must be enabled first, go to Control Panel and open Windows Update:

CJU 8 » Control Pencl » 28 Control Pancl e + [ PP | —— ]
Adjust your computer’s settings e Lirpeicona =
W action Center 5 Administrative Tools B AutoPlay .a Coler Management

o=l ] 3 g
&) Credential Manager 2y’ Date and Time & Deteuit Programs BB Deskiop Gadgeis
ﬂ Device Manager #i§| Devices and Printers - Display ‘9 Ease of Access Center
J FoiderOptions B fons Q& HomeGroup hﬁ’:‘:‘ HP Logon Manager
“gp HP RAMDisk Manager W HP ThinState Capture B Hrom Agent
E IDT Audia Contral Panel Indexing Options JnkekR} Cinptice-and € tntemet Options
u ar | g Indexing O pleap r ermet Op
Jetw and Sharin —
<% Keyboard P mouse 9‘,‘ rL"F":?r\ d Shisting [=] Notification Area lcons
Performance Information Y o B e iy . b S
[ '} v s g Persanalization &) Phoneand Moder J Power Options
- RemoteApp and Desktop -
TR ns and Feature Reglon and Language ki 5 =¥ Sound
fig] Programs and Features & Region and Language . - Bessanad @ «

2 ; o ; USB Storage Security
1 S _— = — gt :
B system I sskbarand StatMenu  [gl Troubleshooting = Pl
= ireless Confi i
S8, user Accounts W Virtovs Freva B wscs e G Vircess Contiguraion
o ility <

M Camputer

Ble o= |
1. Click Change Settings.
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Control Panel Home

Windows Update

Check for updates

i () Some settings are managed by your system administrator, Mare informatian.
Shangs ssttings
View update higtory
e e Find out more about free software fram (nulll. Click here for details
Upsates: frequently asked
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inctalled Updster

CRE 1WA




2. Under Important Updates, choose Never check for updates..., then click OK.
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Choose how Windows can install updates

i) Some settings are managed by your system administrator, Mare information.
When your computer is onling, Windews cen sutematically check fer impertant updstes and install them
using these settings. When new updates are available. you can also install them before shutting down the
computer.
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Important updates
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3. Install MBSA 2.2.

Note

The Microsoft Baseline Security Analyzer 2.2 is available from the Microsoft
website: http://www.microsoft.com.

Once finished, the Write Filter must be committed and the system rebooted:



1) MBSA Setup

Welcome to the Microsoft Baseline Security Analyzer
Version 2.2

Microsoft Baseline Security Analyzer Setup

It iz strongly recommended that you exit all Windows programs before running this setup program,

Click Cancel ta quit the setup program, then close any programs you have running. Click Next to
continue the installation.

WARNING: This program iz protected by copyright law and intemnational treaties.

Unauthorized reproduction or distribution of this program, or any portion of it, may result in severe
civil and criminal penalties, and will be prosecuted to the masimum extent possible under law.
Copyright 2002-2007 Microsoft Corporation. All ights reserved.

[ LCancel ]

5 MESA Setup

License Agreement

You must agree with the license agreement below to procead

MICROSOFT SOFTWARE LICENSE TERMS =
MICROSOFT BASELINE SECURITY ANALYZER TOOL

These license terms are an agreement between Microsoft Corporation (or

based on where you live, one of its affiliates) and you. Please read them. They
apply to the software named above, which includes the media on which you
received it, if any. The terms also apply to any Microsoft

» updates,

s aninnlements

@1 accept the license agreement Brirt

) | do not accept the license agreement

[ < Back ] [ est > I [ Lancel ]

1) MBSA Setup
Destination Folder
Selact a folder where the application will be installed. B 4

Setup will install the files for Microsoft Baseline S ecurity Analyzer in the following folder.

To install into a different folder, click the Browse button, and select ancther folder.

You can choose not o install Microsoft Baseline Security Analyzer by clicking Cancel to
it setup.

Destination Folder
C:\Program FilesiMicrozoft B aseline Security Analyz, .5 =] 1owse

< Back LCancel
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(4 MBSA Setup

Installation Progress

Please wait

Currant ction:

Copying new files

File: check53115 html, Directory: C:\Program Files\Microsoft Baseline Security
Analyzer 2\Helph, Size: 1285

[ Cancel |

15! MBSA Setup B

r1 Microsoft Baseline Security Analyzer Setup

5 ¥ has completed successhully

Scanning Options

Key Options for Thin Clients:
Check for Security Updates

Select this option to check the target computer for missing Microsoft Windows updates. When you
select this option, you can also specity the following options:

Configure Computers for Microsoft Update and Scanning Prerequisites

Select this option to install the current version of the Windows Update Agent on the target computer, if
it is absent or out of date, and to configure the target computer to meet other requirements for
scanning for security updates.

Scan Using Update Services Servers Only

Select this option to scan only for those security updates that are approved on the computer's
assigned Windows Server Update Services (WSUS) server. The Microsoft Update website or an
offline catalog is not used.

Scan using Microsoft Update Only

Select this option to use only the security update catalog downloaded from the Microsoft Update
website to determine the updates to be checked. Updates that are not approved on the computer's
WSUS server are reported as though they were approved. If the Microsoft Update website cannot be
reached by the client, an error is reported.



Features

Enhanced Reporting:

e Current Update Compliance appears in the report; installed and needed updates are reported
together in a single scan report.

Maximum bulletin severity and update package download links are now available in report details.

Access to the live Microsoft Update site for published content for live (online) security update
assessment, as well as an off line catalog for customers with limited or secure internet access are
provided.

Command-line option to redirect reports to a user-selected directory or network share using /rd
option is available.

Reports can now be easily shared and viewed.

Multiple copies of MBSA can be run for increased scanning performance.

Structured XML output offers simplified integration for update scanning.

Specific web links are available for locating updates and taking necessary actions.

Using Microsoft Baseline Security Analyzer 2.2

Using the MBSA GUI with WES 7

The target system must be connected to the Internet in order to download the current Microsoft
Security Update database.

1. Click Scan a computer.

Microsoft

® ® w Baseline Security Analyzer

Check computers for common security misconfigurations.

The Microsoft Baseline Security Analyzer can check computers running Microsoft Windows
Server 2008 R2, Windows 7, Windows® Server 2003, Windows Server 2008,

Windows Vista, Windows XP or Windows 2000. Scanning computers for security updates
utilizes Windows Server Update Services. You must have administrator privileges for each
computer you want to scan.

§ Scan a computer
Check a computer using its name or IP Address.

~'Q Scan multiple computers
Check multiple computers using a domain name or a range of IP addresses.

H View existing security scan re

Wiew, print and copy the results from the previous scans.

See Also

Microsoft Basslns Secutlty
Analyzer Help

Microsoft Securty Web site:

© 2002-2010 Microsoft Corporation. All rights reserved.




2. Select options and click Start Scan.

Mi

¥ Baseline Security Analyzer

Which computer do you want to scan?

Enter the name of the computer or its I address.

Computer name: WORKGROUPHP-MTPRILISE +  (this computer)
P address: =
Security report name: %0 % - %C% (%T%)
%05 = domain, 3% = computer, %T% = date and time, %IP% = [P address

Chedk for Windows administrative vuinersbiliies
| Chedk for weak passwords

|1\||J§

1

Check for IIS administrative vulnershilites

| Chedk for SOL administrative vulnerabiiies

/| Check for security updates

; ':'Cnnﬁgure computers for Microsoft Update and scanning prerequisites
|| Advanced Update Services pptions:

1

Leamn more about Scanning Options

Stat Scan || Cancel |

MBSA downloads the current Security Update Database and scans the target system.

Mic
- icro

¥ Baseline Security Analyzer

Currently scanning WORKGROUP\HP-MTJIPRZL95KXB

(NARANAAANARNRENRRRRE ]

Done downloading searity update information,




After scanning is complete, the report is immediately generated.

oft

B:':;seline S

Security assessment:

ecurity Analyzer

Report Details for WORKGROUP - HP-MTIPRZLO5KXB (2010-09-08 16:49:12)

Severe Risk (One or more critical chedcks failed.)

& Print this report ) Copy to dpboad

Computer name: WORKGROUPHP-MT PRI 95:ME
1P address: 15.83.154.141
Security report name: 'WORKGROUP - HP-MTIPRZLISOE (9-8-2010 4-49 PM)
Scan date: 9/B/2010 4:43 PM
Scanned with MBSA version: 2.2.2170.0
Catalog synchronization date:
Security update catalog: Micrasaft Update =
SortOrder:  Score (worst first] =
Security Update Scan Results
Score  Issue Result
W  Developer 2 security updates are missing.
Tools, Whatwas scanned  Resultdetals  How to comect this
Funtimes, and
Redistributables
Seaurity
Undates
[ ] Windows 9 security updates are missing.
Sequiy Whatwesscanned  Rasultd Hom to comact this
Undates
-] S0l Server Mo security updates are missing,
Seaurity Whatwas scanned  Result detals
Updates >

£ Microsoft Bassfine Security Analyzer 1.3

Micrasoft

o9 W = A y
: 5 ¥ Baseline Security Analyzer
Report Details for WORKGROUP - HP-MTIPRZL95KXE (2011 ¥ Baseline Securi
| Security assessment
W' Savere Risk (One or more critical checks faded.)
Computer name: WORKGROLP \HP MTIRAI 0B 2 AL pates ace) =
1P address: 16.83,154.141
Security repart name: WORKERDLP -HP-MT PRI 950 (3-8-2010 443 PH) Result Detalls for Windows
Scan 962010 445
Scanned with MESA version: 22,200 Security Updates
Gatzlog ‘V"c":';l‘::m‘“‘ it Thems merkedt with 8 ara ennfrmed missing. Trams merked with T ace confrmed missing and are not approved by your system admristralor
SertOrdes:  Seare waret frst) v
L
Secunty Update Scan Results ] s Erhecided Standard 7 (2041
Eaa E Result @ e For \nclows Ehaciiad Standard 7 (4362625
¥ Devoper 2 scaurity updates e rin ] te Foe Vg Standard 7 (99527 14)
Yook g MRinmsGmEd Rekidtib  rewinc e e PSS
Redinitzbie; T
Sty 9 Ko FR
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9 Windows 9 sequrity updates are missng. b
Security Whotwasscanner  Resultdetals  How o correct ths . =
2 Updztes. s 2 Sequrity Update For Yindows Evbeciied Standard 7 (B9EIA57)
QL Server Mo secisity updates e mssng,
Secunty What wes scarmerd Rt detais
Updates
. a 1F & service pack isksted, itis recommended that you install [ orior to any Dther items ieted,
5 Erink ths report S to cipboard L ——
Read more abaut bulletin seventy on Merasoft TechMet.
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The Microsoft webpage for the Security Update (MS1 0-046) appears.

o

T

& Microsoft Baseiine Security Analyzes 2.2

¥ Baseline Security Analyzer

Jetin MS10 < ulnerat i

¢ Favorites

T

55 B Web Slice Gallery =

[ Micrasoft Security Bulletin MS10-046 - Critical: V...

hed with T ase confiomex missing and are not appraved by your system adminstratar.

Microsoft | TechNet |-
Techlat Homa TachConters  Downlosds  Techiiet Popram  fdbeceiptions  Sacuty Sulstins  Archive
(za) Tschist Homs » Teovest Seedt > Bulanes
e e Microsoft Security Bulletin MS10-046 - Critical
e Vuinerability in Windows Shell Could Allow Rermole Cade Execulion (2288198)
Friy Publishad Kug 10
Leam
Version: 12
sepece
General Information
Executive Summary
This secarity update resoives a publicly disclosed vulnerabilty in Windows Shel The wulnerabdty could alaw remate
code exccuton f the icon of o spcoally crafied shortost & daplayed. An otiocker who succeaafuly cxpisded thi
narabity Cou 6an The £ama Usar TGh Ak 1 LCal Uker Usars W4 ACEOUTLS A7 COn1GU1BG 1 v oWt st
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Thi sy upele i 68 Cl o o augpartd edfona uf Wosar Widuwa Far fore formaton,
subsaction, Atfectad and Mon-Affacted Soffware_ in tha saction
‘The sacurly update addrasses the vunerabiity by corecting validation of shortcut ican references. For more information
Done @ Intemet | Protected Mods: Off G Rinx v

|
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4. Scroll down and select the applicable operating system. For WES 7, it is Windows 7 for 32-bit

Systems.
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You can then download the Security Update in .msu or .exe format for later use.

& Downlaad details: Security Updabe for Windows 7 (RBZ286198) - Windows Intemet Explorer =R
G T micisoft,com e ] ] R &g P o=
Favortes 2 ) Wb Stice Gallery =
[ Downiaad details Sesurhy Lptate for Windews 7. B » B + = @ v Pager Safety~ Took~ @~
I A sexvrity ssue has been identified that could alow an Lnatherbcaled I =
remote BTACKEr I COMDROTSE oL SYSTRM and gaim ConTel cver it Ne\,\‘l
downk
deliver
WO i1 | {ect it B e corrmes mvssing and sve st aporaved by yous system achnnvra:
for freg®
Filc Name: Size:
Windaress. 1- KB 2255 108-x36. meu 44MB
| Crit
Quick Details
| mzortan
ign up for i
varson: Download Ty e
Diste Fubished; i
Impoe tan
e
Impo tan|
Diun (56K vioderate
tns:
Wrowdedge Bace (K5) Artcles:
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Using MBSA Command-line with WES 7

Having completed the process for installing the MBSA GUI, the Command:-line utility can also be used
to scan a target system or systems for security updates, generating a report in .mbsa (rich format
report viewable in MBSA), .xml or .ixt format as needed to then be used on Microsoft Security Bulletin
Search website: http://www.microsoft.com/technet/security/current.aspx

EX Administrator: C\Windows\system32\cmd.exe - mbsacli /target "HP-MTIPRZLISKXE" /wi /nd frd c... | = || =) |

C:“Program Files“\Microsoft Baseline Security fAnalyzer 2>mbsacli /target "HP-MTJP
RZLISKAB" swi /nd s»d c:\mhsaeng gt ;
Microsoft Baseline Security Analuzer

Uersion 2.2 (2.2.2170.48)

CC> Copyright 2C 2016 Microsoft Corporation. All »ights reserved.

Scanning. ..
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B4 Administrator: CA\Windows\system32\cmd.exe

gram Files\Microsoft Baseline

RZL?SKEB" #wi /nd /»d c:“mhsaeng /gt

i oft Baseline Security Analyzer
2 (2 a>

n 2. . 7a.
(C> Copyright 2802-2818 Microsoft Corporation. All rights reserve

Scanning...
of 1 computer scans complete.

Scan Complete.

Computer Mame

ORKGROUPNHP-MT i 16.83.154.141. Severe Risk, WORKGROUP HP-MIJPRZLI5K
B {?-8-2818 5- PH>

C:“\Program Files:\Microsoft Baseline Security Analyzer 2>_

» Computer » WEST (C:] b MBSéeng »

- Open = Newfolder

4 =« 0 &
Favorites = heme ’ Date modified Type S
B Deskeop [

& Downloads 3

cliexe

sUpdateAgent 30-486.exe

Recent Places 4 WORKGROUP - HP-MTIPRZLSSKXE (9-8-2010 5-23 PM) mbsa 9

Libraries
2 b,

ocuments

o' Music
&| Picture

H Videos

= Computer

&L WEST(C) £

inetpub
MESAeng

i Network

WORKGROUP - HP-MTJPRZLOSKXE (9-8-... D
MBESA Scan Repo

1 itemn selected

| w3 E e

Security assessment:
&' Severe Risk (One or more critical checks failed.)

Computer name:

P address:

Security report name:

Scan date:

Scanned with MBSA version:
Catalog synchronization date:
Securily update catalog: Microsoft Update

MTIPRZ.0S08

IORKGROUF « HP-MTIPRZLSS0E (3-9-20

Security Update Scan Results

Score  Issue Result
& Develsper 2 sacirity updates are mssng.
Tooks, il wasacsrad * Raniidetale - i

Runtimes, and
friatables

Windows Scan Results.
Administrative Vilnerabilities

Score  Issue

& local Account
Pasevord Test

9 Fle Systen

couddd nat be analyzed.

] Autalogon

ol o

| w3




& Microscft Baseline Security Anslyzes 22

oo Microsoft :
€ ™ ¥ Baseline Security Analyzer

Report Details for WORKGROUP - HP-MTIPRZLO5KXB (201 Baseline Security Analyzer
Security assessment:
Severe Risk (One or more critical checks failed.)
Computer name: \WORKEROLIDHD M BR2 8508 9 security updates are missing.
1P address: 15,83.154.141 i}
Security report name: \WORKGROUP - HP-MTIPRZLISOE (9:8-2010 4-43 PM) Result Details for Windows
Sean dates S/a010 44 PH
Scanned with MBSA version: 2221700 security Updates.
gmmz:::;""‘ i arms marked with W are confiemed maseng. Thams rrarked vith T are confirmed ressng and e rot sporoved by you £ysten sdministrstor.
Score 1D o
SortOrder:  Score (worst frst] =
9
Security Update Scan Results 2
Score  Issue Result Q2
Develooer 2 secunity updates are msang @
Todls, Whatwas d Remitdetsds arect
Rusilmes, and L)
Redstrixtables
Searity 9
@
@ wrdows 2 security updates ars missng.
Senuity v scared  Resultdetsls  How tocamect the e
L]

Updates
a SQL Server N security updates are missing.
Sean Wratwas scaned  Result detals

1fa service pack s fsted, it is you nstall ¢ prior t zny
Brint i report Copy to dpbasrd

- ¥ oo

Read more about bulleth szverity an McrosoR Teshit,

e ol /48]

E&mrmnqhﬁnmmmc‘gtﬂ% hnalogies KB Articles Senvice Packs - Windows Internet

@' |E hitips/www.microsofticomytechnet/security/cunent.aspr !

Fle Edt View Faoriter Took Help

% B Windows Live  Bing B - WratsMew Profile Mail Photos Colendac MSN Share | 58 » 22 = i & Signin

i Favorites s @ SuggestedSites v @ Get More Add-ons v

I Security Buletin Sezrch Products Technologies k... | B~ B - = @ v Page= Selety~ Took~ @+ 1 5

Cid United States Change

Microsoft | TechNet

“ens @ Microsoft Security Bulletin Search

Home
Security Bulletin Saarch
Library want less technical detail?
Lesm Visit the Secunity At Home sits to find out about automatic security updates for your computer.
Downloads T it bull
¥, Read the latest Microsoft security bulletin summary \ Security bulletin webcast for October 2010
Sppon . s Register now for the Octobr 2010 security bulletin webcast.,
* Dic writy bulletin summary for Ay 2010
Download the August security updates for Microsoft .NET Framework, Security advisories
T h Microsoft Office, Microsaft Silverlight, Microsoft Windows, and Windows View sacurty changes that don't require a bulletin but may eill affect
ough. Internet Explarer. FUSMANE.
Strong. 5 ” b Microsoft Security Response Center (MSRC) blog
i 9 LI A TO St ricy: i Wt Weberek; % MERE ffars expert oorwnantary, on billsiine and advisories.
Resilient. LS -
Ik Read previously released Soqurty bulletin summaries et security bulletin netifications
Just (ke your poh o :
e /ny) N schdied reans Saptainbar 46 2010 - r:.ﬁuf{l;;-? alerts are available in R33, nstant message, mobile device, or e-mail
« Reqicter now foc the S security bulletin webeast Repart a security vulnerability in a Microsoft product
Help the Microsoft Securty Response Center investigate Microsoft security
vulnerabilites.
Read previously released sccyrity bullctin summarics
0 See a listing of past Microsoft security bulletin summaries and webcasts,
arganized chronologically.

@ Intemet | Protected Mode: Off fa v H100% ~

Using MBSA in OFF-line Mode with WES 7

MBSA uses files that it downloads from the Internet, but the computer | want to use to scan my network
doesn't have Internet access. How can | use MBSA in an offline and secure environment?

You can either perform the scan using the mbsacli command:-line utility with the /nd (do not
download) parameter, or you can perform the scan using the GUI. Before scanning you must copy the
necessary files to the computer performing the scan. Four types of files are required:

e Security update catalog (wsusscn2.cab), available from the Microsoft website:
http://go.microsoft.com/fwlink/2LinkID=74689

e Windows Update Redistribution Catalog (wu redist.cab) at
http://update.microsoft.com/redist/wuredist.cab

e Authorization catalog (muauth.cab) for Windows Update site access, available from the Microsoft
website or by examining the contents of the wuredist.cab file at
http://update.microsoft.com/redist/wuredist.cab

13
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http://update.microsoft.com/redist/wuredist.cab�
http://update.microsoft.com/redist/wuredist.cab�

e Windows Update Agent standalone installers (if not already installed)

The latest versions are available by examining the contents of the wuredist.cab file at
http://update.microsoft.com/redist/wuredist.cab.

After downloading the files from the Microsoft website, copy all files listed above to the following
folder on the computer performing the security update scan:

C :\Documents and Settings\<username>\Local Settings\Application
Data\Microsoft\MBSA\2.1 \Cache

Important

To ensure that MBSA has access to the most current versions of these files, you
should download them on a weekly basis or after any release of security
bulletins from Microsoft. This is especially important in the case of the security
update catalog (Wsusscn2.cab), because Microsoft releases an updated
version of this file whenever a new security bulletin is released or updated.

When you run MBSA to perform security update checks on remote computers, MBSA deploys the
Windows Update Agent to the remote computer.

Example:

c:\Program Files\Microsoft Baseline Security Analyzer 2\mbsaci /target
""target computer name' /wi /nd /catalog c:\temp\wsusscn2.cab /rd c:\temp
/qt

(Generates an .mbsa rich format, detailed report inside the MBSA utility)
OFF-line mode Scanning:

e+ Command Prompt

C:“Documents and Settings:\reynoldv>CD “program files‘“microszoft baseline security
analyzer 2%\

C:\Program Files\Microsoft Baseline Security Analyzer Z>mbsacli /target hp-suped
ip Awi snd Acatalog cistemphwsusscn2.cab Avd ciNtemp Aot

Microsoft Baseline Security Analyzer

Jersion 2.1.1 (2.1.2112_ @

(C> Copyright Z0B2-200% Microsoft Corporation. All rights reserved.

Scanning...
1 of 1 computer scans complete.

can Complete.

Computer Name .

AMERI CASSNHP-SUPEDUP, 192.168.1.2,. Incomplete Scan. AMERICAS — HP-SUPEDUFP <8§-18-2
Hig 8-44 AaM>

C:“Program Files“\Microsoft Baseline Security Analyzer 2> _



http://update.microsoft.com/redist/wuredist.cab�

And the resulting report sent to C:\Temp:

Report Details for AMERICAS - HP-SUPE
Secunty assessment:
Incomplete Scan (Could not complete one or mora reques

B ¢
RS /3 iicrosort Basetine Security Analyzes -- Webpage Dialog

Computer name: AMERICAS|\F-SUPEDLP AE 5

TP oddress: 15216012 ¥ Baseline Security Analyzer
Security report name: C:iTempAMERICAS - HP-SUPEDLE (8

Scan date: B/10/2010 5144 AM

Scanned with MBSA version: 2,1.21120

catalog synchranization date: 2010-07-12722:34562 1 service packs or update rollups are missing.
Security update catslog: Micrasoft Update (ofine)

Result Details for Windows
Sort Order: | Score fworst frst) (]

Security Update Scan Results Update Rollups and Service Packs

e L] m
Ttams marked with W are confirmed missing,

@ windows 1 service packs or Lpdate rallups are mssing. SRANE, Description
Seaurity Whatvias scamed  Resultdetals  How 1o ® swm i
Updates

@ Develper Mo s updates ars missing.
Took, What was scanned.  Result dotals
s - Current Update Compliance
Redstrbutebles Items marked vt @ reoresent the most curent upcates pratecting your computer. If arecent update, i
m;‘; previous updates that wilno longer appear i this kst, but are sUllproviding protection,

2 Office Secunty Mo security updaltes are missng, Score 1D Description
Updates whatwas scanned  Renlt detale
50K
Components

Maximum
Severity
MS08-030 Seaurity Update for Vindows ¥P (KB951376) Critical
& Critcal
Updates 61 A y g : r -. Critical
& sqiSener Mo security updates are missng, -
Security What war =amed  Result detais ey o Ui el

L] Shiardght No security updates are missng, ity ' te: for Az bits for ‘Windows XP (KE38013 critical
What was sowed.  Resul deteis

w,,;’, Critical

Critical

Windows Scan Results

Administrative Vulnerabilities

V7 start

MBSACLI Switches:

e MBSACL [/target | /r | /d domain] [/n option] [/o file] [/qp] [/qe] [/qr]
[/qt] [/listfile file] [/xmlout] [/wa | /wi] [/catalog file] [/nvc] [/ia] [/mu] [/nd] [/rd directory] [/2]

o MBSACLI [/1] [/Is] [/Ir file] [/Id file] [/unicode] [/nvc] [/?]

Description: This is a command line interface for Microsoft Baseline Security
Analyzer Parameter List:

/target domain\computer Scan named computer.

/target IP Scan named IP address.

/r P-IP Scan named IP addresses range.

/listfile file Scan named IP address or computer listed in the specified file.

/d domain Scan named domain (Use NetBIOS compatible domain name (Ex:

MyDomain) instead of Fully Qualified Domain Name
(Ex:Mydomain.com) ).

/n option Select which scans to NOT perform. All checks are performed by
default.
Valid values: "OS", "SQL", "lIS", "Updates", “Password", Can be
concatenated with "+" (no spaces).

/wa Show only updates approved on the WSUS server.

/Wi Show all updates even if not approved on the WSUS server.
/nvc Do not check for a new version of MBSA.

/o filename Output XML file name template.

Default: %D% - %C% (%T1%).
/qp Do not display scan progress.
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/qt Do not display the report by default following a single-computer

scan.

/qe Do not display error list.

/qr Do not display report list.

/q Do not display any of the preceding items.

/unicode Output Unicode.

/u username Scan using the specified username.

/p password Scan using the specified password.

/catalog filename Specify the data source that contains the available security update
information.

/ia Update the prerequisite Windows Update Agent components
during a scan.

/mu Configure computers to use the Microsoft Update website for
scanning.

/nd Do not download any files from the Microsoft website when
scanning.

/xmlout Run in updates only mode using only mbsacli.exe and

wusscan.dll. Only these switches can be used with this option:
/catalog, /wa, /wi, /nvc, /unicode

/| List all reports available.

/ls List reports from the latest scan.

/Ir filename Display overview report.

/Id filename Display detailed report.

/rd directory Save or Retrieve reports from the specified directory.
/2 Display this help/usage.

Executing MBSACLI with no parameters scans the local computer for all checks and
displays the report in text-mode.

Examples:

MBSACILI
MBSACL /n Password+IIS+OS+SQL

MBSACLI /d MyDomain MBSACLI /target 200.0.0.1 MBSACLI /r 200.0.0.1-200.0.0.50 MBSACL
/listfile export.ixt

MBSACLI /Id "Domain - Computer (03-01 -2002 1 2-00 AM)"

MBSACLI >c:\results.txt

MBSACLI /catalog c:\wsusscn2.cab Zia /nvc

MBSACLI /wa

MBSACLI /xmlout /catalog c:\temp\wsusscn2.cab /unicode >results.xml
MBSACLI /I /rd c:\scanreports



Localizations

MBSA releases are available for German, Japanese, and French.

The WSUSSCN2.CAB file is localized to all supported languages and is automatically downloaded
and used by the tool for any client language or locale being scanned. Results are stored in the report
based on the MBSA installation language.

Issues

Problems discovered during the scoping of this project:

e Microsoft is not supporting the Nobackup feature for WES 7 Security Updates. This is a crucial and
impacting change, as the addition of monthly Security Updates expands the Image footprint from
month to month.

e The current catalog files must be downloaded from the Internet before an OFF-line mode scan. It is
strongly recommended that these files be downloaded on a weekly basis to ensure that the current
security database is being used for scanning.

e Installation history (explicitly installed/effectively installed) no longer reflects those updates that have
been superseded by another update. The behavior of this feature follows the behavior for missing
updates, where only the most recent non-superseded update is shown.

o Workaround: Refer to the bulletin, fixlist, or TechNet search page to identity each previous bulletin
that has been included in the update in question from the Current Update Compliance listing.

Using Windows Update on WES 7

Introduction

This section discusses the pros and cons of enabling Windows Update on HP Windows Embedded
Standard 7 (WES 7) images.

The section also covers the level of support Microsoft and HP have for Windows Update and what the
customer can expect if Windows Update is enabled on HP thin clients.

It concludes with some special notes regarding installing WES 7 QFEs with a write filter enabled.

Audience

This section is intended for technical audiences and implies a working knowledge of editing the
system registry, reconfiguring HP thin client utilities, and modifying aspects of the WES 7 operating
system.

The section does not include detailed instructions needed to complete each modification, as ample
information is available in the public domain to achieve the desired results.

Overview

Microsoft has included full support for Windows Update in WES 7. In prior versions of Windows
Embedded operating systems, the Windows Update website would not always recognize Windows
XP Embedded clients and some, but not all, QFEs or updates would be available for download.

One drawback to Windows Update on WES 7 is that the in-box Windows Update client is not write
filter-aware, and it does not know to manage the write filers if they are enabled.
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This presents a serious challenge for HP thin client users that wish to take advantage of Windows
Update support for QFE servicing. Microsoft provides no native solution or workaround for this
situation, which leaves it up to the users to implement an end-o-end solution.

RAM Drive Considerations

A possible blocking issue for HP thin client users is the RAM Drive. Implemented as a performance
enhancement, HP redirects the TEMP, TMP, and Temporary Internet Files environment variables to the
Z:\ RAM Dirive. These redirected folders are commonly used during installation of software
applications and QFEs.

As a matter of best practices, HP strongly recommends that users change the redirected folders to the
C:\ drive before downloading and installing QFEs and feature updates from Windows Update. This
may prevent the system from running out of disk space on the RAM Drive and causing unexpected
errors when updating the system.

If users see unexpected installation failures or odd errors during QFE installation, modifying the RAM
Drive size or even redirecting the folder to the C: drive for installation may be required to complete
the installation successfully. This may occur when installing any of the following:

e New versions of Internet Explorer or Windows Media® Player
e New .Net Framework revisions or service packs
o New WES 7 Service Packs (SP1, SP2, efc...)

e Large numbers of QFEs installing simultaneously

Good News about WES 7 Quick Fix Engineering (QFE) Releases

Fortunately, most WES 7 QFEs download and install from the
C:\Windows\SoftwareDistribution\Download folder. This means that it may not be
necessary fo modify the environment variables for monthly QFE updates.

No data is available from Microsoft about the requirements for available TEMP space for any given
QFE, so individual QFEs may behave differently, depending on how the feature team at Microsoft
developed and delivered the package to the Windows Update team.

The rule of thumb is that most monthly QFEs do not require modification of environment variables in
HP thin clients, but watch out for large packages and feature upgrades such as IE, WMP, or .Net
Framework.

Disk Space Concerns

A flaw in the Microsoft QFE strategy for WES 7 is the lack of a nobackup switch for QFEs. In XP
Embedded, Microsoft QFEs could be passed a /nobackup argument that would prevent the QFE from
creating a backup folder on the disk (typically in the C:\Windows folder). This was helpful in
preventing the limited disk space on thin clients from filling up over time.

It is unclear if Microsoft will implement the /nobackup switch option for individual WES 7 QFEs, or if
QFEs downloaded and installed via Windows Update will automatically have the /nobackup option
enabled. HP will continue to engage Microsoft to improve this scenario in WES 7.

Because the nobackup switch is not available, QFEs can also be uninstalled. This is also a major
change in behavior in Windows Embedded QFEs. HP will not test and qualify all of the permutations
of the install/uninstall scenarios around MS QFEs. It is recommended that QFEs only be uninstalled if
there is cause to believe a regression or issue is a direct result of a QFE installation.



HP Windows Update Perspective

HP officially discourages customers from using Windows Update because of the known limitations
with the Microsoft implementation.

The client pull servicing schema that Windows Update offers is not consistent with the way thin clients
are typically serviced industry wide. A server push schema is the more deterministic and successful
way to manage thin clients in the enterprise environment.

For all the virtues of the client pull servicing scenario, risks are still involved with user managed
devices. Best examples are:

e Users can opt fo not install QFEs for vulnerabilities, if they don’t want to (disable WU or change
settings to ignore availability notices).

e Microsoft does not guarantee that QFEs and updates will not harm or conflict with your system or
configuration.

o Administrator rights and privileges are required.

e The device is end user-managed—not IT-managed.

 More than one reboot may be required to complete full installation of QFEs on WES 7.

e Modifications of system environment variables may be required to install QFEs and the restore
system to prior state.

e The Windows Update agent will be disabled via system policies by default in the HP WES 7
image.

HP recommends that HP customers use the Microsoft Base Line Security Analyzers to identify needed
QFEs, and then utilize a server push model to deliver QFEs and updates to deployed units. Preferably,
all QFEs and updates would be pretested and qualified against a Golden Master image before being
mass deployed. HP strongly recommends this model to prevent QFEs and updates from corrupting or
adversely modifying deployed images.

See Microsoft Baseline Security Analyzer 2.2 for more information.
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How to Enable Windows Update

The following section explains how to enable Windows Update on HP WES 7 images.

Two OS policies need to be disabled before Windows Update website will recognize and
communicate with the client system. One policy is a global system policy in HKEY Local Machine and
the other is user profile-specific that needs to be disabled on each user profile on the system:

HKEY Local Machine

HKEY_LOCAL_MACHINE\Software\Microsoft\Windows\CurrentVersion\Policies\Win
dowsUpdate

1. DisableWindowsUpdateAccess = REG_DWORD 0x00000001
2. Change DWORD to O to disable.
3. Change DWORD to 1 to enable.

HKEY Current User

HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Policies\Expl
orer

1. NoWindowsUpdate = REG_DWORD 0x00000001
2. Change DWORD to O to disable.
3. Change DWORD to 1 to enable.

A reboot is required after changing registry settings to enable support.

If the File-Based Write Filer (FBWF) is enabled, remember to disable to the write filer before making
any registry changes.

If the Enhanced Write Filter (EWF) is enabled, either disable the write filter before making registry
modifications or commit the overlay after making registry changes so the settings are persisted.

Note

In order to manage the Enhanced or File-Based Write Filter in WES 7, the
user must have Administrator’s privileges. Without Administrator’s privileges,
the write filters cannot be disabled, enabled, or committed.
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