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Basics of security protection

A computer system is only as secure as its weakest component. Creating a secure system involves looking at all areas of
vulnerability and creating solutions to address each of those areas. A typical computer system stores sensitive dataon a
local hard drive and may have access to network resources containing sensitive information. Therefore, the following
areas of vulnerability must be addressed:

e User authentication—Ensuring that an unauthorized person does not access the computer

e Data on local storage—Ensuring that no one can access information simply by removing the hard drive from a secure
computer and inserting it into a nonsecure computer or by accessing data after a computer is disposed of

e Device security—Ensuring that the computer does not boot using a device other than the primary hard drive, thereby
allowing access to sensitive information by completely bypassing the 0S authentication

HP has devoted considerable resources to building security capabilities into the BIOS firmware of HP business
notebooks. This document explores the following capabilities:

e Protection against unauthorized access—Preboot authentication
e Data protection—DriveLock, Disk Sanitizer, and Secure Erase technology
o Device security—Boot options and device control

HP integrates BIOS capabilities and the HP ProtectTools software, a rich set of security features that works in Windows
to enable enhanced security. This document discusses ProtectTools only as it interacts with the BIOS security
capabilities. For more information about the ProtectTools software, see the HP website.

Protection against unauthorized access

To help protect the computer from unauthorized access, HP adds preboot authentication to its business notebooks.
Preboot authentication is required immediately after turning on the computer and before the 0S boots. Preboot
authentication also provides protection against attacks that take advantage of the ability to boot from a device other
than the primary hard drive.

Preboot authentication can be configured by using the BIOS setup or the ProtectTools software.

o BIOS setup—A user configures a password for authentication. At power-on, the system prompts the user for the
password and allows the boot process to continue if the correct password is entered. If the user configures the
preboot authentication password using the BIOS, the password is independent of the user’s Windows logon password
and does not allow the One-Step Logon process that is available in ProtectTools.

e ProtectTools—Password authentication or other biometric authentication, such as fingerprint or facial recognition, is
configured. This authentication enables the One-Step Logon process for preboot and Windows authentication.

If a strong password is chosen, password authentication is an effective way to enhance system security and help protect
a system against unauthorized access. To ensure that an authentication password cannot be easily guessed, create
passwords by adhering to established security guidelines, not by using personal information.

Preboot authentication using BIOS

On typical computers, the drawback to preboot authentication passwords is that a computer can have only one, so the
system is restricted to one user. However, HP has implemented a multiuser architecture in the notebook BIOS to solve
this issue.


http://h20331.www2.hp.com/hpsub/cache/281822-0-0-225-121.html

Multiuser architecture in BIOS
Multiuser architecture relies on role-based user groups. The BIOS can separate functions and access among these
different user groups. The separation promotes higher security in the following ways:

e Users no longer need to share passwords.
e BIOS administrators do not have to share setup passwords with users.

e BIOS administrators can assign granular control of setup features to users.

Currently the BIOS defines two user types.

e BIOS Administrator—Privileges include management of other BIOS users, full access to f10 BIOS settings, and the
ability to control f10 access of other users and unlock the system when other BIOS users fail the preboot
authentication.

e BIOS User—Privileges include the ability to use an authentication password to boot the BIOS and access f10 BIOS
settings as defined by the BIOS administrator.

Enabling BIOS preboot authentication
Before a BIOS user can be provided with preboot authentication, a BIOS administrator password must be created.

1. Boot the system, and press f10 to enter the BIOS setup.
2. Select Setup BIOS Administrator Password from the Security menu.
3. Follow the prompts to create and confirm the new administrator password.

The BIOS administrator sets up the BIOS user password as follows:

Boot the system, and then press f10 to enter the BIOS setup.
2. Select User Management from the Security menu. To add a BIOS user, select Create new BIOS User account.

3. Follow the steps on the screen to create the user ID, and then press Enter to continue. By default, the BIOS user
password is the same as the BIOS user ID. For example, if the BIOS administrator creates a “user1” ID, then the
default password is also “user1”.

4. Repeat the steps to create a BIOS User account for each new user.

The BIOS will now prompt for a BIOS user password during boot. The BIOS user can change the default password as
follows:

1. Boot the system, and then press 10 to enter the BIOS setup.
2. Select Change Password from the Security menu and follow prompts to change to a new password.

NOTE: For maximum system protection, strong BIOS administrator and BIOS user passwords must be selected, and the
BIOS administrator password must be different from the user password.

If an incorrect password is entered three times, the system prevents any further retries until the system is powered
down and restarted. This feature further protects the system from unauthorized access by forcing the user to enter the
password manually, thereby preventing dictionary attacks. Users can set up HP SpareKey to regain access if credentials
are lost or forgotten. HP SpareKey allows users to answer a series of questions (established during the HP SpareKey
enrollment process) to access their notebooks. See the Forgotten passwords section for more information about HP
SpareKey.

Preboot authentication using ProtectTools

Another way to enable BIOS preboot authentication is to use ProtectTools Security Manager within Windows. The
ProtectTools Security Manager wizard enables various security levels to protect the computer system and the data.
ProtectTools users can set the following security levels:

e Preboot Security—Protects the system before it boots to the 0S. This ProtectTools function initiates the BIOS preboot
authentication process.

o HP Drive Encryption—Protects computer data by encrypting the hard drive.



o HP Credential Manager—Protects the Windows account.

The ProtectTools user can select security levels, as well as the type of security authentication required at each security
level. Either a Windows password or a fingerprint can be used for authentication.

NOTE: Fingerprint authentication can be enabled only through the ProtectTools software.
ProtectTools user privileges include the following:

e Using the Windows password and other security tokens to authenticate and boot the BIOS. If enabled, the One Step
Logon feature lets the user log all the way into Windows using the Windows password or security tokens.

e Using the Windows password to access 10 BIOS setup, based on permissions set up by the BIOS administrator.

Enabling BIOS preboot authentication with ProtectTools
A ProtectTools user can boot to Windows and open ProtectTools Security Manager in one of the following ways:

e Select Set up now from the HP ProtectTools gadget, as shown in Figure 1, and then open ProtectTools Security
Manager.

Figure 1: HP ProtectTools gadget
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e Open the Start menu by clicking the Start icon in the lower-left corner of your screen. Select All Programs, select
Security and Protection, and then open HP ProtectTools Security Manager, as shown in Figure 2.

Figure 2: Accessing HP ProtectTools from the Start menu
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e Double-click the HP ProtectTools icon in the notification area, at the far right of the taskbar, and then open
ProtectTools Security Manager.

To set up preboot authentication:

1. Follow the prompts in the Security Manager setup wizard to set up passwords, HP SpareKey, and biometric
authentication such as fingerprint recognition.

2. Enable preboot authentication for the BIOS. You can also enable Drive Encryption for HP ProtectTools using the
same wizard.
The BIOS will now prompt the ProtectTools user for a Windows password or fingerprint during boot.



To set up the fingerprint reader, review the ProtectTools user guide at
http://h10032.www1.hp.com/ctg/Manual/c02292692.pdf.

Use HP ProtectTools Administrative Console to modify the logon policy, credential requirements, or other management
settings that have been configured in the Security Manager setup wizard.

Authentication if the system has both BIOS and ProtectTools users

If there are both BIOS users and ProtectTools users within BIOS, and preboot security is enabled within ProtectTools, the
BIOS will prompt with a list of all current BIOS users and ProtectTools users. If a BIOS user is selected from the list, the
BIOS authenticates the user with the appropriate BIOS user password, and the user must log in again to Windows. If a
ProtectTools user is selected from the list, the BIOS authenticates the user according to the policy set within
ProtectTools, enabling the user to log in all the way to Windows.

Forgotten passwords

Forgotten passwords can be recovered by all categories of users: BIOS User, BIOS Administrator, and ProtectTools User.

BIOS user
Two possibilities apply for a BIOS user who forgets the password:

o |f the BIOS user has set up HP SpareKey but fails to enter the correct password, the system opens a HP SpareKey
Recovery screen. The user can answer the HP SpareKey questions to create a new password and regain access to the
system. A BIOS user can set up HP SpareKey within the f10 BIOS setup.

e ABIOS administrator can go to the f10 BIOS setup to remove and re-add the BIOS user, effectively supplying the user
with a new password.

BIOS administrator
A BIOS administrator who forgets the administrator password and has set up HP SpareKey can use the HP SpareKey to
boot the system.

If the BIOS administrator has not set up HP SpareKey, HP Services can reset the system to factory default (for 2009 and
newer commercial notebook platforms).

ProtectTools user

If a ProtectTools user forgets the password and there is a BIOS administrator, the BIOS administrator can use the
administrator password at the BIOS authentication screen. However, the user will have to authenticate again at the next
security domain, either Drive Encryption or Windows.

If the ProtectTools user forgets the Windows password and has set up HP SpareKey, he can use the HP SpareKey to boot
the system.

If the ProtectTools user forgets the password, has not set up HP SpareKey, and there is no BIOS administrator, the
ProtectTools user can enter f10 as Guest User, define a new BIOS administrator, and remove the ProtectTools user
account. Or, as an alternative, HP Services can reset the system to factory default.

Protecting local storage

Without local storage protection, it is possible to bypass strong user authentication by removing an unprotected hard
drive from a secure system and inserting it into an unsecure system. This allows virtually all data to become accessible.
HP business notebooks include a hard drive security feature called DriveLock or Automatic DriveLock (for multiuser
systems) that locks the hard drive with a password.

Another security threat often not considered is the vulnerability of information that is left on a hard drive when a system
is recycled or disposed of. Large enterprises tend to use external services that wipe hard drives before they are disposed
of, but many customers have no such processes or solutions in place. To counter this threat, HP includes Disk Sanitizer
(for hard disk drives) and Secure Erase (for solid-state drives and hard disk drives that support it) as a standard BIOS
feature in all HP business notebooks. HP added Secure Erase to the standard BIOS in Q3 2011, and systems sold in 2009
or later can upgrade their BIOS to include the capability.


http://h10032.www1.hp.com/ctg/Manual/c02292692.pdf

DriveLock hard drive protection

A hard drive protected with a DriveLock password stays protected, even if the drive is removed from one system and
inserted into another. At power-on, the system prompts the user for the DriveLock password. If an incorrect password is
entered, the information on the hard drive is inaccessible.

The DriveLock password is stored inside the hard drive itself and cannot be read; it can only be authenticated against.
Therefore, an unauthorized user cannot obtain the DriveLock password from the hard drive itself.

To enable DriveLock:

1. Boot the system.

2. Pressf10 to enter the BIOS setup.

3. Select DriveLock Passwords from the Security menu, and then select Enable.
4. Follow the system prompts to create a DriveLock password.

NOTE: If the user forgets the DriveLock password, the drive cannot be recovered.

Default settings for DriveLock and Automatic DriveLock

Two types of DriveLock protection are available: DriveLock and Automatic DriveLock. The BIOS settings for DriveLock
protection are disabled by default. DriveLock and Automatic DriveLock settings are mutually exclusive, so only one of
the options can be enabled.

Automatic DriveLock

When Automatic DriveLock is enabled, the BIOS automatically generates a user DriveLock password, and the BIOS
administrator password is used as the master DriveLock password. After the BIOS successfully authenticates the user
during preboot authentication, the BIOS unlocks the drive.

If the user fails to authenticate, the BIOS displays a warning message that prompts for the BIOS administrator password.
If the correct BIOS administrator password is entered, the BIOS unlocks the drive and the user can boot and access the
drive; otherwise, the system locks the drive and displays a non-system disk error.

HP Disk Sanitizer and Secure Erase

Disk Sanitizer removes or destroys data on the notebook primary hard drive using a data removal algorithm that is
documented in the Department of Defense (DOD) 5220.22-M specification.

Overwrite-based tools like Disk Sanitizer are effective for only hard disk drives. Therefore, the Disk Sanitizer option does
not display in menus for solid-state drives (SSDs). Secure Erase works on solid-state drives and hard disk drives that
support it. (As mentioned earlier, HP added Secure Erase to the standard BIOS in Q3 2011, and systems sold in 2009 or
later can upgrade their BIOS to include the capability.)

How does Disk Sanitizer work?

Disk Sanitizer eliminates data without damaging the hard drive. Disk Sanitizer writes multiple patterns on every sector,
cluster, byte, and bit of the hard drive (Table 1). The user can configure the number of Disk Sanitizer cycles. After Disk
Sanitizer is run, even advanced tools and techniques, such as Forensic Recovery of Evidence Device or DriveSpy, cannot
easily recover the data.



Table 1: Data written to the drive on each cycle

Disk Sanitizer cycle Data written to drive

First cycle 00000000 (all zeros)

Second cycle 11111111 (all ones)

Third cycle random writes of 1 or 0 and verify
Fourth cycle 00000000 (all zeros)

Enabling Disk Sanitizer

Access Disk Sanitizer by pressing the f10 key as the system starts. Select Disk Sanitizer from the Security Menu. You can
run Disk Sanitizer in one of three modes:

e Fast: Writes one cycle
o Optimum: Writes three cycles

e Custom: Writes the number of cycles configured by the user

The US Department of Defense internal process requires five cycles. For most users, the Fast or Optimum cycle is
sufficient.

The amount of time needed for Disk Sanitizer to run depends on both the hard drive size and the number of cycles. On a
40 GB hard drive, a single pass can take up to three hours, so HP recommends that you plug the notebook into an AC
outlet before you start Disk Sanitizer.

How does Secure Erase work?

Secure Erase relies on an ATA command called “Security Erase Unit” that is defined in the American National Standards
Institute (ANSI) ATA and SCSI disk drive interface specification.

Secure Erase runs inside the drive hardware to overwrite data contained on the drive. Manufacturers of industry-
standard SSDs that are approved for use in HP business notebook products have informed HP that running the Secure
Erase command on their SSDs will fully remove all user data so that it cannot be recovered.

A BIOS administrator configures Secure Erase as follows:

Boot the system, and press 10 to enter the BIOS setup.

Select Secure Erase from the Security menu.

Select the drive that you want to erase.

A warning screen requires that you approve or cancel the erasure.
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Securing devices

If a computer boots from a device other than the primary hard drive, the user authentication built into the 0S can be
easily bypassed. Therefore, HP business notebooks provide sophisticated functionality that gives users control over
multiboot capability and boot order. HP business notebooks also allow users to enable and disable individual ports.

Boot options
This BIOS feature allows users to enable or disable booting the system from the following devices:

o Optical device

o Diskette drive

e USB device

e SD Card

o Network (PXE) boot
e eSATA device



o Upgrade Bay Hard Drive (A hard disk inserted in the optical drive bay)

To access the boot options, boot the system, and enter the f10 BIOS setup. Select Boot Options from the System
Configuration menu, and then select the devices to enable or disable.

Unless it is routinely necessary to boot from devices other than the primary hard drive, disable all other boot
capabilities.
The user can also choose the boot order of enabled devices.

Boot the system, and press f10 to enter the BIOS setup.

2. Select Boot options from the System Configuration menu.

3. Select an item from the boot order, and then use the + or — keys to move the item up or down in the priority list
(see Figure 3). You can prioritize the following devices:

Hard drive (primary, secondary)

Diskette drive

Optical drive

USB storage devices (hard drive, diskette drive, optical drive)

o O O O O

Network

Figure 3: BIOS screen showing how to prioritize the boot order of devices
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Device control

Device control options give users control over the computer’s external ports. Disabling an external port helps ensure
that an unauthorized user does not use the port to transfer sensitive information from the system or to gain
unauthorized access to the system.

Users can disable ports using f10 BIOS setup or the BIOS Configuration module of ProtectTools. You can disable the
following ports if they exist on your system:

Serial port

Parallel port

Flash Media reader

Card bus slot (ExpressCard slot)
1394 port



e USB ports
e Smart Card
e eSATA

For more information

To read more about HP ProtectTools, go to http://h20331.www2.hp.com/hpsub/cache/281822-0-0-225-121.html.
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