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HP LaserJet Pro Devices - Installing
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Disclaimer

This document makes reference to certain products and/or services provided by third parties. These references are
provided for example and demonstration purposes only and are not intended as an endorsement of any products,
services, or companies.

Introduction

A recent publication of the National Institute of Standards and Technology (NIST Special Publication 800-131A)
announced that the use of 1024 bit SSL/TLS certificates is no longer recommended and will be “disallowed” after
December 31, 2013. The publication recommends the use of 2048 bit certificates to maintain network security and
integrity. As a result, most Certificate Authorities (CAs) will no longer issue 1024 bit certificates. And, most Web
browsers will no longer honor such certificates as safe and secure. In order to avoid error messages and the risk of a
security breach, systems and devices that rely on the SSL/TLS protocols will need to have 2048 bit Certificates installed.

Most HP LaserJet printers can accept a 2048 bit certificate but some cannot generate the request needed to obtain one.
This white paper will describe methods that can be used to obtain and install a 2048 bit certificate for such products. For
more detailed information on the SSL/TLS protocols and the use of certificates to provide Internet safety and security,
see “HP Jetdirect and SSL/TLS".

There are three steps to this process:
1. Generate a Certificate Signing Request (CSR) for the printer
2. Obtain the certificate from a Certificate Authority (CA)

3. Import the certificate and private key into the printer

Generating a Certificate Signing Request

The normal process

Ordinarily, a certificate is obtained from a Certificate Authority (CA) by submitting a “Certificate Signing Request” (CSR).
This is a base 64 encoded text file which contains all the information needed by the CA to generate a certificate.

MIICyDCCAbACAQAWGYIxCzAJBgNVBAYTAKFOMREWDWYDVQQIEwhBbnlzdGFO0ZTEQ
MA4GA1UEBxMHQW55dG93bjEOMAWGA1UECXMFU2FsZXMxGzAZBgNVBAOTE11vdXIg
029tcGFueSwgSW5jLjEhMB8GALUEAXMYT1BJOTBEMDICLnlvdXJkb21haW4uY29t
MIIBIjANBgkqghkiGIwOBAQEFAAOCAQSAMIIBCgKCAQEAOFVzZ7Ix1t4LgXdAR3znK
£X9£9bSBQooaIp4d7jK5kT67£ix+0Pr5W0/XakYb4J2d+rTFnamu6B5XRXggKXsA
z1D1pVZ/cVMTk2 fhLTuzhxGOKDeouvTgRtg+AYcTeYOCNZ2nzOERXEvPU70zKHcD
krhjm2 fvHvcCNWMi z 9CBCKVR3At jMg90MId9BoNMebyR8cf6IoAcgGaz5bth7zk £
myvFz3p+YGQfPxqMOzifZ1lenTVOOnyirjbK5j1PuQ/wzziacPEAKMbVJID+XMt9+d
YxvWVtW3Z9JBpnHiHOYJwiFUzYyt tRS+VLIFR5HD j+HrXaWMQ91X1BMSghDoIAKS
2wIDAQABOAAWDQYJKoZ IhveNAQEFBQADggEBAFUWVXEOKkMEPr8k ThMOOusDObGCR
TRikR/mG5nkJghhnvfd/8slaCuMUcVBdw0 £xWfQpyrHiiMP364DYoZkeweaalnGe
viZyNhWQsGyM30GOH40kNDXZQXi 6X6GXVROPwM/ 0aN7y94ki SmR2BOYmjNUSuPNZ
+xQ9kKERgsdmfZQpoEUq7rQ+gJiORUSrVzbn8XZtZ1xKzJUT3dReD16YyOW7v66V
TcS+B7nhgnggNGfz5x7Fex0pyjtb30J215QMY40DTY tIrURDEUKS5/50gSTRVYweE
d/hzi9Hyz1DrEFkBA0VsUSKFsGPsrbDAK4JEHYoL1FxsNW3drBiGMApuKMk=

Most devices that employ the SSL/TLS protocols provide a method to accept appropriate input from the user and
generate a CSR. HP LaserJet printers are no exception. Those that support the SSL/TLS protocols include a page on their
Embedded Web Server (EWS) devoted to generating CSRs.


http://csrc.nist.gov/publications/nistpubs/800-131A/sp800-131A.pdf
http://h20000.www2.hp.com/bc/docs/support/SupportManual/c01361514/c01361514.pdf
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Create a Certificate Request

Warning: By creating a new certificate request, you will erase any
prior request.

Advanced Enter the reguested information below.
Security
Settings

f Commeon Name * Fully gualified domain name or IP address of the printer. |NPIBDDEIZE.yuurdDmain.cum |
Certificates

1 Full legal name of your company. Do not abbreviate,

ol HTTPS Enforcement Organization except for Inc., Corp,, stc. (Ex: Hewleti-Packard Co.} |Yuur Company, Inc |
SHMP Organizational Specific department or division within your |Sales |
Access Control List Unit organization.
202.1X Authentication City/Locality City in which your organization is physically located. |Anytnwn |
Firewall State/Province State in which your crganization is physically located. |Any5tate |

Country/Region Two-character ISO 3166 country/region code. (Ex. |AN |

"us” for USA).

* reguired field

[ Beck [ Next [ Cancel |

n.-’ Trusted sites | Protected Mode: Off fs > FH100% -

When the data is entered and the “Next” button is pressed, the printer proceeds to generate the CSR (which contains
encoded versions of the information above and a “public” key). A “private key” is also generated at this time and stored
away in a safe place on the user’s computer.
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Network Identification The certificate request has been created.
Advanced
Security To submit this request to a Cerificate Authority (CA), click [Save] to save the certificate request to a file. The file iz in
) PEM/Basef4 encoding and needs to be given to a CA for certificate generation and signing. Once you receive the
Settings signed certificate from the CA, return to the Printer Certificate Options page and select "Install a Certificate.” Your
Certificates certificate request is as follows.

HTTPS Enforcement

SNMP MIICH=zCCAYgCAQIwga4xITASBgNVBAMTEESQSTkwRDA YR S5baVyZEat YW luLlmiv
BTEQMA4GEAL UEERMHQWE5AE9 3] ERMASGA 1 UECEMI QWS 503 RhdGUxCz AJBgNVERYT
BkFOMRowEAYDVRIEExFZb3Vy IENvEXBhbnksIE1uYsE aMBgEA1 UECKRMRITgEMakE
802.1X Authentication MzU60TAEZDAEMNI xDzANBgNVEAS TR0 OMDFkbj EOMAWGA1 UECKMFUZ Fs ZXMwgZ 8w
DY JKoZ IhvcNAQERBQADG Y OBMI GIACEEALZ 1Ti 12 Tue 4cLgRClPykiT08J7i/ehg
HvhWTCZjsdwb]i YEUS Tehe SMF4aX /utVnmDRItk/ I49DaZUxfFBwTbZ T53B4FT IR
tpaEo/Egxdrerl 3Dl sMHS /R1FSre34gMuFacTtCOh8058LexlsMk4 3doZgFkyTY
BEFucILaPs1NAGMBAREGMDAuBgkghkiGIwlBCR4xITAFMBOGA1 UdJQOWMBQECCSE
AQUFBwMBEggrBgEFBQcDA ] ANEgkghkiGow0BAQQFAROBgRCKHs yBr ThEPS4Hlaby
46TbE i EHTCECs4CAN Iy EdadAT YV sEEEmC Y HECACpa £QHA0Y a XX £ TunSoPE Tnv+
TCEHiul IVELIj JvysHr rEcgaQ5v IRt LrEHwMLT R TRQ yMSHy +xbaOomnChin/ QEX
r£IPFSHEmgHSZ2 agU3205EKwg==

Access Control List

Firewall

Done /" Trusted sites | Protected Mode: Off fy v ®100% v

At this point the CRS can be saved as a file or copied directly into the online form provided by a CA. This is the best (and
easiest) method to use if the printer can generate a CSR for a 2048 bit certificate. The next section will outline
procedures to use when the printer can only generate a CSR for a 1024 bit certificate.

HP LaserJet Pro devices that support generating a 2048 bit certificate
request

NOTE: If your device is listed below, skip the next section “When the printer cannot generate a Certificate Request for
2048 bit certificates” and go to “Installing the New Certificate” to install the certificate received from the Certificate

Authority.
e  HP LaserJet Pro 200 color Printer M251n (firmware date code 20140521 or later required)

e  HP LaserJet Pro 200 color Printer M251nw (firmware date code 20140521 or later required)
e HP LaserJet Pro 200 color MFP M276n (firmware date code 20140521 or later required)

e HP LaserJet Pro 200 color MFP M276nw (firmware date code 20140521 or later required)

e  HP LaserJet Pro M401a (firmware date code 20140521 or later required)

e  HP LaserJet Pro M401d (firmware date code 20140521 or later required)

e  HP LaserJet Pro M401dn (firmware date code 20140521 or later required)



e  HP LaserJet Pro M401dne (firmware date code 20140521 or later required)
e  HP LaserJet Pro M401dw (firmware date code 20140521 or later required)
e  HP LaserJet Pro M401n (firmware date code 20140521 or later required)

e  HP LaserJet Pro M425dn (firmware date code 20140521 or later required)
e  HP LaserJet Pro M425dw (firmware date code 20140521 or later required)
e  HP LaserJet Pro M435nw MFP

e  HP Color LaserJet Pro MFP M476dn

e HP Color LaserJet Pro MFP M476dw

e HP Color LaserJet Pro MFP M476nw

e HP LaserJet Pro 500 color MFP M570dn

e HP LaserJet Pro 500 color MFP M570dw

e  HP LaserJet Pro M521dn MFP

e  HPLaserJet Pro M521dw MFP

e HPLaserJet Pro M701a Printer

e HPLaserJet Pro M701n Printer

e HP LaserJet Pro M706n Printer

When the printer cannot generate a Certificate Request for 2048 bit
certificates

Some HP LaserJet printers were designed before 2048 bit Certificates were declared the new standard. Many of these
will have a firmware update that provides the ability to generate 2048 bit CSR. So, it’s always a good idea to install the
latest firmware (which can be obtained on HP.com) before resorting to the following procedures. However, some
printers will never have this capability. The following procedures can be used for these.

Warning: Do not be tempted to obtain a certificate from a CA that includes the private key along with it (either in
separate files or combined in a .PFX or .P12 file). The private key is to be kept private. It is never to be shared with
anyone else. Doing so will circumvent any security that the certificate is intended to provide.

Method 1 - Software supplied by the CA

Some CAs supply free software that can be used to generate a CSR outside the printer. Once the CSR is generated, it can
be submitted to any CA (not just the one that provided the software). One such program is DigiCert’s Certificate Utility:


https://www.digicert.com/util/
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Ll ﬁ-u
|
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| Maal
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Verson 236
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The user friendly interface provides most of the functions needed to manage certificates. To generate a CSR, choose the

“Create CSR” option:
F L
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support@digicert.com  Live Chat r
- SSL Certificates rnpcrt C Refresh
|fa Izsued To Expire Date Serial Mumber Friendly Nafe Izsuer
o EXAMPLE .americas.hpgcaorp.net 03-APR-2015 F2EBC43200000069 1FDF
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The following form will be presented:




L

@ DigiCert Certificate Utility for Windows®©

Create CSR

Certificate Details
Certificate Type: @ 55L () Code Signing

Common Name:
Subject
Alternative
Mames:
Organization:
Department:
City:

State:

Information
Certificate Type [required)

Choose how you are going to use the certfficate.

if you choose S5L, then the cedificate will be
saved in the machine cerificate store.

if you choose Code Signing, then the
certificate will be saved in your own cerificate
- store.

Country: [

key Size: [2048 {more secure)

| Generate | | Cancel

Detailed help for each topic is provided on the right hand side of the window.

For a printer, choose the “SSL” certificate type and “2048” for the “Key Size”. The “Common Name” is the name that will
be used to access the printer. Most often, this will be the Fully Qualified Domain Name (FQDN). This is a combination of
the Host Name followed by the Domain Name. In the following example, the FQDN would be:
“NPI90D02B.americas.hpqcorp.net”
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Less often, printers are accessed using just the Host Name (e.g.: “NPI90D02B”). And, sometimes printers are accessed
using the IP address (16.88.181.170 in this example). The most important factor in setting the Common Name is to
make sure that it doesn’t change. If the Common Name changes, then the certificate will no longer be valid. A new
certificate will need to be obtained. So, if the printer is configured by DHCP, then it's probably not a good idea to use the
IP address (since it will change periodically).

Part of value of a certificate is having a trustworthy and well respected agency (the CA) vouch for your device (the
printer). They “certify” that the printer belongs to you and that you are a real company/person and not just someone
spoofing a printer for illicit purposes (i.e. to obtain confidential information, etc.). So, providing accurate information is
vital to the process of obtaining a certificate. The best CAs will verify all of it before issuing a certificate.

Once the correct information is entered, the “Generate” button is pressed and a CSR is created. This is the CSR:
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pagpVeEDV3gFoJag+3tnwh350X5kIR4FmPItj1¥54gT 8 yBgjgRkSeyt /Ehxai 63Mm
anoaVIzYyEtl1ENSJSZ2pZ0]1rEPKr jHuJa8b4dsS /ONwgZ /e EMME BUMEZglenwdPudd
WE1Ced4EPalEijUT+wipMo U0 AFNx+tNi THeEH JE £ FnQ P2 pZgb 0+ /HOEwl 1B kb FUFE
SQFEhMngwt 3nF8 /DBtMCHCE1 k35 / yU3+5EupQ+gPEckLtUL

Copy CSR | |SavetuFiIe | | Close

The utility also stores away the private key for future reference (it will be needed after the certificate is issued). If you
use this method, be sure that the program has a valid code signature and is from a reputable source. This can be done
by examining the “Digital Signatures” tab of the “Properties” dialog (accessed by right-clicking the file name and
selecting “Properties”).



() DigiCertUtil.exe Praperties [

Securty I Details | Previous Versions |
General | Compatibility | Digital Signatures
Signature list
MName of signer: E-mail address: Timestamp
Details
oK || Cancel Apply

L

Here are some other examples of software that can be used to generate a 2048 bit CSR
e  http://www.trustico.com/ssltools/create/csr-pem/create-a-new-csr-instantly.php
e  http://www.gogetssl.com/online-csr-generator/
o  https://certificatesssl.com/ssl-tools/csr-generator.html

Method 2 - OpenSSL

The OpenSSL Project is a collaborative effort to develop a robust, commercial-grade, full-featured, and Open Source
toolkit implementing the Secure Sockets Layer (SSL v2/v3) and Transport Layer Security (TLS v1) protocols as well as a
full-strength general purpose cryptography library. The project is managed by a worldwide community of volunteers
that use the Internet to communicate, plan, and develop the OpenSSL toolkit and its related documentation.

A Windows based version of the OpenSSL toolkit can be obtained through the link on this page:
http://www.openssl.org/related/binaries.html

1. Download and install the appropriate Visual C++ 2008 Redistributables (x32 or x64 — depending on your system)
2. Download and install the appropriate version of OpenSSL (x32 or x64 — depending on your system).

3. Copy openssl.cfg from C:\OpenSSL-Win64\bin (or C:\OpenSSL-Win32\bin) to C:\usr\local\ssl and rename it to
openssl.cnf

This is a command line utility (run from the Command Prompt) which will generate a CSR. It needs to be executed from
the same directory that it is installed in.

10
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EX Administrator: Command Prompt |£|$J

C:%2ed C:sOpenSSL—Winb4sbin

C:~OpenSSL-Yin64~bin>openss]l req —new —newvkey rza:2048 —nodes —out NPITADBZE_youlls
main_com.key —subj "~/C=U5-/53T=Your State-L=Your Citys0=Your Company Inc.- 0U=S5ales
Loading ’screen’ into random state — done

Generating a 2848 bit RSA private key

G~ 0penSSL—YWin64~bin >

b

It can be complicated and confusing to try and figure out all the details of the command line for OpenSSL. So, DigiCert
has created the "OpenSSL CSR Wizard” which will generate the proper command line from the input provided:

OpenSSL CSR Creation
ODEDSSL CSR ‘k-’\"fizard The Fastest way to create your CSR For Apache (or any platForm using O

Fillin the details, click Generate, then paste your customized OpenS5L C5R command into your terminal.

Certificate Details Information

Commeon Hame: | NPI20D02B.yourdomain.com Mow jusk copy and paste this command into a

Organization: | Your Company, Inc. terminal session on your server. Your CSR will

Department: | Sales be written to NPIS0OD02B_yourdomain_com.csr.

City: | Your City openzsl red -new -newkey rea 2048 -
nodes -out
State: | Your State MWPI9ODOZE_vourdomain_cam, csr -
keyout
Country: | USA hd MPISOD02E_yourdomain_com. key -
subj "fC=USST="our State/L="rour
Key S5ze: | 2048 (recommended) hd City/O=Your Camparry
e, f Ol =Sales C=MPISOD0ZE, yoLrdom

ain.com”
Generate

The command shows up in the box on the right. It can be copied and pasted into the command line. In this example, the
CSR will be put into a file named: NPI90D02B_yourdomain_com.csr. The private key will be put into a file named:
NPI90D02B_yourdomain_com.key.
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Obtaining a certificate from the CA

This step of the process the same no matter how the CSR is generated. All of the top CAs will have a page on their web
site which facilitates submission. Here is an example:

-
@ Purchase 551 Certificate | Dmer Form Step 1 - Microsoft Internet Explorer provided by Hewlett-Packard E@g
File Edit View Favorites Tools Help
x McAfee 2 | x ﬁConvert ~ [ Select
@ u - |g, https://www.digicert.com/order/order-1.pk ~ % DigiCert, Inc. [US] le Fe '|
{2 Favorites i.:‘g & Timecard 0,', Email Services mail2web & | MLabs S5L VPN g Suggested Sites = @& | @hp Employee Portal ”
|@ Purchase 55L Certificate | DigiCert Order Form St.. | | @ w7 - [ @ v Pagev Safety~ Tools~ @' @ & @ IE ,LE
-
QD
.o . . «
Certificate Signing Request (CSR)
] |
Before we canissue a certificate, you will need to generate a Certificate Signing Requestor CSR on your server
| and submit it ko us.
How Lo create a CSR for OTHER 3
To remain secure, certificates must use 2048-bit keys. Please contact us if your platform can't generate a
2048-bit key. For more information, see this explanation. 1
]
|
I Select Server Software: __ lorPasteonebelow: I
Netscape iPlanet b ;;;E;mﬁﬂﬂuﬂ n;;u;; DY TVQTEwhBbnl ACFOZTER
I I"IQII"IX MREAGAL W!!m&:mmﬂlmﬂ?nzmn:wmimlq .
l ) ) Q:ng!w!jl.jm!ulm CLn 1wANTkh21!
Nwe” Ichﬂlﬂ MIIBIJANEg R Wx?lxll’_im]xnx
|| fx!f!h!mIpdd?jx!)ﬂ'S'.‘f.l.wrl'l?r!wﬂ.fmﬂ.]’!d-rmm
Mavell MetWare z1DApVE/ <] DEDacuwTgRTL 2N zOFRxE: P"ﬂ?ﬂxm
lt.:hjlﬂvava!m]ltjl!g!ﬂmd!mb,lﬂafslm! EBth7zkE
Oracle Mo Ez3p+¥GQEngtOs L T2 1anTV I inyi FLAKE Y 1Fu]/ s L1acEERRNEVID+RMES+d
N Vo WVEWI 2 STBpnHIHIY Twi FU= Yyt tRI+VL SFRSHDY +E-XaW0 51 X1 B gh Do TAXA
Qmall ;’I}Jﬂflﬂ!nﬁm:i!ﬂlm&m'ﬂfﬁmzmlsdmaiuﬂigfmﬂ
4 Sunone w12y NnWQaty M3 ICIHAOKNDXE EXECK~RIFwh/ JaN7 y54kiSmAZ: NUSuPHI
| . -+ BHEER R AMS IQpoET 7 =0+ gTI0RTS =V e EXIC L 1=Kz TUT30RAD] EY ¢ SWIwEEY
We hStar = TeS+BTnhanggNELz Sx? Faxlpy)=030T2 1 QMY AODTY L I=TRADE-KE /S0 g3 TRV Ywal
= ﬂ!hil!xyxln:mﬂ\fiHBEIGPH:M#MY&LIP)(!W]d.:mpnm—
Zeus Weh Sew-er I————— NEW CERTIFICATE REQUEST-————
-
| + Advanced Options
[l
[
Cancel Continue
F] T 3
K =
€& Internet | Protected Mode: Off g v H100% v
= _— ¥

Here is another example:
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-
& Secure Certificate Services - Microsoft Internet Explorer provided by Hewlett-Packard - | [

File Edit View Favorites Tools Help
) - %Cunvert - ESelect

@'v- - | hitps://certs.godaddy.com/ccp/wizards/dv/turborequestwizard.pkiZcreditld=9. « % GoDaddy.com, LLC. [US] “7| x | |-" Google -
¢ Favorites g,s & Timecard <2 Email Services mail2web g | MLabs S5L VPN @& Suggested Sites £ | @hp Employee Portal @ | Web Slice Gallery +

Secure Certificate Services fG -~ B - & @ v Pagev Safety~ Tools~ @~ €3 & & (1] &

@ ehitr  SECURE CERTIFICATE SERVICES es that may affect vour cerfificates  Welcome: 66167931 Log Out

#° F=edback
Manage Cerlificates &% Feedback

1-year Standard SSL

====

|' \  Hosting Options

Where is your certificate going to be hosted?
Domain Validation Web Hosting, Grid Hosting, Go Daddy Website Builder®, Quick Shopping Car, or Dream Web Site
@' Third Party, Dedicated Server, or Virtual Dedicated Server

Confirmation Enter your Certificate Signing Request (CSR) below: CSR help
H1HQOBeRYWiwNelnSEJof12 LNWSUTwt s8fhZcPalgnRmvxAAP4qBIDIuNBS JRke »
&WzUhun38AG3jCI4nhrZ7 9007 LE06FfbZgGETawej IuH3cTUCAWEARaRAMAOGCSgE

What Now? SIb3DQEEBQUAL4TBAQAGPMIbZF20KalI53HtN0d41bTéh6re/ 8m/nwTo0TKE 94T T

vxD3 I TpJvWZ2ELinU+065SwunzWr90NPbBn4T T1gxLMsbFgivyWI5y0SONTDRsCQWIL
d¥MAtPvTFRzEduGMOWRLVQ 7be SEk/ gqwEWDApkZ f4k0T1uba/ QXOBpxhPFP4+MpVO+
JQRVGOSg6R82FKk,/ TVgPcKOHI0BEmt RpBL2b 7 vgLLW Tpv1vA+UbJvEPTZN S kapém
20Ue530t85Y1dKUTEW3TSGCHbrJ9Dr4/ P91i577LONYg6My2b1dNCAkh4GdrwriEZ
D0RaZ1l1BzEroxHDGshMRbhBFcDmgScI4IgToZ2Zhk

m

m

Signature algorithm: Learn more

sHA1[+]

Certificate issuing organization: Learn maore
Go Daddy [+]

[T 1agree to the terms and conditions of the Subscriber Aqreement

Effective August 8, 2011, some certificates will require re-validation every three years. For more information, please click here to
review the Subscriber Agreement. |

Cancel SRS
Cepyright ® 2003-20132. All rights reserved.

Go Daddy Privacy Polioy
Repository i

€ Internet | Protected Mode: Off g v H100% -

In both cases, the CSR is copied directly to the text box provided on the page. Assuming everything goes well, the
certificate will be provided by email or available for download. It will be a text file with encrypted data that the printer
will use once the certificate is installed. It can take one of these three formats:

1. Cryptographic Message Syntax Standard ((.P7B, .P7R or .SP(C)
The PKCS #7 format supports storage of certificates and all certificates in the certification path.

2. DER-encoded binary X.509 (.DER, .CER, or .CRT)
The Distinguished Encoding Rules (DER) format supports storage of a single certificate. This format does not
support storage of the private key or certification path.

3. Base64-encoded X.509 (.CER or .CRT)
The Base64 format supports storage of a single certificate. This format does not support storage of the private
key or certification path.

Here's a typical example:
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MIIGoTCCBYmgAwIBAgIQQJjbedMcCet2VULWFkhhfzANBgkghkiGOwORAQUFADCB
njEPMAOGA1UEChMGaHAuY?2 9 tMRowGAYDVQQLEXFJVCBJIbmZyYXNOcnVjdHVYZTEL
MAkGA1UEBhMCVVMxIDAeBgNVBAOTFOh1d2x1dHQtUGFja2FyZCBDb21wYWS55MUAwW
PgYDVQQDEzdIZXdsZXROLVBhY2 thcmQgUHIpdmF0ZSBDbGFzcyAy IEN1cnRpZml j
YXRpb24gQXV0aG9yaXR5MB4XDTEZMDcyNTAWMDAWMFoXDTEOMDCyNTIZNTk 10Vow
XTEgMB4GA1UEChQXSGV3bGV0OdC1QYWNrYXJk IENvbXBhbnkxEDAOBgNVBASUB1IN1
cnZlcnMxJzA1BgNVBAMTHmMSwaTkwZDAyYi5hbWVypgqrhcy5ocHFjb3JwLm51dDCC
ASIwWDQYJKoZIhvcNAQERBQADgGEPADCCAQoCgGgEBAMUS tal2DD3/XwX99u5a3at5
/ ZEWFwUCV6d3WBvwWCtGZ9Ab+cOmuQC/JtFi6nP54rv/YPACsvbGUYyWMbY1VAuNAS
msCplfgDE4nNKgUdpr4gxrHPmHfB3YUQiApreY2RgLsaFzKUwYttyl/SMDgVb4tu
cDv40voODB/PHysodWNpEm+/ iXPNZe jmz0y4 1+EZEOVbHWWyvnsXmc2UMSGwiEfp
gPPwLgrEBOejllmgc92ICkzpA4FT1Ks4 tMdUXVRQRa+Q8RgWLGYAqQFBADTsOITXg
VnItgoE3foQ6No+21GkuawfRCObn7IVgkftXos8ug3NCsX5B4rB5yNjORZbbJIcC
AWEAAaOCAxkwggMVMAWGA1UJEWEB/wQCMAAWDGYDVROPAQH /BAQDAGSWMBSGA1Ud
IWQYMBaAFDft9xV5LTC1lmJpltlw344jgqEWrVMBOGA1UdDgOWBBSXYOHY 7seF/U3C
/ 651zKF+QnsTKjCCAR4GA1UdHWSCARUwggERMI IBDaCCAQmgggEFhkdodHRwOi8v
b25zaXR1Y3JsLnZlcml zaWduLmNvbS9IZXdsZXROUGFja2FyZENvbXBhbnlIUE1U
RzIVTGF0ZXNOQ1IMLmNybIaBuWxkYXA6Ly9sZGFwLmhwILmNvbS9DTj1IZXdsZXR0O
LVBhY2thcmQ1MjBQcml 2YXR1JITIwQ2xhc3MIMjAyJTIwQ2VydGlmaWNhdGlvbiUy
MEF1dGhvcml 0eSxPPUh1d2x1dHQtUGFja2FyZCUyMENvbXBhbnksQz1VUyxPVT1J
VCUyMEluZnJhc3RydWNOdXJ1LE89aHAuY29tP2N1lcnRpZml jYXR1cmV2b2NhdGlv
bmxpc3Q7YmluYXJI5MCoGA1UdJIQEB/wQgMBAGCCsGAQUFBWMBBggrBgEFBQCDAGY T
KwYBBQUHAWQwewYDVROgBHQwC jBwBgor BgEEAQSEAWUBMGIWKQY IKwYBBQUHAQEW
HWhOdHA 6Ly 9%kaWdpdGFsYmFkZ2UuaHAuY2 9tL2NwMDUGCCsGAQUFBwICMCkaJlRo
aXMgYXV0aG9yaXR5IG1lzIGZvciBIUCBidXNpbmVzcyBvbmx5LjCB6QYIKwYBBQUH
AQEEgdwwgdkwJgY IKwe jbQUHMAGGGMhOJHA 6Ly 90cClvY3NWLNNSbWF1dGguY29t
MIGuBggrBgEFBQcwAQSBoTCBnjEPMAOGA1UEChMGaHAuY2 9tMRowGAYDVQQLEXEJ
VCBJIbmZyYXNOcnVjdHVyZTELMAKGA1UERBhMCVVMxIDAeBgNVBAOTFOh1d2x1dHOt
UGF3ja2FyZCBDb21wYW55MUAWPGYDVQQDEZdI ZXds ZXROLVBhY2 thcmQgUHJIpdmE0
ZSBDbGFzcyAyIEN]cnRpZmlj YXRpb24gQXV0aG9yaXR5SMAOGCSqGS Ib3DOEBBQUA
A4IBAQA0aGax0H/nI1lhmoGcEkkHiJWb7YXCX8A4mY1mHhC/1rcRA/BSnNoipLkEL
T/CImdzgb03CC5BcMOu3Poc9SpU6eQF65dHTM+WDHWZ £1SVX4kHWUAMT 698eX8De
Pt+y+SB9gZgWff+1Eu55Jkxk jUST£XN3MhyzaIN1Ft8051WCx6qyJk Is1yKWrNYX
CdLU8sU/p+PG6F8hugeZr5e0QBggHDiIraMZB1zDFcTHOkwvObjPIBNLgsFlek20
fAj5IfxdolrbO6a/vkIjVZpE4p7K/VHZM6F+kKMa022qx9d40ixFN2XQOnFDwMZo
kKKuuV£COXwUbYMk t59kp6Pnk+UU

Installing the Certificate into the Printer

When a CSR is generated by the printer, an option to “Install a Certificate” will appear in the list:
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Iy —— ¥ E - ] —= EI
/€ HP LaserJet 400 M401dn 1.5.8_8.13]..1?0 Microsoft Internet thrEpmded by Hewlett: Packald1 [ g

File Edit View Favorites Tools Help

- | @Conver‘t v [ Select

'-.' country code for netherlands antilles P 'l

@ U - |g, http://npi80d02b.americas.hpqcorp.net/hp/device/set_config_networkPrintCerts.html?t | +3 ‘ X

i} Faverites {:‘3 & Timecard -:;- Ernail Services mail2web @  MLabs S5L VPN @ Suggested Sites v @ | @hp Employee Portal g | Web Slice Gallery =

o9 -|§Hp Laserlet4... % |@ Purchase SSL Ce... |@ SSL Certificate C... |_| - v [ fm v Pagev Safetyv Took~ @~ €9 & N (4] N
= — = = -
- ] A

/7] HP LaserJet 400 M401dn O|FOFFOR FOIR '

HF Laser)et400 M401dn MPI90D02B 16.88.181.170

[ hone |~ s | o JSTETIR] pvie arces | W o

Metwork Summary -
Configuration Certificates [ shopfor suppiies
IPv4 Configuration . . .
Printer Certificate Options
IPvE Configuration

Metwork Identification

Advanced ) Create a New Self-Signed Warning: This operation will overwrite the currently installed
Security Certificate certificate with a new self-signed certificate.
Settings P . Create the certificate request that you will give to a Certificate
[ — ! Create a Cedificate Request Authority (CA).
HTTPS Enforcement Install a certificate created for you by a Certificate Authority. Note:
@ |nstall a Certificate This certificate must have been created using the last cerificate
SNMP request generated by this printer.
Access Control List ) Import a Certificate and Warning: This will overwrite the currently installed printer
802.1X Authentication Private Key certificate.
Firewall . X . " .
() Exportthe Certificate Export the printer certificate and private key.

[ e | carca |

/ Trusted sites | Protected Mode: Off V';] * ®115% -

h ———

This option will not appear if the CSR was generated by one of the alternate methods. If it is visible (from a previous
attempt to generate a CSR), then it will only work with the certificate which resulted from the most recent printer-
generated CSR. It will not work with certificates generated by one of these alternate methods. Instead, the certificate
must be converted to the “Personal Information Exchange” format (PKCS #12, .PFX, or .P12) and installed using the
“Import a Certificate and Private Key” option.

Converting the Certificate to the Personal Information Exchange (.PFX)
format

If a certificate was obtained using a CSR which was not generated by the printer, then it cannot be installed directly into
the printer. It must first be converted to the PKCS #12, .PFX, or .P12 format. Then the “Import” option can be used to
transfer the certificate and private key to the printer. Most certificate management programs can provide this function.
DigiCert’s Certificate Utility is shown here for example purposes.

Method 1 - Software supplied by the CA

The first step is to select the “Import” option on the main window of the Certificate Utility:
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F -
[‘] DigiCert Certificate Utility for Windows© L — - o — T

Odigicert. | CERTIFICATE UTILITY for windows “ 1.800.896.7973

support@digicert.com  Live Chat r

- SSL Certificates @u? Create CS Refresh
lfa Issued To Expire Date Serial Mumber Friendly Name 20,

5L EXAMPLE .americas.hpgcarp.net 03-APR-2015 F2EBC48200000069 IFDF

'y

Code Signing

Account
Export Certificate ‘ ‘ TestKey ‘ | View Certificate |
Nersion 2346 Closs
Next, provide the name of the file that contains the certificate:
r T
(@) DigiCert Certificate Utility for Windows® |23 |

Certificate Import

This wizard will assist you with importing a certificate. Depending on the type of file you
are importing you may be prompted for & password to decrypt the private key.

File Mame
Eed\Pictures\security certificates\WPIS0D028_americas_hpgoorp net.ort Browse. ..

< Back Mext > | | Cancel

e —

Select the “Finish” button when ready to import the certificate:
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-
El] DigiCert Certificate Utility for Windows2

Certificate Import

The following certificate is ready to be imported. For mare details of
the certificate press the View Certificate button.

MName: npi90d02b. americas. hpgorp. net

Serial Number:  4093DB7B231C0EET6554206 16486 17F

Thumbprint: J5C540663CA3DCCTAL19190D0AS5B043745A 306048
Private Key:  Search for an existing private key match on the computer

Enter a new friendly name or you can accept the

Press the Finish button to import the certificate and search for a matching private key.

< Back ” Finish | | Cancel |
= — W a
The main screen of the utility will now include the new certificate:
F v
@ DigiCert Certificate Utility for Windows2 - o — =l
- - -
Od|g|cert | CERTIFICATE UTILITY for windows {0 1.800.896.7973
support@digicert.com  Live Chat r
- 551 Certificates B createcsk 2 1mport € Refresh

|[2 Issued To Expire Date Serial Mumber Friendly Name Issuer

- EXAMPLE .americas.hpgcorp.net 08-APR-2015 72EBC4320000006% 1FDF
! | reis0d02b.americas hpgcorp. et 25-1UL-2014 40980B 7883 1C0SEBTESS. . gsﬁ:f;fac' -
1 i
I Code Signing

AK?

Tools

f R .
Account
Export Certificate ‘ ‘ Test Key ‘ | View Certificate |
Venion 236

b =

Next, select the “Export Certificate” button on the main window of the Certificate Utility:
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-
@ DigiCert Certificate Utility for Windows© - o — =_|l_=

- - L
Odlg ICert | cermiFicaTE UTILITY for windows ‘0 1.800.896.7973
support@digicert.com  Live Chat r
: 551 Certificates [ createcsk 2 mpart € Refresh
l‘; Issued To Expire Date Serial Mumber Friendly Name Issuer
- EXAMPLE .americas.hpgcorp.net 03-APR-2015 72EBC45200000069 1FDF
npi9Ndn2b. americas. hpgoorp.net 25-1UL-2014 4098DB7BA31C09ERTESS. .. Hewlett-Pac...
[l —-| Company
t 5
| Code Signing
) \’2
Tools
f L
Account e
< Export Certificate D Test Key ‘ | View Certificate |
e
Version 236

b =

and choose “pfx file” option as shown here:

F Yy
(@) DigiCert Certificate Utility for Windows® S|

Certificate Export

This wizard will export a certificate and optionally its private key from the
certificate store to disk.

You must select the private key option if you wish to install this certificate on
a different computer,

Do you want to expart the private key with this

@ Yes, export the private key
@ pfx file Indude all certificates in the certification path if possible

() key file (Apache compatible format)
(71 Mo, do not export the private key

< Back Mext = | | Cancel |

J
The PFX format is required by the LaserJet printer. It contains everything needed to protect the printer from
unauthorized access:
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e  (Certificate
e  Public key

e  Private key

These are also the three vital components that a hacker needs to circumvent the printer security. So, treat this file with
great care. Always store it in a safe and secure location. A password is required to help prevent unauthorized access.

Do not share this password with anyone.

il 5
(@) DigiCert Certificate Utility for Windows® e

Certificate Export

In order to protect the sensitive information in the private key, you are
required to enter a password.

Type and confirm a password

Password

Confirm Password

< Back ” Mext = || Cancel |

L

Provide a name and location for the .PFX file:
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(@) DigiCert Certificate Utility for Windows® e

Certificate Export

Enter the file name that you want to save the exported certificate to
and press Finish to export the certificate.

Enter a file name for the exported

File name
g\benneed \Documents\Download\npig0d02b_americas_hpgcorp_net.pfy |Z|

< Back ” Finish || Cancel |

J

e

Here are some examples of other software than can be used to create the PFX file:
http://www.trustico.com/ssltools/convert/pem-to-pkcs12/convert-pem-to-pkcs12.php
https://certificatesssl.com/ssl-tools/convert-certificate.html

Method 2 - OpenSSL
OpenSSL can also be used to create the PFX file that can be imported into the printer. Use the following command:

openssl pkcs12 -export -in <cert-file-name.ext> -inkey <key-file-name.ext> -out <export-file-name>.pfx

Substitute the items contained in “<...>” with the appropriate file names for the certificate, the private key, and the
output PFX file. This command will prompt for a password to protect the private key (just like the DigiCert utility). This
password will be required when importing the certificate into the printer. Here’s an example of how it works:

20


http://www.trustico.com/ssltools/convert/pem-to-pkcs12/convert-pem-to-pkcs12.php
https://certificatesssl.com/ssl-tools/convert-certificate.html

EW Administrator: Command Prompt |ﬂﬂ‘é]

C:\0penSSL—Winb4 bhin2>openss]l pkesl2 —export —in npi?@d@Zb_americas_hpgcorp_net.crt —inkey
npi?@dA2zb_americas_hpgcorp_net.pfx

Loading *screen’ into random state — done

Enter Export Paszword:

Uerifying — Enter Export Password:

C:s0penSSL-Winb64shin>

b

Installing the new certificate

The certificate is now in a format that can be accepted by the printer. From the “Printer Certificate Options” page on the
printer EWS, choose the “Import a Certificate and Private Key” option and select “Next”:
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@ HP Laserlet 400 M401dn  16.88.181.170 - Microsoft Intemnet Explarer provided by Hewlett-Packard I -_. [E=EEE

File Edit View Favorites Tools Help

e =
bl % McAfee - | x *;Convert - [P0 Select

@ Q - |g| http://npi80d02b.americas.hpqcorp.net/hp/device/set_config_networkPrintCert + | 4 | X

'::' certificate signing request L v|
77 Favarites 93 @] Timecard 0:;,:0 Email Services mail2web @] MLabs S5L VPN @ Suggested Sites v @ | @hp Employee Portal @ Web Slice Gallery ~

2]+ | @H.. x| @nup... @ Digic.. W Ope.. |@Digit. | | fi v B - I # - Pagev Safety~ Toos- @~ €@ & & (1] @
[/} HP LaserJet 400 M401dn

O

al:

HP Laserlet 400 M401dn NPISOD0ZB 16.88.181.170

oo 1 Ssm | pim  JSUEREITRR e e servces | P smart st

(| Network Summary -
| Configuration Certlﬁcates _ m

IPv4 Configuration
IPvE Configuration

Printer Certificate Options

il Network Identification
Advanced () Create a New Self-Signed Warning: This operation will overwrite the currently installed certificate
f Security Certificate with a new self-signed cerificate.
ur
i = Create the certificate request that you will give to a Certificate Authori
Settings () Create a Certificate Reguest = U 2 fty
Certifi (CA).

Install a certificate created for you by a Certificate Authority. Note: This
() Install a Certificate certificate must have been created using the last certificate request
SNMP generated by this printer.

HTTPS Enforcement

Access Control List @ Import a Certificate and Private

Warning: This will overwrite the currently installed printer certificate.
B802.1X Authentication Key

Firewsall () Export the Certificate Export the printer certificate and private key.

T W |

n.” Trusted sites | Protected Mode: Off J‘s > FH100% -

— ———

Provide the filename for the .PFX file and the password that was used when the file was originally created. Select
“Finish”.
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@ HP Laserlet 400 M401dn  16.88.181170 - Microsoft Intemet Explarer provided by Hewlett—Packard& [E=EEE

- —

File Edit View Favorites Tools Help

i Faverites © 55 @] Timecard 0:;,:0 Email Services mail2web @] MLabs S5L VPN @ Suggested Sites v @ | @hp Employee Portal @ Web Slice Gallery ~

[%Hm[@ hitp:... (@) DigiC... | Ope.. | @ Digit.. l_l

R © McAfee’ [ | x *;Convert - [P0 Select
@ O - |g| http://npi80d02b.americas.hpqcorp.net/hp/device/set_config_networkCertsImp + | 4 | X | |E:' certificate signing request L v|

[/} HP LaserJet 400 M401dn

HP Laserlet 400 M401dn NPISOD0ZB 16.88.181.170

oo 1 Ssm | pim  JSUEREITRR e e servces | P smart st

Network Summary Cel‘tiﬁcates

Configuration
IPv4 Configuration
IPvE Configuration

' Metwork Identification Enter the name of the file that contains the certificate and private key. You must provide the password that was used
to encrypt the private key.

ertificate and Private Key

‘ Advanced
Security The file format must be PKC S#12 encoded (pfx).
Settings
Certificates
File Name: * |C:\U3ers\benneed\Pictures\53c:ur'rty oertiﬂcatﬁ“ Browse...

HTTPS Enforcement

SNMP Password: * [semanees] |

Access Control List Mark private key as exportable. _

B802.1X Authentication * required field

Firewall

[ ook [ Corcel |
[l
/' Trusted sites | Protected Mode: Off ¥a v ®10% -
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@ HP Laserlet 400 M401dn  16.88.181170 - Microsoft Intemet Explarer provided by Hewlett—Packard& [E=EEE

- —

File Edit View Favorites Tools Help

Ll  Mchfee’ [ | x *;Convert - [P0 Select
@ O - |g| http://npi80d02b.americas.hpqcorp.net/hp/device/set_config_networkCertsSSF | 4 | X | |E:l certificate signing request R~ |

i Faverites © 55 @] Timecard 0:;,:0 Email Services mail2web @] MLabs S5L VPN @ Suggested Sites v @ | @hp Employee Portal @ Web Slice Gallery ~

,[%F[—g H.. % |@nttpr.. @) DigiC..| W Ope.. | @Digit.. | | f ~ B - 0 @ - Pagev Sofety~ Took~ @~ @ & & (1 [

[/} HP LaserJet 400 M401dn

HP Laserlet 400 M401dn NPISOD0ZB 16.88.181.170

[ ome | eem | e WD
Network Summary c
Configuration Cel‘tlﬁcates I Shop for Supplies m

IPv4 Configuration
IPvE Configuration
Network Identification

Advanced

| Security I 0K
Settings
Certificates

The printer certificate has been updated.

HTTPS Enforcement
SHNMP

Access Control List '
B802.1X Authentication

Firewall

Done /" Trusted sites | Protected Mode: Off fy v ®100% v

=d

Select “OK” to return to the main Certificates screen. To verify that the new certificate has been installed, select the
“View” button:
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@ HP Laserlet 400 MA01dn  16.88.181.170 - Microsoft Intemet Explorer provided by Hewlett Packard | P s [E=gEER

File Edit View Favorites Tools Help
Mehfee g | x @ Convert ~ PRselect

o

xX

'-.' Google 2 - |

@ u - |§, http://npi80d02b.americas.hpgcorp.net/hp/device/set_config_networkViewPrint ~ | 4 | X
77 Favorites 95 €] Timecard 0:;:0 Email Services mail2web & MLabs SSLVPN @& Suggested Sites @] @hp Employee Portal & Web Slice Gallery »

| QVVJQ@vPagev SafetyVTooISV®V®Q@|ELE

| (€& HP LaserJet 400 M401dn 16.88.181.170

/7] HP LaserJet 400 M401dn

HP LaserJet 400 M401dn NPISODOZB 16.88.181.170
I tome 1 smiem | e [SSEEETE e v senices | H smrt i
|
| Network Summary c
| Configuration Certificates I Shop for Supplies m
IPv4 Confi ti
v Lontiguration Printer Certificate Options
IPvE Configuration
Network ldentification Version: 3 (0x2) =
Serial Number: 40:98:db:7b:83:1c:09:eb:76:55
Advanced
N Signature . .
Sesc:rrly Algorithm: sha1WithRSAEncryption
I stings lzsuer:
Certificates CH: Hewlett-Packard Private Class 2 Certification Authority
|
HTTPS Enforcement o hp.com
SNMP ou: IT Infrastructure
Access Control List ou:
802.1X Authentication Validty: I
lzsued On: 2013-07-25 00:00 UTC
Firewall .
Expires On: 2014-07-25 23:59 UTC | 4
Subject:
CN: npig0d02b.americas.hpgcorp.net
a: Hewlett-Packard Company
ou: Servers
ou:
Public Key Algerithm: reaEncryption RSA Public Key: (2048 bit) Medulus (2048 bit):
Public Key: 00:c5:23:b5:ad:76:0c:3d: ff:5f.05: fd: 6:ee:5a: dd:ab:79:ff:31:30:17:05:1c:57:a7.77:58:1b: f0:
Da:d1:99:f4:06:fe:70:e5:ae:40:2f.cO:b4:58:ba: He:
Extensions:
Authority o D ET 15 TG 3030 ASGR QA TERE EC- AT E AR E A1 BA
. keyid: 3T EDCFT15:79:20:30:A5:98:94.75:B6:5C: 37 E3:88:EA 11:6A:05
Key ldentifier:
SubjectKey o o o Er cT e E A O FFAF-RE OO A1 TE- 47 TR 3
e 1 §7:60:E1:FZ:EE:CT:85:F0:40:C2:FF.AE:65:CC:ATTE:42:TB:13:24
Identifier:
Key Usage: : critical TLS Web Server Authentication, TLS Web Client Authentication, E-mail Protection i
Done / Trusted sites | Protected Mode: Off V(;] v H100% ~

Applicable Products

HP LaserJet Pro 200 color Printer M251n - CF146A
HP LaserJet Pro 200 color Printer M251nw - CF147A
HP TopShot LaserJet Pro M275 MFP - CFO40A

HP LaserJet Pro 200 color MFP M276n - CF144A

HP LaserJet Pro 200 color MFP M276nw - CF145A
HP LaserJet Pro 400 color Printer M451dn - CE957A
HP LaserJet Pro 400 color Printer M451dn - CE957A
HP LaserJet Pro 400 color Printer M451dn - CE957A
HP LaserJet Pro 400 color Printer M451dw - CE958A
HP LaserJet Pro 400 color Printer M451nw - CE956A
HP LaserJet Pro 300 color MFP M375nw —CE903A

HP LaserJet Pro 400 color MFP M475dn - CE863A

HP LaserJet Pro 400 color MFP M475dw — CES864A
HP LaserJet Pro 400 Printer M401a - CF270A

HP LaserJet Pro 400 Printer M401d - CF274A

HP LaserJet Pro 400 Printer M401dn - CF278A

HP LaserJet Pro 400 Printer M401dne - CF399A

HP LaserJet Pro 400 Printer M401dw - CF285A
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HP LaserJet Pro 400 Printer M401n - CZ195A
HP LaserJet Pro 400 MFP M425dn - CF286A
HP LaserJet Pro 400 MFP M425dw - CF288A

For more information

To read more about this issue, go to: hp.com/support

Call to action

Please contact your HP representative or visit: hp.com/go/product

hp.com/go/support

Current HP driver, support, and security alerts
delivered directly to your desktop
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