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Abstract

Digital Sending features that use eMail servers should use an SSL-encrypted connection. When
working with commercially provided services such as Gmail, Office365, Yahoo, or even with
Enterprise services, SSL should be properly configured with the correct Certificate Authority
(CA) certificates. This bulletin gives guidance on obtaining the proper CA certificate.

Notable CA Certificates
Certificates for the following commercial services can be downloaded from the links below:

e Gmail (April 2014):
https://www.geotrust.com/resources/root certificates/certificates/Equifax Secure Cer

tificate Authority.pem
e Yahoo (April 2014):
https://www.digicert.com/CACerts/DigiCertAssuredIDRootCA.crt
e Office365 (April 2014):
http://secure.globalsign.net/cacert/Root-R1.crt

Certificates and Certificate Authorities (CA)

The identity and authenticity of servers across a network is established by the use of identity
certificates issued by certificate authorities (CAs). A certificate authority, after independently
verifying information about a server, assembles and cryptographically signs that information to
create an identity certificate. A client later examining the server’s identity certificate can
validate it by reversing the cryptographic signature. The cryptographic key necessary to reverse
the signature is found in the CA Certificate that is distributed by the CA. The CA Certificate,
rather than being used to prove the identity of the CA, is used to prove that the certificate was
issued by the CA.

As an example, here is how a certificate comes into existence and is used:

A) A Certificate Authority, e.g. Verisign, issues a certificate to a server, e.g. www.
Amazon.com.
B) A client receives a certificate from www.Amazon.com.

C) The client uses the CA Certificate from Verisign to prove that Verisign did in fact sign the
certificate received from www.Amazon.com.

An ldentity Certificate is thus tightly bound to the CA Certificate — only the CA Certificate can
validate the Identity Certificate.


https://www.geotrust.com/resources/root_certificates/certificates/Equifax_Secure_Certificate_Authority.pem
https://www.geotrust.com/resources/root_certificates/certificates/Equifax_Secure_Certificate_Authority.pem
https://www.digicert.com/CACerts/DigiCertAssuredIDRootCA.crt
http://secure.globalsign.net/cacert/Root-R1.crt
http://www.amazon.com/
http://www.amazon.com/

For most users, CA Certificates are invisible since they are pre-installed into browsers and
operating systems. In contrast, specialized printers such as HP Multifunction Printers (MFPs) do
not have certificates preloaded and the proper CA certificates must be installed before such
printers can correctly validate a server.



Obtaining CA Certificates
There are a number of ways to obtain the correct CA Certificate.

1) Request the CA Certificate from the administrator of the server.

2) After identifying the Certificate Authority, request the certificate directly from the
Certificate Authority.

3) Afteridentifying the Certificate Authority, search for the CA Certificate in the certificate
repository of a trusted operating system or browser.

4) Use an online tool such as https://ssl-tools.net .
For more information, see Obtaining CA Certificates for other services using SSSL-Tools

For information about CA Certificates for a number of popular email providers, see Notable CA
Certificates.

Obtaining CA Certificates for other services using SSSL-Tools (https://ssl-
tools.net)

The https://ssl-tools.net/mailservers site can be used to query any publicly accessible mail
server for its certificate chain and download the appropriate CA certificate. This tool only
checks for servers using the STARTTLS method; if the mail service uses SMTPS, this tool will not

be able to query the service.

Disclaimer: https://ssl-tools.net is owned and operated by a private enterprise. The

use of services and information from this site is entirely at the user’s risk. Hewlett
Packard does not endorse this site nor warrant the accuracy or suitability of any
information derived from the use of this site. At the writing of this document (May
2014), the information obtained from https://ssl-tools.net is accurate for the email
services that were checked. No statement can be made about any other email

services.
Follow these steps to obtain the CA Certificates:

1) Go to https://ssl-tools.net/, and then click Test mail servers.
2) In the Check your mail servers encryption page, type the hostname of the mail server in

the text box (smtp.mail.yahoo.com, for example), and then click Test mail servers.

Note: This hostname should be the same hostname that is used to configure the Scan to
Email feature of an MFP.


https://ssl-tools.net/
https://ssl-tools.net/
https://ssl-tools.net/
https://ssl-tools.net/mailservers
https://ssl-tools.net/
https://ssl-tools.net/
https://ssl-tools.net/

Figure 1: Check your mail servers encryption
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3) In the SSL check results page, click the certificate for the server.

Note: Make sure to select the correct certificate for the server as one or more servers
will be displayed, along with their CA certificates.

Figure 2: SSL check results
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4) In the Certificates details page, click on the Root CA certificate or self-signed certificate
(Certificate is self-signed), the last certificate in the Certificate chain.

Figure 3: Certificate chain
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5) On the DigiCert High Assurance EV Root CA page, select the self-signed certificate and
download the PEM format.
The PEM format is the certificate required to validate the SMTP server.

Figure 4: Certificates
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Appendix 1: Installing a CA certificate into a Laserjet with Jetdirect

networking

Note: Certificate Management will be revised in mid-2015. This section will no longer apply for

the newer firmware releases.

After identifying and obtaining the CA certificate for your email service, the certificate should be
installed into your HP Laser]et printer using the EWS interface.

Follow these steps to install the CA certificate for HP Laserlet printers using FutureSmart

firmware version released before mid-2015:

1) Open the EWS.

2) Click the Networking tab, and in the left pane select Authorization.

3) In the CA Certificate section, click Configure.

Figure 5: Networking screen in the EWS
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Certificates are used to identify devices on the network.
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By default, a pre-installed self-signed Jetdirect certificate is created to identify Jetdirect. ¥ou can change this certificate to more accurately identify the device
and to update the length of time the certificate is valid.

Status: Installed

==

CA Certificate

A Certificate Authority (CA) certificate is required for some authentication methods. It is used to verify the authentication server's cerificate. The CA certificate
must be the certificate of the CA that signed the authentication servers certificate.

Status: Not Installed




and then click Next.

Figure 6: Certificate options
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A Certificate Authority (CA) certificate is required for some authentication methods. It is used to verify the authentication server's certificate. The CA certificate

must be the certificate of the CA that signed the authentication server's certificate.

'3§3' Install CA Certificate Install the certificate for a trusted CA (Certificate Authority).

=]

then click Finish.
Note: If the certificate is an Intermediate certificate, check the “Allow Intermediate CA”

checkbox.

5) Inthe Install CA Certificate section, click Browse, select the certificate from your PC, and

An intermediate CA certificate is a CA certificate in which the Subject and Issuer are not

the same. In general, an intermediate CA certificate does not validate certificates as

broadly as a root CA certificate; a root CA certificate should be used when available. For

more information, see Appendix 3: Certificate Chaining .

Figure 7: Install CA Certificate
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Appendix 2: Certificate Validation

A certificate, whether CA or Identity, consists of a number of plain text fields that are user-
readable, and a few mathematical items that are readable, but nonsensical to normal users.
This document provides information about the Subject and Issuer fields; the Valid from and
Valid to fields are of secondary interest. It will also provide information of the Public Key and
the Private Key mathematical encryption objects.

In an identity certificate, the Subject field identifies the entity to which the certificate was
issued and the Issuer field identifies the Certificate Authority that issued the certificate.
Though the contents of both the Issuer and Subject fields are arbitrary strings, generally
speaking, a URL is used for the Subject while the name of the certificate authority is used in the
Issuer.

Here is a partial view of a sample identity certificate:

Figure 8: Certificate Details - Valid from and Valid to fields
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This certificate was issued by Sample Root Certificate Authority to smtp.sample.com.

A CA Certificate is essentially the same as an identity certificate, with Subject and Issuer fields
having the same significance. A sample CA certificate is shown below:

Figure 9: Certificate Details — Issuer and Subject fields
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Learn more about certificate details

The Subject of this certificate is Sample Root Certificate Authority, the organization to which the
certificate was issued and that will use the certificate. The Issuer of the certificate is also
Sample Root Certificate Authority —i.e. the organization that uses the certificate is also the
issuer of the certificate. The organization Sample Root Certificate Authority is what is known as
a Root Certificate Authority. It is the root of a hierarchy of certificates, an idea that we will

explain later.

The most important parts of any certificate, whether it is a CA or an identity certificate, are the
public and private encryption keys. These matched keys have the important properties that a)
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anything encrypted by the public key can only be decrypted by the private key, and b) anything
encrypted by the private key can only be decrypted by the public key.

The public/private key pair provides the key elements for the validation of an identity
certificate by a CA certificate. When a CA issues a certificate, it encrypts all the certificate
information with its private key and attaches the encrypted version to the unencrypted
information. This encryption process results in the signed certificate that is issued to the entity
identified in the Subject field.

Since the encrypted part of the certificate (the signature) can only be decrypted with the public
key matching the private key that encrypted it, it provides an extremely strong bond between
the certificate contents, the CA and the certificate data that the CA validated before signing the
certificate. Specifically, the signature in the identity certificate can be decrypted with the public
key of the CA to reveal the original data. If this original data matches the certificate data, then
it is certain that the certificate data is correct, and that the CA signed this exact data.

Thus a certificate’s validity is created and checked in the following steps:

1) A Certificate Authority (CA) verifies information (subject, validity dates, usage, etc)
about the server requesting an identity certificate.

2) The CA signs the certificate by attaching to the certificate an encrypted version of the
certificate information as a signature. The encryption is performed with the CA’s private
key. The (identity) certificate is provided to the server.

3) The CA certificate is made publicly available and contains the public key.

4) The identity certificate is presented by the server to any client that would like to verify
the identity of the server.

5) The client examines the Issuer field of the certificate to determine the CA that issued
the certificate.

6) The client, having previously acquired the issuer’s CA certificate, decrypts the signature
of the identity certificate, and by verifying that the decrypted information matches the
plaintext (not encrypted) part of the certificate, validates that the certificate is genuine
and has not been adulterated.
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Appendix 3: Certificate Chaining

When used in the real world, Certificate Authorities delegate the signing of certificates to other
Certificate Authorities. Each such intermediate (or subordinate) Certificate Authority uses a
certificate issued by the root CA (or an intermediate) to sign and issue certificates. In the real
world, certificates form a chain between the identity certificate presented by the end-entity
and the root CA certificate. See the following example:

A) An identity certificate is presented by smtp.gmail.com.

Figure 10: smtp.gmail.com in Subject field
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B) It was issued by the CA Google Internet Authority.

Figure 11: CA Google Internet Authority in Subject field
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C) The certificate was issued by Equifax Secure Certificate Authority, which is self-signed,
i.e. signed as well as issued by Equifax Secure Certificate Authority. Equifax Secure
Certificate Authority takes the role of both issuer and subject because it is a Root
certificate authority, a certificate authority that is the root of trust.

Figure 12: Equifax Secure Certificate Authority in Subject field
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