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Overview

FTPS is an extension to the commonly used File Transfer Protocol (FTP) that adds support for the Transport Layer Security
(TLS) and the Secure Sockets Layer (SSL) cryptograhics protocols. Certificates are an important factor of FTPS, and they are
essential to creating a TLS/SSL connection. For FTPS, there are two types of certificates: server certificates and client
certificates. A server certificate is necessary when setting up an FTPS server. This document introduces how to configure
certificates on an lIS FTPS server and deploy those certificates to HPDM components.

Note
For instructions on setting up an FTPS site on an IS server, see the HP Device Manager 4.7 FTP Configuration white paper.

Server certificate

A server certificate is used to prove that the FTPS Server is a legitimate server. Most FTPS servers support for server
certificate authentication. When you set up an FTPS Server, you must provide a certificate for it. When these certificates are
signed by a trusted certificate authority (CA), you can be assured that your device is connected to the requested server,
avoiding man-in-the-middle attacks. If the certificate is not signed by a trusted CA (that is, it is a self-signed certificate), the
FTPS client might generate a warning stating that the certificate is not valid. You can choose to accept the certificate or
reject the connection.

Configuring a server certificate on an IIS FTPS server
1. OnWindows Server 2008 R2, open IIS Manager (IIS 7.5).

2. Inthe Server Manager, select your server, and then double-click Server Certificates.
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3. If necessary, create a certificate. See Creating a certificate signed by a CA or Creating a self-signed certificate.
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In the Server Certificates window, select Import.
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Browse to a certificate file (.pfx) that you requested from a trusted CA or created using tools such as OpenSSL and
select it. Enter the password for this certificate, and then click OK.

Certificate file (.pfx):
IC: Users\Administrator\Desktop'server. pfx |

Password:

v Allow this certificate to be exported

| (o4 I Cancel

In the Server Manager, select <your server> > Sites > <your FTPS site>, and then double-click FTP SSL Settings.
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7. Select the certificate you imported in step 5, and then click Apply.
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Creating a certificate signed by a CA
1. Inthe Server Certificates window, select Create Certificate Request.
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2. Enter the Distinguished Name Properties information, and then click Next.

Request Certificate 2|

Distinguished Name Properties

Specify the required information for the certificate. State/province and City/locality must be specified
as official names and they cannot contain abbreviations.

Common name: IteerPDMFI'PS

Organization: IHpDM

Qrganizational unit: IHPDM
Cityflocality ISH
State/province: ISH

Country region: |CN j

Erevious | Mext I Einish Cancel




3. Select a Cryptographic service provider and Bit length, and then click Next.
2]

i_i—l Cryptographic Service Provider Properties

Select a cryptographic service provider and a bit length. The bit length of the encryption key
determines the certificate’s encryption strength. The greater the bit length, the stronger the security.
However, a greater bit length may decrease performance.

Cryptographic service provider:

annel Cryptographic Provider

Bit length:

|1u324 v[

Previous | Mext I Eimish | Cancel |

4. To save the certificate request, select a location for the file, and then enter a file name. Click Finish.

g

Specify the file name for the certificate request. This information can be sent to a certification
authority for signing.

File Name

Specify a file name for the certificate request:

IC: \Wsers\administrator\DesktopTestCA, txt v |

Previous | [ | Finish I Cancel

Inyour browser, go to http://<CA-address>/certsrv.
Select Request a certificate.

Select advance certificate request.

Select Submit a certificate request by using a base-64-encoded CMC or PKCS #10 file, or submit a renewal
request by using a base-64-encoded PKCS #7 file.
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9. Open the certificate request you saved in step 4.



10. Select the text betweent the lines ———BEGIN NEW CERTIFICATE REQUEST----and --—-END NEW

CERTIFICATE REQUEST----,and then copy it.

~iBix
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————— BEGIN NEW CERTIFICATE REQUEST----- ;I

IIDVZCCASACAQAWXTELMAKGALUEBRMCQO4 XCZAIBGNVEBAGMA [ NIMREWDWYDVQQH
DAhTaGFuZ 0hhaTELMAKGALUEC QWC SFAXDTAL BGNVBASMEBERQREDXE j AQEQNVEAMM
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FEOZLj EUNZYWMC4YyMFQGC SSGAQQEQ] CVFDFHMEUCAQUMGDhQREL TQOVQU2Vydmy:
L khQRE1TQOVQL mNvbOwWSFEETVNDRVECOWRTaW5pc3RyYXRvegwL SW5TdELNCi 5
EGUWCQYKKWYBBAGCNWOCA jFkMGICAQE eWgBNAGKAYWBYAGBACWBVAGYAJAAGAFIA
UwBBACAAUWEDAGOAYQBUAGAAZQBSACAAQWBYAHKACABDAGBAZWBYAGEACABOAGKA

TWAQAFAACOBVAHYAAQBKAGUACOMBADCEZWY JKOZ ThveNAQKOMYHEMIG+MAd GAlud
DWEB,.-"'WQEAWIEBDATBgNVHSLIEDDAKBEgr BOEFEQCDATE4EgkqghkiGOwOBCQBEAZEp

A1GCCQGSIb3DOMCAGIAGDAOEggghk GOWODBAICAIAWCWY IYIZ IAWUDBAEQMASG

WCGSAF 1AWQBL TALBEQ 1ghkgBZOMEAQIWCWY JYIZ IAWUDBAEFMACGBSSOAWIHMADG

CqG5Ib3DaMHMBOGAT UdDGOWEESY T gooLXUz,/b2YalKt 3GIxjDyY0DzANEgkghkiG
OwOBAQUFAADBGQA4YTIMVXIe85NQ 1 1Yu+y SCmHIWLURBST 2UmMNj VVCKNRI9E] 93A
ey IRCDYhxwvFNWYd/XCeyWwmGauZ31Crbej 1+5+F1pYSqqIXR+Cyvv/ Trv5subvOcw|
FHvmzoetZqlDXYHIBU/77yp,/HIpZbNT oPL7 SVGIGwy++Vv7 bskfelux0/uaA=—
————— END NEW CERTIFLCATE REQUEST-----

11. Paste the text in Saved Request, and then click Submit.
12. Inthe Web Access Confirmation Prompt, click Yes.

=

This Web site is attempting to perform a digital certificate
I L operation on your behalf:

httpe /127,00, Lfcertsry fcertfnsh.asp

You should only allow known Web sites to perform digital
certificate operations on your behalf,
Do you want to allow this operation?

13. Select Base 64 encoded, click Download certificate, and then save it.
14. InlIS Manager, select Server Certificates.
15. Select Complete Certificate Request.
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16. Select the file you saved in step 13. This file contains the CA response. Enter a name for this certificate, and then click
oK.

Complete Certificate Request ﬂ ll

i Specify Certificate Authority Response

Complete a previously created certificate request by retrieving the file that contains the certificate
authority's response.

File name containing the certification autharity's response:

IC: zers\Administrator'\Desktopcertnew, cer D

Friendly name:

[TestFTRCA

OK Cancel

Creating a self-signed certificate
1. Inthe Server Certificates window, select Create Self-Signed Certificate.
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2. Enter a Friendly Name for this certificate, and then click OK.



Configuring a trusted-certificate list in HPDM

By default, when connecting to an FTPS server, HPDM accepts the connection automatically and does not verify the server
certificate. If you want to verify the server certificate when connecting to an FTPS server, create a certificate trust list (CTL)
and deploy it to your HPDM components.

Exporting a PEM-format certificate from a certificate
1. Inthe Details tab of the Certificate dialog, select Copy to File.

x
‘General Detsils |Certiﬁcation Path I
Shon: [EETERARRRR =
Field | Value | :I
B Subject HPOMSCEP-HPDMSCEPSERVE. ..
[=|Public key RSA (2048 Bits)
Key Usage Digital Signature, Certificate Si...
{5 subject Key Identifier 63 1h 31 ed 3707 8 30 24 27...
@ CA Yersion V0.0
QBasic Constraints Subject Type=CA, Path Lengt...
B Thumbprint algorithm shal
BThumbprint 252eb5f23df26950m35... =
sha256
Edit: Froperties. ., | Copy to File... |
Learn mare about certificate details




2. Inthe dialog that appears, click Next.

Certificate Export Wizard

3.  Select No, do not export the private key, and then click Next.

Certificate Export Wizard

4.  Select Base-64 encoded X.509 (.CER), and then click Next.

Certificate Export Wizard




10

Click Browse, select the file you want to export, and then click Next.

Certificate Export Wizard x|

File to Export
Specify the name of the file you want to export

File name:

C:\Users\Administrator\Desktop\testserCert. cer Browse... |

Cancel |

6. Click Finish. You can open the exported PEM certificate in Notepad.

Certificate Export Wizard x|

Completing the Certificate Export
Wizard

‘fou have successfully completed the Certificate Export

1

Ve |
\\-ﬁ_ %J wizard,
f-_-iy ‘You have specified the following settings:

C:
Export Keys Mo
Indude all certificates in the certification path Mo

File Format DEREn

i

< Back I Finish I Cancel

Creating the CTL
In HPDM, the CTL is a file containing trusted Privacy Enhanced Mail (PEM) format certificates. This file is used to verify server

certificates. If you want your HPDM components to verify server certificates, you must create this file.

The name of this file is ctl.pem and cannot be changed. If the server certificate is a self-signed certificate, copy its PEM-
format certificate content to ctl.pem. If the server certificate is available in a CA chain, copy all CA certificates on this CA

chain to ctl.pem.

To create ctl.pem:

1. On Windows Server 2008 R2, open IIS Manager (IIS 7.5).
2. Inthe Server Manager, select your server -> Sites -> your FTPS site, and then double-click FTP SSL Settings.
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4. Inthe dialog that appears, select the Certification Path tab and then export the certificate.
If there is only one root node, it means that this is a self-signed certificate. Export it using the procedure in Exporting a

4

PEM-format certificate from a certificate.

x

"General I Details Certification Path |

—Certification path

Wiew Certificate |

Certificate status:
IThis certificate is OK.

Learn more about certification paths




If there is more than one node, it means that this is a certificate from CA chain. See the following figure.

x

"General | Details ~ Certification Fath |

Certification path

i
~{Z5] HPDMClientCA

] _ﬁ] HPOMEndClient

View Certificate |

Certificate status:
IThis certificate is OK.

Learn more about certification paths

In this example, the name of the certificate is HPDMEndClient. HPDMClientCA is the root CA of HPDMENndClient and
HPDM is the root CA of HPDMClientCA. In this scenario, you need to export both the HPDMClientCA and HPDM
certificates; however, you do not need to export HPDMEndClient itself. Double-click the node HPDMClientCA, and then
export it using the procedure in Exporting a PEM-format certificate from a certificate. Export the HPDM certificate using
the same procedure.

In Notepad, open the certificate files you exported in step 4. Select all content and copy it to the file named ctl.pem. If
the file ctl.pem does not exist, create it first.

=T

File Edit Format Wiew Help

—-——-BEGIN CERTIFICATE-———- |=]
IIDgZCCAMUgAWIBAQIQKXTE /XNTIalDzADSTMbLR]JANEgkghkl GOwOBAQsFADELU
RMWEQYKCZIMiZPYLGQEGRYDY 2 3TMROWFQYKCZIMi ZPYLGQBGRYISFEETVNDRVAX
I zAhEgNVEAMTGKhQREL TQOVQL UhQRE]I TQOVQUOVSVKVSLUNEMBAXDTEIMDYYNDA
DYOMVOXDTIWMDYYNDAIMTYZOVowVDETMBEGCgmSIomT 81 xkARKWAZNVBTEYMEYG
gmsJomT 81 xkarRkWCEhQREL TOOVOMSMWIQYDVOQDEXPIUERNUONFUCLIUERNUONF
UFNFUTZFU11DQTCCASIWDQYIKOZ IhveNAQEBBQADGYEPADCCAQOC GGEBAKNZWM /5
ACJICVUIGGEB053+XeIsall 7A9uF89skka jBTZut HXkSNU3SXXEKFYW] 0/ IT4H0AMZL
DKCHQDWNMLdRwZ JkbEr 581 D2r 3TEESMRSNMbXAEKHTYYr xCFGOCT gul IDX+Kqgi90
05cKCmSAvzZFZszjHOauPskrOYokukggDukzIc+cUX2 /WVEWLUOZ F 2+ pLkAWXXx
HT 1> UkcL 6969XEgnvBVjWICE+N]zDy3uauEe2xc7wlfndRxMO 1 TZEIsBzLyApxT
B+z1J6poQRssd+/GC+TDU 17 qekyIDzKRILTtdHb3UCWOahlC5GaoxsjnlcgA,/ moIs
03V214swaPcd JOSCAWEAAANRME BWCwYDVROPBAQDAGGGMABGAL UdEWER /WQFMAMB
af BwHQYDVROOBBYEFGkbge03B64481CcakRLY 1Z866GDIMBAGC 55GAQQEG] CVAQQD)
AQEAMADGC 5qG5Ib3DQEBCWUAAA TEAQAMUKHNONUhP29zegf 171RN2r tktQFXKPOpP
6urDgDBcEBDquspjEfucfx3B?GVdIDIEw99me?x4TP+9ECn+4k3qc0cd5LxDDA
ppLHoSeDhnk3TdeNOQnx] S9oXuWnBOygE j ThokSwWvI zuGKHY Ir 8Qg9ynctITzPNh
MPYLF1XPuDO1ONTNXLkSyAS3ESTTOThbNYOVIZPKNqQY+r Ts0uqQY+9BhABKAXGO /
D1 IXdTOVIN3OAmi k5319vMw1 IxxQowYSPMEBSLSL JIPS5GwWm 1 EbENIGMKXL / jX3eR
RTGR1UAY 5011501 joDyORKY DAETLMX jGBr+0nGyuo6 luumNvs




Eile Edit Format View Help

BEGIN CERTIFICATE
MIIC9DCCAT2gAWIBAQIBAZANBgkghk i GOWOBAQUFADCEQ]ELMAKGALUEBhMCQO4X
ETAPBgNVBAgMCFNOYW5NSGFpMOswCQYDVQOQHDAITSDEL MAKGATUECGWCSFAXEZAR
BgNVBAsMC1R0aw5DbG11bnQxDTALBgNVBAMMBEhQREOXI jAgBgkghk i GOWOBCQEW
E3hpYwW9sdS56aGFuZ0BocC5jb20wHhCNMTUWNZEOMDgYNJQOWhCNMTYWNZE zMDgy
NFQOW]BIMQswCOYDVOOGEWIDTJERMABGATUECAWIU2ZhhbmdI YWk xCzAJBgNVBAQM
AkhQMRMwEQYDVQQL DApUAG TuQ2xpZW5 kMRUWEWYDVQODDAXTUERNQ2 xpZW5 0Q0E X
IjAgBgkghkiGIWOBCQEWE 3hpYW9sdS56aGFUZ0BoCCS jb20wgZ8wDQYIKoZIhveN
AQEBBQADgYOAMIGIAOGBAKX9Z3ggkXqqcLwBtZr4IT/zwwsTeXtFULIQ2KZbEbaR
hEOQOxyNhOtxV7 5x86grNoXvrUPKi gxXwybThgTeCyi1556aJuLMI19UGRE+hRLWT
X0ArLwOC9FGBoZok0eCmH3NDDokpv3v1ie0jd2UeMDWIbAXLF j5YHMQCP7PKAUB9t
AgMBAAG] TjBBMAWGAT UdEWQF MAMBAT BwlL AYIYTZTAYb4QgENBEBWHUIWZW5 TUOWg
R2vuZxJhdGVKIENTcnRpZm1j¥YXRIMBEOGALUADgQWBBSNI9XAIVYUT+ms IOBBWONY
5gLoF TAfBgNVHSMEGDAWGBQXCyVT zaAbuTuw9p04947 xTQYUyTANBgkghkiGO9w0B
AQUFAADBQOCRWB rXPdAL GkaCRWbUmHcKhAwk JVkBridvyIbj3ttov/GO+XzNQbDT
bRDS7XWn10myAlL22mx2UTIverxbkQll GFIpdplLMyoRd,/0czvMfz3vsSwdkTEmcU
b1LXIAR/b8iwzwxICHtPP7HFIWLT Jo/mMySsdmehl19iE4bL8gOhDvA=—=

END CERTIFICATE

MIIDgzCCAMUgAWIBAQIQKXTS /XNTIalDz4DSTMbtRJANBgkghk1GI9wOBAQS FADBEU
MRMWEQYKCZImi ZPyL GOBGRYDYZ29tMRgwWF gYKCZImi ZPyLGQBGRYISFBETVNDRVAX]
1zAhBgNVBAMTGKhQRE1ITQOVQLUhQREITQOVQUOVSYKYVSLUNBMBAXDTELMDYYNDA3
MDYOMYVOXDTIwMDYyNDA3MTYZOVowVDE TMBEGCgmSJomT81 xk ARKWAZNVh TEYMBYG|
gmsJomT 81 xkARKWCEhQRE1TQOVAMSMWTQYDVQQDE Xxp TUERNUONFUCTTUERNUONF
UFNFUTZFU71DQTCCASIWDQYIK0ZIhvcNAQEBBQADgQEPADCCAQOC ggEBAKNZWM/'s
ACIICVU9GGB053+XeISaTL7A9uFB89skkaJBT2utHXKSNU3XXtKFYW]0,/I4H04MZL
DK cHODWNMLdRwZjkbBr581D2 r9TOESmRS NmbXABKHtyYrxCFGOCTgu1IDX+Kqi90
05cKCmS4vzZFZsz jHOauPskRQYokukqqDukzT c+cUx2 /wvEWLUOZF 2n+pL k 4wxXx]
HT1X1UkcLB6969XEgnvBYViWICE+N1zDy3uauEe2xc7wlfndrRxMO T TZEISBzL yApxT]
B+z116poQRss4+,/GC+TDU17 qeKyIDzKR3ILtdHb9UCWQahIC5GaoxsjnlcgA/mols
03V2T4swaPc410sCAWEAAINRME 8wCwYDVROPBAQDAQGGMABGALUdEWER /wOF MAMB
Af BwHQYDVROOBBYEFGkbge03B448 1CcakRL Y 17866GD1MBAGCSSsGAQORg]jcvAQQD)
AQE AMADGCS(GSTh3DQEBCWUAAATBAQAMUKHNQNUhP29zegf171Rh2 rtktQF xKPop)
6UrDgDBCPBDL /0spjefuCtx3B7 GvdIOTIEWIIMWC 7 x4 TP+9ECH+4k 3qCocds Lx0DA]
ppLHoSeDhnk 3T deN0Qnx1590XuwWnBOyqB j ThOkSWYIZuGKHyJr8Qq9ynCtITzPNh
MMPyLF1xPuD010nTNXLk5yAS3BsTFOTbNYov32pKNjqY+rTs0uqyY+9BhABK4XGO/|
D1IXdTIVIN304mik5I9vMw 1 I1xxQowY5PMESSL sL JTPS5Gwm I EhBNTEMKXL /jX3eR]
RfGR1UA7 5011591 joDyORK7 DAETLMXjG8 r+0nGyu06 TuumNvsgZ|

Deploying the trusted-certificate list to HPDM

To verify the server certificate when HPDM components connect to the FTPS server, deploy the ctl.pem file created in
Creating the CTL to HPDM components. Otherwise, HPDM does not authenticate the server certificate and accepts the
connection automatically.

« 0On the HPDM Console, HPDM Server, HPDM Gateway, and Master Repository Controller, copy the ctl . pem file to the
folder ¥HPDMInstal IPath%\Certificates\repos_certs\.

» On HPDM Agents running a Windows Embedded operating system, copy the ctl . pem file to the folder
c:\windows\xpeagent\repos_certs\.

= For HPDM Agents running HP ThinPro, copy the ctl . pem file to the folder /etc/hpdmagent/repos_certs/.

Note:
If you want the HPDM to skip server-certificate authentication and accept the connection automatically, remove the
ctl._pemfrom all HPDM components.

Client certificate

A client certificate is used to prove that the FTP client is a legitimate client device when it connects to an FTPS server. Only a
few FTPS servers support client-certificate authentication, and only IS FTPS servers can support client-certificate
authentication. If the FTPS server has enabled the client-certificate-authentication option, the client device needs to provide
a legitimate certificate when connecting to this FTPS server. The FTPS server refuses the connection if the client certificate
fails to pass the client-certificate authentication. This section introduces how to configure client-certificate authication on an
IIS FTPS server.
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Configuring client-certificate authentication on an lIS FTPS server

If you want the IIS FTPS server to authenticate the client certificate, you need to enable client-certificate authentication on
the IIS FTPS server side first. There is no user interface for this option; however, you can configure it by modifying an IS
configuration file.

1. InNotepad, open the configuration file ApplicationHost.config. This is typically located in
your %WWinDir%\System32\Inetsrv\Config folder.

In the file, search for your FTPS site name. In the following example, the FTPS site name is FTPSTest.
=

File Edit Format View Help

</security:
</ftpserver>
</site=
<site r1arre="m' i
<application path= :
<virtualpirectory path="/"
</application>
<bindings=
<binding protocol="ftp" bindingInformation="%:990:"
</bindings=
<ftpserver serverautostart="false">
<security:
<551 serverCertHash="B2047F4CE8B500DF 5E27 568AA10909677BECCIBAR" controlchannelPalicy="55TRequire"
atachannelpolicy="ss1require" /=
<authentications=
<basicauthentication enabled="true"
</authentication=
</security=
</ftpserver>
«/51tes
<siteDefaults>
<logrile JogFormat="w3c¢" directory="%systembrive%\inetpub'logs'LogFiles" />
<EraceFa11e RequestsLogging directory="%systembrive®' inetpub®logs® Faw?edReqLogF11es
<ftpserver
<firewallsupport externalIpdaddress=
</ftpservers>
</siteDefaults>
<app71cat1UnDeFauTts a?p11CaE1DHPDD1— DefaultappPool” /=
<virtualbirectorybefaults allowsubDirConfig="true" /
=/sites>

physicalpath="c: " inetpub’\ftproot"

<webLimits />
</system. applicationHost
2. Under the element <authentication>, clear the current content and enter the following.
<authentication>
<anonymousAuthentication enabled="false" />
<basicAuthentication enabled="false" />
<clientCertAuthentication enabled="true" />
</authentication>
3. Under the element <security>, enter the following subelement <ssIClientCertificates>.

<sslClientCertificates clientCertificatePolicy="CertRequire"
useActiveDirectoryMapping="true" />

4. Save yourupdated ApplicationHost.configfile.

2ai St id="4">
h="/">
rectory path="/" physicalPath="C:\instpub\ftproot" />
ng provecel="frp" bindingInformation="+:050:" />

<ftpServer serverfutoStart="true">
<security>
<551 serverCertHash="B2047F4CBB500DFSE2TS68ARI09006TTEECCIBAR" controlChannel Policy="851Require” dataChannelPolicy="SslRequire™ /[
<authentication>
<anonymoushuthentication enabled="false" />
<basichuthentication enabled="false" />
<clientCerthuthentication enabled="trus" />
<fauthentication>
<sslClientCertificates clientCertificatePolicys"CertRequire®™ usefctiveDirectoryMappings"true” />
</securitys
</fcpServer>
e/site>

For more details about client-certificate authentication, go to
http://www.iis.net/configreference/system.applicationhost/sites/site/ftpserver/security/authentication/clientcertauthentica
tion.

Configuring Active Directory mapping

Inan IIS server, client-certificate authentication uses Active Directory to map client certificates against a user account in a
domain. There must be a Domain Controller (DC) and a CA in your environment, and they must be installed on the same
device. For instructions on setting up a CA, see the HP Device Manager 4.7 SCEP Tutorial white paper.
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Verifying the DC and CA configuration
After setting up the DC and CA on a single device, verify that the components are configured correctly.
1. Verify that the following roles are enabled:
— Active Directory Certificate Services
— Active Directory Domain Services
— Web Server (IIS)
2. Verify that the Active Directory Certificate Services has the following Role Services installed:

Raole Service | Status

,&: Certification Authority Installed

a Certification Authority Web Enrollment  Installed

a Online Responder Installed
Metwork Device Enrollment Service Mot installed
Certificate Enrollment Web Service Mot installed
Certificate Enrollment Policy Web Service Mot installed

3. Verify that the Active Directory Domain Services has the following Role Services installed:

Fuole Service | Status
d}ﬂ Active Directory Domain Controller Installed
Identity Management for UMIX Mot installed
Server for Metwork Information Services Mot installed
Passward Synchronization Mot installed
Administration Tools Mot installed
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4.

In the DC, verify that the following IIS Role Services are installed:

#| Role Services: 24installed

Role Service | Status
% Web Server Installed
I Comrmon HTTP Features Installed
P Static Content Installed
Zx Default Document Installed
e Directory Browsing Installed
.._.... HTTP Errors Installed
= HTTF Redirection Installed
WebDAV Publishing Mot installed
u Application Development Installed
ASP.MET Mot installed
.MET Extensibility Mot installed
& ASP Installed
CGI Mot installed
& ISAPI Extensions Installed
ISAPI Filters Mot installed
Server Side Indudes Mot installed
= Health and Diagnostics Installed
.I’_.... HTTP Logging Installed
P Logging Tools Installed
Zx Request Monitor Installed
e Tracing Installed
Custom Logaing Mot installed
ODEC Logging Mot installed
.._.,. Security Installed
Basic Authentication Mot installed
Ia Windows Authentication Installed
Digest Authentication Mot installed
Client Certificate Mapping Authentication Mot installed
115 Client Certificate Mapping Authentication Mot installed
URL Authorization Mot installed
.._.L. Reguest Filtering Installed
IP and Domain Restrictions Mot installed
.I_.... Performance Installed
] Static Content Compression Installed
Dynamic Content Compression Mot installed
.._..,. Management Tools Installed
.._.... 1IS Management Console Installed
115 Management Scripts and Tools Mot installed
Management Service Mot installed
u 115 6 Management Compatibility Installed
.\’_.... 115 & Metabase Compatibility Installed
115 & WMI Compatibility Mot installed
11IS & Scripting Tools Mot installed
115 & Management Console Mot installed
FTP Server Mot installed
FTP Service Mot installed
FTP Extensibility Mot installed
115 Hostable Web Core Mot installed




Verify the IIS Server configuration
1. Verify that the IIS Server is located on the same domain as the DC and CA.

If the IIS Server is not installed on the same device as the DC and CA, you must ensure that the device it is installed on
joins the same domain as the DC and CA device.

2. Verify that the Web Server (IIS) role is enabled
3. Verify that the following IIS Role Services are installed:

~| Role Services: 26 installed
Role Service | Status
&G Web Server Installed
.._.,. Common HTTP Features Installed
& Static Content Installed
= Default Document Installed
u Directory Browsing Installed
._J, HTTP Errors Installed
HTTP Redirection Mot installed
WebDAVY Publishing Mot installed
.__.,. Application Development Installed
& ASP.NET Installed
& .NET Extensibility Installed
ASP Mot installed
il Mot installed
ISAPI Extensions Installed
= ISAPI Filters Installed
Server Side Indudes Mot installed
u. Health and Diagnostics Installed
._"J, HTTP Logging Installed
Logging Tools Mot installed
.__,. Request Monitor Installed
= Tracing Installed
Custom Logging Mot installed
ODBC Logging Mot installed
a Security Installed
u Basic Authentication Installed
&= Windows Authentication Installed
Digest Authentication Mot installed
.__.._. Client Certificate Mapping Authentication Inztalled
115 Client Certificate Mapping Authentication Mot installed
URL Authorization Mot installed
] Request Filtering Installed
IP and Domain Restrictions Mot installed
u Performance Installed
& Static Content Compression Installed
Dynamic Content Compression Mot installed
.__,. Management Tools Installed
= I15 Management Consale Installed
115 Management Scripts and Toals Mot installed
Management Service Mot installed
115 & Management Compatibility Mot installed
115 & Metabase Compatibility Mot installed
115 & WMI Compatibility Mot installed
115 6 Scripting Tools Mot installed
115 6 Management Console Mot installed
2. FTP Server Installed
= FTP Service Installed
FTP Extensibility Mot installed
IIS Hostable Web Core Mot installed




Requesting a client certificate from your CA

1. Torequest a client certificate, go to http://<CA-address>/certsrv. The CA address is the address of the device where the
DCand CAinstalled.

Click Request a Certificate.

Click advance certificate request.
Click Create and submit a request to this CA.
If a Web Access Confirmation prompt appears, click Yes.

o v ok W N

Enter your Identifying Information.

4 = suggested Sites = @] Web Siice Gallery = 7] Electrie-Commander - Ho [ Google € HP Agpilication Lifecyele - [ Project Expicrer [ Rally Login | ¥ | waisas

17216 B8 certcortrama s D - G| (@ mcrosott Aciive Divectary .

Microsoft Active Directory Cent

Advanced Certificate Request

Identifying Information:
Hame: [HPOMDemo
E-Mail: |xiaciu zhanggghp com

Company |HP
[HPOM

City: | ShangHal
State: |5H
Country/Regon: |[CN |

Type of Certificate Needed:
| Client Authentication Cestifcate V:

) Create new key set O Use existing key e
5P [ Microsat RSA SChannel Cryplographic Prowdes |
Key Usage. @ Exchange

(1020 | e 1354 (comman ley szes 512 1026 2048 4096 8152 16384 )

® Automatic key contamer name () User specified key contaner name
BIMark keys as exporiabile
[ Enable strong private key protection
Options:
Request Format: ® CMC (O PKCS10

Hash Algorithm: | shat |
Oy wged [0 SN reques!
[ Save request

Adtnbutes.

7. Under Type of Certificate Needed, select Client Authentication Certificate.

Q}|@ hitp//172. 16165 cartsnv/cartrqma ip P - G| @ Microsott Active Directory . =

14 (2 suggested sites v ] Web Slice Gatlery v [ Electric-Commander - Ho... [E Goagle @2 HP Agplication Litecycle .. ] Project Expiorer [T Raily Login |y

Advanced Cerfificate Request

Identifying Information:
Nizmez: IIIPDMDclllo
E-Mail: |xiaclu.zhang@hp. com

‘Company. |HF‘
Cepatment: [HEOM

Gty [Shangtial
State: [SH

Country/Regon

Type of Certificate Needed:
|Cl|en| Authentication Cerificate V:

Key Options:

® Create new key sef () Use existing key set
[ | Microsoft RSA SChanned C Promder W

Key Usage @ Exchange
Key Size: [1024 | i 384 comman ko izes 512 1024 2040 4096 0192 16384 )
® Automatic key contaner name ) User specified key container name
Mark keys as expordable
] Enable strong private key protection
Optians:
Request Formal. ® CMC - O PKCS10

Hash Adgorithm: | shat v

Only used fo sgn reques!

] Save request

Altnbutes



8. Under Key Options, select Mark key as exportable. Do not change the other default options.

T T T T
m[@ ht : Ty Certgmasp D = G| [ Microsot Active Dicectory .

1 | = suggested Sies = &) Wb Slice Gatery =[5 Electric-Commancer - o [E) Google & HP Application Litecycte - [Bg] Project Explorer [ Raily Login | ¥ | #i0

Ad d Certificate Request
Identifying Information:

Mame: [HPDMDemo ]
E-Masl: [xiaciu zhangdhp com |

Company: [HP
Depastment: [HPDM
Gity: [Shangha
State: [SH
Gountry/Regon: [GN
Type of Certificate Needed:

Glient Authertication Cerliicate |

e ons:

® Create new key sel O Use existing key set
©5P: [Microsalt RSA SChannel Cryplographic Prowder !

ey Usage: @ Exchange
Key Size: [1024 | uryc3as (eomman by sioes £12 1026 2043 4096 8452 16384 )

® Automatic key container name O User specified key container name
] Mark keys as ex bl This is very important, must to check.

] Enable strong prvate key protection

Additional ons:
Request Format: ® CMC O PKCS10

Hash Algarithn: [sha1 v/|
Oy wsod [0 Sign regques!.

[ Save request

Altributes.

9. Enter a Friendly Name for this certificate, and then click Submit.

7216165/ centsryfcenrama.asp o - C-‘ {E3 Microsoft Active Directory ...

Y| Suggested Sites = @] Web Slice Gallery = [[] Electric-Commander - Ho.. [B Google @ HP Application Liteeyele .. [ project Explarer [ Rally Login | ¥ |2

E-Mail: |xiaolu_z hang@hp com

|
Company- |HP |
Cepanment: [HEOM ]
|
|

o6
State:
Country/Region: |Gl

Type of Certificate Nesded:
:C]lml Authertication Cerificate

® Create new key set O Use existing key set
CSP: [ Microsoll RSA SChannel G Provider o
Key Usage: @ Exchange
Key Size: E ey (comemon bey azns 12 1024 2048 4036 B152 16004

® Automatic key containes name (O User speciied key contaner name
[#] Mark keys as expatable
] Enable strong prvate key protection

Additional Options:
Request Format: ® CMC ©PKCS10
Hash Algarithm: [shat v
Only uasd to ign request
[] save request

Aftnbutes:

Frendly Name: [HPFDMClient

Subil >

10. If a Web Access Confirmation prompt appears, click Yes.
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Click Install this certificate.

@ http://172.16.1.65/certsrv/certfnsh.asp

= [ Suggested Sites v @ Web Slice Gallery = (L} Electric-Commander - Ho... Google @ HP Applicat

Microsoft Active Directory Certificate Services — HPDMSCEP-HPDMSCEPSERVER-CA

Certificate Issued

The certificate you requested was issued to you.
Install this certificate

[[1Save response

After you have clicked Install this certificate, if you see This CA is not trusted, click install this CA certificate.
Othewise, skip this step.
'—. | — -

o

Ao | Suggested Sites v g] Web Slice Gallery = [} Electric-Commander - Ho... Google @ HP Application Lifecycle ... E‘E Project

&

& nttp://172.16.1.65/certsrv/certfnsh.asp o RN o}

Microsoft Active Directory Certificate Services - HPDMSCEP-HPDMSCEPSERVER-CA

Certificate Issued

The certificate you requested was issued to you.

Install this certificate

This CA is not trusted. To trust certificates issued from this certification authority, install this CA certificate

[[1Save response

Note:
In the Certificate Import Wizard used to install the CA certificate, select Place all certificates in the following store,

and then select Trusted Root Certification Authorities as the Certificate store.
Certificate Import Wizard L] ﬂ

Certificate Store
Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify a location
for the certificate.

() Automatically select the certificate store based on the type of certificate
(@) Place all certificates in the following store

Certificate store:

Trusted Root Certification Authorities

Learn more about certificate stores

< Back ” Mext > ]’ Cancel

(




13. Thereis a confirmation when your certificate has successfully installed. You can also confirm that the client certificate

has been installed by selecting Internet Explorer > Tools > Internet Options > Content > Certificates. In the
Personal tab, verify that your certificate is listed.

x

Intended purpose: I::AII} j

Personal | Other People I Intermediate Certification Authorities | Trusted Root Cert’ﬁcat’orll_’l

Issued To | Issued By | Expiratio. .. | Friendly MName |
Fladministrator Administrator 5/31/2115  <MNonex
‘HPOMDema HPDMSCEP-HPDMSCE... 8312016 HPDMClient

Import... Export. .. Remaove Advanced |

Certificate intended purposes

Client Authentication

View |
Learn more about certificates

Mapping the client certificate to a user account in a domain
1. Goto http://<CA-address>/certsrv. The CA address is the address of the device where the DC and CA installed.

2. Select Server Manager > Roles > Active Directory Certificate Services > <Your CA>.

3. Click Issued Certificates. Verify that you see the certificate issued in Reguesting a client certificate from your CA.

File Action View Help
ke e | EREY

& Server Manager {HPDMSCEPSERVER) Issued Certificates

= ﬂ" Raoles —————//——————/—————————§
= ﬁ: Active Directory Certificate Services Reguest ID | Reguester Name : | Binary Certificate | Certificate
.&?] Orline Respander: Elz HPDMSCER\SCEPAdmin -—BEGIM CERTL... Exchange
&5 Enterprise PKI s HPOMSCEP\SCEPAdmIn --—-BEGIN CERTI... CEP Encry
E Certificate Templates ﬂ"PDMSCEPSEI’VE m-‘" HPDMSCER\SCEPAdmIn ---——BEGIM CERTI... IPSec (Oﬁ
El g HPDMSCEP-HPDMSCERSERVER-CA Els T ALUTHORITYIUSR, ---—BEGIN CERTL...
j Revoked Certificates 5] MNT AUTHORITY \IUSR. -——--BEGIM CERTL...
| Issued Certificates 7 MT ALTHCORITY \ILUSR —BEGIN CERTL...
7| Pending Requests Els MT AUTHORITY{USR --—--BEGIN CERTL...
“| Failed Requests e MT AUTHORITY\IUSR -----BEGIM CERTL...
T Active Directory Domain Services m 10 MT AUTHORITY\IUSR. -----BEGIN CERTL...
%%I Wieb Server {I15) Bl NT AUTHORITY\IUSR ~—-—-BEGIN CERTL..
il Features G2 NT AUTHORITY\IUSR ——-BEGIN CERTL...
{8 Diagnostics ESEE! NT AUTHORITY\ILSR ———BEGIN CERTL.,
alif Canfiguraten 4 NT AUTHORITYYLUSR ———BEGIN CERTL..
£ starage GR1s NT ALTHORITY\IUSR -----BEGIN CERTL...
s NT AUTHORITY\IUSR ~—-BEGIN CERTL...
NT AUTHORITY\IUSR —BEGIN CERTL...

4. Right click this certificate, and then click Open.
5. Export this certificate using the procedure in Exporting a PEM-format certificate from a certificate.
6. Gotothe DCServer.

21



10.
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Select Server Manager > Roles > Active Directory Domain Services > Active Directory Users and Computers >

<Your Domain>.
Select Users.

File Acton Wew Help

&= A4 0 XE &=

i Server Manager (HPDMSCEPSERVER)
=] i’ Roles
Tol Active Directory Certificate Services
= Active Directory Domain Services
= : Active Directory Users and Computers
El & HPDMSCEP com
-

%Cert Publishers

.%Allo‘f\'ed RODC Password Replicat...

..%Denied RODC Password Replicati...

Security Group .
Security Group ...

Members in this group can...
Members of this group are...

@ [ Builtin Security Group ... Members in this group can...
= Computers %Domain Admins Security Group . Designated administrators,
2| Domain Controllers %Domain Computers Security Group ... All workstations and serve...
| ForeignSecurityPrincipals F&Dnmain Controllers Security Group ... All domain controllers in th...
| LostAndFound F&Dnmain Guests Security Group ... All domain guests
| Managed Service Accounts 2, Domain Users Security Group ... All domain users
_| Program Data %Enterprlse Admins Security Group ... Designated administrators...

:J System %Enterprlse Read-only Domain Co...  Security Group ... Members of this group are...
| Users 82, croup Policy Creator Owners Security Group ... Members in this group can...

| NTDS Quotas \a_. Guest User Built-in account for guest ...

i Active Directory Sites and Services [ Hf [N labigt Lser Key Distribution Center Se...
w:i_‘ Web Server (I13) s

.%RAS and [AS Servers
%Readﬂnly Domain Cantrollers

Security Group ...
Security Group ...

Servers in this group can ...

i Features
Members of this group are...

g Disgnostics

3 |.!I Configuration SB SCEPAdmin User
Storage %Schama Admins Security Group ... Designated administrators...
S; testFTPS User

Click View > Advanced Features.

File  Action | View Help
@ = | ;‘,‘:|| Add/Remove Columns... |
= Server Mar) | Large Icons objects [Filter Activated]
= @ Roles Small Icons =
T Act|  List i
B B Act| w petail builtinDomail
=] Container
= Users, Contacts, Groups, and Computers as containers Organizatior
Advanced Features cipals Container
Customi ccounts Container
ustomize. ..
Container

| ForeignSecurityPrincipals
| Managed Service Accounts
| Users
ﬁﬂ Artive Directory Sites and Services [ HF
?f] Web Server (IIS)
i| Features
T Dizgnostics

Sk Confiquration
% Storage
Right-click the user name (in this example, Administrator), and then click Name Mappings.

File Action View Help

e [Aml 48R0 d =]
% Server Manager (HPDMSCEPSERVER)

= i’ Roles

1 Active Directory Certificate Services SETE 5
= E Active Directory Domain Services . Built-in account for admin
=] : Active Directory Users and Computers %AIIDWEEI Addto a group... Security Group ...  Members in this group can...
= _:fj HPDMSCEP. com %Cert Puk = - Security Group ... Members of this group are...
= Builtin %Denied R TR Security Group ... Members in this group can...
| Computers .%Domaina 4 Security Group ... Designated administrators. ..
2| Domain Controllers %Domalnt PSR TR Security Group ... All workstations and serve...
| ForeignSecurityPrincipals %Domaint T Security Group ... All domain controllers in th...
| LostandFound %Domaint TEEN R Security Group ... All domain guests
] Managed Service Accounts %Domainl SEEE] Security Group ... All domain users
J Program Data %Enterpris All Tasks » | Security Group ... Designated administrators...
J_ System %Enterpris ~— | Security Group ... Members of this group are...
J_ Users %Grnup Pe £ Security Group ... Members in this group can...
—| INTDS Quotas E; Guest PEEE User Built-in account for guest ...
- ﬁﬂ Active Direcl‘ury Sites and Services [ HF 3_- krbtgt Rename User key Distribution Center Se. ..
Féja::aebSServer {s) SSRAS and  Properties Security Group ... Servers in this group can ...
g Disgnostics %Read-ﬂn - Security Group ... Members of this group are...
il Configuration &, scepad 2 User
% Starage %Schema Admins Security Group ... Designated administrators...
testFTPS Uzer




11. Inthe Security Identity Mapping dialog that appears, select the X.509 Certificates tab, and then select Add.

X 509 Certficates | Kerberos Names |

Mapped user account:
|HPDMSCEPcomesersmeinistmmr

¥-508 certfficates:
Certificates For | lssued By

Edit. . | Hemowve I

ok | cancel | el

12. Select Browse, select the location where you saved the user certificate when you exported it in step 5, and then click

Open.
13. Click OK.

Certificate properties:
Attribute | Information |
Subject CN=HPDMDemo
CN=HPDMSCEP-HPDMSCEFSERVER-CA

DC=HFDMSCEFP
lssuer DC=com

r Identity Mapping

¥ sz [ssuer for alternate security identiy

¥ Use Subject for altemate security identity

14. Click OK.

X 503 Cetficates | Ketberos Names |

Mapped user account:
IHPDMSCEP.cornstersmeinistlator

X-B05 cerficates:
Certificates For | lssued By |
CN=HPDMDema CM=HPDMSCEP-HPDMSCEPSE...

ok | Cancel | Aopy

The client certificate is now mapped against the user account.
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Verifing the client-certificate authentication

After enabling client-certificate authentication and mapping the client certificate against a user account in your domain, the
configuration of client certificate authentication on the IIS Server is complete. Now, you can verify your configuration via an
FTP client. Only a few FTP clients support for using a client certificate when connecting to FTPS server. The following
procedure uses SmartFTP, a GUI-based FTP client that supports client-certificate authentication.

1. Onthe device where you installed the client certificate that you requested, install SmartFTP.

2. Enteryour FTPS Server Address, user name, and port 990. You do not need a password to use client-certificate
authentication.

3. Open the properties dialog of your connection. Under Client Certificate, select Enable, and then select the client
certificate.
|

B

~Server Cervicate

£ G of the cat provaded by the sece & rot rused.

- Chent Cerfience

Jersne =|

) FOMIeno =] GreacsCet
Cert Manages

i,

Hote: 5 rejest the o chent cert
Althouigh messt of them do not verdfy the chent cert for validiny,

ki Dafautt Fovonne o | Cornel
4. Click OK.

5. Connect to the FTPS server, and then upload and download a file. If you cannot complete any one of these three
functions, verify your configuration step by step.

Deploying a client certificate to HPDM

After you enable client-certificate authentication and configure the IIS FTPS server side, the FTP client must provide the
correct client certificate information when connecting to your FTPS server. If there is no client certificate or if the client
certificate fails to pass the authentication, the FTPS server refuses the connection.To connect your HPDM components to an
FTPS server that has client-certificate authentication enabled, you must deploy your client certificates to all HPDM
components.

Exporting a client certificate
After you have completed the procedure in Reguesting a client certificate from your CA, a client certificate is installed on that
device. If you want to deploy this client certificate to HPDM, you need to export it first.

1. Select Internet Explorer > Tools > Internet Options > Content > Certificates > Personal, and then select the
certificate that you requested.

zl
Intended purpose: | <Al> =

Persanal | other People | Intermediate Certification Autherises | Trusted Root Certficator 4 | ]

Issued To [ 1ssued B [ Expiratio... | Friendly Name |
= ;

Administrator <Mone >

HPDMSCEP-HPDMSCE...

| Administrator

Import... Export... Remove Advanced

Certificate intended purpose:
Client Authentication

View
Lesrn more sbout certificates




2.
3.

4.

5.

Click Export.
Click Next.

Certificate Export Wizard

Select Yes, export the private key, and then click Next.

Certificate Export Wizard

Select Personal Information Exchange — PKCS #12 (.PFX), and then click Next.

Certificate Export Wizard
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6. Enter a password for the private key.

Certificate Export Wizard

7. Select Browse, select the file you want to export, and then click Next.

Certificate Export Wizard

C:\Users\Administrator \DesktopHPDMDemo . phx

8.  Click Finish.

Certificate Export Wizard

File Name

Export Keys

Include all certificates in the certification path Mo
File Format Persan




Preparing a client certificate and its private key for HPDM

HPDM supports only PEM-format certificates and private keys. To use the PFX-format client certificate exported in Exporting
a client certificate, you must export the PEM-format certificate and its private key from the PFX file. HP recommends using
OpenSSL. If you need the OpenSSL tool, contact HP Support.

« For HPDM, the file name of the client certificate is cl ient . pem and it cannot be changed. In OpenSSL, use the following
command to export the client certificate file.

openssl pkcsl2 -in yourclientcert.pfx -out client.pem -clcerts -nokeys
« For HPDM, the file name of the private key of the client certificate is cl ient.key and it cannot be changed. In OpenSSL,
use the following commant to export the private file.

openssl pkcsl2 -in yourclientcert.pfx -out client.key -clcerts —nocerts
= When you export the certificate and private key, you must to provide the password entered when you exported the PFX
file, and then enter a new password for the private key.

Deploying a client certificate to HPDM components
After preparing the client.pem file and the client.key file, you must deploy them to each HPDM component. If you do not,
HPDM cannot to connect to an FTPS server that has client-certificate authentication enabled.

To deploy the files to HPDM Console, HPDM Server, HPDM Gateway and Master Repository Controller:
1. Copyclient_pemandclient._key to the folder
%HPDMInstal IPath%\Certificates\repos_certs\.

2. Todeploy the password for the client key, open a command prompt, change the current path to
%HPDMInstal IPath%\Certificates\, and then run the command dmenc <password> where <password>
is the password you entered when you exported the PEM-format private key.

For example, if the password is HPDM, run command dmenc HPDM.

To deploy the files to HPDM Agents running a Windows Embedded operating system:

1. Copyclient._pemandclient._key to the folder c:\windows\xpeagent\repos_certs\.

2. Deploy the password of the private key by sending the following script task to the devices via HPDM.
c:\windows\xpeagent\dmenc <password>

To deploy the files to HPDM Agents running HP ThinPro:

1. Copy client._pemandclient._key to the folder /etc/hpdmagent/repos_certs/.

2. Deploy the password of the private key by sending the following script task to the devices via HPDM.
/usr/sbin/dmenc <password>

Note

If you want each HPDM Agent to use a different client certificate, you must request each client certificate, map each client
certificate to a user account, prepare client.pem and client.key files for each client certificate, and then deploy each client
certificate to a different HPDM Agents, one at a time.
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For more information

To read more about HP Device Manager, go to hp.com/go/hpdm.

Sign up for updates
hp.com/go/getupdated
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