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1 Introduction

With HP Access Control (HP AC), an HP JetAdvantage Security Solution, you can protect confidential information,
enhance device security and management, while improving company-wide printing policies. Providing a cost-
effective way to create a more secure and efficient imaging and printing environment, HP Access Control
Solutions transforms imaging and printing practices while reducing costs and keeping data and devices secure.

1.1 Solution benefits

It is now easier than ever to protect print jobs and devices, improve workflows, and monitor printing practices —
all while reducing costs and supporting organization-wide security, compliance, and environmental initiatives.
Designed to integrate easily with HP and other printing devices, you can select specific HP Access Control Printing
Solutions to address your needs.

Some of the benefits you can experience with the HP Access Control Solution include:

Secure Authentication: Access Control Secure Authentication offers a variety of authentication options—
including Windows authentication, HP proximity card readers, PIC/PIN codes—to protect your devices and
prevent unauthorized use.

Learn more about Secure Authentication

Secure Pull Printing: HP Access Control Secure Pull Printing reduces unclaimed prints and increases
efficiency. Users can print to a secure network, authenticate with ease, and retrieve jobs when necessary—
even on the go.

Learn more about Secure Pull Printing

Job Accounting: HP Access Control Job Accounting makes it easy to accurately track and gather data,
analyze the results, and then create and send reports. Apply mined data to allocate print costs, motivate
employees to print smarter, and provide IT with the necessary information to improve fleet-wide forecasts.

Learn more about Job Accounting

Intelligent Management: HP Access Control Intelligent Management solutions help you control device
usage, modify behavior, reduce costs, and enforce security goals.

Learn more about Intelligent Management

1.2 Solution components

HP Access Control (HP AC) software is comprised of the components and corresponding tasks listed in the
following table.

Component Type Task

Enrollment Service (IRM Authentication IIS Web Service Match user’s credentials to a PIN or Badge number and store
Web Service) details in Active Directory or SQL.

Authentication Service (IRM IIS Web Service Match user’s previously stored PIN or Badge number to user
Authentication Web Service) authenticating at the device allowing secure access to the

function requested (i.e. secure print, email, copy).

User Rights (IRM/DRA Authorization Web IS Web Service Validates user rights to access MFP walk-up functions (i.e. copy
Service) in color).

Section 1.1 Solution benefits
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Licensing Service IIS Web Service Validates device licensing for pull printing & authentication (24
hours for FutureSmart devices, every hour for non-FutureSmart
devices). Validates user licensing for job accounting (checks
every 24 hours).

OXPd Professional Service (OPS) IIS Web Service Hosts printer configurations for OfficeJet Pro devices.
Intelligent Print Management (IPM) IIS Web Service Manages and controls printing processes by setting conditions,
Enterprise Bundle only actions and notifications (i.e. force to monochrome).

Print job list retrieval (SPPE/SPP Web IIS Web Service Build a print job list for the authenticated user for job selection
Service) or deletion.

Print job retrieval (SPPE/SPP Web IIS Web Service Retrieve requested print job and send to the device the user is
Service) authenticated at.

Print job submission (Enterprise Spooler)  HP AC Enterprise Service Submit print job to be stored in the spool directory for future

retrieval.
Print job submission (Express or HP AC Port Submit print job to be stored in the spool directory (for future
Enterprise with shared queues) retrieval).
Job Accounting Statistics Service IIS Web Service Collects XML files from HP FutureSmart devices.
Job Accounting Data Collector IIS Web Service Collects XML printer data from devices (push) via FTP, HTTP, or
HTTPS.
Job Accounting Web Server IIS Web Service Queries the Job Accounting Database server to access the data

and enables navigation through the application via web browser.

Enterprise License Windows Service Allows for a centralized license server without having to
duplicate licenses on additional servers. The license service will
communicate to the license database.

1.3 HP AC installation bundles

HP Access Control is a suite of modules that provide authentication, authorization, tracking, rules based printing,
and secure pull printing capabilities. HP Access Control has two different bundles designed to provide the
capabilities for your organization's requirements:

e HP Access Control (HP AC) Express
e HP Access Control (HP AC) Enterprise

1.3.1 HP Access Control (HP AC) Express

The HP AC Express bundle includes Job Accounting and Secure Pull Print Express. Secure Pull Print Express is a
printing solution that allows users to securely print stored jobs from a server to any printer or MFP using a
wireless mobile device, Web page, or at the print device. HP Access Control (HP AC) Secure Pull Print Express
helps any organization decrease costs by reducing the amount of unclaimed documents on the printer’s output
tray and increase security by requiring authentication to release jobs.

The Secure Pull Print Express solution includes the following components:

e  Authorization (Intelligent Rights Management): Provides individual or group-level access to use device
functions (i.e. copy, email, etc.)

e  Authentication:

—  PIN/PIC (numeric or alphanumeric user ID code)*

Proximity Cards
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—  Touch-to-Sign-In from mobile devices with NFC support
—  Windows authentication (alternative authentication for proximity cards)*

e  Secure Pull Print Express: Installs the Secure Pull Print Express component to securely release print jobs
from a mabile device or from the front panel of the device.

—  Authorization for access to device functions (Intelligent Rights Management)
—  Alias Printing
—  Encryption
—  Multivendor device support
—  Touch-to-Release (from mobile devices)
e  JobAccounting: Track print device usage and generate detailed reports.

—  Job Accounting Server: Install the Job Accounting component to generate detailed reports of print
device usage information.

— In-Device tracking: Through an agent component or as part of the device's firmware for in-printer
tracking of printer usage.

—  Quota (copy and digital sending) and Allocation

*not supported on non-FutureSmart single function printers

1.3.2 HP Access Control (HP AC) Enterprise

The HP Access Control Enterprise bundle includes all of the features of HP Access Control Express and provides
these additional features:

e Intelligent Print Management (IPM): Create conditions, actions, and notifications for rules-based printing.
e  Device Analysis: Gathers information about networked printers and creates detailed analysis reports.

e Secure Pull Print Enterprise: Install the Secure Pull Print Enterprise component to securely release print
jobs and for remote printing.

—  Enterprise Spooler
—  Pull printing including Roaming
—  Delegate Printing
—  Assured Job Delivery
—  (lient-based pull printing (with local job storage)
e  Job Accounting: Track print device usage and generate detailed reports.

—  Print Server: Installs the Printer Configuration component to configure printers for tracking, guota, or
rules-based printing (IPM) for devices that do not support in printer agents.

—  Direct Tracking Module (DTM) This allows HP print devices to send job accounting tracking information
to the server through confirmation traps (on supported devices) that contains basic job information
and print job status.

1.3.3 Server installation

Server installation allows you to choose which options are to be installed on the target server. This allows IT
administrators to install only the functions needed in a multi-server environment to support pull printing,
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authentication, and job accounting requirements. This is most useful when the customer environment requires
separate, dedicated servers. For example, some customer environments require one dedicated authentication
server, a separate dedicated pull printing server, and yet another dedicated job accounting server.

1.3.4 Stand-alone print server installation

Stand-alone server installation allows you to install either Job Accounting or rules based printing (IPM) on
separate servers. This allows IT administrators to install print server functions needed in a multi-server
environment to support print server tracking, or rules-based printing from a print server.
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2  Solution requirements

The HP Access Control (HP AC) installation detects what components are required to run HP AC on your system,
and then automatically installs the required components. The following sections list the required components
for HP AC, according to the installation bundles.

2.1 Minimum server hardware requirements
o (PU:

—  Dual-core 1.6GHz recommended
—  Medium size production servers (500,000 to 1 million pages/month): 4 x CPU
—  Large size production servers (+ 1 million pages/month): 8 x CPU

e  Memory:

—  Medium size production servers: 8-12 GB RAM is recommended (500,000 to 3 million pages per
month)

—  Large size production servers: 12-16 GB RAM is recommended (beyond 3 million pages per month)
— Additional 2 GB RAM if SQL is running on the same server as HP AC.
e  Disk Space:

—  Job Storage: 100 MB plus the expected average storage space by user multiplied by number of users
(50 MB x 10 users = 500 MB).

[% NOTE: If print storage is unknown then a good reference number for planning is 50 MB/user.

e  Network Connectivity:

—  INIC with TCP/IP and UDP supported, minimum 1 Gbps recommended

2.2 Server requirements

[%"f NOTE:  Ensure you consult with HP before installing HP Access Control on a server hosting any other software
applications.

e  Operating system (64-bit):
—  Windows Server 2008 (32 and 64-bit)
—  Windows Server 2008 R2
—  Windows Server 2012
—  Windows Server 2012 R2
—  Windows Server 2016

e  JobAccounting:

Section 2.1 Minimum server hardware requirements
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For non-FutureSmart HP devices, Microsoft Internet Information Service requires that either HTTP
upload (port 80 with basic authentication) or FTP upload (with basic authentication) be allowed.

For Job Accounting tables and charts to display, Microsoft Excel 2007 or newer is required.

° Other:

Server joined to the same domain as the end-users, or to a domain with a trust relationship with the
end users.

Static IP address
All security patches up to date (as per Windows Update)

HP AC Enterprise: LPD Service or Unix Printing service disabled, or you will be required to change the
default ports HP AC Enterprise Spooler uses.

v3 supported printer drivers

Microsoft UrlScan (or any similar port/protocol blocking tool) must not be installed on the same
server as HP AC.

Antivirus: If configured on the server, it should not disable network communication through the
required ports. Best practice is to set an exclusion for the pull print files directory.

Microsoft .Net Framework and IIS must be installed manually on a Windows Server 2012 or 2016, if
the server does not have internet access.

HP AC cannot be installed on a server with Windows Server Update Services (WSUS) installed.

Windows Firewall: To ensure reliable connections between the server and printing devices, it is highly
recommended to turn off the firewall on the HP AC server. If the firewall cannot be disabled:

[%f NOTE: The Windows Firewall recommendations apply when connecting to HP FutureSmart devices

with firmware older than version 3.2.1, and when connecting to HP non-FutureSmart devices with
firmware older than version 13.3.5.

1. Configure the server to accept inbound packets from devices that have passed through the
firewall by changing the World Wide Web Services properties. On the HP AC server, go to Control
Panel > Windows Firewall > Advanced Settings > Inbound Rules. Right-click the World Wide Web
Services (HTTP traffic-in) and select Properties.

Chapter 2 Solution requirements



2.
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4.

2.2.1 Virtualization

Allow the server to accept inbound packets from devices that have passed through the firewall
by changing the Spooler Service properties. On the HP AC server, go to Control Panel > Windows
Firewall > Advanced Settings > Inbound Rules. Right-click File and Printer Sharing (Spooler
Service —RPC) and select Properties.

File Action View Help
o 20 = B

P Windows Firewall w|
B Inbound Rules | Mame e Profile
I Outbound Rules|| @ Fise and Printer Sharing (Spooler Service - RPC}  Private, .
8 Connection Secul| @ e and Printer Shari Service - RPC)  Pubdic
¥, Monitoring
File and Printer Sharing (Spocler Service - RPC)  Domain

i Fite and Printer Sharing (Spocler Service - RPC-.. Domain

@ Fite and Printer Sharing (Spooler Service - RPC-.. Domain

@ File and Printer Sharing (Spocler Service - RPC-.. Public

@ File and Printer Sharing (Spocler Senace - RPC-... Private. .  Yes

Opens the propertes dialog box for the current selection.

Pots | Scape | Advanced | Local Pmcpals | Remote Users

Speciy profiles to which this rule spphes.
5% @ poman
(] Private
[ Pubic
Intedace types
q d&:ﬂyh_&hﬁmmﬁhmrﬁ |§l-¢ﬂﬂ |

Edge traversal

q. Edge traversal allows the computer 1o accept unsolicted
such as a Network Address Transiation (NAT) router or

vl

HP AC will function in any virtualized environment (e.g. VMWare or Microsoft Hyper-V) capable of running any of
the supported operating systems. Virtualization is transparent to HP AC.
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2.3 Database server requirements

Database server requirements are as follows:

Microsoft SQL:

— 2008, 2012, 2014, 2016

Sysadmin or dbcreator role for the Windows account used to run the installer or for the SQL account.

—  Afterinstallation, the account can be changed to be a member of the db_owner database role or a
member of the db_datareader and db_datawriter database roles. The db_owner database role can
perform all configuration and maintenance activities on the database. The db_datareader database
role can run a SELECT statement against any table or view in the database. The db_datawriter
database role can add, delete, or change data in all user tables.

@f}’ IMPORTANT:  If the Login is a member of the db_datareader and db_datawriter database roles, Execute
permissions (in database Properties) must be granted to the user.

[% NOTE: If Job Accounting is installed, a SQL account named HPACJA is created. After installation, the HPACJA
account has Public rights, so it cannot be used to create new databases, such as for enrollment or license
databases. If you want to use the HPACJA account to create other databases, you must assign dbcreator rights to
the account via SQL Management Studio.

2.3.1 Job Accounting database server requirements (remote)

For aremote SQL Server running SQL 2005 or later, the database must be created using a SQL login. The setup
does not create a SQL login for HP AC Job Accounting, and a trusted connection will be used with named pipes.
The Job Accounting Agent must be started with a domain account, to connect to the remote database.

2.4 Infrastructure requirements

Infrastructure requirements are as follows:

Information to connect (for user authentication) to Active Directory or LDAP server that contains user
details:

—  Multiple Domains

—  User codes/Badge IDs: If storing in AD, an AD attribute (indexed) with a service account that has write/
edit privileges to that attribute.

—  User Rights: If storing in AD, an AD attribute (indexed) with a service account that has write/edit
privileges to that attribute.

DNS server to resolve hostnames of the HP AC servers and hostnames of the printers and MFPs.
Domain account to run solution services:

—  Has local admin rights on the HP AC server.

—  Haslogon as a service rights.

—  Has aprocess to renew password prior to expiration time or set not to expire.

SMTP gateway to send notifications and Job Accounting reports.

Required ports open (see Appendix A: Network Ports Required)

To create a queue for Job accounting, IPM, or Pull Printing, a Windows v3 driver must be used. Windows v4
print drivers are not supported.

Section 2.3 Database server requirements
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2.5 Supported operating systems for Pull Printing

2.5.1 Pull Printing using a Shared Server Queue

Prerequisites

Shared pull print queue on the HP AC server (Enterprise or Express).

Operating System

Microsoft Windows 7 (32 or 64 bit)

Microsoft Windows 8 (32 or 64 bit)

Microsoft Windows 8.1 (32 or 64 bit)

Microsoft Windows 10 (32 or 64 bit)

Macintosh 10.6.5 or newer

Citrix

—  Print job must include the user's identification in order to associate the job to the Windows user
—  Auto-created shared pull print queues using the SPP Enterprise Port

Non-Windows clients

—  Must be able to print to a Windows queue that contains a unigue username that is not defaulting to a
standard service account.

2.5.2 Pull Printing using a Local Queue (Enterprise only)

Operating System

Microsoft Windows 7 (32 or 64 bit)

Microsoft Windows 8 (32 or 64 bit)

Microsoft Windows 8.1 (32 or 64 bit)

Microsoft Windows 10 (32 or 64 bit)

Mac 0S 10.6.5 or newer

Citrix

—  Auto-created Pull Print queue with the Citrix UPD and LPR queue
—  XenApp Server with local HP AC LPR queue

2.6 Client requirements for HP Access Control Print client

Operating System

Microsoft Windows 7 (32- or 64-bit)
Microsoft Windows 8 (32- or 64-bit)
Microsoft Windows 8.1 (32- or 64-bit)
Microsoft Windows 10 (32- or 64-bit)

Other
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e  To create a queue for Job accounting, IPM, or Pull Printing, a Windows v3 driver must be used. Windows v4

print drivers are not supported.
e  The HP AC Express Print client installs Microsoft .NET framework 2.0 on the client workstation.
e  The HP AC Enterprise Print Client requires .NET Framework 4.6 on the client workstation.
e  (lient PC connected to the domain, and logged in as an authenticated user.
Permissions
e  HPACEnterprise: To create a local port and queue.

e  HP AC Enterprise/Express: To connect to shared printer queue on HP AC server.

2.7 Client requirements for card enrollment application
Operating system
e  Windows7,8,8.1,10
e Microsoft .NET Framework 2.0
Other
e  Usersin Active Directory.

e  C(ardreader connected to a client PC connected to the domain, having access to the HP AC server.

2.8 Card Masking utility requirements
Prerequisites
e  Microsoft .NET Framework 4.0
e  Windows 7,8,8.1,and 10

e  (ardreader connected to a PC connected to the domain, having access to the AD Authenticator server

2.9 Mobile device requirements

e  Smart phone connected to the same network as the HP AC server,
e  HP ePrint Enterprise app installed. App can be downloaded from:

— i0S: http://itunes.apple.com

—  Windows Phone: hitp://social.zune.net

—  Android: https://market.android.com

—  Blackberry: http://www.blackberry.com/appworld

2.10 HP Printer and MFP requirements

e  Device supported by HP AC - with recommended, supported firmware versions.
—  DNS server configured

—  FutureSmart firmware version 3.7 or newer is highly recommended

Section 2.7 Client requirements for card enrollment application
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—  Static or dynamic IP configured (DHCP reservation preferred)
—  SNMPv1/v2 enabled (default “public” is sufficient), or SNMP v3 enabled
—  Security settings:
o  EWS password required for installation and configuration
o  Remote firmware updates enabled
o  File Access and PJL Disk Access enabled
o  PJL password not set
o Information tab requires administration access needs to be disabled.
o PIJL Device Access Commands enabled.
o 9100 Printing, WS-Discovery, OXPd Services, and Web Services print must be enabled.
o Installation of legacy packages signed with SHA-1 hashing algorithm allowed
o  File System Password not set
o Command Load and Execute enabled (non-FutureSmart devices)
o IPPS enabled if requiring encryption between the HP AC server and the device
o  FTP (for non-FutureSmart HP devices) must be enabled to push tracking files from the devices

o Required if disabling device ping in the HP AC configuration utility which forces telnet
communications only

2.11 Server components required

The HP AC installation detects what components are required on your system and then automatically installs the
required components. The following table lists the required components for HP AC, for each bundle.

HP AC Express HP AC Enterprise
Crystal Reports for .Net Framework 2.0 v v
Internet Information Services (IIS) v v
Microsoft Visual C++ 2005 Redistributable v v
Microsoft SQL Server Express 2014 v v
Microsoft SQL Server Compact Edition 3.5 SP2 v v
Windows Installer 4.5 v v
Microsoft .Net Framework 4.0 v v
Microsoft ADO.Net Entity Framework 4.1 v v
Microsoft Visual C++2008 Redistributable v v
Microsoft Visual C++ 2010 x86 Redistributable v v
Apache CouchDB 1.2.0 v v
GneWin32: OpenSSL-0.9.8h-1 v v
Microsoft SQL Server Compact 4.0 SP1 v v
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HP AC Express HP AC Enterprise
HP OPS v v
Microsoft .Net Framework 2.0 4 4
Microsoft .Net Framework 3.5 4 4
Microsoft .Net Framework 4.6 v v

[% NOTE: If you download the Microsoft .Net Framework 4.6 offline installer, you must have the latest Windows
updates installed on the server. Specifically, Windows updates KB3045562 and KB3045563 are required for
Microsoft .Net Framework 4.6.

2.11.1 IPM requirements

The installation prerequisites for HP Access Control (HP AC) Intelligent Print Management are:

If IPM is installed on a 64-bit 0S, make sure the 64-bit version of Microsoft Office is installed. This is
required because Microsoft Access Database Engine x64, which is installed with IPM, works only with the

64-bit version of Microsoft Office.
.NET Framework 2.0
Internet Information Services (IIS) with ASPNET

Alogon with administrative rights

The print driver set to Start printing after last page is spooled

Figure 2-1 Spool settings

Seculy | Devigs Salkes | About

Generl | Shaing | Ports I Advenced Bmuw |

& Abssys available

™ fovailabile from 12:00 AM 1200 AM
Priority: 1
Driver: [HF Unrcersal Printing PCL 6 (v5.8.0) -I Mewr Diriver.. |

@ Spogl print documents so pragram finishes printing faster
‘ @ Start printing after last page 13 spocled )
_ start prnting imrnedistely

_ Print directly to the prinker

[ Hold mismatched documents
[¥] Print spooled docurents first
|| Keep printed docurments

[ Enable advanced printing features

Printing Defaults... ] Print Processor., ]I Separator Page.., ]
ok ][ cancel |[ stk |

1%} SPP Ent Properties =

Internet Information Services (IIS) with ASPNET

—  Verify that IS is installed correctly by performing the following procedure:
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o Openyour Internet browser and type http://localhost in the Address field.

o  ThellS home screen will display.

[%9 NOTE: If you are using a proxy server, you may be unable to see this page even if IS is installed properly. To
bypass the proxy server in the web browser select Tools > Internet Options and select the Connections tab.
Select LAN Settings and check the box to Use a proxy server for your LAN. Check Bypass proxy server for local
Addresses and click OK.

If you are still unable to see the page, it may be necessary to restore the browser or default settings in Internet
Options. Open a web browser and select Tools > Internet options. Select the Security tab and click Default Level.
Select the Advanced tab and click Restore Defaults. Click OK.

2.12 Supported HP devices

[%9 NOTE:  For a list of supported multi-vendor devices, please refer to the LRS MFPsecure document.

Table 2-1 Supported HP FutureSmart devices

HP Color LaserJet Enterprise CM4540 MFP series HP LaserJet Enterprise Flow MFP M525 series

HP Color LaserJet Enterprise CP5520 Printer series HP LaserJet Enterprise Color Flow MFP M575

HP LaserJet Enterprise 500 Color Printer M557 series HP LaserJet Enterprise M4555 MFP series

HP LaserJet Enterprise 500 Color MFP M575 HP LaserJet Enterprise MFP M725 series

HP LaserJet Enterprise 500 MFP M525 series HP LaserJet Enterprise MFP M830 series

HP LaserJet Enterprise 600 Printer M601 / M602 / M603 series HP LaserJet Enterprise M806 Printer series

HP LaserJet Enterprise 700 Color MFP M775 series HP Color LaserJet Enterprise Flow MFP M880 series
HP LaserJet Enterprise 700 Printer M712 series HP Color LaserJet Enterpriser M855 Printer series
HP Color LaserJet Enterprise M750 Printer series HP Color LaserJet Enterprise MFP M680 series
HP Color LaserJet Enterprise M651 series HP Officejet Enterprise Color MFP X585 series

HP Officejet Enterprise Color X555 series HP LaserJet Enterprise MFP M630 series

HP Color LaserJet Enterprise M552/M553 series HP LaserJet Enterprise M604, M605, M606 series
HP Digital Sender Flow 8500 * HP LaserJet Enterprise M506 series**

HP LaserJet Enterprise MFP M527 series** HP Color LaserJet Enterprise MFP M577 series
HP PageWide Enterprise Color 556 HP PageWide Enterprise Color MFP 586

* The HP Digital Sender Flow 8500 requires the HPAC-SPPE-Agent-FutureSmart-10.bdl file
** The M506 and M527 devices require an HP internal USB port (F2A87A)

Table 2-2 Supported HP non-FutureSmart devices

HP Color LaserJet CM3530 MFP series HP LaserJet 5200 series*

HP Color LaserJet CM4730 MFP series HP LaserJet 9050 series

HP Color LaserJet CM6030/CM6040 MFP series HP LaserJet M3035 MFP series
HP Color LaserJet CP3525 Printer HP LaserJet M4345 MFP series
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Table 2-2 Supported HP non-FutureSmart devices (continued)

HP Color LaserJet Enterprise CP4525 Printer series

HP LaserJet M5035 MFP series

HP Color LaserJet CP6015 Printer series

HP LaserJet M9040/M3050 MFP series

HP LaserJet Enterprise P3015 Printer

HP LaserJet P4015 Printer series

* The LaserJet 5200 must have 128MB memory to load the HPAC-SPPE-Agent

Table 2-3 Supported HP S900 series devices

HP Color MFP S9571dn HP Color MFP S962dn
HP Color MFP S956dn HP Color MFP S970dn
HP MFP S965dn HP MFP S975dn

Table 2-4 Supported HP Officejet Pro devices
HP Officejet Pro 251 Printer HP Officejet Pro 276 MFP

HP Officejet Pro X476/X576 color MFP series

HP Officejet Pro X551 Printer

Table 2-5 Supported HP PageWide Pro devices*

HP PageWide Pro 477

HP PageWide Pro 577z

HP PageWide Pro 577

HP PageWide Pro 522

HP PageWide Managed P57750

HP PageWide Managed P52250

* With a minimum firmware version of 1629F

I? NOTE: Please refer to the product release notes for the most up to date list of supported devices.

Section 2.12 Supported HP devices
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3 Installation

This chapter provides steps for the following:

e |Installing HP AC Express

e |Installing HP AC Enterprise

e  Upgrading HP AC

e Installing HP OPS (required for HP OfficeJet Pro Printers)

3.1 Installing HP AC Express

Complete the following steps to install HP Access Control (HP AC) Express. During the installation, you may be
prompted to restart. The installation will automatically resume after reboot.

1. Launch the installer as an administrator by right-clicking the HPAC.exe file to start the HP AC installer.
Select the language for the InstallShield Wizard, and then click OK.

I%) NOTE: The regional settings of the server will determine the language displayed in the HP AC
configuration utility.

Ci Select the language for the ingtallation from the choices below.
4

| English [United States) vl

Cancel |

2. Click Install to begin the installation of the required components. This may take several minutes.
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3. Read the End User License Agreement, and click Yes to accept the terms.

Press the PAGE DOWHN key to see lhe rest of the agreement.

[End User License Agreement

READ CAREFULLY BEFORE USING THIS SOFT'WARE EQUIPMENT:

Thaz End-User icense Agreement ["EULA"] is a legal agreement between [a) you [either
an individual or a single entity] and [b] HP Inc. ['HP] that govems pour use of any

Software Product, mmuMWMWHPHMMMHPHMFW
Product”). that is not othewise subject 1o a separate license agreement between you and |
HP or its suppliers. Other softwase may contan a ELILA in its onine documentation. The
mﬁMHMmmmmamwmmmm
printed matesials and “onfine” or electionic documentation. v |

Do vou accept all the terms of the preceding License Agreement? 1f vou
select No, the setup will close. To install HP Access Conlrol, you must
accepl this agreement.

| st baeld

4. Click Browse to select a folder for the installation, and then click Next.

HP Access Control

Setup will install HP Access Contnol in the fallowing folder.

To install to this folder, click Newt To inctall to a different folder, click Browse and select
another foldes.

[Destination Folder
CAProgram Files\HPA\HP Access Control

Irstalts haeld
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5. Onthe Setup Type page, select HP AC Express. A description of the setup type displays on the right side,
listing the components associated with Express. Click Next.

Setup Type
Select the setup type that best suits your needs.

: 7 Description
2 -HP AC Entemp Install server components for:
3 - Pl Pririt Oy [Enterprize) - HP AC Job Accounting

4 - Serves installation - HP AC Secure Pull Print

5 - Standalone print server installation Express

Irvst &S hoeld

6.  Leave the default options checked and select Next.

Select Features
Select the features setup will nstall

Description
=¥ Data collectors

. WIHPAC Agent

- MIHP AC Agent

[l Secue Pull Print Express

792 03 MB of space required on the C diive
3218959 MB of space available on the C drive
IrvstaltS hield
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7. Onthe data directory screen, select the folder location to store pull print jobs. The default folder is Program
Files\HP\HP Access Control\spool. Click Next.

Select data drectory, print files wil be placed in the following lacation.

C:\Program Files\HP'\HP Access Contiol\spoa

Iristalls boeld

8.  Choose the SQL setup required for your environment, and click Next.

@7 NOTE: This prompts only if Job Accounting was selected to be installed, which is bundled with HP AC
Express.

Setup Type
Sefect the setup type that best suls your needs.

SOL Server installation

) Install a named instance of SOL Server Express 2008 A2
) Install & named instance of SOL Server Express 2008 A2 Advanced Mode)
(®) Canncel lo an cuisting SAL Server

Installshield

| <Back | New> || Cancel

SQL Server installation — Database options:

e Install a named Instance of SQL Server Express 2008 R2:

Automatically installs SQL Express 2008 R2 SP1 on the local server and will name it HPACEXPRESS. A
user HPACJA with password HPACJA will also be created. On the sa password screen, enter a
password for the SA account in SQL. The password must meet the Microsoft SQL Server Strong
Password requirements:
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—  Does not contain all or part of the user's account name.
— Ismore than eight characters in length.

—  Contains characters from at least three of the following categories:

o  English uppercase characters (A through 7)
o  English lowercase characters (a through z)
o  Base 10 digits (0 through 9)

o Nonalphabetic characters (for example: !, $, #, %)

HP Access Control

sa Password:

Password | @eessssess|

| <Back [ Mew> || Cancel |

For more information, please see Microsoft SQL Server Strong Password Guidelines (http://
msdn2.microsoft.com/en-us/library/ms144284.aspx).

Install a named instance of SQL Server Express 2008 R2 (Advanced Mode):

Installs SQL Express 2008 R2 SP1 and stores the SQL server data in a different location. When
prompted, enter the location to store the data. SQL credentials with sysadmin rights are required. The
user running the installer should be added to the SQL instance permissions as sysadmin during the
installation.

Connect to an existing SQL Server:

Allows you to browse to an existing SQL server. SQL credentials with sysadmin rights are required.
The current user launching the installer should be added to the SQL instance permissions as
sysadmin during the installation.

If connecting to an existing SQL server,

a. Click Browse to select the Database server on the network.
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Database Seiver Login
Select database server and authentication method

Select the database server to install to fiom the kst below or click Browse to see a list of al
databare servers.

Dratabaze Sarver

' Conmect uzsing:

() indowes authentication
(® 50L Server authertication using Login 1D and pazsword

Login ID:
[sa

Select a database server from the list and click OK. Choose the connection method. — Windows
authentication or SQL Server authentication.

Browse - Database Server

From the list of serveis below, select the dalabase
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9.  Select a Program Folder and click Next.

HP Access Control

Setup will add program icons to the Program Folder listed belowe. “fou may type a new folder
name, or select one from the existing folders list. Click Nest to continue.

Program Folder:
HF‘ Access Contra

Existing F

Ac
Accessones
administrative Tools
Maintenance
Startlp

System Tools
Widware

IetallShield

10. Click Next to begin the installation of HP AC. This may take several minutes.

HP Access Control

Setup has enough information to stat copying the program files. 1f you want to review of
change any settings, cick Back. |f you are satisfied with the settings, click Mest to begin
copying files.

Cument Settings:

System Information:
Processar - Pentiumn or Above
- Administration Fight - VES

- Target path :C:\Program Fles\HP\HP Access Contral
« Total Disk, Space [MB) 51153
- Free Disk Space [MB) 32183

- Required Disk Space [MB}854

( L

| rrst5fG boeld
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17.  When all the components are installed, the Installation is complete message will display. Click Finish.

HP Access Control =

HP Access Control

Installabon s complete

12. To start HP AC after setup is complete, go to Start > All Programs > HP Access Control, and right-click
Configuration Utility, then select Run as administrator.

[1'_5”? NOTE: Itis recommended to set the HP AC configuration utility shortcut to always run as administrator.

3.2 Installing HP AC Enterprise

Complete the following steps to install HP Access Control (HP AC) Secure Pull Print Enterprise. During the
installation you may be prompted to restart. The installation will automatically resume after reboot.

1. Launch theinstaller as an administrator by right-clicking the HPAC.exe file. Select the language for
InstallShield Wizard, and then click OK.

BY NOTE: The regional settings of the server will determine the language displayed in the HP AC
configuration utility.

ﬂ Select the language for the installation from the choices below.
4

| English [United States] v]

| ak. || Cancel |

2. Click Install to begin the installation of the required components. This may take several minutes.

Section 3.2 Installing HP AC Enterprise
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3. Read the End User License Agreement and click Yes to accept the terms.

Press the PAGE DOWHN key to see the est of the agieement.

End User License Agreement

READ CAREFULLY BEFORE USING THIS SOFTWARE EQUIPMEMT:
This End-User icense Agreement [“EULA") is a legal agreement betwean (a] you [either
an individual or & single entity] and [b] HP Inc. ["HP"'] that govems your use

of any
Solftweare Product, installed on or made available hyHthvoﬁ'-mHPplocml["l-P
Product”. that is not othewise subject to a separate license agreement between you and |
HP or itz suppliers. Other software may contain a ELILA in its online documentation. The
term S oftware Product”! mwmﬂmamﬂwmmm
printed matesials and “onfne" or electionic documentation. ™

Do you accept all the terms of the preceding License Agreement? If you
select No, the setup wil close. Toinstall HP Access Control, you must
accepl this agreement.

| mstalShaeld

4.  Click Browse to select a folder for the installation, and then click Next.

HP Access Control

Setup will install HP Access Cantrol in the following folder.

Ta install ta this folder, click Mext Ta install to a differsnt folder, click Browse and select
another foldes.

Diestnation Folder
C:\Program Files\HP\HP Access Cantrol

Irvst &S hoeld
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5. Onthe Setup Type, select HP AC Enterprise. A description of the components installed displays on the right
side.

Setup Type
Select the setup type that best suits your needs.

Click the type of sebup you prefer.

Drescription
2 Install server components for

3-Pull Print Ordy [Enterprize) - HP AL Job Accounting

4 - Server instalation - HP AL Intelligent Frint

5 - Standalone prirt server installabion M anagement

+ HP AC Device Analysis

- HF AC Secure Pull Print
Enterprise

It sl hield

Leave the default options checked. The installation features are pre-selected with check marks

Select Features
Select the features setup will nstall

Select the features you want to nstall, and deselect the featues you do not want o install

i Description
w]Job Accounting Server Job Accounting
=¥ Data collectors
i~ WIHP AC Agent
] Prird Server
| "] Direct Tracking Module
= [ Intelligent Pririt M anagement
| MlInteligent Print Management Server
\~[MHP AC Agent
v Secuwe Pull Print Enterpise
85007 MB of zpace requied on the C drive

3218953 MB of zpace available on the C diive
It sl hield
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7. Onthe data directory screen, select the folder location to store pull print jobs. The default folder is
\Program Files\HP\HP Access Control\spoolroot. The installer will prompt you to create the directory. Click
Next.

Select data deectary, print files wall be placed in the following location.

> AProgram Filss\HPAHF Access Cartrolispoohoot

0 Folder does not exist. Create it?

8. ASQL server is required for Job Accounting. For SQL Server installation, choose the SQL setup required for
your environment and click Next.

HP Access Control ' x|

Setup Type
Select the setup type that best suits your needs.

SOL Server installation

" Install a named instance of SOL Server Express 2008 R2
" Install a named instance of SGL Server Express 2008 R2 (Advanced Mode)
" Connect to an existing SOL Server

| nstaflShield

< Back | Mext > I Cancel

SQL Server installation — Database options

e Install a Named Instance of SQL Server Express 2008 R2: This will automatically install SQL Express
2008 R2 SP1 on the local server and name it HPACEXPRESS. A user HPACJA with password HPACJA is
also created.
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On the sa password screen, enter a password for the SA account in SQL. The password must meet the
Microsoft SQL Server Strong Password requirements:

—  Does not contain all or part of the user's account name
— Ismore than eight characters in length
—  Contains characters from at least three of the following categories:
o  English uppercase characters (A through Z)
o  English lowercase characters (a through z)
o  Base 10 digits (0 through 9)
o Nonalphabetic characters (for example: !, $, #, %)

For more information, please see Microsoft SQL Server Strong Password Guidelines (http://
msdn2.microsoft.com/en-us/library/ms144284.aspx).

Password | sesesssees)
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9.

e |[nstall a Named instance of SQL Server Express (Advanced Mode): This will install SQL Express 2008

R2 SP1 and store the SQL server data in a different location. When prompted, enter the location to
store the data. SQL credentials with sysadmin rights are required. The user running the installer
should be added to the SQL instance permissions as sysadmin during the installation.

Select data diwectomny fer SOL Server

Please enler the location where you would e to matal the program. You may type a naw
Tokcles rusres or click the Browee butlon o e & new location.

|C\Program Fies\Hewien-Packaid\HP Access Contiohdalabase

Browse . I

Irvst &85 Heeld

<Back [ New> |  cancel |

e  (Connect to an existing SQL Server: This will allow you to browse to an existing SQL server. SQL
credentials with sysadmin rights are required, and the current user launching the installer should be
added to the SQL instance permissions as sysadmin during the installation.

Click Browse to select the Database Server on the network.

Database Seiver Login
Select database server and authentication method

Select the database server to install to fiom the kst below or click Browse to see a list of al
dat. TEIVEN.

Dratabaze Sarver

Conmect uzsing:

() indowes authentication
(® 50L Server authertication using Login 1D and pazsword
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10. Select a database server from the list and click OK. Choose the connection method — Windows

11.

authentication or SQL Server.

From the list of servess below, select the database
sewver you like to targel.

ALE

COMPAQES10B

CTCRM

CTXENAPP

CTXENAPPO

DEVVM

DEVVMTEST

FC_8510

FC2003

GPYM2003 _ﬂ

(el YWY ]

[ ok ] conce |

Browse - Database Server = x|

Select a Program Folder and click Next.

HP Access Control

HP Access Control

B

Selup will add program icons ko the Program Folder ksted below. You map lpe a new folder
name, of zelect one fiom the sxising folders kst Chck Next bo cortirue.

Program Folder:

Exsting Folders:

Eydriinistrative Tools
Maintenance
Clartup

Inealsheld

¢ Back

I West> I

Cancel

Section 3.2 Installing HP AC Enterprise
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12. Click Next to begin the installation of HP Access Control.

HP Access Control

Setup has enough information to stat copying the program files. 1f you want to review of
change any sathings, chck Back  |f you aie satisfied with the seltings, click Nest Lo begin
copying files.

Cument Settings:

System Information: ~
- Processar - Pentiumn or Above
- Administraton Right - YES

- Target path :C:\Piogram Fles\HP\HP Access Contral
- Total Dick Space [MB]:51133
- Free Disk Space (MB] ;32183

- Required Disk Space [MB}854

| <Back [ Met> || Cancel |

13. When all the components are installed, the Installation is complete message will display. Click Finish.

HP Access Control

HP Access Control

Installabon 15 complete

14. To start HP Access Control after setup is complete, go to Start > All Programs > HP Access Control, and
right-click Configuration Utility and select Run as Administrator.

E¥ NOTE: Itis recommended to set the HP AC Configuration utility shortcut to always run as administrator.

3.3 Multi-server installation

For environments that require the use of multiple servers, individual HP AC components can be installed on
different servers. For example, one server can be dedicated for authentication and pull printing, while another
server can be dedicated for IPM rules-based printing. On the server, select Server Installation during the HP AC
installation process, and then select the individual components you want to install on that particular server.
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3.4 Modify or Remove HP Access Control
3.4.1 Modify an HP AC installation

Complete the following steps to modify features of an existing HP AC installation:

1. Launch the installer by right-clicking HPAC.exe and run as administrator. From the Modify/Remove page,
click Modify and then click Next. The Select Features page displays.

2. Check marks are displayed next to features that are already installed. Unselect the features you wish to
uninstall, and select any additional to add. Click Next.

Select Features
Sedact the fmahras sabun wall nstal

Select the features you want to inctall, and deselect the featires vou do not want to install

Jescriplion
¥l Job Accaunting Server Job Accounting
& vl Data collectors

= W Intelligent Print Management

L[ Intelligent Print Management Server
~WIHF AC Agent
- WlSecure Pull Print Enterprise
634.88 MB of space requared on the C drive
12951.00 ME of space available on the C diive

Installshaeld

| <Back | MNews> | | Cencel |

If you select to install Job Accounting, the following page displays to allow you to install SQL Server Express
2008 R2 or to connect to an existing SQL Server. For more information, follow the instructions in Section 3.1,
Installing HP AC Express or Section 3.2, Installing HP AC Enterprise.
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HP Access Control

Setup Type
Select the zetup type that best suits your needs.

SOL Server installation

&+ Install a named instance of SGL Server Express 2008 A2
" Install a named instance of SOL Server Express 2008 B2 [Advanced Mode)
" Connect to an existing SOL Server

[nstalShield

< Back | MNext > I Cancel

3.4.2 Removing HP Access Control (HP AC)

Selecting Remove from the Modify/Remove page allows you to uninstall HP AC and all installed features. To do
this, complete the following steps.

Prerequisites

e  Ensure the correct uninstallation PRN file is displayed on the Settings tile > Agent tab.

Complete the following steps:

1. Launch the installer by right-clicking HPAC.exe and run as administrator. From the Modify/Remove page,
click Remove and then click Next.

2. The following confirmation displays. Click Yes to confirm uninstalling of HP AC.

HPF Access Control - Inst allShield Wizard
Do you want to completely remove the selected application and all of its features?
[Tvee ] m |

3. If all printers have been unconfigured, click OK to confirm.

[contrm uniestatt T

Confirm that all printers have been unconfigured.

o ] _coxe |
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5.

If all printers have NOT been unconfigured, click Cancel, go to the HP AC Configuration Utility and
unconfigure all configured printers.

For non-FutureSmart devices: Go to the HP AC Configuration utility > Devices, then select the device and
click Remove HP Agent.

N Las>SiJCl Ms333 170r CUNZLOOLIUUD L7 T AT s
HP Color LaserJet M750 YOO 4/16/2015
OO0 . 6/ 2015

Rttt | | Hame

HP LaserJet P3010 Series VNBC94wWO019 41162015 Name

[ | ’

|@ Install HP agent J |@ Remove HP agent ] @

For FutureSmart devices: Either perform a partial clean to remove all non-firmware data stored on the
device (refer to the device documentation for instructions on performing a partial clean) or remove the
agent via the EWS > General > Solution Installer page.

o] Pt | oo | ey ||

e Solution Installer
Contrel Panel Administration Menu
AutoSend
. ) Solutions are accessory software packages that g
Edit Other Links Instalied Sclutions section below.
Ordering Information .
install New Solution
Device Information
Language Choose File
Date and Time Choose File | Mo file chosen
Energy Settings
& Mote: Some solution installs will cause the dev
Back up and Restore i

Restore Factory Settings
Soilution Installer

Firmware Upgrade

installed Solutions

Statistics Services ) .
|| Intelligent Rights Manager (IRM)

Other Links m
HP Instant Support

/& Mote: Removing solutions may require restart

Shop for Supplies

When the database question page displays, click Yes to keep the database or No to delete the database.

Section 3.4 Modify or Remove HP Access Control
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6. When the uninstall completes, you may be asked to restart the server. Select Yes if you want to restart the
server. Click Finish.

HP Aceens Contiol

Urenatalaton, i ros compiste

& Vs | ward i restarl my compuibes nowe
" Mo | well seitet my comguies Laber

Gome gubdeedioney o Me may 8 a0gea r e Piogam
Fieu folden 7 iow mgy et et B, raarsaally o ssbool jons
Lpndme

=] |

3.5 Upgrading HP Access Control

EY NOTE:
e  Before upgrading your HP Access Control server please contact HP to ensure your version can be upgraded.
It is highly recommended to receive technical consultation prior to upgrade.

e  For servers with Card ID Masking enabled, it is highly recommended to back up the
DataDecodeDefaults.xml files prior to upgrading. The AD-Authenticator DataDecodeDefaults.xml file is
located in the \HP Access Control\AD-Authenticator\ folder. The XT device DataDecodeDefaults.xml file is
located in the \HP Access Control\DPR\ folder.

An upgrade of HP AC upgrades all HP Access Control (HP AC) components currently installed on the server.
During an upgrade, all HP AC processes are stopped. Move the latest HP AC installation file to the server where
the older version of HP AC s installed. Complete the following steps:

1. Right-click the HP AC installation file and select Run as administrator.

HP Access Control | x|

HP Access Contiol

This sehup vall upgrade HP Access Control on your
computes, To conbinue, click Next

2. Click Next to begin the upgrade.
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3. Ifthe HP AC server is connected to a SQL database on a different server using SQL credentials, you may be
prompted to enter your SQL credentials to restore the connection. Enter the correct SQL login and
password, then click Next.

HP Access Control

Database Server Login
Dalabase server requires login credentials o conlinue,

Speciy a S0L Logmn |D and Password,

Login ID:
|2

Pazzword:

|rgtallBhield

< Back Mewt » Cancel |

4. Click Finish. After upgrading the HP AC configuration tool, make sure to upgrade the agent files on devices.
Upgrading of a new agent version can be installed over an older agent version.

5. Inthe HP AC configuration utility click Devices.

6.  Select the devices you want to update.

7. Click Install to push the HP AC agent to the device. Choose Yes when prompted.
Devites

HPRC(1)
Drag and drop columns here P |16.62.213.0 I @ A
General

B Y Name Y Madel Y Serial ST e T =

’ 6.52.213.0

Configuration - 16.62.213.0

'9' Are you sure you want to instal the agent on the selected devices
| E

es Mo

i
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A,

B NOTE:

e  FutureSmart devices will display Receiving Upgrade. Non—FutureSmart devices will display Disk

Operation Failed. This is expected behavior.

e Installation will fail if device EWS password is not set.

e  After upgrading a FutureSmart device, make sure to reapply the Sign-In Method in the device EWS >

Access Control page.

e  After upgrading a non-FutureSmart device, right-click the device and click Update selected to reapply

authentication.

e  Fornon-FutureSmart devices, in order to use pull printing, OXPd 1.6 must be enabled so that the HP
AC button will display on the front panel. Right-click the device and choose Enable OXPd 1.6.

IP I Name Model \ Serial \f
10.96.140.70  NPIOFBODB HP LaserJet MFP M&30 MX3CG6600C 4/1/2015 3:0°
10.96.140.17  NPIGGB3E7 HP Dfficejet Color X555 CN3993Y059 4/1/2015 1:44
10.96.140.151 XRX9C934E1.. Xerox ColorQube 87005 DA3007458 4/1/2015 2:0

4 e i o, S s Svaisn il Go to printer EWS
Update selected

Delete selected

Generate QR code

L
]

Enable OXPd 1.6 and reboot device

8.  Wait for the device to reboot.

definition.

For HP AC Enterprise, go to the HP AC admin console > Settings > SPP Enterprise and click Update printer

SPP Enterprise

|_| FJL o 3y

[] Encryption at rest

Client passcode

Client encryption key

[] Enable one-touch release

that the following settings be re-applied in the HP AC admin console:

Chapter 3 Installation
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10. For both HP AC Secure Pull Print Enterprise and HP AC Secure Pull Print Express, it is highly recommended




a. Inthe HP AC configuration utility, go to the Settings tile. Click the Device tab, and enter the
Administrator password (in the Device section). Click Apply.

Device

— Device

Administrator user name [3dmin

L h

Administrator password

[] Disable device ping

b.  Onthe Settings tile, go to the IS tab. Under each section, click Test to test the connection and click
Apply.

1S

~ Pull printing web service

Server name Server name T v Description
CTPS1.ctsupport.com 10.96.140.181

*

[x] Encrypt all web communication (devices)

[] use server name instead of IP (devices) [@ Test ‘ |® i

If Job Accounting and IPM were previously installed, go to Settings tab > Database tab. In the Database
configuration section, click Test to test the connection to the Job Accounting database and click Apply.
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Database

—Database configuration

Server |(local)\HPACEXPRESS

() windows authentication

(®) SOL authentication

User [HPACJA

Password |#weex

r.%? NOTE:  When using Windows authentication to connect to the Job Accounting database, ensure that for the
Agent Configuration section the LocalSystem account is unchecked, and the correct Windows Domain\User and

Password credentials are entered. This is required for access to the database. Select to Restart services after
update and click Test and Apply.

e If Job Accounting was installed, go to the Settings tile. Go to IIS tab. In the Push mode section, click Test and

Apply.

3.6 Installing OXPd Professional Services (OPS) for OfficeJet Pro
devices

1. OXPd Professional Services (OPS) is required for OfficeJet Pro devices to communicate with the HP AC

server. Click Install.
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2.

welcome to the Installshield Wizard for HP

- ors
Pro Services

The InstaliShisld(R) Wizard wllirstall HP OPSv0.4.13 on your
compuber, Tocontinwe, dick Mest,

WARNING: This program is protected by copyright law and
inbarnational reaties,

cpack [ metx | [ caned |

hosts all printer configurations for OfficeJet Pro devices.

@ NOTE:  OPS (OXPd Professional Services) is a web-based service required for OfficeJet Pro devices. OPS

If required, you will be prompted for OPS pre-requisites. Click Install.

0PS - InstallShield Wizard

OP3 requires the Following ikems ko be installed on vour computer, Click Instal ko begin

< inskaling these requirements.

Status | Requirement

Pending Gruwin3Z_Open33L-0.9.8h-1
Pending setup-couchdb-1.2,0_otp_R15E

Install I

Cancel

Section 3.6 Installing OXPd Professional Services (OPS) for Officelet Pro devices
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3. Readand accept the End User License Agreement. Click Next.

HP OXPd Professional Services (OPS) End User License Agreement and ~
As-Is Warranty

PLEASE READ CAREFULLY BEFORE USING THIS SOFTWARE
PRODUCT: This End-User License Agreement and As-ls Warranty ("EULA) is
a contract between (a) you (either an individual or the entity you represent) and

(b) HP Inc. {"HP") that governs your use of HP's OPS software product
(“Software”). This EULA does not apply if there is a separate license
agreement between you and HP or its suppliers for the Scftware, including a
license agreement in online documentation. The term “Software” may include

1% sermeintad mmadin il s oear moida sand ather aeindad saatariale and Giil

(®) [ accept the terms in the license agreement

() I do not accept the terms in the license agresment

InstalShield

4.  Choose the default installation location, and click Next.

! % OPS - InstallShield Wizard

Destination Folder
| Click Next to install bo this Folder, or click Change to install bo a different|

L InetalOPSta:
L/ Coiprogram Fles (x66)\Hewlett-Packerd\OPs\ changs...

Instalistisld

< Back Next > Cancel

5. Onthe OPS Instance Details screen,

a.  For OPS Details. The Port field will automatically be populated with the default port. This can,
however, be changed by entering a new port.

b.  For OPS and Apache CouchDB Admin User Details, the default DBName and Port information will
automatically be populated. Enter a Password to protect the OPS database.

€.  Click Next.
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6.

7.

OPS Server Details:

Hostname : 10.96.141.11

Apache CouchDB Server Details:

DBName : oxpdieops

Once the OPS server is installed, ensure Launch OPS is checked. This will start the OPS service.

InstallShield Wizard Completed
Pro Services

The Installshield Wizard has successfully installed HP OPS, Clidk
Finish to exit the wizard.

[#] Launch HP OPS

[ show the readme file

| | Cancel |

Click Finish. A pop-up will confirm the OPS Server is listening at https: //<HPACServer>:8081.

o OPS server listening at: https://HPAC-A-1.hpsolstr.com: 3081

Section 3.6 Installing OXPd Professional Services (OPS) for Officelet Pro devices
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A,

B NOTE:

On a 32-bit server, OPS does not start automatically when Launch HP OPS is selected. You must
configure the OPS service manually to start with a domain account through Administrative Tools >
Services.

If OPS installation fails, you can launch it later from \Program Files\HP\HP Access Control\Misc
\OPSsetup.

Make sure the port displayed in the Port field is open on the firewall. The default port that the OPS
server uses to communicate with HP Officelet devices is port 8081. This port can be changed.

If the password is changed after installation, OPS will need to be reinstalled.

If the OPS Server is listening pop-up does not launch, the OPS service can be started manually. On the
server, go to Administrative Tools > Services, and Start the HP OPS service.
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4.1 Overview

The following chapters explain how to use the HP Access Control (HP AC) configuration tool and introduce you to

the process of configuring HP Access Control (HP AC) solutions on print devices.

HP Access Control Configuration utility

To open the HP AC Configuration tool, go to Start > All Programs > HP Access Control, then right-click HP AC
Configuration utility and choose to Run as Administrator.

The HP AC Configuration tool consists of components organized as tiles on the home screen.

@7 NOTE: If an administrator is managing access to the HP AC Configuration utility then not all tiles may be shown,

and access to some features and functionality may be view only. Please refer to Managing access to the

Configuration Utility (see Section 9.1, Manading access to the Admin console). Tiles showing may vary depending

on what components/bundle has been installed on the server.

Figure 4-1 Home screen

m=(j HPACSPP
Enterprise

Secure Pull Print Enterprizse

"G

Intelligent Rights
Managemant, Ad
Authenticator, User List
Editor

O

Show memory usage and
installed applications

Server
Information

Intelligent Print
Management

0 Settings

View/manage applications
sattings including HIS server
and 50L server

* License
(]
—

View/manage licenses

Device
Analysis

Q

Scan and analysis of
network devices

B Devices

Device installation/
configuration

4

Real time count of printed
page 5avings

Pull Print
Savings

Job
accounting

(4]

Jab accounting, database
mianager

& Print server

Print queue configuration

@ IMPORTANT:  Tiles and tabs highlighted orange indicate items that are recommended to be completed. It is

highly recommended to complete all the orange items before using HP AC. See Section 4.2, Configuring general

settings.

[%" NOTE: The IRM tile does not have fields highlighted orange.

4.1.1 Navigation and Help

Click a tile from the HP Access Control (HP AC) home screen to use the component. Return to the home screen at

any time by clicking the back button in the top left corner, or by clicking on the HP Access Control icon.

Section 4.1 QOverview
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4.1.1.1 Menus and Tabs
Within Tiles, the application has Menu items and Tabs for easier navigation.
Menus

Menus will appear at the top of the screen, in the gray bar.

File Database tools

Database

Tabs

Tabs appear at the top, beneath the menu bar. You can click on the word to navigate to that tab.

File Database tools

Database

4.1.1.2 Help menu

To view the HP AC Administrator manuals, click on the ? to open the Help document. HP AC documentation can
be accessed from two locations: the HP AC documentation web site or the documentation folder on the server.

o)

4.1.1.3 Device tile

The Devices tile allows you to manage devices in your printing environment. Organize devices into groups and
see what is installed on each printer. From the Devices tile, you can easily install and configure printers for
tracking, quota, pull printing, authentication, or rights managements.
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1. Device groups: In the device groups section you can create groups to better organize your printer
environment. Right-click a group name to Add, Delete, or Rename a group.

2. Device list: The device list section displays device information, such as the device model, IP address and
configuration status. When a component is configured on a device, an X displays under the Pull Printing,
Tracking, Authentication, Authorization, Quota or Trap column, depending on the component that is
enabled.

3. Device details: The device details section allows you to view more information about a device and the
solution installed. Click the License field to view a drop-down list of components that are enabled and
licensed. The Location field displays location information from a FutureSmart EWS. For a non-FutureSmart
device or XT device, type information in the Location and Comment fields, hit Enter, then reconfigure the
device. The device details may vary, depending on what is installed on the device.

4. Status bar: The status bar allows you to view error messages and the status of scans or configurations.
Right-click in the status bar and click Clear to delete the log information.

5. Tracking bar: The tracking bar displays data from devices configured for Confirmation Trap or from
FutureSmart devices configured for Tracking.

Device rows in the device list may be highlighted, indicating the following:
e  VYellow - The Agent file is installed but not configured for tracking.

° Grey - The device is an XT device. See Section 5.7.6, XT devices and Section 6.5.5, XT devices.

e  Red- The solutionis installed, but not licensed. On HP non-FutureSmart devices, red also indicates the
solution is installed, but not configured correctly to push tracking data to the Job Accounting server.

[%9 NOTE:  When importing HP FutureSmart devices from a CSV file or manually adding HP FutureSmart devices,
device information is retrieved using OXPd. This allows for SNMP V1 or V2 to be disabled on devices, if needed.
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[%'/r’ NOTE: To update the device list, right-click the device group and click Update. This is recommended in case
another user using the web console modified the device list.

Devices
----- HPAC (R) |
Add ag and drop column
Rename
| Update | P i Manm
1 1006 140 £ KOIEA

4.1.1.4 Print server tile

The Print server tile displays all print queues installed on the server, allowing you to configure print queues for
tracking, guota or IPM. The columns may vary, depending on if Job Accounting, IPM or both are installed.

The check boxes under the columns indicate what features are enabled for the print queue.

Kame Part Tracking Queta Add tracking PAL atiridutes = 1M Cost Pause pb

B r r r r
HP Lasesjet 810 Port = r r 3 r

HP Lases Je [ f I

" | I I
™ [ I [ I

5 QUi

@ Riefrech ] @ Codfgure

4.1.1.5 Server Information tile

The Server Information tile displays valuable information to help you manage HP AC on your server. This tile
displays information about the server and the ability to enable and view the HP AC logs. This makes it easy to
check if your HP AC components are up to date, and view valuable information about your server, such as hard
drive space available. Click Help > About to view copyright information about HP Access Control (HP AC). See
Section 15.3, Server information.
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4.2 Configuring general settings

Prerequisites
e  HPACAgent and HP AC Secure Pull Print Express/Enterprise must be installed on the server.
e  HPACJob Accounting server installed on a local or remote server on your network.

BY NOTE:

e  For security reasons, Windows authentication passwords (such as those in the License tile and Database
tile) do not display after the HP AC configuration utility is closed and reopened. The password is saved but
does not display.

e  This must be performed prior to configuring devices.

Complete the following steps:

1. Afterinstallation the HP Access Control configuration utility will highlight in orange the general
configuration options that must be configured prior to configuring a device for use with HP Access Control.
The Devices tile and Settings tile (including the SPP Enterprise, Database, Device, IS, and License settings)
are highlighted orange. After the configuration changes have been made the highlighted areas will return
to normal color indicating the change has been made once you navigate to a new tab or tile.

@ e | @ |
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2. Tosend tracking data from devices to the Job Accounting server (if Job Accounting has been installed), the
transfer protocol must be configured. This is used by non-FutureSmart devices to upload job Accounting
tracking files. It is also used in a multi-server environment to point the Job Accounting data collectors to the
main Job Accounting server.

To configure the server for tracking data, complete the following steps:
a. Gotothe Setting tile > IIS tab.
b.  Under Push mode, select the protocol to transfer the data.

e  Hypertext Transfer Protocol (HTTP) connections are usually terminated after a particular
request has been completed. If HTTP is selected, Windows credentials are required in the Login
and Password fields. Also, if IS 7 or newer is installed on the server, Basic Authentication needs
to be enabled. Devices require Basic Authentication to pass data via HTTP when IPA sends
tracking data to the Job Accounting Print Server. The default Port is 80.

e  File Transfer Protocol (FTP) is best for uploading data to an internal database server. If FTP is
selected, any credentials can be used in the Login and Password fields. By default, both Login
and Password are "Anonymous." The default Port is 21. Select the PASV checkbox to enable
passive mode FTP if you want to allow data to transfer more easily through firewalls.

c.  Setthe Interval (minutes) to specify how often tracking data is pushed from the devices to the Job
Accounting server.

d.  Click Test and Apply.

[%”r NOTE:  When accessing the Push Mode settings from a Job Accounting server, the Push Mode
settings apply to HP non-FutureSmart devices and is used to push IPA tracking files from the device
to the server. HP non-FutureSmart devices support FTP and HTTP protocols only, so if HTTPS is
selected, the settings will revert to HTTP when the HP AC admin console is reopened.

File Database tools

IS
|

rAgent license service

,pm,esgl-ma.ma.'Jc J

~Push made

P address [192.168.1,11

Server name | HPAC-A-1.hpsolstr.com |

HTTR/FTR | fip [~

Login [anonymous |

Password |7 |
Interval {minutes) I:l

3. The Web service configuration is used for the following:

e  Fordevices to communicate with the Job Accounting website to determine guotas for copies and
digital send jobs.

e  Tosend IPM notifications to client desktops.

e  Forusers to access pull print jobs from a device, mobile device, or web page.
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° For communication between the server and the IRM license Web service.

e  For central management of print devices. When multiple servers are entered in the Web service
settings, and when devices are configured in the Devices tile, a drop-down list displays in the
Configure window allowing you to select the server you want to configure the device to. From one
central server you can configure print devices to be managed by a different server.

To do this, complete the following steps:
a. Inthe HP AC configuration utility, go to the Settings tile.

b.  Click the lIS tab. Under the Web service section you will see the Server name and IP address of the
server containing the Quota, IPM, and Pull Printing web services.

¢. Toadd additional servers, double-click in the fields and enter the Fully Qualified Domain Name (FQDN)
of the additional server(s) and the IP addresses. Hit the Enter key and click Test. The Status column
should display OK.

i Pull peinting web sesvice

Server name SEreEd name p Desriptien Siatus

[5] Ecrypt o web communicalion ievices)

[=] usz serves name instead af I ievices)

(@ = | (B e (@

B NOTE:

e  When configuring HP AC there may be a requirement to set the device to look at multiple IS
servers. When multiple IIS servers are in the Settings > IIS area, then the option to configure for
a different IIS server will appear for the Pull Printing, Tracking, and Authentication/Authorization
options in the Devices > Configuration window. The Authentication and Authorization options
must be configured to the same server.

e  When using multiple IS servers, ensure that the server certificates are configured properly.
Refer to Section 4.2.4.3, Creating certificates in a multi-server installation.
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Select which component to enable on the selected
devices:

[x] Pull printing | 0QADO6.ctsupport.com

[x] Tracking | Ga014-w2k12.ctsupport.com

[x] Authentication

ga001.ctsupport.com

No change

] Quota QA0O6.ctsupport.com
gal14-w2k12.ctsupport.com
[] Confirmation trap 001 iSwpport.am

[® Cancel | [@ 0

d. By default, Encrypt all web communication (devices) is enabled. This will enable HTTPS protocol for
communication between the devices and the servers. For some web communications HTTPs is
already enforced and not configurable.

[C] Authorization

e. Ifusing a certificate that was issued to a server name then you must check Use server name instead
of IP (devices).

I? NOTE: If using server name, ensure the device's DNS entry is properly configured.

The status should return as OK.

I Server name |HFAL-A-1 I
7/31/2015 3:29:30 PM - HPAC-A-1.hpsolstr.com: II5 service ok
7/31/2015 3:29:31 PM - HPAC-A-1.hpsolstr.com: Pull printing web service ok
7/31/2015 3:29:31 PM - HPAC-A-1.hpsolstr.com: Statistics web service Ok
7/31/2015 3:29:35 PM - Pull printing web service: Settings saved
7/31/2015 3:29:35 PM - HP AC Agent: Settings saved

4.  Certificates are required for security to confirm the identity of a web server before sensitive data is
transferred. See Section 4.2.4, Configuring server certificates. To generate self-signed v3 certificates,
complete the following steps:

a. Click on the Settings tile > IIS tab.

b.  Click Create Certificate. Two certificates are created for the server: one based on the server name and
one based on the IP address. The certificates are created in the \Program Files\HP\HP Access Control
folder. The certificates are also created in \Program Files\HP\HP Access Control\Open SSL and are
used for communication between multiple HP AC servers. A message will appear in the messages
pane showing successful creation:

7/31/2015 3:33:24 PM - Certiﬁr.a_te created ﬂ_:lr : HPAC-A-1.hpsolstr.com
7/31/2015 3:33:34 PM - Certificate installed

7/31/2015 3:33:34 PM - Pull printing web service: Settings saved
7/31/2015 3:33:34 PM - HP AC Agent: Settings saved

c.  Click Apply. This will automatically bind the certificate to the default web site.
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To view assigned certificates in IIS:
a. GotollS Manager.

b.  Select https and click Edit

Binding Informa...

808:*
localhost
localhost

€. Inthe SSL certificate field you will see the certificate.

Type: IP address:
[ https « | [All Unassigned

Host name:

[] Require Server Name Indication

SSL certificate:

| HPAC-A-Lhpsolstr.com
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5. Under Database configuration click Test and Apply to verify and test the connection to the Job Accounting
database.

— Database configuration

Server ESQLSERHER\SOL I

() Windows authentication

(O 50L authentication

@~ |[@m |

A message will appear in the messages pane showing successful creation.

9/10/2015 2:58:16 PM - Database connection updated successfully
9/10/2015 2:58:16 PM - Agent configuration updated successfully

9/10/2015 2:58:16 PM - Quota web service configuration updated successfully
9/10/2015 2:58:16 PM - Report server configuration updated successfully
9/10/2015 2:58:16 PM - Report manager configuration updated successfully
9/10/2015 2:58:16 PM - Database settings saved

6. Inthe Device menu enter the admin password for the device.

- Device:

Admifistralar user name |"'“"‘

Adminiciratar passaond

[ Disabee dewice ping @ Appily

E?q”f NOTE:  All devices must be configured with this password before configuration. Please refer to product
documentation on how to set the Embedded Web Server password on the device.

7. Gotothe License tab and choose the mode of licensing. Refer to Section 4.2.7, Configuring the server for
licensing for more information. To use the default licensing mode click Apply.

[ Licenie

Mode (s) Standard () Entarprise
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8.  Go to the SPP Enterprise tab and under Pull Print queues click Add to add a pull print gueue. Refer to Pull
Printing for further configuration options for pull printing.

Pull print queues .

~Pull print gueues Queue name puliprin] | @ Add

(Queue name

=

9.  Go to the Devices tile to add a device by entering in the IP address of the device and click Add. For more
details and options see Section 4.2.7, Adding devices.

Ip [192.168.1.155 [ Add ]

[% NOTE: Default configuration for IRM (authentication) is set to code with LDAP as the storage option. Please
refer to Section 5.4.2, Authentication method and data storage options.

4.2.1 Adding devices

Adding devices to the HP AC configuration utility can be done either individually, by scanning for devices over the
network, or by importing.

Prerequisites
° Printers and devices must be turned on and connected to the network.
e  Device's EWS password has been set.

e  Device's EWS username and password is entered in the Settings tile > Device tab.

4.2.1.1 Adding devices individually

Complete the following steps to add devices individually:

1. Inthe HP AC Configuration utility, click on Devices.
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= HPAC SPPE Job accountin
| —e ~ g

Secure Pull Print Express Intelligent Print Management Job accounting, database manager

n IRM

Intelligent Rights Management. Ad
Authenticator, User List Editor

O Settings [

Including IS server and SOL server

‘% Print server

Print queues configuration

2. Enter the device IP address and click Add.

© A

Dewices

eacm
Dirag and crop cokimns here

View/manage applications settings Devices installation/configuration

Server Information License
{ ]
—R

Show memary usage and installed View/manage licenses
applications

BN ame 5 Mzaul W s W WRC WO -V LW =W AW LW —"\|'|

4.2.1.2 Adding multiple devices

You can add multiple devices either through an SNMP discovery or by entering an IP range.

To scan devices over SNMP:

1. Choose Snmp discovery from the Devices drop-down menu. This will send a broadcast over the network to

discover available devices.
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Devices Help
Snmp discovery
IP range Drag a

Snmp discovery (XT)
IP range (XT)

Import ASCII file...
Import WIA file...

Export to CSV...

2. The progress of the scan displays in the status section at the bottom and the device data appears in the
device list.

To enter an IP range:

1. Inthe Devices menu, enter the IP addresses in the Start and End fields. To add muiltiple IP ranges, enter the
IP range in the Start and End fields and click Add to add additional ranges. To load a previously saved IP
range, click Load.

gtart | 10.0.0.1 EHU!IU.U.G.ESS [@ Add
[@ Remove

@

| N N N S—

@~ J@o= )

2. Click Start to scan the network.

3. Theprogress of the scan displays in the status section at the bottom, and device data appears in the device
list.

4. Click Save to save the IP range list.

4.2.1.3 Discovering devices using SNMP v3
Prerequisites:

e  Touse SNMP v3 to discover devices, make sure SNMP v3 is enabled in the device EWS > Networking >
Network Settings page.

[%9 NOTE: If SNMP v3 settings are set in the HPAC > Settings > Device > SNMP section, then SNMP v3 will be used
to discover devices. If SNMP v3 settings are not set, then SNMP v1/v2 is used. If the server attempts to but
cannot connect to a device using SNMP v3, then SNMP v1/v2 is used.

Section 4.2 Configuring general settings 55



The SNMP v3 information entered on the device must match what is entered in HPAC. Complete the following
steps:

1. Inthe User name field, enter the user name on the device for authentication.

Figure 4-2 SNMP information

=
- SHMF
SRME ] el

et inmimaedy rpT

S ity reTee

Trag bl
Tl il | 11
SHMP retries | ¥

WP o ||

[Filber Gielay (sl

SHMF Y3

Lkt rue | 427080

Mrsentiation ph:-.:m.| o] | - o |

Privacy prosacol | DES [= Passphease |77 |

)

2. Select the Authentication protocol based on the Message Digest Algorithm 5 (MD5) or Secure Hash
Algorithm (SHA). Enter the Passphrase to match what is entered on the device.

3. Select the Privacy protocol based on the Data Encryption Standard (DES) or AES-128. Enter the Passphrase
to match what is entered on the device.

4. For HP devices, keep the Context name as “Jetdirect”.

5. Click Apply.

4.2.1.4 Adding XT devices

The XT device is an external device with an attached card reader that allows for pull printing at any printer or
multi-function device. A user simply presents his or her card at the XT card reader and all of his or her stored
jobs are printed at the connected printer.

Prerequisites
e  XT devices must be connected to a power source, connected to the network, and connected to a printer.

e Ifyour server has a firewall and you want to scan the network using SNMP discovery, make sure UDP
71000 is open.

° Card reader connected to the XT device.
To Scan over SNMP:

1. Inthe Devices tile, go to the Devices menu and select SNMP discovery (XT). A broadcast will be sent over
the network.
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2.

Devices Help
Snmp discovery
IP range

Snmp discovery (XT)
IP range (XT)

Import ASCII file...
Import WIA file...

Export to CSV...

Drag a

The progress of the scan displays in the status section at the bottom and the device data appears in the

device list.

To Scan over IP:

1.

In the Devices tile, go to the Devices menu and select IP range (XT).

Devices Help
Snmp discovery
IP range

Snmp discovery (XT)
IP range (XT)

Import ASCII file...
Import WIA file...

Export to CSV...

Drag a
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2. Inthe Devices menu enter the IP addresses in the Start and End fields. To add multiple IP ranges, enter the
IP range in the Start and End fields and click Add to add additional ranges.

gkk)

B NOTE: Toloada previously saved IP range, click Load.

Srarg [10.0.0.1 £ng [ 10.0.0.255 [ Add

@~ Jo= )

3. Click Start to scan the network.

4.  The progress of the scan displays in the status section at the bottom, and device data appears in the device
list.

5. Click Save to save the IP range list.

4.2.1.5 Importing device data
Device data can be imported in an ASCIl or CSV format.
Toimport a list of IP addresses/host names in ASCII or CSV format, complete the following steps:
Prerequisites
e  The CSV file must be exported from Web Jetadmin first.
e Inthe TXT or CSV file, each device must be listed on a separate line.
Refer to the HP Web JetAdmin documentation for instructions on how to export a CSV file.
To import device data from a CSV file:

1. Goto the Devices menu and select Import WJA file....
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Devices Help
Snmp discovery
IP range Drag a

Snmp discovery (XT)
IP range (XT)

Import ASCII file...
Import WA file...

Export to CSV...

2. Browse to the location of the file, and click Open.
The progress will display in the status section at the bottom, and device data appears in the device list.
To Import device data from an ASCI file:

1. Goto the Devices menu and select Import ASCII file....

Devices Help
Snmp discovery
IP range Drag a

Snmp discovery (XT)
IP range (XT)

Import ASCII file...
Import WA file...

Export to CSV...

2. Browse to the location of the file, and click Open.

3. The progress will display in the status section at the bottom, and device data appears in the device list.

4.2.1.6 Block device with no licenses

If the limit of the number of IRM licenses has been reached, then the administrator will not be allowed to add
more devices in the Devices tile. When attempting to input a new device in the Devices tile, a check will be made
against the number of IRM licenses. If the licenses are completely used, then a new device will not be added. If
standard licenses are used (Section 4.2.7.1, Standard Licensing), then the check for the agent will be made to

where the agent license is defined (e.g. a central server or local licenses). If Enterprise licenses are in use (Section

4.2.7.2, Enterprise Licensing), then the check will be made from each server to the central SQL database when a
device is added to the list. In the case of an SNMP broadcast or IP range, then once the number of devices has
been reached, no more will be added.

4.2.1.7 Organize and manage devices

If you want to organize devices by groups, complete the following steps:
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1. Right-click the HP AC device group and click Add. Give the new group a unique name.

Devices Help
Delete
Rename

2. Click and drag devices from the device list to the new group name. This moves the device data from the HP

AC group to the new group.

X TIP:

e  (reate multiple groups to better organize your printer environment. For example, create a group for
single-function printers named SFPs to manage the installation and configuration of only single-

function printers.

e  Drag multiple columns to the drag and drop area for better organization. Rearrange the order of the

columns from left to right to change the order of information displayed.

If you want to better organize the information displayed in the device list, click and drag column headings

to the Drag and drop columns area.

Model A

P A Y

Name %7

10.0.0.133
10.0.0.191

NPIDBASAF
NPITEDESE

CNOT1POO2TS
CNDTRE5699
P Model : HP Laserlet 600 M503 - 2 [tems

b bodel HD laserlet MASSSRED 1 Ttec

s Pull printing "_.ﬂ
7/24/2013 12:... r
7/24/2013 12-... r

¥ Model : Canon iR-ADV C5030 61.05 - 2 [tems

0|

Click the filter icon in any column to sort or filter device data.
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P Name Model IP
10.95,|an.f. SortAtoZ
10.96.140.: 7
€Z]|sortztoA
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10.0.0.29 Clear Thiws
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|‘}E&I[!‘
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[¥ (select Al
10.0.0.129 ¥ 10.0.0.106
10.0.0.133 [v] 1000118

[¥l 10.0.0.119
10.0.0.122 ¥ 10.0.0.120
10.0.0.171 b4 10.0.0.122

[¥ 10.0.0.125
10.0.0.208 ] 10.0.0.129
10.0.0.191 :ggggg E

L, v

10.0.0.119 u
10.0.0.106 Ok Cancel
1000136 Obigs Lgay OF Lasiliel puy Moy 4 -

4.2.1.8 Devices drop-down menu
When in the Devices tile, you can right-click on a device to display a drop-down menu of possible actions:
e  (lick Go to printer EWS to go to the device's Embedded Web Server page.

o  C(lick Update selected to refresh the device data.
10.0.0.178 NPIB73A76 HP Color LaserJet CM473(

P Raals  Goto printer EWS

10.0.0.10f  Update selected Laserlet flow MFP M52
10.0.0.191 NPIMEDESE HP LaserJet P3005
1000300 AMQIOICCI0 MOl acaclal MCDATIC

4.2.2 Email

For information about configuring the server to allow users to email jobs for pull printing, please see Section 6.2
Set up the HP Access Control (HP_ AC) Secure Pull Print server for email printing

4.2.2.1 Set SMTP Server parameters

This section describes how to set the AD-Authenticator SMTP Server parameters. The AD-Authenticator uses the
SMTP server to email users their assigned codes and access rights.

1. Click SMTP Server in the IRM tile > AD Configurator tab to select the SMTP server parameter page.
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General [+ Autamatically detact SMTP servar

LDAP Server SMTP server

Codes

Righits SMTP server username

Users | |
Filters SMTP server password

SMTP Server | |

SMTP sender reply-to email address

Set the SMTP Server address. The AD-Authenticator can usually detect your SMTP server automatically.
Select Automatically detect SMTP server to enable this feature. To disable the feature, uncheck the box and
enter the network name or IP address of your SMTP server.

Specify the username and password to be used to access the SMTP server if the server requires
authentication.

Codes sent by email to users are automatically sent from the address “no-reply@domain.com”, where the
domain is automatically populated using the user’s email address. When using multiple domains, it is
required to enter the email address to be used in the “SMTP sender reply-to email address” field. This is the
“FROM” email address that users will see when they receive a code through email.

4.2.2.2 Configuring for email notification

62

Perform the following steps to configure the HP Access Control server to send email notifications to end users,
all of which contain information that can be sent via email:

Job Accounting reports
Device analysis scheduled scans.
IPM notifications (when using email notification).

Notification from the Secure Pull Print Express or the Secure Pull Print Enterprise if a user’s job cannot be
processed.

AD User Editor information, AD Group Manager information, and User List Editor PINs.

HP Access Control Enterprise license notification.

Prerequisites

Email attribute configured in the IRM tile > AD Configurator > Users tab.

Complete the following steps:

1.

In the Settings tile select the Email tab.

Chapter 4 HP Access Control Configuration utility



E%

Under the SMTP section, enter the Server name (name or address of your company’s email server).

— SMTP

SEIVEr name

M

5 RIS

server port

Login

Password

Sender email address

Recipient email addresses

Email subject HP AC Secure Pull Printing

Email body for license expiration: o= e processed

If required, change the email Server port (default is 25). Click the TLS checkbox to enable Transport Layer
Security protocol to encrypt and deliver mail securely.

rSMTP

Server name

server port 287 [x] LS

Login

Docouunrd

Enter the domain user / password having access to the email server in the Login and Password fields.

In the Sender email address field, enter the email address you want to appear in the “From” field of emails.
If you are submitting jobs for email printing to the HP AC server it is recommended to use the same email
address that the users submit their jobs to, so that users receive notification emails from that address. See

In the Recipient email address field, enter an email address to test the connection between the email
server and the recipient. Click Test.

I'he hle {UJ can't be processed

12/3/2014 %:24:21 AM - E-mail sent successfully

In the Email subject field, enter the subject of the notification email. The default is HP AC Secure Pull
Printing.

In the Email body field, enter the message you want to appear in the body of the notification email. The
default is The file {0} can't be processed where {0} represents the name of the job.

For device-based user lists you will be prompted before sending user the PINs to enter the SMTP server
information again.
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4.2.3 Configuring the server for device communication

Before configuring devices you must enter the device administrator password in the HP AC configuration utility.
The device password must be the same password for all print devices.

Prerequisites

e HP Access Control (HP AC) Agent and HP Access Control (HP AC) Secure Pull Print Express/Enterprise must
be installed on the server.

e  Beforeinstalling any solution on HP devices, make sure the correct PRN installation file displays in the
installation file field in the Settings tile > Agent tab.

Complete the following steps:

1. Inthe HP AC configuration utility, go to the Settings tile.

2. Click Device tab and enter the Administrator password (in the Device section).

[%f NOTE:  All device's must be configured with this password before configuration. Please refer to product
documentation on how to set the Embedded Web Server password on the device.

Device

— Device

Administrator user name [3dmin

e

Administrator password

[] Disable device ping

a. Disable device ping — Select this check box if pinging between devices and server is NOT allowed.
Disabling this will force it to perform telnet communications only if ping is disabled on your network.
By default, the box is not selected — meaning that ping is used to detect the presence of a device IP,
and then telnet is used to verify that the device is a printer.

b.  Click Apply.

3. Goto the Settings tile and select the Device tab. Under the Concurrent connection, set the maximum
number of network devices you want to install and configure at one time. The maximum number of
concurrent connections allowed is 50.

T
|'[BI'ICU[I’EI'It connections

[

Number of connections 0

4.2.4 Configuring server certificates

64

The servers need to be configured to use certificates. Server certificates are used for security purposes, to
confirm the identity of a Web server before sensitive data is transmitted, and to establish a secure HTTPs
communication to exchange data. With HP AC, certificates are required to exchange authentication/authorization
data through HTTPs, and to establish (for OfficeJet Pro devices) to use OPS for the initial configuration of the
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print devices. These are also useful in order to optionally encrypt other communications between servers and
between servers and devices.

@ IMPORTANT:  Itis not recommended to use a self-signed certificate in production environments. It is
recommended that you use a certificate that is issued and signed by a trusted certification authority or create a
v3 certificate from within the HP AC configuration utility. It is not recommended to use the certificate created by
the OPS installer in production environments.

The following diagram illustrates how certificates are used when a communication from a device to a server is
established for an HTTPs communication, related for example to an authentication event.

Using SSL for HP AC communications
SSL between printers/MFPs and the HP AC server

HP AC server The MFP initiates an https connection

L

maes B

The MFP will confirm-
the key is issued by a

The HP AC server sends back its public key for
the client (MFP) to encrypt the communication

1
The MFP uses that to encrypt the bytes sent st (A
. s
= i
Public key Private key A Public key
HPALacme csm HPALacmecem
Trusted CA stare

Trusted Certification

Authority
CAFublickey  CAFPrivate key

4.2.4.1 Configuring Web services

The Web service configuration is used for the following:

e  For devices to communicate with the Job Accounting website to determine quotas for copies and digital
send jobs.

e  TosendIPM notifications to client desktops.
e  Forusers to access pull print jobs from a device, mobile device, or web page.
e  For communication between the server and the IRM license Web service.

e  For central management of print devices. When multiple servers are entered in the Web service settings,
and when devices are configured in the Devices tile, a drop-down list displays in the Configure window
allowing you to select the server you want to configure the device to. From one central server you can
configure print devices to be managed by a different server.

Prerequisites

e  HP Access Control (HP AC) Agent and HP Access Control (HP AC) Secure Pull Print Express or HP Access
Control (HP AC) Secure Pull Print Enterprise must be installed on the server.

To do this, complete the following steps:
1. Inthe HP AC configuration utility, go to the Settings tile.

2. Click the IS tab. Under the Web service section you will see the Server name and IP address of the server
containing the Quota, IPM, and Pull Printing web services.
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3. To add additional servers, double-click in the fields and enter the Fully Qualified Domain Name (FQDN) of
the additional server(s) and the IP addresses. Hit the <enter> key and click Test. The Status column should

display OK.
—Pull printing web service
Server name Server name | P Description i Status \f
CTPST.clsupport.com 10.96,140.181 Ok
serverd-2.ctsupport.com 10.96.140.13 Ok

[x] Encrypt all web communication (devices)

I
[] Use server name instead of P (devices) [ Test J [ Create certificate J Apply
® ® 1@

Bf NOTE:

e  When configuring HP AC there may be a requirement to set the device to look at multiple IIS servers.
When multiple IS servers are in the Settings > IIS area, then the option to configure for a different IS
server will appear for the Pull Printing, Tracking, and Authentication/Authorization options in the
Devices > Configuration window. The Authentication and Authorization options must be configured to
the same server.

e  When using multiple IIS servers ensure that the server certificates are configured properly. Refer to
Section 4.2.4.3, Creating certificates in a multi-server installation.

Configure - 10.96.140.53 =
Select which component to enable on the selected
devices:
[X] Pull printing |0A006.c:5uppcrt.r:om |- |
[x] Tracking | ga014-w2k12.ctsupport.com | - |
[x] Authentication )
ga001.ctsupport.com -
[C] Authorization M chamge
[] ouota QADO6.ctsupport.com

ga014-w2k12.ctsupport.com
ga001.ctsupport.com

|® Cancel ] |® 0

4. By default, Encrypt all web communication (devices) is enabled. This will enable HTTPS protocol for
communication between the devices and the servers. For some web communications HTTPs is already
enforced and not configurable.

[] Confirmation trap

5. If using a certificate that was issued to a server name then you must check Use server name instead of IP
(devices).

BY NOTE:  If using server name, ensure the device's DNS entry is properly configured.
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4.2.4.2 Generating self-signed v3 Certificates

To generate self-signed v3 certificates, complete the following steps:
1. Click the Settings tile > IIS tab.

2. Click Create Certificate. Two certificates are created for the server: one based on the server name and one
based on the IP address. The certificates are created in the \Program Files\HP\HP Access Control folder. The
certificates are also created in \Program Files\HP\HP Access Control\Open SSL and are used for
communication between multiple HP AC servers.

3. Click Apply. This will automatically bind the certificate to the default web site.
To view the assigned certificates in IIS:

1. GotollS Manager.

2. Goto the Sites > default Web Site and select Bindings in the Actions pane.

3. Select https and click Edit.

Type  Host Name Binding Informa...
hitp
net.tcp 208~
localhost
lacathost
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4. Inthe SSL certificate field, you will see the certificate.

Type: IP address:

| https ~ | [ANUnassigned

Host name:

[[] Require Server Name Indication

SSL certificate:
| HPAC-A-hpsolstr.com

4.2.4.3 Creating certificates in a multi-server installation

In a multi-server installation, all servers must contain certificates for all servers. Certificates must be created
from one server and copied to the other remote servers. Do not create certificates on each remote server.

1. Onthe central server go to Settings>IIS and add the hostname and IP address of the other servers to the
list. Press the <Enter> key.

2. Click Create Certificate.

3. Goto \Program Files\HP\HP Access Control\Open SSL and copy the two personal information exchange
files created for each server.

Home Share View

68

@ - 4 [ 4.« Local Disk (C:) » Program Files » Hewlett-Packard » HP Access Control » OpenSSL v % | | 5_:u£5_h ('}P

S Favorites Mame Date modified Type x Size

Bl Desktop = openssl 1/24/2015319PM  Application 528 KB

8 Downloads %] libeay3z.dil 1/24720153:19PM  Application extens... 2193 KB

"% Recent places %] ssleay32.dn 1/24/2015 3:19PM  Application extens... 398 KB

U openssl.enf 43002005 327 PM CMF File 2KB

M This PC [ 192.168.1.11.c5¢ 4282015 1:54 PM CSRFile 2KB

i_.l 192.168.1.152.csr 43072015 327 PM C58 File 2KB

€ Network | HPACEnt15.hpsolstr.com.cst 428N 14 PM CSRFile 2KB

L_, HPACERt1552 hpsolstr.com.cse 4320153227 PM CSRFile kB

[ 192.168.1.11 key /2872015154 PM KEY File 2KB

[ 192.168.1 152 key 4325 32T PM KEY File 2KB

|| HPACERt15.hpsolstr.com.key 4/28/20151:54 PM KEY File 2KB

|| HPACEm1552. hpsalstr.com.key 473072015 32T PM KEY File ZKB

E 192.168.1.11 4/28/20151:54 PM  Personal Informati... 3KB

I[il 192.168.1.152 4/30/2015 3:27PM Personal Informati... KB

E HPACEnt15.hpsalstr.com 428/20151:54 PM  Personal Informati... 3KB

@ HPACEnt1552. hpsolstr.com 432015327 PM Personal Informati... IKB

5 192.168.1.11 4282015 154 PM Security Certificate 2KB

=14a2 1681 183 LA TITOM  Cariribs Cardificate IR
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4,

5.

On each remote server copy the corresponding certificates for each server and paste them into the
\Program Files\HP\HP Access Control\Open SSL directory.

Home Share

View

@ - 4 |j,- < Local Disk (C:) » Program Files » Hewdett-Packard » HP Access Control » OpenSSL

w C.| | Search OpenSSL

];l' Favorites
Bl Desktop
& Downloads
. Recent places

18 This PC
. Desktop
Ij Documents
8 Downloads
M Music
& Pictures
B Videos
i Local Disk (C)
58 scans (\\hpsolstrad)

€ Network

Hame Date modified Type Size

E‘.}l 192.168.1.152 4/30/2015 314 PM Security Centificate 2KB
[ ] 192.168.1.152.c5 4/30/20153:14PM SR File 2KB
L': 192.168.1.152. key A/30/2015 3:14 PM KEY File 2 KB

|[d 1921881152 4/30/2015327PM_ Personal Informati., 3K8|
L} Hashlnfo /2472015 219 PM TXT File IKB
53] HPACEnt1552 hpsolstr.com 472002015 314 BM Security Centificate 2KB
|| HPACEnt1552 hpsolstr.cem.csr 4/30/2015 314 PM IC5E File 2KB
| ] HPACENt1552 hpselstr.com. key 4722015 3:14PM  KEY File 2KB

|| ) HPACENt1552 hpsolstr.com 4/30/20153:27PM  Personal Informati... 3KB|
%, libeay32.dn 12472005 319 PM Application extens... 2193 KB
|| OpenSSL License 1/15/2014 10:38 AM  TXT File TKB
|| openssl.cnf 430020015 214PM CNF File KB
7 openss! 1/24/2015319PM  Application 528 KB
|_, Readide 1/24/2015 319 PM TXT File iKE
& ssleay32.dn 12420053 319 PM  Application extens... 398 KB

On each remote server launch mmc and open the Certificates snap-in for the Computer Account.

This snap-n will always manage cerdificates for:

() My user account
) Service account

(®) Computer account
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6. Right-click on the Personal folder and under All Tasks choose Import.
@ Comel - Comte B . . T ™ T =k
File  Action Veew Favortes  Window  Help .!a'u
«=| 2@ 0 o B0
e I et =
:;j _:"‘ﬂm— More Actions »
’g Al Tasks v[  Fied Cotieter
:J? Wt L3 Requeit New Cestiicate...
>§ New Window frem Here Import...
:ﬂ New Taskpad View... Advenced Operstions
JS( e
os Bpenli.
LE1_t
5 () Windenws Live ID Token bsuer

Add » certiicate 1o a store

7. Browse and import both the hostname and the IP certificate from the OpenSSL folder.

8. When prompted enter the password: HPAC.

Private key protection
To maintain security, the private key was protected with a passwaord.

Type the password for the private key.

Password:
[l-mc

[ Display Password

Import options:

[ ]Enable strong private key protection. You will be prompted every time the
private key is used by an application if you enable this option.

[] Mark this key as exportable, This will allow you to back up or transport your
keys at a later time.

[#] Include all extended properties,
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9.  Expand the Trusted Root Certificate Authorities, right-click Certificates and choose Import under All Tasks.

= Console1 - [Console Root\Certificates (Local Con
ﬁ File Action View Favorites Window Help

% 2@ 0 6= HH

[ | Console Root Issued To oy Issued By
a ¥ Certificates (Local Computer) [51192.168.1.152 192.168.1.152
b [ Personal 5 Baltimore CyberTrust Root Baltimore CyberTrus
4 _'_T'_USSEE‘ Eﬂﬂt Certification ‘“ﬂhafi [ Class 3 Public Primary Certificat... Class 3 Public Primal
ertificatec = . s : i

b _ Ente:p' All Tasks 3 | Import... ! E:f:;;g:;::::ii::
b [ Intermi ey, b {1552 hpsolstr.com HPACERt1552 hpsols
[; . L’;’:: S e vowms Hleire | Authenticode(tm) Ro... Microsoft Authentic
b [ Third-f | New Taskpad View.. [ Root Authority Microseft Root Auth
b (] Trustec Root Certificate Auth... Microsoft Root Certi
. j Client Refresh i Root Certificate Auth... Microsoft Root Certi
b 5] Remot Export List... Root Certificate Auth... Microsoft Root Certi
p ] Smart Help |.IT\'r ACCEPTED, ()97 ... NO LIABILITY ACCEF
b [ Trustea Devices regpoo—eer 66, 1.152 CA OP5192.168.1.152 G/
b ] Web Hosting 5 Thawte Timestamping CA Thawte Timestampir

[5]UTN-USERFirst-Object UTM-USERFirst-Obje

5] VeriSign Class 3 Public Primary ... VeriSign Class 3 Publ

10. Import both the hostname and IP address certificate from the OpenSSL folder. When prompted enter HPAC
for the password. Now when devices are configured from one server to use another server for
authentication, secure communication between the devices and all the servers can be established.

4.2.5 Using the customer’s signed certificate

If the customer has their own certificate that was issued and signed by a trusted certification authority, then use
these certificates instead of the v3 certificate created by the HP AC configuration utility. HP Access control
requires both the *.PFX and the *.CER certificate.

1. Copy the certificate (personal information exchange file) to the \Program Files\HP\HP Access
Control\Open SSL folder.

[%’ NOTE:  After the customer certificate is added to the Microsoft Management Console and HTTPS bindings,
the certificate will be pushed to a device at the time the device is configured for authentication and/or pull
printing. Certificates can also be pushed using HP Web Jetadmin.
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2. Launch MMC and under the file menu choose Add/Remove Snap-in. Select Certificates snap-in for the

Computer Account.

-

Certificates snap-in

This snap-in will always manage cerificates for:
() My user account
7 Service account

i@ Computer accournt

< Back | =

L%

3. Right click on the Personal folder, navigate to All Tasks, and choose Import.

[@ Conolel - [Comsole Roct\Certsficates (Local Computer]\Personal]
_ir« Action  Veew  Favorites  Window  Help

| 2@ 0| s+ HE
Cersele Root

a [ Certificates (Local Computer)
T

Object Type
| Certificates

Al Tasks ’ Find Centificates...

e C equeest New Cortificate...
New Window fram Here Import..

Hew Taskpad View.. Advanced Operations

Refresh
Expeont List...

Help

1 Windews Live [0 Teken bisuer

1
£
1
1
!
1
11
L
{
3
g
1
wi

Addd & cortificate 16 8 store

A tinen,

More Actions

4. Browse and import the *.pfx certificate from the OpenSSL folder.
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5. When prompted, enter the password for the certificate.

Privale key probection
T masintain security, e privabe key was protected with & passwond,

Type the password for the private key.

Import options:

[ | Erusble strang privabe key protechon. You will be prompled svery Bme the
privake key is used by an applcabon If you enable this opbon.

[ ] Mark this key as exportable. This will alow you to back up or ransport your
keys ab & laber Gme,

[+ Include all extended properties.

[ mMet || Conce |

6. GotollS Manager.

7.  Go to Sites > Default website, navigate to the Actions pane and select Bindings.
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8.  Select https and click Edit.

9. Inthe SSL certificate field, select the customer’s certificate.

10. The *.CER certificate that the customer has supplied you must be renamed in the format of "lIS x.x.x.x.cer"
or "lIS FQDN.cer", where "x.x.x.X" is the IP address of the server and "FQDN" is the FQDN of the server.

11. Copy the renamed file into the \Program Files\HP\HP Access control directory.

i IMPORTANT: I using a certificate that was issued to a server name then you must check "Use server name
instead of IP (devices) in the Settings > IIS > Web Services section in the configuration utility. Ensure that
the device's DNS entry is properly configured.
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4.2.6 Configuring the Agent license service

The Agent license service allows you to assign IRM licensing to a different server. By default, the field is
populated with the IP address of the current server.

[%’ NOTE:  This must be performed prior to configuring devices.

Prerequisites

e HP Access Control (HP AC) Agent and HP Access Control (HP AC) Secure Pull Print Express/Enterprise must
be installed on the server.

Complete the following steps:

1. Goto the Settings tile. Under the IIS tab, enter the Hostname or IP address of the server that is hosting the
license service.

—HP Agent license service

Hostname or IP address |10.96.140.181

2. Click Apply.

4.2.7 Configuring the server for licensing
4.2.7.1 Standard Licensing

By default the server will use standard licensing. In this licensing model, the server is required to have the
corresponding number of licenses for each device that will be configured from that server.

4.2.7.2 Enterprise Licensing
Prerequisites

e  For email notifications, email settings must be configured in the Settings tile > Email tab > SMTP area. See
Section 4.2.2, Email

When installing in a multi-server installation it is recommended to use enterprise licensing. One server will be the
central license server and all other servers will become clients communicating to the central server for licensing
of the devices. A database is created to store all component license keys. This database can be on the central
server or stored off server in a SQL database.

4.2.7.2.1 Central License Server
1. Select Type Server on the server that will be the central licensing server.
2. Enter the SQL server name and instance if applicable where the database will be stored.

3. Enter the database name you want to create or connect to. If creating a database the name can be
anything (i.e. License).

4. (Choose the authentication method - SQL or Windows. The account must have db_creator rights or
sysadmin rights in order to create the database. After the database is created the account can use
db_owner.

5. The default port the clients will use to communicate with the license server is 50080. The port must be
open inbound and outbound on the central license server.

Section 4.2 Configuring general settings 75



6.

7.

In the recipient email addresses field, enter the email addresses of the HPAC administrators that will be
notified when there is an error communicating with the databases or when licenses are about to expire.

a. Inthe Email body for license server error you can customize the notification that will be sent out.

b. Inthe Email body for license expiration you can customize the notification that is sent regarding the
expiration of licenses.

Click Test and then Apply. After clicking Apply the HP AC License Service will install in the background. After
installation is complete you can view the service in the services console.

299

B NOTE:

The specified port must be opened on the server for the client servers to communicate with the central
server.

Notifications apply to individual component licenses.

Notifications will be emailed on the following schedule: 90, 60, 30, 15,7, 6, 5, 4, 3, 2, 1 day(s) before the
expiration date. On the expiration date and every day after emails will be sent.

Using Enterprise licensing will change the license ID key to be the name of the server.

The HP AC License Server service allows for communication to the license database and only runs on the
central server.

If there is a loss of connection to the SQL database, the pull printing license pool will be available for 7
days. After 7 days, the pull printing license will be released from the assigned devices and users will not be
able to pull print from the devices.

4.2.7.2.2 Client License Server

These steps need to be performed on each server that will be communicating with the central license server.

Prerequisites

SMTP settings must be configured. See Section 4.2.2, Email

Complete the following steps:

1.
2.
3.

In the Settings tile go to the License tab.
Select Enterprise as the mode and under Type, choose Client.

In the License Server name:Port enter the server name and port (HPAC-A-1:50080). The default port is
50080. The port specified must match the port set on the central server. The port must be open inbound
and outbound on the client license server.

In the recipient email addresses field, enter the email addresses of the administrators that will be notified
in the event that there is an error communicating to the central server.

In the email body for license server error you can customize the notification that is sent when a connection
error occurs.

4.2.8 Set user parameters

This section describes the procedure for configuring AD-Authenticator to access read-only user information from
your Active Directory.
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General Username attribute
[sAMAccnuntName
LDAP Server
Gaiks Display name attribute
|displayNarne
Codes
§ Emailaddress attribute
Rights [mail
Users
Domain attribute
Fiters |mai|
SMTP Server
Department attribute
Proximity Reader [department
Apply Reset

Complete the following steps to configure your user information:
1. Click Users to select the user parameter page.

2. Enter the correct LDAP attribute names for each of the listed user properties. The default values are
appropriate for most Active Directory installations.

3. Once all attributes are correct, press the Apply button to store any changes you have made.

4.2.9 Configuring Job Accounting general settings

4.2.9.1 Configuring database access when using a remote SQL server
Prerequisites

When the HP AC Job Accounting database is installed on a remote server, the database connection must be
configured for the following:

e  Allow Job Accounting to process job accounting files
e  Allow end users to connect to the Job Accounting website to schedule and view reports

e  Authentication method set correctly

4.2 .9.1.1 Authentication methods
There are two methods available to connect to the remote database:
e  Windows authentication

° SQL authentication

4.2.9.1.1.1 Windows authentication

When Windows Authentication is used, anonymous authentication must be enabled in IS using a Windows
account with database access to the Job Accounting Database. The Job Accounting Agent service must be
started with the same account.

1. Create or use a Windows account with dbo access to the Job Accounting database.
2. Logonto the Job Accounting application server using the Windows account login created in step 1.

3. Launch the HP Access Control Configuration utility.
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4.  Go to the Settings tile and in the Database tab, under Database configuration select Windows
authentication. Select Test and Apply to verify and test the connection to the job accounting database.

Database

~ Database configuration

S0L server [SQLSERVER\SOL1

() Windows authentication

(O 50L authentication

5. Uncheck LocalSystem account. Enter the account user name and password. This login account will be used
to start the HP Access Control Job Accounting Agent service and for Anonymous Authentication in IIS. Select
Enable IIS anonymous authentication which assigns the IS anonymous user identity to the username
entered in the Domain\User field. This allows only domain users to access the Job Accounting website. Click
Restart services after update.

~ Agent configuration

[] LecalSystem account

Domain\User |hpsolstris]

Password

E Enable 115 anonymous authentication

[] Restart services after update (w3svc + agent)

B NOTE:

e  This allows for automatic import of domain users/groups into the JA server.

e [fusing windows authentication for SQL this is required for access to the Job Accounting database.

4.2.9.1.1.2 SQL authentication

When SQL authentication is used, the SQL password will be stored non-encrypted in the HP Access Control Job
Accounting Agent service configuration file (Agent.exe.config). The HP Access Control Job Accounting application
will store the SQL password encrypted in the registry.

1. Create or use a SQL user and password on the remote SQL server and give this account dbo access to the
HP Access Control Job Accounting database.

Launch the HP Access Control Configuration utility.
Go to the Settings tile and in the Database tab, under Database configuration, select SQL Authentication.

Enter the user name and password for the SQL account.

v AW N

Select Test and Apply to verify and test the connection to the Job Accounting database.
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4.2.9.2 Configuration for User tracking

The following steps must be completed when using Job Accounting.

1.

2.

The first time a user prints they will be automatically added to the database, or you can perform a network

scan. Go to the Job Accounting tile and log in with the default Job Accounting Administrator account: admin/
Admin (case sensitive).

User name

Password

Welcome to HP Access Control Job Accounting

|Admin

On the left menu, click Administration and then the Active Directory menu. Select Retrieve User Data.

Accounts Currendes

Retrieve user data Group Organization

- Administration .

Active Directory Printer templates

Group management Customize report
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3. Enter the DNS name for the domain and the User name and Password having read rights to that domain.

Affected domain (Netbios name) ‘hpsolstr ‘
DNS Name ‘hpsolstr.com ‘

I

@® Complete
Scan type O Group
 Computer

Group Organization Primary Group

[% NOTE: The domain name is required before the username. This user will be used to search the network
and must have administrator rights in each domain the scan is performed in.

4.  Click the Play u button.

5. Tosee the data, navigate to another page and then back to the Active Directory tab to see the new data.

6. Click to select user options. Enter email address that will receive Job Accounting reports and click on the
arrow button to save.

7. Goto the Settings tile > Device tab. Under Tracking, select the device information to be displayed in Job
Accounting reports (this applies to HP FutureSmart devices only).

e  Network name: Displays host names of devices in the Job Accounting reports.

o  Device name: Displays model names in Job Accounting reports.

Tracking

(w) Network name

() Device name [@ Apply J

lf%? NOTE: If you have many of the same models in the environment then it is recommended to select
Network name to avoid duplication.

8. Under SNMP, do the following:

a. Ensure the Get Community name entered has read access to read the network/host name of the
device. The default GET community name for HP devices is public. The SET community name is not
used by HP AC is this version.

b. Ifusing Traps, in the Trap level field, select the type of traps you want to track with Direct Tracking
Module (DTM). Before configuring a device for Confirmation Traps, make sure the device supports
SNMP traps. A trap is a packet of information provided by the printer that indicates basic job
information and print job status, and is supported on HP print devices only. It is recommended to use
the in-printer agent for tracking and not the Direct Tracking Module.

e  Print confirmation traps is the default Trap level. With Print Confirmation traps selected, only
printed job traps are sent from the device. This is used to reduce the network traffic with
unwanted traps.

e  Alltraps are to track all jobs, printed, copied, or digitally sent. Some versions of HP JetDirect
require that All traps mode is selected.
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The UDP port field is the port used by the trap service. By default, the Trap service uses UDP port 162.

If the port is used by another application or service on the same server, the Job Accounting Trap
service can use another port. If the port is changed, the Job Accounting Trap service
(HPACJA_SnmpTrap) needs to be stopped and restarted. Printers also need to be reconfigured using
the new port.

The Filter delay (ms) field is the port used by the Trap service. By default, the Trap service uses UDP
port 162. If the port is used by another application or service on the same server, the Job Accounting
Trap service can use another port. If the port is changed, the Job Accounting Trap service
(HPACJA_SnmpTrap) needs to be stopped and restarted. Printers also need to be reconfigured using
the new port.

[:?’”r NOTE: To test a device, in the Devices tile, right-click on a device to display a drop-down menu. Select Test trap
to test the device with the Confirmation traps component enabled.

4.2.9.3 Configuring the server for tracking data

To send tracking data from devices to the Job Accounting server, the transfer protocol must be configured. This
is used by non-FutureSmart devices to upload job accounting tracking files. It is also used in a multi-server
environment to point the Job Accounting data collectors to the main Job Accounting server.

BY NOTE:

This must be performed prior to configuring devices.

When accessing the Push Mode settings from a Job Accounting server, the Push Mode settings apply to HP
non-FutureSmart devices and are used to push tracking files from the device to the server. HP non-
FutureSmart devices support FTP and HTTP protocols only, so if HTTPS is selected, the settings will revert
to HTTP when the HP AC Admin console is reopened.

Prerequisites

HP AC Agent and HP AC Secure Pull Print Express/Enterprise must be installed on the server.

HP AC Job Accounting server installed on a local or remote server on your network.

To configure the server for tracking data, complete the following steps:

1.
2.

Go to the Settings tile and select the lIS tab.

Under Push mode, select the protocol to transfer the data.

Hypertext Transfer Protocol (HTTP) connections are usually terminated after a particular request has
been completed. If HTTP FTP is selected, Windows credentials are required in the Login and Password
fields. Also, if IIS 7 or newer is installed on the server, Basic Authentication needs to be enabled.
Devices require Basic Authentication to pass data via HTTP when IPA sends tracking data to the Job
Accounting Print Server. The default Port is 80.

File Transfer Protocol (FTP) is best for uploading data to an internal database server. If HTTP / FTP is
selected, any credentials can be used in the Login and Password fields. By default, both Login and
Password are "Anonymous". The default Port is 21. Select the PASV checkbox to enable passive mode
FTP if you want to allow data to transfer more easily through firewalls.

Set the Interval (minutes) to specify how often tracking data is pushed from the devices to the Job
Accounting server.

Click Test and Apply.
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1S
I

rAgent license service

|pau¢res$|'iQE.]5-B.1.|U I

~ Push mode

|P address |192.168.1.11

server name |HPAC-A-1.hpsolstr.com |

HrTer e | fio [+

Login [ananymous |

Password |~ |

Interval {minutes) D

4.2.9.3.1 Enable Tracking of Pull Print jobs

For print devices that do not support in-printer tracking, to track the number of pages that are pull printed. This
applies to devices such as HP OfficeJet Pro, HP S900, and multi-vendor devices that do not have an embedded
agent.

1. Go to the Settings tile and go to the SPPE or SPP Enterprise tab (depending on installed bundled).
2. Under Options select Enable Tracking of printed jobs.

[%r NOTE: Enable tracking of printed jobs with local job storage is not supported. This is because jobs must be
stored on the server for Enable tracking printed jobs to work correctly.

4.2.9.3.2 Enable Tracking of Purged jobs

If there is an HP Access Control Job Accounting server in your environment, you can enable tracking of expired
Pull Print jobs in Job Accounting reports. Tracking of expired pull print jobs can be enabled. This will create an
XML file for each job that is purged. The XML file includes information such as the purged job name, the date the
job was submitted, and the date the job was purged:

Prerequisites

e  HP ACJob Accounting server configured in the environment

Complete the following steps:

1. Goto the Settings tile and select SPPE or SPP Enterprise tab.
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2.

5.

In the Job Account section select Enable tracking of purged jobs.

Options
Protocol | TCPIP/SOCK ]

PIL overlap D
Job expires after | | Hours [-]

[] Retain “Print-Keep” jobs beyond expiration
[] Enable tracking of purged jobs

(] Enable tracking of printed jobs

If Job Accounting is installed on the same server as Secure Pull Print Express, the XML files are created in
the following folder:

Program Files\HP\HP Access Control\temporary\DTM
If Job Accounting is installed on a different server, the XML files are created in the following folder:
Program Files\HP\HP Access Control\temporary

When purging is complete, the XML files are pushed to the Job Accounting server in the Temporary\DTM

4.2.9.4 Quota management

Quota is an optional Job Accounting feature that allows the administrator to set limits on how much each user is
permitted to print, copy, or digital send. Quota is not intended to suddenly stop business, especially during a
print job. If a user needs to print a job, and it goes over the quota limit, the purpose is to allow the job to
continue. The intent with quota is to limit the amount of use of the printing infrastructure overall, not to restrict
at a page level for a given print job.

Quotais controlled at the device level (on supported devices) and at the queue level for printing.

Prerequisites

For quota to work within a pull print environment, in-printer tracking is recommended for better accuracy
of Job Accounting tracking data.

For quota tracking for copy and digitally send jobs, the device must support in-printer tracking (HP AC
Agent)

For more information about controlling quotas for users in Job Accounting, please see Job Accounting.

[Q" IMPORTANT: In order for Quotas to be tracked, Tracking must be configured at the print queue or at the device.
Either go to the Print server tile and configure the print queue for Tracking, or go to the Devices tile and
configure the device for Tracking.

To configure Quota for glass activity on a device, complete the following steps:

1.

In the Job Accounting Quota module, go to the Defaults page. Select Enable quota for copies and/or Enable
quota for digital sending.
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3. Gotothe Devices tile. Install Agent on the device and configure the device for Quota and Authentication.
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= - :BF
= H F
NPT RS Configur= _10.0.0.154 - 4

HP LaserJet MBOG

Select which component to enable on the selected devices:
HP Laser)et M3035 MFP
HP LaserJet P3005 [ pult printing

HP LaserJet 600 MBO3
HP LaserJet 500 color M5

|:| Tracking

E Authentication

D LdS5ed ¥t )
HP LaserJet P3005 [ Autherizatien
Canan iR-ADV (5030 61.1 E| Duata

|:| Confirmation trap

Workflow files m
HP LaserJet 4050 Series [
® Cancel ® o
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4.  Set the sign-in method on the device to control Quota when users use functions at the device.

i
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Go to the device’'s embedded Web server (EWS). Open a Web browser and enter the following in the
address bar:

http://deviceaddress

Where deviceaddress is the IP address of the device you configured for Quota.

For non-FutureSmart devices, go to the Settings > Authentication Manager page.

e  For the Copy function, select HP AC Local List - Copy Quota.

e  Forthe Color Copy function, select HP AC Local List - Copy Quota Color.

e  Forthe Send to Email, Send Fax, and/or Send to Folder functions, select HP AC Local List - Digital

Send Quota.
Then click Apply.
information || Settings || Digital Sending || Networking | Loz Off

Lonfiourelevics . Authentication Manager
Tray Sizes/Types
E-mail Server : 1 i tielp
—_— s Setthe Device Funclions that require users to successfully sign in before use. Each function can require a
Alerts different Sign In Method
p Home Soreen ACCess Sign in Method
Memory Status

tity Sign In At Walk Up Mong El
Authentication Manager
LOAP Ax Device Funcions Sign in Method
Kerberos Authentication Copy HPAC Local List - Copy Quota E|
DevicePN Calar Copy HPAC Local List - Copy Quota Color ﬂ
UserPiN | | sendtoE-mall HPAC Local List - Digital Send Quot: [w
Edit Other Links — —

For FutureSmart devices, go to the Security > Access Control page. For the Copy, Fax, and/or Email
functions, select HPAC - IRM Server. Then click Apply.

== [ = [~ [~ JEgl = [
Send
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4.2.9.5 Tracking management

Tracking is supported by HP Access Control (HP AC) In-Printer Agent (IPA), and HP Access Control (HP AC)
Individual Rights Management (IRM).

HP Access Control (HP AC) Agent Tracking captures usage data directly from network printers and MFP devices.
This section describes the configuration of the tracking feature.

[%9 NOTE:  HP Access Control (HP AC) Agent must be installed on the device before beginning this configuration
procedure.

To install or configure a device, go to the Devices tile. Select a device, click Configure, then select Tracking. Click

OK.
Configure - 10.96.140.53 E
Select which component to enable on the selected
devices:
[%] Pull printing |GADGE.€25upp0rt.ccm |-|
[x] Tracking | ga014-w2k12.ctsupport.com |v|
[x] Authentication _
ga001.ctsupport.com -
[] Autharization No change
[] Quota QADO6.ctsupport.com

gal014-w2k1 2.ctsupport.com
qa001.ctsupport.com

‘® Cancel ‘ ‘@ 0K

[C] Confirmation trap

[%’ NOTE:  When configuring HP AC there may be a requirement to set the device to look at multiple IIS servers.
When multiple IIS servers are in the Settings > IIS area, then the option to configure for a different IIS server will
appear for the Tracking option in the Devices > Configuration window.

4.2.9.6 Print Server tracking

In the Settings tile > Print Server, you can configure methods of gathering print server tracking data.
e  Port monitor creates a new port monitor for printers. This is the preferred method to gather tracking data.

e  Print processor replaces the existing print processor with the Job Accounting print processor. This method
may not work with all printer drivers.

In the Print server quota web service section, click to enable features of the quota web service:

e  Click the Skip quota control if network failure checkbox to allow users to print after the server loses
connection to the web service. If this feature is not enabled and there is a network failure, then quotas
cannot be determined and all printing stops.

e  C(lick the End user notification checkbox to enable notifications on client workstations of remaining user
guotas.

In the Snmp tracking section, click to enable features:
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e  (lick the Track copies checkbox to enable tracking of copies at multi-function printers.
e  (lick the Track digital sending checkbox to enable tracking of digital send jobs at multi-function printers.

In the Encoding section, click the Double byte encoding checkbox to track print jobs with job names containing
double byte characters.

In the Encryption section, click the Encryption checkbox to encrypt tracking data on the print server and when
datais sent to the Job Accounting server.

4.2.10 Configuring connection to a SQL Server with AlwaysOn

If the Job Accounting, IRM or License databases are connected to a SQL Group Listener with SQL AlwaysOn
enabled, make sure to select the AlwaysOn checkboxes in the HPAC Settings. HPAC utilizes the SQL Group
Listener to connect to the HPAC databases. When installing and configuring HPAC, enter the SQL Group Listener
address in place of the physical SQL Server instance. The AlwaysOn checkbox changes the connection string to
the SQL Server. The AlwaysOn checkboxes can be found in the following locations:

e  For Job Accounting database, go to Settings > Database > Database Configuration.
e  For IRM database, go to Settings > Database IRM Database Configuration.

e  For License database, go to Settings > License > Enterprise.

r IRM Catabase c2afigaation

(&) 0L server

SErvt Ndm Lstenes. ChPap part.oamy

Darabase name | IRH
() Windzws suthenticanisn

() 50U puthearaation

IBser | SEEeppirti3ans

Fassword

[%”f NOTE: Following are the connection strings used by HP AC:

e  SQL authentication:
Server=xxxx;uid=sqgllogin;pwd="'sqglpassword';Database=HPACJA

e  SQL authentication with AlwaysOn:
Server=xxxx;uid=sqgllogin;pwd="'sglpassword';Database=HPACJA;MultiSubnetF

ailover=True
e  Windows authentication: Server xxxx;Trusted Connection=true;Database=HPACJA

e  Windows authentication with AlwaysOn: Server
xxxx;Trusted Connection=true;Database=HPACJA;MultiSubnetFailover=True

4.2.11 HP AC Configuration Utility Web Console

Prerequisites

e Internet Explorer minimum version IE 11 with Microsoft Silverlight installed
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Add http://servername/ and https://servername/ to the list of Trusted Sites in Internet Explorer
° Microsoft .NET Framework 4.6

e  TCP port 445 has to be opened on the client and on the routers/switches between the server and the client

The HP AC admin console can also be accessed via Internet Explorer from any workstation on the network.
Complete the following steps:

1. Toaccess HP AC, open Internet Explorer and enter http://<servername>/hpac, where <servername> is the
FQDN or IP address of the HP AC server. On the page, click Run.

e@ @ http://10.96.141.9/hpac/

HP

HP Access Control

Name: HP Access Control

Version: 15.1.0.0

Publisher: HP

Run

2. This will install the Windows Presentation Foundation Host required to run the admin console within the
web browser. If prompted with a security warning select Run.

Publisher cannot be verified. Ip
Are you sure you want to run this application? %

Name:
HP Access Control

From (Hover over the string below to see the full domain):
192.168.1.116

Publisher:
Unknown Publisher

Run il Don't Run J

While applications from the Internet can be useful, they can potentially harm your computer. If
you do not trust the source, do not run this software. More Information...
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If login is required you will be prompted to enter your credentials. See Section 9.1, Managing access to the
Admin console

pein 07 O @ 1921681116

Login

User Login I |

Password [ |

The console will display.

L3P0} & hitp//10.96.141.9/hpac/AdminConsoleWebxbap O = & || @& 10961419

HPAC SPP Enterprise

Secure Pull Print Enterprise

Job accounting

Job accounting

Intelligent Rights Management, Ad Authenticator

Settings
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B NOTE:

e  The localization for the web console is using the regional settings of the client workstation accessing the
web app, not the regional settings of the server.

e  The HP ACweb console can connect to one HP AC server at a time. To switch the connection to a different
HP AC server, open a command prompt and run: Rundll32 %windir%\system32\dfshim.dll
CleanOnlineAppCache

This is to clear the cache of the old server on the PC and run the new one.

90 Chapter4 HP Access Control Configuration utility



5 Authentication

HP Access Control requires authentication to know who the user is. Knowing who the user is allows the solution
to track the details on the activity of the user, associate print jobs to the user, and allow for user rights
management (assignment and control) by individual user or by AD groups.

The base requirements are that the user login name (i.e. sSAMAccountName or UserPrincipalName) and login ID
(proximity badge ID or code ID) are matched together initially.

If you chose to use the TCPIP/IPPS protocol in the HP AC configuration tool > Settings tile > SPP Express or SPP
Enterprise tab, make sure IPPS-SSL is enabled on the device. Go to the device web page > Security Settings >
SSL Settings. In the Setting of SSL section, make sure IPP-SSL is set to Enable. Click Submit.

Authentication options are:

e  (ardor Windows

e  Code (PIN/PIC)

e  (Cardand Code (two-factor) or Windows

e  Touch to Sign-In (with an Android smartphone with NFC support and the HP ePrint Enterprise app)

° Card or Code

5.1 Agents

The HP Access Control (HP AC) Agent can track MFP device or printer usage, manage access to MFP device
functions, or institute printing and copying quotas.

Prerequisites

e  TheHP AC Job Accounting Server must be installed to use HP Access Control (HP AC) IPA and HP Access
Control (HP AC) IRM functions.

The following agents are available:

e  HPAC-IPA: In-Printer Agent for device tracking

e HPAC-PIC: Authentication

e  HPAC-DRA: Authentication and Authorization to access walk-up device features by user or group

° HPAC-IRM: Authentication, Authorization to access walk-up device features by user or group and with Quota

[%”Nf NOTE: Features may vary across devices. Refer to Section 5.7, Configuring devices.

5.1.71 Configuring the Agents
Complete the following steps to set the AD-Authenticator parameters:
1.  Click onthe IRM tile, and go to the AD-Configurator tab.

2. 0Onthe General page, select the HP Access Control Agents that will be used. Each Agent provides different
levels of user authentication and rights control. Place checkmarks next to the Agent products you are
using.
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3. Ifrequired, select to Encrypt configuration of the AD-Authenticator file. The configuration is stored in the
web.config file. IS will prevent the file from being viewed through an HTTP connection. This will also protect
the passwords and other sensitive information.

General Product support enabled Device authentication method
LDAP Server [V HPAC-1PA %) Code only
Codes k! Card only
/] HPAC-PIC Card or code
Bghts e Card and code (two-factor)
{
Users -
- Data storage
Filters I} HPAC-IRM
SMTP Server sxieh
= ® Database
L_| Encrypt configuration

5.2 Authentication methods

There are five different methods of authentication.
e  (ode authentication (PIN/PIC)

e  (ard authentication or Windows authentication
e  (ard and code (two-factor) authentication

° Card or Code

e  Touch to Sign-in (with an Android smartphone with NFC support and the HP ePrint Enterprise app)

[% NOTE: Please see Section 5.7, Configuring devices to see what methods are supported on each device type.

5.2.1 PIC authentication
Personal Identification Code (PIC) authentication is used to provide access to copy, fax, and scan capabilities. To

utilize these functions, users enter a pre-determined personal authorization code using the device keypad.
Codes can be stored in either SQL or AD.

5.2.2 Card authentication

Users can present a proximity card reader to authenticate at the device. When storing the data in a SQL
database, you can enable multiple cards so users can enroll more than one card.

5.2.3 Card and code (two—factor) Authentication

Two-factor authentication means that users will use their proximity badge and a PIN for an additional layer of
security.

Go to the IRM tile > AD Authenticator and under device authentication choose Card + Code (two-factor). Click
Apply.
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General /| Permit user card self-enrollment

LAE Seor /| Permit user network credentials instead of cards
Cards -
| Cards are visible in user editor
Rights
Users (] card ID masking
Filters
SMTP Server

Proximity Reader

B NOTE:

e  Whenusing Card and Code, if the user enters their Windows credentials it will not prompt the user for a
code.

e  Enabling two-factor does not require re-configuration of the device.

5.2.4 Card or code authentication

At a device, if a user swipes their badge, it will assume card is the chosen option and the user will be logged in as
per the normal proximity card option. If the badge is not recognized, then user enrollment will be activated as
per normal. If a user presses the function requiring authentication, they will be prompted for a code.

BY NOTE:
e  OnHPS900 Series, when set to Card or Code, they will work like Card Only.

e  When this option is chosen there is no option to use Windows credentials.

5.2.5 Touch to Authenticate

Prerequisites
e  HP Mobile Print Accessory installed on supported devices
e  HP ACauthentication installed and configured

e  Android smart phone with the HP ePrint Enterprise App and is NFC enabled

Complete the following steps:

1. Inthe HP ePrint Enterprise application on the mobile device open the application settings screen.
2. Touch HP Access Control.

3. Follow the wizard to provide the server address and your user credentials.

4

Present your mobile device with the ePrint Enterprise application open to the HP Mobile Print accessory on
the print device.

5. Thefirst time you present your smartphone it will prompt you to register (just like you would for a
proximity card). The app will provide an unique ID through the NFC connection which will be used for
authentication.
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5.3 Enrollment options

HP AC offers two different options for storing user data:
e  Active Directory
e  SQL and Active Directory

Both options will always use Active Directory. The difference is where the data is stored. Stored metadata is used
for identifying a user to an enrollment method (i.e. PIC or Proximity ID) and user rights assignment (i.e. ability to
copy in color).

There are advantages to using either method.

Active Directory SQL Storage

Avoids an additional connection and dependency to a database Additional to the AD query
during authentication

Requires write access to the selected attribute(s) in AD Only requires read access to AD

Multiple domains requires writing to an attribute in a global catalog ~ Supports multiple domains in the same forest
is not supported (read-only)

n/a Supports Delegate/Group Printing or Alias

One ID per use One or more IDs per user
n/a

AD is normally replicated across servers automatically Requires connection to a central SQL database for authentication
roaming

e  SQLreplicationis an option

n/a Registers last time of authentication

5.4 Active Directory Authenticator

Use the HP Access Control (HP AC) Active Directory Authenticator to store HP Access Control (HP AC) code or
badge ID and device feature access rights directly in AD.

The Active Directory Authenticator provides the following capabilities:
e  Aconfiguration utility used to tailor the Authenticator to your specific environment.
e A Web service to authenticate users at the device.

e  The User Editor that allows a user’s PIC and device feature rights to be reviewed and/or changed. This can
also be accessed at http://<servername>AD-Authenticator/AD-User-Editor.aspx. See Section 9.3, AD User
Editor

e  The Group Manager that performs operations on an entire group of users. This can be used to set PIC and
device feature rights for the entire group (of users). The members of each group are selected by an LDAP
query. This can also be accessed at http://<Servername>AD-Authenticator/AD-Group-Manager.aspx. See
Section 9.4, AD Group Manager

e  Awebsite that may be configured to allow users to view, email, change, or choose their authentication
codes.

e Anenrollment application to allow users to enroll their card at a PC. See Section 8.4, HP Access Control
Card Enrollment application.
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The Configuration Utility, User Editor, Group Manager, and Enrollment applications are implemented as
password-protected Web pages for security reasons.

[%”f NOTE: To view the web pages with best results, it is recommended to have Internet Explorer 11 on the server.

5.4.1 Configure the AD-Authenticator

The AD-Authenticator is designed to operate with a minimum of configuration. The AD-Authenticator supports
two methods of controlling user access to device features: individually by user, or by Active Directory Groups.

Prerequisites

Make sure the following information is available before beginning the AD-Authenticator configuration:

Method to control user access to a device. It is possible to either control each user's rights individually or
use existing Active Directory groups.

If storing in AD: Names of the two AD attributes used to hold users’ PIC or card and access rights. The
administrator may use data that already exists in the Active Directory for user PIC. (For example, an
employee number or phone extension.) In this case, the attribute can be designated as read-only and
cannot be changed by the AD-Authenticator. When the administrator uses group (rather than individual)
device feature control, the attribute containing user assigned groups also already exists in the Active
Directory (as the memberOf attribute). The AD attributes need to be indexed in order to ensure there is no
delay during the authentication process.

The IP address or domain name of the AD server.

A user account with “write” privileges to AD (must be a member of the Account Operators group, Domain
admin group, or enterprise admin group, or have the account assigned the appropriate rights).

SMTP configured. See Section 4.2.2.1, Set SMTP Server parameters.

B NOTE:

The AD-Authenticator package does not allow creation of new users, and does not permit modification of
any AD attributes except the two dedicated for its use. It is not intended as a substitute or replacement for
the standard AD user management tools.

By default, the AD-Authenticator is configured for individual user rights control, and stores the PIC values in
extensionAttribute14 and feature rights in extensionAttribute15. These attributes are added to the AD
schema when Microsoft Exchange is installed. They are not used by Exchange itself, and are provided only
for use by other products. If Microsoft Exchange is installed, these attributes may be available; otherwise,
two different unused attributes must be selected, or the AD schema must be extended with two attributes
explicitly for this purpose.

AD-Authenticator is configured using a Web-based application — the AD-Configurator. To view the AD-
Configurator page do one of the following:

a.  Launch the HP AC configuration utility. Click on the IRM tile and go to the AD Configurator tab.
OR

b.  Enter the following URL into your Web browser: http://localhost/AD-Authenticator/AD-
Configurator.aspx

Section 5.4 Active Directory Authenticator
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http://localhost/AD-Authenticator/AD-Configurator.aspx
http://localhost/AD-Authenticator/AD-Configurator.aspx

5.4.2 Authentication method and data storage options

B NOTE:

e Ifyouare not currently logged into the server where the AD-Authenticator is installed, substitute its host
name or IP address for localhost in the URL.

e  If youwant to view AD-Configurator in a 32-bit Web browser, you must use Internet Explorer, Mozilla
Firefox, or Google Chrome. Other Web browsers are not supported.

Follow the steps below to set the AD-Authenticator General parameters.
1. Inthe IRMtile > AD Configurator, click General to select the General settings.

2. Select the HP Access Control (HP AC) Agent products you are using. Each Agent product provides different
levels of user authentication and rights control. Place checkmarks next to the Agent products you are
using. This will disable the setup options for any AD-Authenticator features that are not supported by your
products.

[%f NOTE: You can select and configure support for features provided by HP Access Control (HP AC) Agent
products that you have not purchased. The features themselves are enabled by the Agent licenses in the
devices and will remain unavailable until licensed.

3. Select whether to encrypt the AD-Authenticator configuration file. The AD-Authenticator configuration is
stored in its web site Web.config file. IIS prevents this file from being viewed through an HTTP connection.
You can further protect the passwords and other sensitive information by checking the Encrypt
configuration option.

4. Select one of the following Device authentication methods:
e  Select Card only if you want users to use a proximity card reader to authenticate at the printer or

e  Select Code only if you want users to use a Personal Identification Code (PIC) to authenticate at the
printer or MFP.

° Select Card or Code to have users authenticate with their card or a code

e  Select Card + code (two-factor) if you want users use a proximity card reader and a PIC to
authenticate at the printer or MFP.

5. Select a Data storage option:

a. Select LDAP Server to store user card and code data on the LDAP server. Then select the Codes or
Cards button (depending on the device authentication method) and enter in the LDAP attribute to
store the user data.
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b.  Select Database to store user card and code data on the database. Click the Multiple cards per user

checkbox to allow users to enroll multiple cards for authentication.

General Product support enabled
LDAP Server v HPAC-IPA
Codes )
vl HPAC-PIC
Rights
, v/ HPAC-DRA
Users
Filters v/ HPAC-IRM
SMTP Server
[_] Encrypt configuration

Device authentication method

! Code only
Card only
Card or code
Card and code (two-factor)

Data storage

LDAP server
® Database

6.  Click Apply to save any changes you have made.

5.4.3 Set LDAP Server parameters

This section describes how to set the AD-Authenticator LDAP server parameters. The AD-Authenticator makes
an LDAP connection to your Active Directory to authenticate your users and determine their assigned rights.

B NOTE:

e Inasingle domain environment it is recommended to leave this on auto-detect for automatic failover.

e Ifthe HP AC server is not in the same domain as the users, do NOT select the option to Automatically detect

LDAP server option.

e Ifyoudo not want user information to be exchanged between the HP AC server and the AD server to be
communicated unsecurely you can force the connection to use LDAP which will use port 636. Append :636
to the LDAP server name. Requires valid certificates for communication between the AD server and the HP

AC server.

e  To configure the LDAP settings for a global catalog server enter GC://<domain name> and ensure that the
LDAP username and password has read writes to the global catalog. Typically writing to a global catalog is

not supported.

General Automatically detect LDAP server
LDAP Server

Cards I

Codes LDAP server username

Rights |

Users LDAP server password

Fiters |

SMTP Server (] use LDAP simple bind

Proximity Reader
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1. Toselect the LDAP server parameter page, click LDAP Server in the AD-Authenticator in the IRM tile.

2. Setthe LDAP Server address. The AD-Authenticator can usually detect your Active Directory server
automatically when run on servers that are members of an Active Directory domain. Check Automatically
detect LDAP server to enable this feature. To disable the feature, uncheck the box and enter the network
name or IP address of your Active Directory server.

3. Specify the username and password to be used to access the Active Directory server. If you are using both a
pre-existing LDAP attribute to store the user’s PIC and Active Directory groups to manage user rights, this
user needs read-only access to those Active Directory attributes. If the AD-Authenticator tools will be used
to manage your user’'s PIC or to set individual rights, the user must have read-write access to the necessary
Active Directory attributes. Enter the username in domain/username format.

4.  Click Apply to save any changes you have made.
5.4.3.1 Configuring multiple domains

To enable multiple domain support, complete the following steps:

1. Openthe\Program Files\HP\HP Access Control\AD-Authenticator folder and
open the AD-Configurator.aspx filein Notepad.

2. Findtheline:var enableMultiDomainSupport = false;.
3. (Changethelinetovar enableMultiDomainSupport = true; toenable multi-domain support.
4. Save thefile.
5. Refresh any AD-Configurator browser or Configuration Utility window that was open.
6. Click the +icon tab at the top of the page to add a new domain. Enter the LDAP server information and click
Apply.
B NOTE:

e  Go to AD Configurator > Users page and verify the Username Attribute. When looking for users in the AD
User Editor, make sure the correct format is entered for the username. For example, if UserPrincipalName
is used for the Username Attribute, make sure to look for the user in AD User Editor using
UserPrincipalName format.

e  Tostore jobs under the username using the correct Username Attribute, the "Change job identifier" settings
must be set and the Enterprise Print Client must be installed on workstations. See the "Configure Print Job
Identifier" section of this guide.

e  Deleting a server from this page does not delete any stored data associated with that domain. Any card,
code or rights data stored in LDAP will remain, as will any users stored in the database.

e  Alldomains share the same settings on the “AD-Configurator/Users” page. For example, if you are
configured for AD-Only, the cards/codes/rights must be stored in the same attributes in all active
directories. A “real” LDAP Server and an Active Directory cannot be combined.

5.4.3.2 Testing Proximity Badges with the HP Common Card Reader

The default setting for proximity cards is HID/iClass. Depending on the card, this may have to change to support
other/additional protocols. Additionally, it is sometimes necessary to adjust the way a proximity badge is read so
that it can match existing values that may be stored in AD or SQL.

Prerequisites
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e  APCconnected to the same domain as the HP AC server

e Adomain user account

e Acardreader

To test Proximity badges with the HP common card reader, complete the following steps:
1. Connect the reader to the PC.

2. From Internet Explorer, enter/access the following URL: http//<servername>/AD-Authenticator/AD-
Configurator.aspx where <servername> is the server where HP Access Control is installed.

3. If prompted, enter the network credentials to access the server.
4.  Click Proximity Reader button (on left side of screen).

5. You can now change the reader type under Card type (primary) and Card type (secondary) — if required.

General Reader Configuration Reader Connected
LOAP Server . i
S Card type (primary) Status
Fights Indala ASP+ UID -
Users Cand type (secondary) Last card read
HID -
Eihers Card type
SNTP Server
Bits
Proximity Reader
Data

6. The reader will automatically start scanning on the selected frequencies.

7. Thevalues will be populated under the Last Card read section.

B NOTE:
e  Youmay be prompted to install an IE plugin which contains the driver for the card reader

e  You cannot view the Proximity Reader page of the AD-Configurator from the Configuration Utility if you are
using a 64-bit server, or from a 64-bit Web browser. The Proximity Reader page can only be viewed from
the Configuration Utility on a 32-bit server or from a 32-bit Web browser.

e  There are certain combinations of primary and secondary cards that will cause the reader to become
unresponsive. For unique card types, please contact your HP representative for further investigation.

5.4.3.3 Card Masking

Card Masking is an administrative tool that allows you to change the way proximity card ID values are stored in
Active Directory or the database when users enroll their cards. The card mask is saved in an XML file and stored
on the HP AC server. This is so that when card masking is enabled, the mask is applied at the time the users
enroll their cards.
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B NOTE:

e Do not enable card masking in a production environment, as it will cause the value being read to be
changed, and therefore existing user’s cards will be unrecognized and they will be forced to re-enroll.

e  You cannot view the Proximity Reader page of the AD-Configurator from the Configuration Utility, if you are
using a 64-bit server, or from a 64-bit Web browser. The Proximity Reader page can only be viewed from
the Configuration Utility on a 32-bit server or from a 32-bit Web browser.

Prerequisites

e  (ardreader

e  Domain user account

e  PCconnected to the same domain as the HP Access Control server
To use the Card Masking feature, complete the following steps:

1. Copy the Card Masking installation file to your local PC hard drive from \Program Files\HP\HP Access
Control\client setup directory on the HP Access Control server.

2. When the installer launches, click Next.

%,

y
-

Welcome to the Card Masking Tool Setup Wizard A

-
|

The inzstaller will guide pou through the steps required to install Card Masking Tool on your computer,

WARNING: This computer program is protected by copynight law and mtemational treaties.
Unauthonzed duplication or distribution of this program, or any portion of it, may resulk in severe civil
of criminal penalties, and will be prosecuted to the maximum extent possible under the [aw.
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3. Select the installation Folder and choose whether to install for Everyone to use or Just me.

ﬁ!Card basking Tool El = @
Select Installation Folder A

The inztaller will inztall Card Mazking Toal to the following folder.

Toinstall in this folder, click "Mest". To install to a different folder, enter it below or click "Browse".

Enlder:
C:%Program Files [«86)5HPCard M asking T ool [ Browse. .. ]
| DiskCost. |
Inztall Card kaszking Toal for yourzelf, or for anpone who uses this compter;
@ Everpone
(7 Just me
Cancel ] [ < Back ] [ Mest > ]

4. Click Next to finish the installation.
5. Connect a card reader to the PC.

6.  Open the Card Masking Tool via the shortcut created on the desktop.

7. Enter the name of the HP Access Control server in the AD-Authenticator server name field. Click Connect to
connect to the server.

Card Masking
Ad-Authenticator r . ~

8.  Click Scan. The card reader will beep once. Hold your card over the card reader. The reader will beep twice
when the scan is completed.
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The following data displays:

o  Reader: The card value read by HP Access Control. The first 6 digits include the card type and the
decimal value of the card data bits. The remaining digits contain the card number.

o  RAW: The card RAW number read by HP Access Control.
e  Type: The card type value and card type name.
e  Bits: The number of card data bits.

° ID: The masked card value.

Card Masking

LERI T e 1 e———————— P .
server name Connect Send FAC

FAL Hex

Reader | EFDL2005F21FD0 :
RAW I por2es 1
o4 - WD ™

Flxed FAC/ID

Send ID

1D Hex

Read Only Card Size
64 Bit Math
Invert Wiegand Data

Reverse Wiegand Bytes

Leading Parity J— " IDDigits
Trailling Parity #——' IDBits
FAC Digits 44—  FAC/ID Delim

Reverse Wiegand Bits

9. Modify any of the following parameters to change the masked card value:

o  Leading Parity: Strip this many bits from the most significant bits of the raw data. This happens
before any FAC/ID processing.

e  Trailing Parity: Strip this many bits from the least significant bits of the raw data. This happens before
any FAC/ID processing.

e  FAC Digits: If Fixed FAC/ID is enabled, this is the number of digits to use for the FAC. If Send FAC is not
enabled, the FAC will not be sent ID Digits.

e D Digits: If Fixed FAC/ID is enabled, this is the number of digits to use for the ID. If Send ID is not
enabled, the ID will not be sent ID Digits.

e ID Bits: Decode this many bits as the ID. Use the remainder as the FAC. If Send ID is not set, this
setting is ignored.

e  FAC/ID Delim: Output this character between the FAC and ID when Send FAC is enabled.

10. Select any of the following parameters to change the masked card value:
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Send FAC: Output the facility code. If Send ID is not set, this setting is ignored.
FAC Hex: Output the facility code as a hexadecimal number.

Fixed FAC/ID: Output a fixed number of digits for the FAC and ID. If more characters are needed, the
output is leading zero padded. If fewer characters are specified that are in the FAC or ID, then the FAC
or ID is truncated.

Send ID: If set (Yes), the ID will be separated from the Facility Code using ID bits for the ID. If not set
(No), the Facility Code will not be separated and all of the data will be considered ID independent of
the number of ID bits.

ID Hex: Output the ID in hex.
Read Only Card Size: When enabled, only cards of Card Size bits are recognized by the reader.

64 Bit Math: When enabled, the reader performs 64 bit math on the FAC, ID or entire card. On some
card readers this setting causes the reader to process 80 bits rather than 64. For Card Sizes where
the ID or FAC can be greater than 32 bits. Enabling this option is recommended. Use of 32 bit math for
data longer than 32 bits was handled by converting the most significant 32 bits and least significant
32 bits separately, and then padding the most significant digits with 10 zeros and then concatenating
with least significant digits. For example, a card ID with 0x10379052B4 would be output as
160932205236 with 64 Bit Math disabled, and 69651681972 with 64 Bit Math enabled.

Invert Wiegand Data: In some older Wiegand installations the Wiegand lines were reversed, resulting
in inverted data. Due to backwards compatibility with older legacy readers, this is normally enabled.

Reverse Wiegand Bytes: When enabled, data bytes are reversed before FAC/ID processing (after
leading and trailing parity have been removed). This is mutually exclusive with Reverse Wiegand Bits.

Reverse Wiegand Bits: When enabled, data bits are reversed before FAC/ID processing (after leading
and trailing parity have been removed). This is mutually exclusive with Reverse Wiegand Bytes.

11. Click Save to save the DataDecodeDefaults.xml file to \Program Files\HP\HP Access Control\AD-

Authenticator folder on the HP Access Control server.

12. Onthe HP Access Control server, in the IRM tile > AD-Configurator > Cards, select Card ID masking and click

Apply.
General i Permit user card self-enrollment
LDAP Seiver V! Permit user network credentials instead of cards
Cards —
| Cards are visible in user editor
Rights
Users "] Card 1D masking
Filters
SMTP Server

Proximity Reader

5.4.4 Set Proximity Reader parameters

The Proximity Reader page allows you to configure the card reader parameters.
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r.%’ NOTE: The Cards menu displays only if Card only or Card + code (two-factor) is selected on the General page.
See Section 5.4.2, Authentication method and data storage options for more information.

X TIP: If you want to view this page from a computer or workstation, instead of from the server, plug the reader
into the computer or workstation and then open a Web browser. Enter the following, where “servername” is the
name or IP address of the server containing the HP Access Control (HP AC) Configuration Utility:

http://servername/ad-authenticator/ad-configurator.aspx

Viewing this page from Web browser requires the installation of an extension. If a window pops up, prompting
you to download the extension, click OK to download and install.

This page allows you to use a computer or workstation to configure card readers to read specific card types, view
status information about the card reader, and view information about a card if a card type is unknown.

Follow the steps below to set the Proximity Reader parameters.

1. Click the Proximity Reader button to go to the Proximity Reader parameter page.

P Rrader | aaligm alien Rrade {oapeyied
A02F Serwer Card e BT [rere
il Pras w
Lindy
Coder Cand type 22 SEalirt
M KOLAS 5 3N w
Rghts
Card byee B [pe agiel Last caid i
ey (g g -1l A3 (WP W
e Card type
Card hype B4 [npe acie)
FMTF S S3ka RSP (LA LR Mol Pridi el
ity e ader Bis

e 493 B whsob

Marimm ar

Data
Fabe: dvallable o uelt ceader modes anly. Se dotumeiation far detls,

Irestall Readior Flug an |

2. You can configure HP Common Card Readers or RFIDeas RDR-80583AKU card readers to read two different
types of cards. The new HP HIP2 card readers can be configured to read up to four different card types. The
following table contains card types which are supported:

[%f NOTE: The HP HIP2 card reader provides additional card type and volume control information. The HIP2
reader is intended to function as a standard HP Common Card Reader in devices that have older in-printer
agents installed. When used with in-printer agents older than version 20160509, the HP HIP2 reader
supports two card types and the volume is not adjustable.

2Smart Key Farpointe Data NXT UID  Indala ASP 26 Bit KeyMate RDR-6E8X Compatible
Advant CSN (Legic) GProx-IlUID Indala ASP UID MiFare CSN RDR-6H8X Compatible
Awid HID Indala ASP+ UID MiFare Ultralight CSN RDR-6K8X Compatible
Cardax UID HiTag 1 and 1S Primary  Infineon my-d CSN Nexkey RDR-6Z8X Compatible
Casi-Rusco HiTag 2 Alternate loProx (Kantech) Nexwatch ReadyKey PRO UID
Deister UID HiTag 2 and 1S ISO 14443A CSN NXP Rosslare

Alternate
DESFire CSN HiTag 2 Primary ISO 15693 CSN Phillips Russwin UID

(RDR-6H
DIGITAG Honeywell I-tag CSN Pyramid NXT UID Secura Key -02
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http://servername/ad-authenticator/ad-configurator.aspx

o vk~ W

7.

EM/Marin EM410x iClass CSN Keri NXT UID QuadraKey Tag-It CSN (Texas
Primary/> Instruments)

Etag CSN (Secura Key) |-Code CSN Keri UID Radio Key

Under Card type (primary), use the drop-down list to select a card type.
Under Card type (secondary), use the drop-down list to select a second card type.

If you are using HP HIP2 card readers, select a third and fourth card type from the drop-down menus.

Under the Card Read Beep Volume drop-down menu, select the volume of the beep sound when cards are

presented at the reader.

l%" NOTE: If you are using HP Common Card Readers or RFIDeas RDR-80583AKU card readers on HP
FutureSmart or non-FutureSmart devices, the card beep volume can be set to OFF or Maximum only. If
Minimum or Medium are selected, the Maximum setting will be used for HP Common Card Readers or
RFIDeas RDR-80583AKU card readers.

[’_ﬁf’ NOTE:  The card reader volume level applies to all devices in the environment. The card reader volume
cannot be adjusted for individual devices.

993

[ NOTE:  The highest volume of the HP HIPZ readers is very quiet and the lowest volume is virtually
inaudible.

’L% NOTE: When the Card Read Beep Volume is set to OFF, the reader still beeps at full volume when it is
connected, and beeps at the minimum volume when accessed by the solution.

Do one of the following:

e If youwant to configure a card reader connected to the PC to read the selected card types, click the
Install Reader Plug-in button to install the browser plug-in. This updates the connected card reader
with the card type configuration, allowing you to use the card reader with any printer to read the

selected card types. The plug-in works only with Internet Explorer and Firefox. After making changes,

click the Update Reader button to configure the connected card reader.

e If youwant to configure your printers or MFPs to read the selected card types, click Apply. This applies

the card type configuration to your printers or MFPs, allowing you to use any card reader to scan the
selected card types.

In the Reader Connected section, view the model name and status of the connected card reader.

In the Last card read section, view information about the proximity card that was last used. If you want to

view information about a specific card, scan the card and the page displays information about the scanned

card.

10. Click Apply to save any changes.

5.4.5 Set

Cards parameters

Prerequisites

“Card Only” or “Card and Code” set in IRM tile > AD Configurator > General tab.
Data storage set to LDAP Server or Database in the IRM tile > AD Configurator > General tab.

To set parameters for using proximity cards, complete the following steps:

1.

Enter the name of the LDAP attribute to be used to contain your users’ card values into the Cards attribute
field. If storing in a database than this is not required.
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7.

AD COnﬁguratDr AD User Editc DB User Editor AD Group Manager

General Card attribute
LOAP Server
Cards [ cards are read-only
Codes | Permit user card self-enroliment
Rights
o Permit user network credentials instead of cards

Users

: ] Cards are visible in user editor
Filters
SMTP Server 1 Card 1D masking

Proximity Reader

Apply Reset

Click the Card attribute is read-only checkbox to disable the AD-Authenticator utility's ability to change
cards.

The AD-Authenticator User Editor provides the ability for authorized users to examine and change a user’s
card number. Uncheck the Cards visible in user editor check box to configure the User Editor so that cards
may be changed (only to new random values, unless specified as read-only) and emailed to their
associated users, but not viewed.

If you want users to be able to self-enroll than select Permit user card self-enrollment.

To allow for alternative authentication using Windows credentials, select Permit user network credentials
instead of cards.

Select Card ID masking if you want Active Directory or the database to read the card ID number, instead of
the card raw number, when a card is enrolled. See Section 5.4.3.3, Card Masking.

Click Apply to save any changes you have made.

B NOTE:

The Cards menu displays only if “Card only” or “Card or code” or “card and code (two-factor) is selected as
the storage option on the IRM tile > AD Configurator > General page.

The Card attribute field displays only if LDAP server is selected as the data storage option on the General
page.

If enabling Card ID masking, any cards that were enrolled before Card ID masking was enabled needs to be
re-enrolled.

If your printing environment has multiple types of card readers it is recommended to enable card ID
masking. This allows all cards to be read the same way.

5.4.6 Prevent Alternate Windows Authentication when using Card Only Authentication

In some environments, customers do not want users to enter network credentials at the device as an alternative
method of authentication if the user forgets their card.
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Prerequisites

e IRMtile > AD Configurator > General set to Cards

I? NOTE: Failover authentication via Windows is not supported with Card or Code. If a user Card is not available, a
Code can be used. If Code is forgotten, user can go to mycode website to change/reset it.

Set Card Parameters

1. Go tothe IRM tile > AD Configurator and select the Cards page.

AD Configurator AD User Editor DB User Editor  AD Group Manager

eieie————
Proximity Keade

2. Uncheck “Permit user network credentials instead of cards” and click Apply.
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3. Press the Pull Print button on the device. You will be prompted to present your card with no option to
provide network credentials.

Sign In = HPAC - DRA Server

Presant your card and than press 'OK' or press ‘Cancel to it

5.4.7 Prevent User Enrollment at the Device

In some environments, customers do not want users to enroll their cards at the device as the card data may
already exist in AD or SQL database.

Prerequisites

e IRMtile > AD Configurator > General set to Cards

Set Card Parameters

1. GototheIRMtile > AD Configurator and select the Cards page.
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AD Configurator AD User Editor DB User Editor  AD Group Manage

General Card attribute
LDAP Server
Cards [ cards are read-only
Codes /| Permit user card self-enrollment
Rights :
| Permit user network credentials instead of cards

Users

; | Cards are visible in user editor
Filters
SMTP Server (] card 10 masking

Proximity Reader

Apply Reset

2. Unselect “Permit user network credentials instead of cards” and click Apply.

3. The device will give an error with no option to enroll the card.

Unknown card

5.4.8 Code parameters when storing in Active Directory

The AD-Authenticator provides a number of options for managing user Codes. This section describes how to
configure those options.

To set the Code parameters, complete the following steps:

1. GotothelRMtile > AD Configurator tab and under the Device Authentication Method change to Code.
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2. GototheIRMtile, and select the AD configurator tab. Select the Codes page.

P Code attrbute
LOAP Server
Poo (] Codes areread-only Mrimem length
6
Codes (] Codes are visible in user edtor
- Maximum kength
ights (] Users can view own codes [G
Users :
[v] users can emal own codes Character set
Fiters [0123456789

[+] users can change own codes
SMTP Server
- Code encryplion passphrase
] Users can choose own codes [

o7 | (|

Proomiy Reader

3. Ifthe codeis to be stored in LDAP, as specified in the IRM tile>AD configurator tab>General section>Data
Storage: LDAP Server, then you will need to enter the name of the attribute that the code will be stored in.

e Ifthe code already exists in the specified attribute (i.e. an employee number) then check the Codes
are read-only box to prevent overwriting of codes. This will also disable all other options on the page
when read-only is specified.

'L%y NOTE: Ensure the attribute is indexed to prevent any delays during authentication.

4.  Select the settings that meeting your organizations environment:

e  C(Codes are visible in user editor: Unchecking this will allow for codes to be changed (only to new
random values, unless specified as read-only) and emailed to their associated users, but not viewed.

e  Users can view own codes: Allow users to view their code through the MyCode website (http://
<servername>AD-Authenticator/MyCode.aspx)

e Users can email own codes: Send their active code to their email address (obtained from active
directory lookup) through the MyCode website.

e  Users can change own codes: Allow users to change their codes to a new random value through the
MyCode website.

° Users can choose own codes: Allow users to choose their own code. The code must still meet the
minimum and maximum length, as well as only allowed character set can be used.

5. By default, code values generated by AD-Authenticator are exactly six numeric digits in length. You can
change them to be shorter, longer, variable length, and/or change the character set from which they are
made (for example, make them alphanumeric).

a.  Enter the minimum length for generated codes in Minimum length.
b.  Enter the maximum length for generated codes in Maximum length.

¢.  Enterall the characters that can be used for generating codes into the Character set field. By default,
this field contains 0123456789 which allows the generation of full numeric codes. You can change it
to any combination of alpha-numeric characters.
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General Code attribute

LDAP Server
Codes (] codes are read-only Minimum length
6
R I Codes are visible in user editor
Maximum length
Users
V1 users can view own codes 6
Filters
Users can email own codes Character set
el [0123456789

I userscan change own codes
Code encryption passphrase

Eﬂ Users can choose own codes |

Apply I Reset

By default, user codes are saved in clear text in Active Directory. If your codes have not been specified as
read-only, you can cause all future codes to be encrypted by placing an encryption passphrase in the Code
encryption passphrase field. Once you have specified an encryption passphrase, you should immediately
use the Group Manager application to encrypt all codes saved previously.

Click Apply to save any changes you have made.

Still in the AD-Configurator click on SMTP server and either select to Automatically detect SMTP server, or
specify the server and enter a username and password that has access to the server.

AD Configurator

General [] Automatica lly detect SMTP server
LDAP Server SMTP server
Codes 1192.168.1.2 |
Rights SMTP server username

15@hpsol
lcers |s 5@hpsolstr.com |
Filters SMTP server password

|t o0 |

SMTP Server

Apply Reset
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B NOTE:

e Do notdirectly change the code encryption passphrase from one value to another. This will cause an
irrecoverable situation where some of your codes are encrypted using the old passphrase and some with
the new. Instead, with the old passphrase still in place, use the Group Manager application to decrypt all
existing codes, use the Configuration application to change the passphrase, and then use the Group
Manager application to encrypt the codes with the new passphrase.

e If PIC values contain alphabetic characters, it is important to know that, because of the way LDAP queries
work, the alphabetic comparisons of PIC values are performed in a case-insensitive manner.

e  To assign codes to individuals or groups please see Section 9.3, AD User Editor and Section 9.4, AD Group
Manager.

5.4.9 Code Parameters when storing in SQL

e  Toemail codes to users the SMTP server must be configured. See Section 4.2.2.1, Set SMTP Server
parameters.

e  For assigning codes to individuals review Section 9.3, AD User Editor or Section 9.6, DB User Editor.

e  Toassign codes to groups review Section 9.4, AD Group Manager.

e  (odeonly, card or code, or card and code (two factor) set in the IRM tile > AD Configurator > General page.

Complete the following steps:

1. IntheIRMtile > AD Authenticator > Codes page select the minimum and maximum length for the code (i.e.
in the screenshot below the minimum length the code can be is 4 and the maximum length can be 8).

Minimum length

b |

Maximum length

2. Enter the character set that can be used when generating a code. These values can be numeric or alpha
characters.

Character set
0123456?893bcdefd X

3. Toencrypt the codes follow the steps in 5.8.4 Encrypt or decrypt users PICs.
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Go to the Filters button and click on the Activated users filter.

AD Conﬁgurator AD User Editor DB User Editor  AD Group Manager  User List Editor

Delete the following text:

(103=")(1=%)

Click Edit and Apply.

AD Configurator AD User Editor DB User Editor  AD Group Manager  User List Editor

Click Candidate users.

Delete the following text:

(CQOF=)NCET=))

Click Edit and Apply.
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B NOTE:

e  Activated users filter will select all users who have an email address and have been assigned previously a
code and access rights.

e  C(Candidate users selects all users who have an email address but have not yet been assigned a code or
access rights.

e  The AD Authenticator will ensure that an email address is included in both filters to ensure that only
accounts that are used by people (and not system accounts) are included and that the HP AC server can
email users their assigned code and rights.

5.5 Database storage

To configure HP Access Control to store user enrollment data (i.e. card, code, or card+code), select Database as
the storage method.

1. Launch the HP Access Control Configuration Utility.
2. Select the IRM tile. Under the AD configuration tab, click the General button.

3. Under Data storage, select Database. If you want to allow users to enroll multiple cards to be associated
with their Windows login, select Multiple cards per user.

General Product support enabled Device authentication method
LDAP Server [ HpAC-IPA ® Code only
=——s _ \_) Card only
. /| HPAC-PIC Card or code
Rignts i Card and code {two-Tactor)
1| HPAC-DRA
Users
_ Data storage
Filters | HPAC-IRM
SMTP Server i
- i '® Database
__| Encrypt configuration
4. Click Apply.

5.5.1 Common SQL enrollment database

In a multiserver environment, a common enrollment database is required so users do not have to enroll on each
HP Access Control server.

Prerequisites

e  The SQL server must be configured to accept mixed mode authentication and to have a SQL user
previously created with dbcreater rights.

e Databaseis selected as the data storage method (IRM tile > AD Configurator tab > General page)

Br NoTE:

e SQL enrollment is required if using delegate/alias printing.

e  Thelogin account must have enough rights on the SQL server to create and modify databases (dbcreator
or sysadmin)

° SQL Server can be installed on the local server or a remote server.
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1. Goto Settings tile > Database tab.

2. To connect or create a database on a SQL server, select SQL Server.

L
— IRM Database configuration

() SOL server

Server name |Sqlservenisgll

Database name |HPIRM

(&) Windows authentication

(O 50L authentication

Domain\Login |NpsolstrisT

Password |

] Always0n

[@ Test } [@ Apply

Enter the server name and instance (if required) using the server name or IP address.
Enter a name to identify the new database. This can be anything (i.e. HPIRM).

Select either Windows authentication or SQL authentication.

o v W

Enter the login credentials of an account with enough rights on the SQL server to create and modify
databases.

7. Once the database is created, you will see a message in the message pane.

1/7/2015 4:16:07 PM - Save successful
1/7/2015 4:57:28 PM - Database connection ok
1/7/2015 4:58:46 PM - Database connection ok
1/7/2015 4:58:46 PM - Login ok

1/7/2015 4;58:46 PM - Database created.

i IMPORTANT:

e  Tocreate a new database, you must have the sysadmin or dbcreator role for the credentials entered. To
make changes to the IRM database, the credentials entered must be a Login in SQL Server that is either a
member of the db_owner database role or a member of the db_datareader and db_datawriter database
roles for the IRM database. The db_owner database role can perform all configuration and maintenance
activities on the database. The db_datareader database role can run a SELECT statement against any table
or view in the database. The db_datawriter database role can add, delete, or change data in all user tables.

e Ifthe Loginis a member of the db_datareader and db_datawriter database roles, Execute permissions (in
database Properties) must be granted to the user.

5.5.2 Import to IRM database

The ImportUser tool allows administrators to import user name/card/code/rights/alias information into a SQL
Server database, or export data from SQL to a CSV file. This tool is intended to be used with HP AC 14.1 or newer.

Below is a sample CSV file. To import, the CSV file must contain a header with fixed values and at least two
columns: a user column and a card or code column. Other columns, such as rights or alias, are optional.
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A B C D E
1 |user alias card code rights
2 |userl userlA 1111 1234 111111111
3 user2 user2A 2222 2345 111111111
4 |user3 user3A 3333 3456 111111111
5 userd userd4A 4444 4567 111111111
&

[%f NOTE: The ImportUser.exe file will get the database connection from the AD-Authenticator web service and
read if the server is configured for Code, Card, or Card + Code authentication. The file will also check if the CSV file
contains the appropriate columns.

Running the ImportUser.exe file with no parameters will display the following optional parameters:

° -multicard enable multicard support

e -update update existing users card and/or code

° -deleteuser deleteall users and alias from the database before processing CSV
° -deletealias delete all alias from the database before processing CSV

e -—export exportthe configured database to a CSV file

[ IMPORTANT: I Multiple cards per user is enabled on the server (in the HP AC admin console > IRM > AD
Configurator), the parameter —-multicard must be entered in the command line.

[ﬁ_'_%f’ NOTE:
e  Optional parameters do not need to be entered in a specific order.

o Ifthe ImportUser.exe file is not run on the same server as the AD-Authenticator web service, the
ImportUser.exe.config file (|program files\HP\HP Access Cotrol\client setup\ must be edited to add the
correct server name. Open the ImportUser.exe.config file and edit the <endpoint address="http://
localhost/ad-authenticator/ad-authenticatorasmx” line, where localhost is the name of the server
containing AD-Authenticator.

e  If Multiple cards per user is enabled on the server (in the HP AC admin console > IRM > AD Configurator), the
parameter —multicard must be entered in the command line.

5.5.3 Importing data

To import data into a SQL Server database, perform the following steps:
1. Navigate to \Program Files\HP\HP Access Control\Client setup from a command prompt.

2. You can check that the users have been imported by going to the IRM tile > DB User Editor tab. Click Search/
Refresh.

BY NOTE:  You may have to change the grid page size to view the entries.

For example, the following command line is valid:

ImportUser.exe users.csv -update -deleteuser -deletealias -multicard

5.5.4 Exporting data

To export data from a SQL Server database to a CSV file, perform the following:
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1. Openacommand prompt and navigate to \Program Files\HP\HP Access Control\client setup.

2. Typeimportuser.exe c:\<path to where the file will be stored\<filename> - export (i.e. importuser.exe c:
\temp\users.csv - export.<insert pic export users>.

3. The CSV file will be created and placed in the specified directory.
For example, the following command line is valid:

ImportUser.exe c:\users.csv —-export

Ej?’y NOTE: The exported CSV file can also be imported. For example, if you want to switch from SQL CE to SQL
Server and avoid re-enrollment, export the data to a CSV file from SQL CE, change the IRM database to use SQL
Server (go to the HP AC admin console > Settings > Database > IRM Database Configuration), and then import
the same CSV file into SQL Server.

5.6 Authorization

AD-Authenticator can be used to manage authorization to access walk-up functions of the print device.

See Section 5.7, Configuring devices to see what features are supported on print devices.

The AD-Authenticator provides two different methods of rights control:
e Individual rights control: This method allows you to choose exactly which rights each user has.

e  Group rights control: This is a batch-control method, based on users' membership in pre-defined Active
Directory Groups. This method is ideal when your Active Directory has been populated with groups that
represent a user's role in your organization and that role maps directly to the device functions its users
should be permitted to use.

You will need to determine which rights-control method is appropriate for your organization before continuing to
complete this section.

5.6.1 Configuring individual rights control
This section describes the procedure for configuring AD-Authenticator to control rights for an individual user.
1. Inthe IRMtile, click Rights on the AD Configurator tab to select the rights parameter page.
2. Select Individually by user.

General Rights control: ) None ®) Individually by user _ By group membership
LDAP Server

Codes

Rights Features

Users

Filters

SMTP Server
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3. Ifyou selected LDAP as the data storage (IRM tile > AD Configurator > General), then the User rights
attribute field displays. Enter the name of the LDAP attribute to be used to contain your users' assigned

rights.
General Rights control: ) Mone ) Individually by user ® By group membership
LDAP Server User group membership attribute
Codes |member0f |
Rights Features
Users |£npy V| Feature is protected
Filters Permitted groups
SMTP Server

4.  Complete the following process for each device feature listed in the Features drop-down box:
a.  Select a device feature in the Features drop-down box.

b.  Select Feature is protected if the feature should only be available to specific users. Clear the box to
allow all users to access the feature. All features are protected by default.

AD Configurator
General Rights control: () Mone (®) Individually by user ) By group membership
LOAP Server
Cards
Rights Features
] Featureis protected
Users Color Copy
Filt Send to E-mail
LIBES Send Fax
SMTP Server Send to Folder
Job Storage
Proximity Reader Create Stored Job
Digital Sending Service (055) Secondary E-mail
Digital Sending Service (D55) Workflow
Secure Pull Print

| Apply | | Reset |

The specific users who can access this feature will be specified later using either the User Editor or Group
Manager. See Section 9.3.2, Change a user’s device feature rights.

5. Click Apply.
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6. Browse to the AD User editor in the top menu. The page will now show the functions that are protected.

AD Configurator  AD User Editor DB User Editor  AD Group Manager User List Editor

7. Search for the user by entering the username, email, or * and click Find.

8.  Select the functions you want to restrict the user from accessing. You can select them individually or select
Deny all.

AD Configurator AD User Editor DB User Editor  AD Group Manager

9.  (Click Update.
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10. Inthe device's EWS go to Security > Access Control and ensure the authentication method is set to HPAC-
DRA or HPAC-IRM. Ensure the guest user is locked out (it will show a lock icon). Click Apply.

[ Copy application Y =

11. At the print device, when a user tries to access a function that they are not permitted to use, they will
receive a message (message may very depending on device).

Access Denied

5.6.2 Configuring group rights control

This section describes the procedure for configuring AD-Authenticator to control user rights using Active
Directory groups.

1. Inthe IRMtile in the AD Configurator tab, click the Rights tab to select the rights parameter page.
2. Select By group membership.

@ i‘i ? _ o x

AD Configurator
aeneral Rights controk ' Mome (_ individually by user %) By group membership
LDAP Server User group memiership attribube
Cands |member01 |
Rights Features
e [ Copy v ] Faatue s protected
Filters Permitied grouns
SMTP Serviei
Prouimity Resder
Modify .
Apply | | Reset

3. Inthe User group membership attribute field, enter the name of the LDAP attribute that contains the list of
groups your users are members of.
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@ 3 T B i

AD Configurator

Genaral Rights control: ' None ' Indtvidusily by user ® By group membership
LOAP Server User group membership attribute .

Cands | memberOf i

Rights Features

o | Cony v of Festureis protected
Filters Permitted groups

SMTP Server

Proximity Reader

[ odiy

[ Apply | | Reset |

BY NOTE:

e  The default memberOf value is correct for most Active Directory installations.

e  Ensure the field entered is indexed to avoid authentication delays.

4. Complete the following process for each device feature listed in the Features drop-down box:
a. Select a device feature in the Features drop-down box.

b.  Select Feature is protected if the feature should only be available to specific users. Clear the box to
allow all users to access the feature.

¢.  Ifyouhave protected the feature, click Modify. A page will appear that allows you to select the groups
in your Active Directory that will have access to this device feature.
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d.  The feature you are modifying is listed at the top of the page. Select groups from the Available groups
pane and move them to the Permitted groups pane to allow members of those groups access to the
feature. Select groups by clicking on them (user shift-click and control-click to select multiple groups
at once). Move the groups by clicking the arrow buttons.

.® A GEEE |

AD Corfigurstor: AD User Editor 08 User Editor  AD Groupp Mansger - User List Editar

{ >
£

2

e.  When all groups that should be allowed access to this feature are listed in the Permitted groups pane,
click OK.

®© < SEEE

AD Configurator: AD UserEditor  [18 User Editor - AD Group Manager  Liser List Edizor

f.  Repeat this process for each device function you wish to protect.

5. Once you have completed the protection settings for each device feature, press Apply to save the changes
you have made.
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6.  Inthe device EWS go to Security > Access Control and select either HPAC-DRA server or HPAC-IRM server
for the feature. Ensure the guest user is locked out and click Apply.

[# Copy application Iy F [HPAC - DRA Server |00

7. Atthe device control panel, authenticate and try to use a feature that is protected. A message will appear
advising the user that access is denied.

Access Denied

Your user account does not have permission to access the selected item. Try another
account or contact the administrator for access.

5.6.3 Set Filter parameters

The AD-Authenticator Group Manager operates on sets of users selected by pre-defined LDAP queries (filters).
The filters can be used, for example, to assign different default individual access rights to different groups of
users. This section provides instructions for defining those filters.

General Fizers
Activated Users (BdobjeciCliss=organizaticnalPerson){{2)=*) (userAccountControb.2.840.113556.1.4.803:=2)) ([0)=*H{1}+*1)
LDAP Server Candidate Users (BlobjectCss=organiationalPerson) ({2]}==) (userAccountControb . 2.840.113556.1.4.803:=21) (L0l =<1 J=*10)
Cards
Codes 1] ]|
Rights Name
|Actiated Users
Usar's
Filvers Expression
H&[nblm{:iass=orgamnhmaipllson}({2|=')||[usorﬁccounICorilnl 1.2 840 113555 1.4 803 =2)N{0)="}{1}="))
SMTP Server
Prairity Readet pdd|  Fde|  Delete |

Apply I Rezet I

Bf NOTE: If you selected to use Database storage, the {0} LDAP attribute for codes and the {1} LDAP attribute for
rights no longer apply to filters. The {0} and {1} macro values must be deleted from the Activated Users filter
expression and the Candidate Users filter expression in order for the AD Group Manager to correctly use the
filters.

Section 5.6 Authorization 123



X TIP:

e  Three special macro values are available when defining the LDAP filters. {0} will be replaced with the LDAP
attribute name configured to hold the AD-Authenticator code. {1} will be replaced with the user rights
attribute name. {2} will be replaced with the email attribute name. These macros allow the default filters to
be appropriate for many installations even if the LDAP attribute names have been changed.

o  Two filters are defined by default. The Activated Users filter selects all users who have an email address
and have been assigned both a code and access rights. This filter is intended to select all users who are
currently setup to use AD authentication. The Candidate Users filter selects all users who have an email
address but have not yet been assigned a code or access rights. This filter is intended to select users for
the Group Manager to assign initial codes and default access rights. The test for an email address is
included both to help to filter out user accounts that are not used by people (e.g. defined only for system
use) and to insure the group manager can email those users their assigned code and rights.

Use the following steps to define or change the LDAP filters:
1. Click Filters button in the IRM tile >AD Configurator tab to select the filter parameter page.
2. Thefilters currently defined for use will be displayed under the Filters heading.
3. Three operations are available:
a. Addanew filter by entering its Name and LDAP query Expression and then click Add.
b.  Edit an expression by clicking it, changing its LDAP query Expression, and then click Edit.

e  C(lick the Activated Users filter. Activated users will select all users who have an email address
and have been previously assigned a code and/or access rights. In the Expression field, delete
the following text:

({0}=*) ({1}=%*)

e  (lick the Candidate Users filter. Candidate users selects all users who have an email address but
have not yet been assigned a code and/or user access rights. In the Expression field, delete the
following text:

(HE{0=%)) (L ({1}=*)))

e  The Expression field of the Activated Users filter and the Candidate Users filter must display the
following:

(& (0bjectClass=organizationalPerson) ({2}=*) (!
(userAccountControl:1.2.840.113556.1.4.803:=2)))
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4.

AD Configurator

General Filtrs
Agtivated Users (B objectClass=nrganizationaiPersanilZ}=*){!lusesAccointControl:1.2,840,1 13556, 1.4.803:=2)))
LOAR Server Candudate Users (&ipojectClass=prganizationalPersonii2l=*1(tuserAccountControl:.2, 840,01 1358586, 1.4.803:=210)
Codes
Rights <
Users
Name
Filters |A:1i'.'a!e{! Users
SMTP Semr 2
Expression

|i$|nbinctf§l.is.s-a-ga!‘.i?arinnnlpmsnn:-|i:?}-'||jI[uacri\ccnunrc.ﬁntm! 1.2 840 113556.1.4.803:=2)))

Apply Hesat

¢.  Delete an expression by clicking it and then click Delete.

When the filters are defined correctly, click Apply to save any changes you have made.

5.7 Configuring devices

In order to allow users to authenticate on a device, the device must be configured for authentication from the HP
AC Configuration utility.

Prerequisites

HP Access Control Agent must be installed on the server.
The correct PRN installation file displays in the Installation file field in the Settings tile > Agent tab.

A device administrator password is set on the device and matches the device administrator name and
password in the Settings tile > Device tab, and the IRM tile > AD Configuration tab > General page.

HP ACIRM is configured. See Authentication.

Certificate installed and configured.

HTTPS is required for communication on the web server and with all printers.

Communication to the device exists (ping hostname/address) and is defined in DNS for reverse lookups.
Device is listed as a supported device.

Device is running the correct firmware.

If you chose to use the TCPIP/IPPS protocol in the HP AC configuration tool > Settings tile > SPP Express or
SPP Enterprise tab, make sure IPPS-SSL is enabled on the device. Go to the device web page > Security
Settings > SSL Settings. In the Setting of SSL section, make sure IPP-SSL is set to Enable. Click Submit.

[Z?’”r NOTE:  If the authentication method is set to card or code in the IRM tile>AD Configurator > General page the
device will function as if card only has been selected.

5.7.1 HP Multifunction devices

Supported Features
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e  Secure Pull Printing
e  Authentication
—  Card or Windows Authentication
—  Card+Code (two-factor)
- PIC
—  Cardor Code
e Authorization for device functions
e  JobAccounting
—  Quota
—  In-printer tracking

° Enrollment

Complete the following steps:

1. Inthe HP AC configuration utility, go to the Devices tile and do one of the following:
a.  Select the device from the device list.
b.  Scan for devices on the network.
¢.  Enter the IP address of the device.

See Section 4.2.1, Adding devices.

2. When reconfiguring the device(s), place an X in a component checkbox to resend the configuration file.
Place a/in a component checkbox to not resend the configuration file and leave the current configuration
status as is. Clear a component checkbox to disable the component on the device.

3. Click Install to send the installation file to the device if this is a new device.

[%y NOTE: The device may reboot during the installation process. Please wait for the device to return to the
"Ready" state.

Devices

HPAC{TH - — -
Drag and drop columns here P 16622130 @ Add

B Mame Ty Monel i Serial - N -7 B e

Configuration - 16.62.213.0

9 Are you sure you want to instal the agent on the selected devices
¥

T [

i

1 devienisi

4. Select the device from the device list and click Configure.
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5. Inthe Configure window, select Authentication and/or Authorization. Click OK.

Select which component to enable on the selected
devices:

[%] Pull printing | QADOG.ctsupport.com

[¥] Tracking [ ga014-w2x12.ctsupport.com

[%] Authentication

ga001.ctsupport.com

No change

[] Quota QADO6.ctsupport.com
ga014-w2k12.ctsupport.com
[] Cenfirmation trap [ qa001.ctsupport.com

[® Cancel | [@ 0K

[] Authorization

B NOTE:

e  When configuring HP AC there may be a requirement to set the device to look at multiple IIS servers.
When multiple IIS servers are in the Settings > IIS area, then the option to configure for a different IIS
server will appear for the Authentication/Authorization options in the Devices > Configuration window.
The Authentication and Authorization options must be configured to the same server.

e  When using multiple IIS servers ensure that the server certificates are configured properly. Refer to
Section 4.2.4.3, Creating certificates in a multi-server installation.

6.  Configuration will be complete in about 30 seconds. Configuration results will appear in the message pane.

5/26/2014 6:12:51 PM - start configuration [~
5/26/2014 6:12:52 PM - 192.168.1.15: Create printer definition

5/26/2014 &:12:53 PM - 192.168.1.15: certificate installed I
5/26/2014 6:12:54 PM - 192.168.7.15: pull printing configuration IE]
5/26/2014 &:12:57 PM - 192,168.1.15; tracking configuration [
5/26/2014 6:13:18 PM - 192.168.1.15: authentication agent configuration (Authorization) |l

7. Go to the device EWS to set the authentication method at the device.
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FutureSmart devices

e  For FutureSmart devices, go to Security > Access Control page of the EWS. Click Access Control (HPAC
IRM) in the left pane, and select Enabled check box for the required authentication method.

[ vormation |~ Conoral |~ Copylrint | —Seanbihat on |

General Sacurty
S Access Control (HPAC I
cssearencrn (I

Profect Stored Data
Licerse identifer Eissm
Cartificate Mardgement
Seil Tesd
hitp:A92.16RL 1M icensewslicense
tteer Links
et e
Shop Tor Supplies
Produet Suxonn

HPAC - Local List
HPAL - PIC Server
HPAC - DRA Server
HPAC - W4 Soruer |

Configuration

e  (lick Access Control (in left pane). Scroll down to HP AC Secure Pull Print and choose the authenticator
(I.e. HPAC — IRM Server). Set the HP AC authentication method for each device function to be
controlled by HP Access Control.

¥ Metwork Folder application v 3 Use etk v

& Job Status application Uss Defaull Vi
Save to USE application m = Use Defas ]
Dievice Maintenance application [ ] 2 UsaDefall =~ |
HP AC Secura Pull Print w 72 [HPAC - W Seever |

Manage Permission Sets,. Pl #ccess Granded [ Requines Sign in [ Full Access [ Access Denied

e  Setthelockiconin the Device Guest column for the chosen options.
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Non-FutureSmart devices

e  Fornon-FutureSmart devices, go to Settings > Authentication Manager page of the EWS. In the HP AC
Express row, select HPAC Server as the Log In Method. Click Apply.

Setthe Devica Functions that raguire usars o succassfully log in bafore use. Each funclion can reqguira a

Help

Log In Method

Mone W
Log In Method

Mone L
Mone W
Mane W
Mong ~
Mane w
Mane W
Mone W

HPAC Server Z‘

m hp LaserJet 4345 mip f 10.0.0.154
invant hp LaserJet 4345 mfp
Information || Settings || Digital Senaing || Networking |
ConfigurePeviee . Authentication Manager
E-mail Server
Aers
ButoSend different Log In Method.
e Home Screen Access
| Authentication Manager
LDAP Aulhentication Log in At Walk Up
Kerberos Authentication -
D PIN Authen Device Funclions
User PIN Authentication Copy
Edit Other Links Send E-mail
Device Information Sand Fax
Langusge Send to Metwork Folder
IR D258 Secondary E-mail
Sleep Schedula )
HPAC Agent DSS Workllow
Simplex Copy
[ HP AC Exprass
Other Links
hp in=stant support

5.7.2 HP single-function printers

—  (ard or Code or Windows authentication

—  Cardor Code (on FutureSmart devices with a 4.3" display)

Supported features
e  Secure Pull Printing
e  Authentication
—  (Card+Code (two-factor)
- PIC
e  JobAccounting
— Quota
—  In-printer tracking
e  Enrollment

[%o NOTE: HP Non-FutureSmart single-function devices only support card authentication.

[f% NOTE: Enrollment and Windows Authentication only available on FutureSmart devices with 4.3” display.

Complete the following steps:

1.

In the Devices tile, select the device from the device list if this is a new device and do one of the following:
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e  Select the device from the device list.
e  Scan for devices on the network.
e  Enter the IP address of the device.

See Section 4.2.1, Adding devices.

2. (lick Install to send the installation file to the device. The device may reboot during the installation process.
Please wait for the device to return to the "Ready" state.

TOS0.TAU.77  WPOAELOs AP Lol LaserJermisg  KRKRRARRRK Qi9j2uis] |
10.96.140.214 P214 HP LaserJet 500 color M551 CNCCFBGONS ﬂfgr'ZI}lSi

10.96.140.168 NPIFBECEA HP LaserJet 600 M603 CN1CCSRO13 4/9/2015 i
10.96.140.7 NPI851849 HP LaserJet 600 M603 (N2CCBG014 dIQIEBISE
10.96.140.172 NPISATB45 HP Laserjet 700 color MFP M775 MX1CD6BOOH  4/9/2015 |

i

10.96.140.138 NPI158548

HP LaserJet 700 M712 CN2(DI9OFF  4/9/2015

HP LaserJet 700 M712 NICO7ROAN  4/972015 (9]

38 device(s)

[ [@ e (@ »

3. Select the device from the device list, then click Configure. In the Configure window, select Authentication.
Click OK.

Select which component to enable on the selected
devices:

[] Pult printing

[] Tracking

[] Authentication

[[] Autherization

[ quota

[ confirmation trap

[® Cancel

) Install HP agent ] [ Remove HP agent ] [ Configure ]
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B NOTE:

e  When configuring HP AC there may be a requirement to set the device to look at multiple IIS servers. When
multiple IIS servers are in the Settings > IIS area, then the option to configure for a different IIS server will
appear for the Authentication/Authorization options in the Devices > Configuration window. The
Authentication and Authorization options must be configured to the same server.

e When using multiple IIS servers ensure that the server certificates are configured properly. Refer to Section
4.2.4.3, Creating certificates in a multi-server installation.

5.7.3 HP Officejet Pro printers

OfficeJet Pro devices do not need an agent installed. This is because the Officelet's configuration is stored on the
HP AC server and not on the device.

Supported features
e  Secure Pull Printing
e  Authentication
—  Card or Code or Windows Authentication
—  Card+Code (two-factor)
- PIC
—  CardorCode
e  Authorization for device functions
e  JobAccounting
—  Printer Server tracking
—  Print tracking (with “Enable Tracking of Printed Jobs” enabled)
e  Enrollment
Prerequisites
For OfficeJet Pro devices, ensure that the following additional prerequisites are enabled:
e  Make sure Rights are enabled in IRM.
e  Agent and Secure Pull Print Express/Secure Pull Print Enterprise must be installed on the server.

e  Make sure the correct OPS certificate or customer certificate displays in the Certificate field in Settings tile >
Device tab.

° HTTP activation needs to be enabled on the server (NET 3.5.1)

e  Ensure the correct username and password is entered (that was specified during the installation of the OPS
server). If the password needs to be changed, please see Section 15.18, Reinstalling HP OPS

e If the device was previously configured on a different server, you must enable the following setting to be
able to configure the settings from the new server:

a. Goto the Settings tile.
b.  Under the Device tab, check Override OPS settings.
¢.  Click Test and Apply.
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- OPS server

OPS server |j'llt‘ps:¢‘.-‘ 10.96.140.81:8081 J

OPS certificate l[."ni’wgram Fites\Hewlett-Packard\HP Access Controf\10.96.140.81.cer I

[X] Override OPS settings

User |admin |
— |

Complete the following steps:

1. Select the device from the device list, then click Configure.

Select which component to enable on the selected
devices:

[] Pult printing
[] Tracking

[ Authentication

[[] Autherization

[ quota

[ confirmation trap

[® Cancel

) install HP agent ] [@ Remove HP agent ] [ Configure J

&

2. Inthe Configure window, select Authentication and Authorization to enable IRM authentication and device
rights.

3. Click OK.

5.7.4 HP PageWide Pro printers

Supported Features
e  Secure Pull Printing

° Authentication
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—  (Card or Windows authentication
— Cardorcode

—  Cardand code (two factor)

—  PIN/PIC

Authorization for device functions
Enrollment

Job accounting

—  Print server tracking

—  Pull print tracking (via server)

—  Glass activity tracking

Prerequisites

Device firmware is 1629F (VR 1.2 release) or higher

PageWide Pro will use OPS only if the firmware requires OPS and will prompt for the installation files
User database/LDAP/Active Directory is properly configured

Rights are properly configured in the IRM tile if authorization is required

Agent and Secure Pull Print Express/Secure Pull Print Enterprise are installed and configured

HTTP activation is enabled on the server (.NET 3.5.1)

BY NOTE:  The following is currently unsupported:

Quota for glass activity
Allocation

Local list authentication

5.7.5 Configure the device

Authorization controls access to device features by individual user or through AD groups. Before the device is
configured the server must be configured for authorization (rights management).

Rights Management Setup

When a device is configured with OPA, all device functions are managed by IRM. This means that authentication
changes for a specific feature are made within IRM. Rights can be setup individually by user or by group
membership. For most customers configuration will be done by group membership, as configuring rights
individually can be a time consuming administrative task with a large number of users to manage.

Rights control by group membership

1.

Go to the IRM tile > AD Configurator > Rights and select By group membership. When using groups instead
of individuals, the attribute containing user assigned groups already exist in AD as the memberOf attribue.
Select the desired feature (such as copy) and verify “Feature is protected” checkbox is selected, and click
Modify.
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2. Select Domain Users and click the right arrow to move it to the Permitted group’s box. Click OK.

Liritdl ks conlini N inorAtualy iy LG 5 By S0op membdrihip
LOAF Sarier U UL mETeTIhip atiiute
Cads [t
Righr: FRalur
Lsars | Secave Full Print | = | Feature i prodeched
Fikers Fermmithed grougs
SMTR Sanam
Pr2miraly i
[ Mndiy

3. Click Apply.

B NOTE:

e  Torequire authentication for a specific device feature, make sure the Feature is protected checkbox is
selected in the IRM > AD Configurator > Rights page. When the Feature is protected checkbox is not
selected, the feature will not require authentication at the device control panel.

e  The previous steps must be completed for each feature individually.

e  This setup cannot be completed through the device EWS or other tools, such as HP Web Jetadmin.

Rights control by individual user

1. Gothe the IRM tile > AD Configurator > Rights and select Individually by user. If storing user details in AD,
then enter the AD attribute that the user’s rights will be stored in. Make sure this attribute has write
permissions and that it is indexed to ensure there are no delays in authentication. If storing in SQL, then
this field does not appear.
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AD cgnﬁgumm AD User Editor DB User Editor  AD Group Manager User |

ST
 Rights .

2. Select the desired feature (such as “copy”) and verify that the Feature is protected checkbox is selected.
Click on Apply.

AD cmﬁgumtﬂr AD User Editor DB User Editor  AD Group Manager  User List
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3. Go to the AD User Editor tab. Search for the user by entering the username or email and click Find.

AD Configurator  AD User Editor DB User Editor  AD Group Manager  Utser List Editor

4. Select functions to restrict the user from accessing. Select individually, or select Deny All. Click Update.

AD Configurator  AD User Editor DB User Editor  AD Group Manager

@ NOTE: To change a user's device feature rights using AD Group Manager, refer to Section “9.3.2 Change a user’s
device feature rights” in the HP AC Administrator Guide.

Configuring devices
To configure the device, complete the following steps:

1. Inthe device tile enter the printer IP or hostname into the IP field and click Add.
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2. Select the device from the list and click Configure.

3. Select Authorization and Authentication and click OK. Configuration will complete in about 30 seconds.
Configuration results will appear in the message panel.
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5.7.6 XT devices

The XT device is an external device with an attached card reader that allows for Pull Printing at any printer or
multifunction device.

XT boxes provide no tracking capabilities. If print tracking is required you will need to configure Pull Print tracking
or print server tracking.

Supported features
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Secure Pull Printing
Job Accounting
—  Print server tracking only

—  Print tracking (with Enable Tracking of Printed Jobs enabled)

Prerequisites

For XT devices, ensure that the following additional prerequisites are enabled:

Make sure the XT device is connected to a printer and to the network.
If your server has a firewall, make sure TCP 2000 is open to send configuration files.
If your server has a firewall, make sure UDP 11000 port is open for device discovery.

Make sure the IRM authentication method is set to Card Only in the IRM tile > AD Configurator > General
section..

Make sure the IRM Proximity Reader settings and Card settings are correct.

Make sure Card ID masking is enabled.

2993

B NOTE:  The XT device must be rebooted or power cycled after the card type configuration changes. To power

cycle the XT device, unplug the power cord from the device and then re-plug the power cord. Or, go to the
Devices tile, right-click the XT device and select Reboot device.

Complete the following steps:

1.
2.
3.

Select the XT device from the device list, then click Configure.
In the Configure window, select Pull printing. Click OK.

The device reboots and then beeps five times, indicating the device is configured.

5.7.7 HP S900 series devices

Supported features

Secure Pull Print

Authentication

—  Card or Windows

—  Cardor Code

—  Card+Code (two-factor)

- PIC

Authorization for device functions
Enrollment

Job Accounting

—  Quota

—  In-printer tracking

Prerequisites

For the SS00 devices, ensure that the following additional prerequisites are enabled:

138 Chapter 5 Authentication



e  Make sure IRM licenses are available on the HP AC server. An IRM license is required for each device to allow
for walk-up authentication.

e Ifyouwant to use a front panel QR code for pull printing with a mobile device, make sure to manually
generate a QR code prior to configuring the device.

e If you will be using SPP Enterprise on an HP S900 series device, make sure to go to the HP AC configuration
tool > Devices tile and configure the device for Pull Printing. This will create a printer definition file, which is
required to use SPP Enterprise.

BY NOTE:

e Ifyou change the IRM authentication method to Code Only, you must recycle the HPACWS application pool
in IS before authenticating at the device. If an error message displays on the front panel, restart the device.

e  Bydefault, card readers are configured to read HID and iClass card types. If you want the card reader to
read different card types, update it before connecting to the printer. Specific parts/kits along with part
numbers are required for HIP reader integration on the S900 devices.

Complete the following steps:

1. Openaweb browser and enter the IP address of the device to go to the device's web page to configure the
device. The default username for the device web page is "admin” and the default password is "admin.”

2. Toinstall a card reader for card authentication, select User Control followed by Card Type / Card Reader
Settings. Select the Use IC Card for Authentication checkbox. Make sure the Card Type / Card Reader value
is set to 200. Click Submit.

Figure 5-1 Card Reader settings

w User Mame: Administrator | Logout(L)
/
Card Type / Card Reader Settings
HP Color MFP
$962dn Submit(U) | | Update(R)
u Top Page Card Type / Card Reader: |55
b Status IE:USE IC Card for Authentication I
s e Back Back to the Top on This Page &

¥ Document Operations

w User Control

¥ User List

& Default Settings

= Organization /Group List

= Machine Page Limit
Setting

¥ User Count

= Card Area Setting

= Card Type / Card Reader
Settings

Submit(U) Update(R)

» Svstem Settings

3. Atthe device, tap Settings > User Control > Card Reader Device Registration. Then tap Read.
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When prompted, plug in the card reader. The card reader will beep twice. Tap OK. The card reader Product
ID and Vender ID displays on the screen.

Insert card reader prompt

; [JLINE M PRINTER
- Fag

Connect a card reader. Connect again after removal if it
is alrsady connacted

OK Cancel

(Submit | Update|

Tap Submit to save the card reader registration.

Card reader registration

B CJLINE B PRINTER

Card Reader Device Registration
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7.

To configure the device for card authentication, select User Control followed by Default Settings. Scroll
down to the Card Setting section. Select the Automatic Login with a Card checkbox. Select the Card/Front
Panel Operation Authentication Approved checkbox. Specify Enable in the Card ID Registration/Change

Authority drop-down.

Figure 5-4 Default settings

-

O

HP Color MFP
S962dn

= Top Page

¥ Status

» Address Book

¥ Document Operations

¥ User List

© Organization /Group List

B Page Limit Group List

= Machine Page Limit
Setting

B Authority Group List

¥ Favorite Operation Group
List

¥ User Count

o Card Ares Setting

u Card Type / Card Reader
Settings

» Syslem Settings

» Matwork Settings

b Apglication Settings

b Enargy Save

» E-mail Alert and Status
b Job Log

b Secunty Settings

= Custom Links

= Operation Manual Download

Default Settings

Submitil) | | Update(R)

User Aupthertication

MActions whan the Limil of Pages for

Output Jobs:

[ A Waming when Login Fails

[+ Disabling of Printing by Invalid User
DAulomatlcatl',' prnt stored jobs after

logen:

Default Network Authentication Sarver

Setting

[ Display Usage Status aker Login

Login Hame Display

[linclyde Job Status in user authentication

[+ Automatic Logout Setting

Edit Help Display of Login Screen

I ¥ sutomatic Login with a Card I

Authentication Method Setting

Card |0 Registration/Change Authanty

User Mame: Administrator  Logout(L}

Disable v

User Selection{C)

® Jab is Completed even when the Limit of Pages is Reached
) Job is Stopped when the Limit of Pages is Reached

) Adter reaching to the page limit, cancel the job and delete
the job dunng recemmng

Login Name

Hat Set | ]

Display legin name v

60 | ¥ |seconds
{Up to 256 characters)

' Only Card Authentication Approved

‘% Card / Front Panel Operation Authentication Approved I

. Enable v;I

On the device web page, select System Settings followed by Operation Settings followed by Home Screen

Settings.
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8.  Select the Image tab followed by one of the Not Set links.

Figure 5-5 Home screen settings

@ User Mama: Administrator  Logout{L}
/
Home Screen Settings
HP Color MFP
5962dn Update(R)
= Top Page | item Image |
» Stalus
Background Image Default
» Addrezs Book Change(C)
» Document Operations
» User Control No. Lt
1 hat Set
= Total Count 4 Hat Set
= Default Settings . b
4 Mot Set
e List Print (User) = Not Set
¥ Papar Tray Sattings ; Nt ; t
= Paper Type Registration . G Se
= Printar Condition Settings :Ju[ L
= US8-Device Check 8 LJO! St
: b S
n Soft Keyboard Template 10 Hat Set
Setting

® Customize Key Satting Back to the Top on This Fage A
Home Screen Settings Update(R)

© Deace Contral

B Cnm Euncting Sothinac

9.  Onthe Registration screen, specify the name of the image you wish to associate with the Top Level MFP
panel for the application. The HP AC icon, named “icon48x44.png”, is located on the HP AC server in the
Program Files\HP\HP Access Control\DPR folder. Click Submit (U).

Figure 5-6 Home screen registration

]

.{ |
QD Home Screen Registration

HP Color MFP

Usar Name: Administrator = Logout(L)

$962dn Submit{l] | Cancel(C)
.
= Top Page File Name Mot Set
¥ Stalus Select File Choose File | Mo file chasen Up to 200
¥ Address Book Gl
Matice
» Document Operations The supported file types-JPEG with file extensions jpeg, jpg, jpe and [if. GIF with file extensions gf. PNG
wath file extensians png
# User Canirol
- System Settings Back to the Top on This Page &
o Total Count Submit{l) | | Cancel(C)
= Default Sattinne

10. After adding the custom image, select the Item tab followed by the Apps Home Button link. Scroll to the
bottom of the page and select the Use Custom Image checkbox. Then specify the image you added in step
4b. Then select Reboot Now to reboot the device and apply the settings.

Figure 5-7 Customimage

¥ Secl g5 T
= Custom Links Image
& Operation Manual Download [ Use Custom Image

Selact File: logodxdd gif| >

Back to the Top on This Page A

Submitf) | Cancal(C) |
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11.

To register HP AC Express with the MFP, select Application Settings followed by External Applications

Settings.

Figure 5-8 Standard Application settings

@

HP Color MFP
$962dn

= Top Page

F Status

¥ Address Book

¥ Documeant Operations
¥ User Control

¥ System Seftings

¥ hetwork Settings

# Text image Printing

¥ Metwork Scannar Settings

= Dacumant Administration
Function

® Metadata Settings

= Extamnal Applications
Sattings

 Standard Application
Saltings
= External Accounting
Apphcation Sattings

s lISE O Sl

User Name: Administrator | Logoutil)

Standard Application Settings

Update(R}
Application Name Ho.
I AC Express 1

Select AllS) | | Clear Checkad{K)

Delete{0) | | Add[Y)

Back to the Top on This Page &)
Update(R}
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12. From the External Application Settings, select the Add button. Specify the Application Name as AC Express.
Specify the Address for Application Ul as http://serverlP/HPAppsWS/Default.aspx, where serverlP is the IP
address of the server. On the same page, select the Use Custom Icon checkbox and then select the image
you wish to associate with the Print Pulling application.

Figure 5-9 Standard Application registration
@ User Name: Admanistrator | Logout(L)
f
Standard Application Registration
HP Color MFP
$962dn SubmitiL) | | Cancel(C)
Wi Fage | standard Application Registration
¥ Status Application Mame Up to 36 characters)
P Address Book Address for Apphcation LI Fﬂﬁ-ﬁj 00 T?!'HP:pps'.'JS-'Defaurr E"Jp to 12T characters)
» Documant Oparations o -
Timaout 20 saconds(1-60)
» User Control i
» System Settings [1Extendad Platfarm
» Metwork Settings
w Application Sattings
» Text image Printing
¥ Network Scanner Settings
* Document Administration  DePlay Style ! Full
Function Expand
= Metadata Settings i
w Extamal Applications Fiand s
Sattings
= Standard Application
Sattings Fila Mame: logoddxdd gf
= External Accounting Select File Choose Fils | Na fe chosen (Up to 200 characiers)
Application Settings
LIS Driver Settings Natice : D i
© E-mail Erint Ssttings ﬁllle-ill.llfx;';ids file types JFEG with fila extensions jpeg. jpg. jpe and jif. GIF with file extensions gf. PNG with
= Satting for Print from the i Lk
MFP(FTF} Back to the Top on This Page A
® Satting for Print from the
MFP{SME) Submitil) | | Cancel{C)
13. Toregister the HPAuthWS authentication application with the MFP, select Application Settings followed by

External Applications Settings followed by External Accounting Application Settings.
e  Select Enable in the External Account Control drop-down.

e  Select the Set Authentication Server (Server 1) checkbox.

e  Select Enable in the Server 1 drop-down.

e  Specify an Application Name.

e  Specify the Address for Application Ul as http://serverlP/HPAuthwS/Default.aspx, where serverlP is
the IP address of the server.

e  Specify the Address for Web Service as http://serverlP/HPAuthWS/MFPSink.asmx, where serverlIP is
the IP address of the server.
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Figure 5-10 External accounting application settings

w User Name- Admirestrator | Logout{L)
1,
External Accounting Application Settings
HP Color MFP
S5962dn Submit]U) | | UpdateiR)
&Top Pags Extermal Account Control
¥ Stalus I" el Authenbication Sever (Sermr '|j|
¥ Address Book Zarvar 1 ml

¥ Document Operations

Application Mame: AL Express Sulh Lo to 36 charscters)
¥ User Control -
Address for Application Ul Fittgr/r10.0.0. 123HPAuHWS Default a |Up ta 127 characters)
¥ Syslem Selfings -
Adddress for Web Senice Fttp:10.0.0.123HP kWS MFPSink Lin to 127 characters)
¥ Netwark Sebtings T
Imegut 20 saconds(1.50)

¥ Taxt fimage Printing
¥ Netwark Scanner Seitngs
= Document Administration
Function Display Styds ® Full

= Matadata Ssattings Expand
= Exfemal Applications
Seifings Fixed Size

n Standard Applicalion
Sattings Sarver 2 Diisabla |+

u External Accounbng
Aapbeaiion Ssiings

1ieg 0, T

14. Click Submit. Then select Reboot Now to reboot the device and apply the settings.
15. Inthe HP AC configuration utility, go to the Devices tile and do one of the following:
a.  Select the device from the device list.
b.  Scan for devices on the network.
¢.  Enter theIP address of the device.

See Section 4.2.1, Adding devices

16. Select the device from the device list and click Configure.
17. Inthe Configure window select Authentication and/or Authorization and click OK.
5.7.7.1 Configuring Guest login

HP S900 series printers require authentication prior to using any device features. But with HP AC 15.2, a new
Guest button option is introduced that allows users to authenticate as a guest in order to use devices features,
such as Copy and Email.
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Shgn In = HPAL Server

Ploase stan your provimity card for device lagon.

To enable the Guest button feature, follow the steps below:

1. Onthe HPAC server, go to the HP\HP Access Control\HPWS\Auth folder, and open the Web.config file in
Notepad.

2. Ontheline <add key="GuestButton", change the value to “true”.

File Edit Format View Help

{appSettings>
<add key="datafilename” walue="AcctData.xml"/>
<add key="Httplog" value="false"/>
<add key="UseSSL" walue="true" />
<add key="SetAclDefaults™ value="true"/>

<add key="GuestButton™ walue="true"/>

taFilelLocation key stores the network path for 1
«l-- fadd key="DataFilelocation” wvalue="%\your\favorite\pai
<l== The tracking key when set to false disables HP AC job
<add key="tracking" value="true"/>
<add key="printtracking” value="true"/>
<add key="0fflinelobs” wvalue="false" />
<add key="0fflinelnterval” wvalue="15"/>

3. Turn off and turn on the printer.

At the printer, when the user selects the Guest button, they will be authenticated as user GUEST.
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. [ umsnguEst |J[IL.KE MPRINTER
@ Home E

E-Mail
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ADps

Matwork Folder A

" .
oy ¥ ‘
—p— | #

Enlargs : (Qgl=[E B LCD Contro <Job Status
Display Moda -

iz If the user is logged in as GUEST and then wants to use the Pull Printing app, the user must select
and then authenticate with their card or code. After authenticating, the user can select the Pull Printing
app and view their job list.

The first time a user presents a card at a device they will be prompted to enroll their card.

i The device must support card enrollment for this feature to work.
ﬁ/{ Card enrollment on HP non-FutureSmart single-function devices is not supported.
Prerequisites
Printer is configured for Pull Printing and Authentication.
A card reader is connected to the printer.

Device is either a supported HP MFP, HP S900 series device, HP OfficeJet Pro, or HP single function
FutureSmart with a 4.2" display.

Users are in Active Directory.

Device authentication method is set to Card Only or Card+Code (two-factor) in the IRM tile > AD
Configurator > General section.

Tap your card to the card reader attached to the device.
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2. Since the card is unrecognized, the user will be prompted to enter their network credentials. Click OK.

Sign In > HPAC - IRM Server

The card you presented is unrecognized. Press 'Ok’ and then enter your
credentals to enroll it or press "Cancel to axt

(@SR cancel

3. Enter your network Username and Password and press OK.

Sign In > HPAC - DRA Server

Usemame

Password

folzfsfslsfefrlafofo] |-«
w | e r t y | u i e | p

Qenf q 1]
I Caps afl s 4 f g h i k I i : -l I
‘} \ z x c v b n m " ; !

Coa el | ekl cacet | &
5.8.2 HP non-FutureSmart MFP

1. Present your card to the card reader attached to the device.
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2.

3,
4,

Since the card is unrecognized, the user will be prompted to enter their network credentials. Click OK.

ﬁ‘ Card Enrollment

Select Installation Folder

o] @ |
>
=Cy

The installer will inztall Card Enrollment ta the fallawing falder.

Toingtall i thiz folder, click "MNest". Tao install to a different folder, enter it below or chek "Browse".

Ealder:
C:MProgram Files [«861%HPYCard Enroliment,

’ Browse. . ]

| DiskCost. |

Ingtall Card Enrallment for yourself, or for angane who uges this computer:

@ Everyone

70 Just me

< Back

When prompted, present your proximity card and tap OK.

A confirmation message will display.

5.8.3 HP OfficeJet printer

1.

2.

Present your card at the card reader. A message will display indicating that the card is unrecognized (not

enrolled). Tap OK.

Since the card is unrecognized, the user will be prompted to enter their network credentials. Tap OK.
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3. Enter your network Username and Password and tap OK.

e
Username
Password
(oKD | cancat |
5.8.4 HP 5900

1. Present your card at the card reader. A message indicating the card is unrecognized will be displayed. Tap
OK to enroll the card.

2. Enter your network credentials and tap OK.
3. Your card should now be enrolled. If a PICis required, your PIC will be displayed. Otherwise, you will just be
logged in. Tap OK after acknowledging the PIC. You will be logged in.
5.8.5 Enrolling a card with Two-Factor Authentication (Card + Code)

Two-Factor Authentication means that users will use their proximity badge + a PIN for an additional layer of
security. This prevents users from borrowing your card and accessing the device and the pull print jobs. This is
different from alternative windows authentication, which is designed so that if a user forgets a card they can still
authenticate at the device.

1. Present your card and when prompted press OK to enter your network credentials.
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Sign In > HPAC - DRA Server

You must be authenticated to use this feature. Present your card and then
press ‘O’ or press 'OK' and then enter your network credentials or press
‘Cancel to exit

2. Since two-factor is enforced and the user is newly enrolled you will be shown a screen indicating your PIC.

Sign In > HPAC - DRA Server

APIC is also required for using this device
Your PIC is: 8956

3. Atthe device, present your proximity card.
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4. Since this is a new user, the user will be advised that a PIC is also required and will provide the user's code
(MFP only).

Sign In > HPAC - DRA Server

A PIC is also required for using this device
Your PIC is: 8956

(KD | cancal

99

B NOTE:

e Instep 1, if the user hits Cancel and authenticates with their Windows credentials they will not be prompted
for a code, until they present their card.

e  The code can be an existing code in active directory, or a random code generated by the application that is
stored in a SQL database as typically writing to AD is not permitted.

5.8.6 Enrolling a card with Card or Code Authentication

When using Card or Code authentication the first time you present your card you will be asked for your network
credentials. After associating your card with your network credentials you can use your card to access the device
functions, or you can press a function and the system will automatically assume you want to use code
authentication and prompt you for your code.

1. Present your card and when prompted tap OK to enter your network credentials.
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Sign In > HPAC - DRA Server

The card you presented is unrecognized. Press 'OK' and then enter your

credentials to enroll it or press '‘Cancel' to exit.

ek cancel |

2. Enter your network credentials and tap OK.

Sign In > HPAC - DRA Server

Username
I
Password

I 1 | 2 3 4 I 5 | 6 Ty | 8 l 9 | 0 - = § *—
9 en| q w e r t y u i o p [ ] \
Caps a s d f g h i k I ; g —l
‘i} \ 2 X c v b n m : . /

Alt @ : _ _ Cancel I _47_’
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5.8.7 Enrolling a card from a client PC

The Card Enrollment application is a desktop application that allows users to register the cards themselves from
a computer. Users simply log in and present their card to a connected card reader from a client PC. The Card
Enrollment application then communicates with the AD-Authenticator server and enrolls the card to that user.

Prerequisites

HP Access Control Card Enrollment application
Users contained in Active Directory

Device authentication method is set to Card only or Card+Code (two-factor) in the HP Access Control
Configuration Utility (IRM tile > AD Configurator > General tab).

A card reader is connected to a PC, with the PC on the same network as the HP AC server

See Section 2.2, Server requirements.

Complete the following steps:

1.

Open the Card Enrollment application.

Card Enrollment el

Login

Password

Enter your network credentials and click Enroll.
The card reader will beep once. Present your card to the card reader and the card reader will beep twice.

A message will display confirming card enrollment.

[ e

Test user, your card 15 now enrolled [8346]

5.8.8 Touch-to-Signin

Prerequisites

HP Jetdirect 2800w NFC/Wireless Accessory

HP AC server installed and configured
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e  Mobile device connected to same network as the HP Access Control Server
e  HP ePrint App installed on the mobile device
—  Android device with NFC

Complete the following steps:

1. Inthe HP ePrint Enterprise application, open the Application Settings screen in the top right corner.

HP ePrintEnterprise O

What would you like to print?

r<~e (2], =y

2. Activate HP Access Control.

HP Access Control

Activate access Control

Securely retrieve your print jobs and signin
& to a printer using your mobile device.

3. Follow the wizard to provide the server address and enter your user credentials.

Sign in

Please access this feature by entering
your credentials.

4. Present the smartphone, with the HP ePrint Enterprise app only, to the HP Jetdirect 2800w NFC/Wireless
Accessory on the printing device.

The first time you will be asked to register your smartphone. A unique ID will be created through the NFC
connection for future authentications.
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5.9 Authorization to use device features

HP AC can be used to authorize a user's ability to access device features on a MFP. See Section 5.6, Authorization
for more details.

5.9.1 HP MFPs

When the device is configured to require authorization to use certain features, the user will be required to
authenticate prior to accessing the device. To authenticate to use a feature do one of the following:

e  Authenticate at the device before accessing the feature;
OR

e  Press the feature you want to use and you will be prompted to authenticate.

Sign In > HPAC - DRA Server

You must be authenticated to use this feature. Present your card and then
press 'OK’ or press 'Ok’ and then enter your network credentials or press
'‘Cance! to exit,

(k|| cancel |

If you are denied access to use that feature you will receive a message stating access is denied.

Access Denied

Your user account does not have permission to access the selected item. Try another
account or contact the administrator for access.
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5.10 Configuring Scan to Home Directory

Prerequisites

e  HPfirmware version 3.6 or newer

e  Verify folder access enabled in the EWS

e  AD attribute where the home directory path is located (i.e. homeDirectory)

e  Device's EWS configured for Save to Network folder using a Personal Shared folder

e  Sign-in method for the network folder application set to use HP AC as the sign-in method when using the
In Printer Agent (IPA), and guest access disabled OR Rights control enabled for the Send to Folder in the IRM
> AD Configurator tab > Rights menu.

1. GotothelRMtile > AD Configurator tab and select Users.

2. Under the home folder attribute, enter the attribute where the home directory path is stored.
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6 Pull Printing

6.1 Secure Pull Print Express
6.1.1 Configuring Pull Print Settings for HP AC Express

HP AC Express allows users to print jobs to be held in a server print queue then release the jobs from a mobile
device, the front panel of the device or from a web page after the user has authenticated.

Jobs are stored on the HP AC server in the \Program Files\HP\HP Access Control\spool directory.
Secure Pull Print Express includes:

e  Alias printing

e Touch-to-Release (from mobile devices)

° Encryption

Prerequisites

° See Section 2.2, Server requirements.

Complete the following steps:

1. Click on the Settings tile and select the SPPE tab.
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SPPE

—Pull printing

Jc»ljle:-cpiresafter‘2‘Cl ‘ ‘Hours ‘v‘

[ ] Retain “Print-Keep” jobs beyond expiration
Stored jobs folder [\WIN-DHINOAAGATT\spoal)

Domain\Login ‘ ‘

Password ‘ ‘
Sort list of jobs by () Date submitted (O Document name
Protocol | TCPIPI9100 M

[>] Encryption at rest

ke

Encryption key

[x] Enable one-touch release

If number of jobs is less than or equal to [0

— QR code Email

5] Network [ ] Process email attachments only
etwork name

[] 1P address | "‘

In the Pull Printing section, enter the job expiry time (global setting) in hours or days in the Job expires after
fields. By default, jobs stored on the HP Access Control print server expire after 24 hours. This is a global
setting that will automatically delete any jobs on the server when the expiry time limit is reached.

e  Enable Retain "Print-Keep" jobs beyond expiration if you want to retain released print jobs on the
server indefinitely, regardless of the global job expiration time set. Jobs that are indefinitely retained
can be deleted only by users from the mobile release app, by users from an MFP front panel or by
administrators using the HP AC admin console.

E/f Single-function devices will not print retained jobs.

& If "Retain "Print-Keep" jobs beyond expiration is selected and "Enable one-touch release" is
selected, only jobs with a status of "Waiting" will be printed, and if there is at least 1 "Printed" job in
the list, the list of jobs will always display.

The Stored jobs folder will display the default location for the stored print jobs. Double-click the text field to
browse to a different folder location. When a user prints a job using the Secure Pull Print Express print
gueue, jobs are stored in the following folder:

Program Files\HP\HP Access Control\spool

a.  Enter the domain user name and password that has write access to the network folder, if storing jobs
on a network drive and not locally to the HP Access Control server. To pull print using a shared
network folder, the same service account credentials entered in the Domain\Login field must be used
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for read/write access to the network folder, for the HPACSPPE application pool identity, and for the
Log On setting in the HP AC SPPE service.

b. Choose the method by which pull print jobs are sorted. You can either select Date submitted or
Document name. This sort setting applies to the job list view from a mobile device, a printing device
or through the web page.

4. Inthe Protocol field, select the way the HP Access Control server will communicate with the printing
devices. The choice of protocol will depend on the destination device, its capabilities, and the level of
control and feedback required from the device.

e  Before selecting a protocol verify the protocol is supported and enabled on the device. Go to the
device's embedded web server and browse to Networking > Management Protocols > Other > Enable
Print Services and make sure the protocol is listed and enabled.

@ hp color LaserJet 5550

MPIF04820 /1095 140.141
Configuration
TCPP Settings Mgml PrOlOCOIS m | E
Metwork Settings m Other
Other Settings
Select Language Select the protocels and services that you want o enable.
Security
Authorization Protocols Services Discovery Resolution
Mgmt. Protocols L Ipxispex #9100 ¥ s p ¥ LimnRr
B02.1X Authentication [ | AppleTalk ¥ LpD ¥/ Bonjour [#| Enable
IPsec/Firewall WINS Port
Diagnostics LJpLenLe PP ¥ Mutticast IPv4 @ wins
Metwork Statistics # 1pps |#| W5 Discovery  Registration
Protacol Info [ web Services
Configuration Page Print

# FTp

—  TCPIP/9100 is the direct protocol that provides direct communication between the HP Access
Control server and the printer engine. A connection is established to TCP/IP port 9100 and all
data sent by the HP Access Control server is passed directly to the printer.

—  TCPIP/LPR provides limited feedback from the devices about the success of a print request and
provides no capabilities for a restart of a failed request.

—  TCPIP/IPPS is a secure protocol that allows HP Access Control to encrypt the data stream sent to
the device.

o If your organization uses IPPS and it is not listed on an HP device, ensure the device’s
Jetdirect card is updated, or replace with a Jetdirect card that supports the IPPS protocol.
Contact your HP representative for more information.

r.%r NOTE: If TCPIP/IPPS is selected and IPPS is not enabled on the device, IPP will be used to print
job and the job will not be encrypted.

5. Click Apply.
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6.1.2 Configuring a Pull Print printer with HP AC Express
With a Secure Pull Print Express pull printer, users can store their documents for future printing.
Complete the following steps to add a Secure Pull Print Express pull printer on the HP AC server:

1. Launch Print Management.

File | Action | View Help

€= |AddDiiver.
'@ Pr . Manage Drivers... iver Name Envi
4[| Refresh Microsoft enhanced Point and ... Win
y Export List... Microsoft enhanced Point and ... Win
B ! : Microsoft XPS Document Write... Win
. = TP Output Gateway Win
b [l Printers With Jobs {# TP Qutput Gateway PS Win

4 i Print Servers
4 F HPAC2 (local)
] Drivers}
P gy Forms
p @ Ports
I> ™= Printers
b =5 Deployed Printers

2. Expand the print server and click Drivers. Under the Action menu choose Add Driver.
3. Complete the wizard to finish installing the driver.

4. Select Ports and under the Action menu choose Add Port.

File | Action | View Help

fme Add Port...
e P T rtM... PortDescription  Port Type Printer Mame
4. Refresh €O.. Local Port Write
: Export List... CO.. Local Port Write
CO.. Local Port Write
Help CO.. Local Port Write
i ﬁ i — W FLE:  Local Port Write
4  CLENT-3 (loca) W LPTL:  Local Port Write
Iil Drivers @ LPT2: Local Port Write
b gkl Forms U LPT3:  Local Port Write
[ Ports ¥ SHR.. FaxMoenitor Port Write Fax
i = Printers @ TPYM: ThinPrint Print... Write %585 near#:9,x585 number 23
& = Deployed Printers U ¥psP... Local Port Write Microsoft XPS Document Wi

5. Select HP AC Secure Pull Print Express port. Click New Port.
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6.  Enter a port Name and click OK.

7. Click on Printers and under the Action menu choose Add Printer.

4=  AddPrinter.
@ P Show Extended View —
«3 Refresh obe PDF#:8
E: Bpct ity
- HP Officejet Pro 8500
il Help F::r -
4 i Print Servers wHP ePrllnﬁ;f‘:ll
4 § CLENT-3 (local) 2= HP Officejet Pro 8500 A910
if... Diviers == HP Universal Printing PCL €
5 ._H_, Earms =1 Microsoft XPS Document \!
U Ports = Microsoft XPS Document W
= Printers P PULL#:10
> mmn Deployed Printers = Send To OneMote 2013#:1
#1585 near®:9
=585 number 2#:3
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8.

9.

Choose Add a new printer using an existing port, select the port that was previously created and click Next.

Printer Installation
Pick an installation method.

() Search the network for printers

(O Add a TCP/IP or Web Services Printer by IP address or hostname

® Add a new printer using an existing port: [2P1 (HP AC Secure Pull Print Enterprise Port] v |

() Create a new port and add a new printer: . _-HP AC Secure Pull Print Enterprise Port W |

Share the printer and finish the installation.

You can give the printer a fiendly name and specify whether other people can use the printer.

Printer Name: | SharedEntPull
[ Share this printer
Share Name: [ SharedEntPull |
Location: | I
Comment:

<Back | Met> | | Cancel
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10. Go to the Properties of the printer and disable bidirectional support. This is because we are not
communicating directly to a printer but to the HP AC server.

g PullPrint3 Properties Ml . - ]

, Security | Device Settings About
General | Shaing | Pots |  Advanced Color Management

Aﬁ PullPrint3

Print te the following port(s). Documents will print to the first free
checked port,

Port Description Printer =
COMI1: Serial Port

COM2:  Serial Port

[l com3:  Serial Port

COM4:  Serial Port

[ FILE: Print to File

[] TPYM:  ThinPrint Print Port fo... %585 near#:9, :585 number 2#:3...
Pull3 Standard TCP/IP Port PullPrint3 -

e e

’ Add Port... I [ Delete Port I I Configure Port... ]

[]Enable bidirectional support
[] Enable printer pooling

Lok J[ Comcel J[ soov |
L _ = —
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11. Go to the Advanced tab and select Start Printing after the last page is spooled. This is required when using

IPM.
\@#h PullPrint3 Properties A A ) : S |
|
Security I Device Settings _J About
General | Shaing | Pots | Advanced |  Color Management

@ Always available

() Available from 12:00 AM : 12:00 AM

Priority: 1 =]
|
: Driver: HP Universal Printing P5 (v6.0.0) hd ] [ New Driver...
L

@ Spool print documents se program finishes printing faster
@ Start printing after last page is spooled
i) Start printing immediately

() Print directly to the printer

[ Held mismatched documents
[¥] Print spooled documents first
|1 Keep printed documents

[¥] Enable advanced printing features

[ Printing Defaults... H Print Processor... H Separator Page... l

[ ok ][ Cancel || opl

[

6.1.3 Set up print server-less pull printing with Express

Print serverless pull printing feature eliminates the print server from your printing environment and reduces the
number of overall servers. The SPPE Print Client application is installed on a client workstation, allowing the
user's pull print jobs to be routed and stored in a shared network folder on the SPPE server.

Storing the user's jobs on a network folder allows for pull printing even if the client workstation is offline. This is
different from client based pull printing with local job storage, as with that functionality jobs are stored on the
client PC. Please see Client based pull printing section of this guide.

Follow the steps below to set up client-based pull printing:
Prerequisites

° See Section 2.2, Server requirements.

e  Ensure General settings have been configured. See Section 4.2, Configuring general settings.

e  Ensure Authentication settings have been configured. See Authentication.

e  Ensure devices are configured for authentication. See Section 5.7, Configuring devices.
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Server setup

When a user prints to the HPACSPPE printer from a client workstation, a folder, named after the user's name, is
automatically created in the shared network folder on the server. The user's jobs are stored in his or her folder
on the server and can be pulled from any SPPE configured printer. The administrator can also view users' stored
jobs in the SPPE tile of the HP AC configuration tool.

1. Onthe Secure Pull Print Express server, go to the Settings tile of the HP AC configuration tool and click the
SPPE tab.

,‘a I o

EF HPAL SPPE O Settings

Secure Pull Print Express View/manage applications seltingd including IS server || Device indtallstionfoonfigaation
s SOL server

Server Information = License
= ]
=l

Sherw Mamaty usage and installed applications View/masage licenses

2. Under Pull printing, do the following:

a.  Double-click in the Stored jobs folder field and browse for a shared network folder on the server. By
default, the HPACSPPE port will print to the \\servername\sharename folder, where servername is
the name of the SPPE server and sharename is the name of the shared folder. The shared folder does
not have to be on the server, it can be on a storage area network (SAN) or network-attached storage
(NAS).

r.%) NOTE: The share is not automatically created by the software, but must be created prior to this
step.

b.  Enter credentials in the Domain\Login and Password fields (Make sure you enter a user credentials
have read/write access to the shared network folder). Click Apply.
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SPPE

—Pull printing

Johe:-:piresafter‘2‘:l ‘ ‘Hours ‘v‘

[ ] Retain “Print-Keep” jobs beyond expiration
Stored jobs folder [\WIN-DHINOAAGATT\spoal)

Domain\Login ‘ ‘

Password ‘ ‘
Sort list of jobs by () Date submitted (O Document name
Protocol | TCPIPI9100 M

[>] Encryption at rest

b st d

Encryption key

[x] Enable one-touch release

If number of jobs is less than or equal to [0

— QR code Email

5] Network [ ] Process email attachments only
etwork name

[] 1P address | "‘

i IMPORTANT:  To pull print using a shared network folder, the same service account credentials entered in
the Domain\Login field must be used for read/write access to the network folder, for the HPACSPPE
application pool identity, and for the Log On setting in the HP AC SPPE service.

6.2 Set up the HP Access Control (HP AC) Secure Pull Print server for
email printing

Users are able to store documents for pull printing from Microsoft Office or PDF documents by emailing the
documents to a designated email address. The email address must be assigned in the admin console > Settings
> Email tab. See Section 4.2.2, Email for more information.

Before emails and attachments can be printed from the HP ePrint Enterprise app, certain settings must be set on
the HP Access Control (HP AC) Secure Pull Print server.
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The following file types are supported for pull printing: DOC, DOCX, XLS, XLSX, PPT, PPTX, VSD, PDF, TXT,
JPG, JPEG, BMP, GIF, PNG, TIF, and TIFF.

This feature is supported with both HP AC Express and HP AC Enterprise.

When printing email attachments, the attachment along with any screenshots, including email signatures,
print on separate pages, regardless of the size.

If using SPP Express, files are stored in the spool folder > sender's email address folder.

If using SPP Enterprise, files are stored in the pull print queue that was created first.
Prerequisites

You are logged into the server with a domain account with local administrator rights.

The HP AC SPPE Mail service is started.

Microsoft Office is activated with each application installed and registered to the current user.

Alocal printer is installed with a PCL5, PCL6 or PS driver and set as the default printer.

On a 64-bit server, validate the OS version of Microsoft Office. Open the Windows Task Manager with the
Office application open. In the Processes tab, a 32-bit version application displays *32 in the name.

The settings in the Email tab of the configuration utility are correct. See for more
information.

If using SPP Enterprise, and if the user's name in the email address' prefix is different than the user's login
name, an alias must be created for the user.
Complete the following steps to set up the Secure Pull Print server for mobile email printing.
Launch DCOM
If you are using a 32-bit version of Microsoft Office on a 64-bit server, complete the following steps:

a. Runthe following command in Command Prompt: mmc -32

“+. Administrator: Command Prompt

Microsoft Windows [Uersion 6.1.7601)
l_:np-_'J‘i-'q]lT {c) 2089 Microsoft l:.'nl*||nl*.1T 1O . A1l rights reserved.

C:slserssrobert 2nnc 12

C:\Userssrobert?_
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When the User Account Control window displays, click Yes.

e User Account Control m

Do you want to allow the following program to make changes to this
computer?

P—_—

ET Program name:  Microsoft Management Console
WP  Verfied publsher: Microsoft Windows

| show getais

In the Console window, click the File menu and then click Add/Remove Snap-in.

In the Add or Remove Snap-ins window, click Component Services from the Available snap-ins
section. Click Add. Click OK.

Add or Remove Snap-ins | x| I

‘fiou can seledt siap-ins for this consols From those aralsble on your computer and configurs the sslected set of snap-ns, For
eatensible snapng, youcan configurs which sxtensions ane enebled,

Avadlsbls shap-ine: Sghectad crisp-ne:
Spn. [ Verder |4 {# Consols Roo: Edt Extensions. .
= ' Aethvedd Control Microsoft Cor.... 2. Component Senies
E heorization Manager  Microsoft Cor... LSRR
Certificaes MICrOolt Cor ..,

i Component Services Microsoft Cor...
}‘_L‘um.ter Managesm... Micrasoft Cor. ..

Mwwu Margger Microsoft Cor. ..
= Disk. Managament Microsolt and., ..
[a1Event Viewer Microsoft Cor. ..

' Feidar Mictoreoft Cor...

1] Group Policy Object ... Microssft Cor...
(Pintermet Information... MICIOSOft Cor...
B,1p Securky Menitor  Microsoft Cor...
B1p Securty Polcy Ma... Microsoft Cor...

27 Lirde ko Web Address Micra=aft Cor... .’J Adyanced. .
Dhecripeson
Component Services (CONM-) management toal,
ok | coce |

[%9 NOTE: If you are using a 64-bit version of Microsoft Office, go to Administrative Tools and open
Component Services. Change the user login in the DCOM settings for each of the Office applications.

Section 6.2 Set up the HP Access Control (HP AC) Secure Pull Print server for email printing 169



3.

In the Security tab, under Launch and Activation Permissions, select Customize.

[@ Console - [Console Root\Component Services\Computers\My Computer\DCOM Config\Micr... =
@ File Action View Favorites Window Help

es nfXDc BE D [E-EES

7 Console Root

| Actions
a % Component Services T
a [ Computers
4 & My Computer
» [ COM«+ Applications
+ = DCOM Config MICTos0 a3 b
b & %SystermRoot¥isystern3of || | General | Location Securiy | Endpoints | identey |
b B %SystemRoot % System3ihy

Mare Actions

b %systemroot¥\system32lint Launch and Actvation Permissions
b Wsystemioot¥\system32ipk ) Use Defait

I B Wsystemroot %\ System3dils

b Meystemioot¥\System32iUs (@) Customize

O KSystemRoct¥System3diw
I+ @ 32-bit Preview Handles Surre
@ AccessibilityCpladmin

1+ i AccStore Class

v @ acppage.dil

i & AcroBroker

» & AcroDistX

& @ AcrelEHelpershim

& AcroPDF

- & Activator

- & Add to Windows Media Play:
+ & AdobeAcroScanBroker

- & AP Client HyHelpPaneServer
- & Application Activation Mana
- & Application Class

& appwiz.cpl
- & Authentication Ul CredUl Ow
- & Authentication Ul CredUl Ow

- & Authentication Ul Terminal 5

» & AuthHost
- & AdnstSv

B
[
[
[
:
F
& AppReadiness Service
[
:
[
[
[
:
& Backaround Intellinent Trans
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4. Add the user selected to start the HP AC SPPE Mail service. Select Local Launch and Local Activation. Click

OK. Repeat the same steps in the Access Permissions section.

Microsoft Word 97 - 2003 Document Properties

| General | Location  Secutty | Endpoirts | Identty

Launch and Activat Launch and Activation Permission ?
() Use Defaul Secu
Group or user names:
H2, 5YSTEM
H2, Administrators (HW 07327\ Administrators)
Access Pemissions INTERACTIVE
() Use Defaut est (DOMAIN fes
®) Customize
Add Remove
Corfiguration Permi Pemigsions for test Allow Deny
~ Local Launch i [
() Use Defaul [ g 0
Remate Launch |
(@) Customize Local Activation ]
Remote Activation O
Leam more about gstin)
OK Cancel

In the Identity tab, select This user and enter the user/password selected to start the HP AC SPPE Mail
service.

W%
‘Which user account do you want to use to run this application?

¢ The interactive user.

€ The launching user.

i+ This user.

User. [CTMARKETING rober Bowse... |
Password: |un.unuuu

Confimm password: Iunnunoun

C The systern account [services only]!

Leam more about setting these properties.

[ ok | caced | iy

6.  After configuring DCOM, log off the server and send an email to validate that the settings are correct.
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7. Configure email settings in Settings tile > Email tab > POP3/IMAP. The email address entered here is the
one that users will forward emails to.

— POP3/IMAP

Connection | POP3 | = |

Seryer name |192.1ﬁ.'l,2 ‘

Lagin | uel@emea.hpsolstr.com ‘

Password |" ‘
Interval (seconds)

8.  Configure the HP AC SPPE Mail service to start with a domain account (services.mmc). Restart service.

| General | Log On | Recovery | Dependencies |

Log on as:

() Local System account
[ ] Allow service to interact with desktop

(®) This accourt: 131 S5@hpsolstr.com ‘ | Browse...

Password: |"' |

Confirm password: |"'| |

9.  Goto the Settings tile > SPPE. Under the Email section, check if you want users to process email
attachments only or email + body text and have then appear as pull print jobs in their stored jobs folder.
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10. Select a printer to process the files. The driver must be installed locally on the server.

— Email

[%] Process email attachments only

| HP Universal Printing PCL 6#:2 |v|

B NOTE:

Email jobs must use the settings and features, such as color or duplex settings, of a printer before they can
be processed as pull print jobs. Click the drop-down list to select an installed pull print queue created
locally on the server with the features you want to apply to email jobs. The printer must be a local printer
with a PCL5, PCL6 or PS print driver.

If the "Service not started with a domain account” message displays in the Email section, you must restart
the HP AC SPPE Mail service with a domain account. To restart the service with a domain account, go to
Administrative Tools > Services. Right-click the HP AC SPPE Mail service, then click Properties. Under the
Log On tab, select This account and enter the credentials of a domain account. Click OK. Restart the HP AC
SPPE Mail service.

6.3 Set up Server for Touch-to-Release

Mobile Release allows for releasing of secure pull print jobs using a smartphone. Use of the QR code feature
allows for easy detection of printers by scanning the QR code on the device, selecting your pending print jobs,
and releasing the jobs to the device to be printed. Mobile Release is supported on any device.

Prerequisites

Smartphone connected to the same network as the HP Access Control server
HP ePrint Enterprise app for your smartphone

HP AC installed and configured

QR code enabled on the device if using QR code for job release

Print device configured for pull printing

Driver compatible with the print devices

For Enterprise: the device needs to be added to the Device list and configured for pull printing (no agent
install required) to create the printer definition (Device tile)

See Section 6.5, Configuring devices for pull printing

BY NOTE:

For iOS devices the identification of the printer can be done through a bar code.
Android support is NFC only.
This feature is supported with both HP AC Express and HP AC Enterprise.

Complete the following steps:

1.

Tap the HP AC icon on your smart phone in the ePrint Enterprise application.
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COE® 0@ F alllse% ] 11:49

HP ePrintEnterprise O

What would you like to print?

= B B

E-mail Choose Picture Files
@ @ -_—
+*® box
Web Dropbox Box
Facebook HPAC

Photos
&7 Your Printouts

S T =

2. Toselect the destination printer, present the smartphone to the HP Mobile Print Accessory.

6.3.1 Configuring the Server and Printing Devices for Touch-to-Release

1. Inthe Settings tile choose the SPPE/SPP Enterprise tab and under QR code choose the information to
encode in the QR code. The QR code is used to scan from the mabile device to route stored jobs to that
printer.

For HP AC Express you can use either network name or IP address as long as DNS resolves correctly.

The order of the information displayed can be changed by dragging and dropping the items in the list to
change the order.

— QR code

E Network name
[] 1P address
|:| Email address

[%9 NOTE:  Since HP AC Enterprise uses printer definitions referencing the device’s network name, the QR
code is set to the network name and cannot be changed.
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[X] Use device IP address

[[] Show local and remote jobs

[X] OR code

2. Forsingle function devices, or any device that cannot display the QR on the front panel, go to the devices
tile and right-click on a device to display a drop down menu. Choose Generate QR code to create a QR code
for the printer. Click Print to print the code and affix the label to the device.

Ope 0
L]

).

Dats l'IPILE.El:EI'-

R CI— Cr—

3. For HP MFP devices the QR code will display on the front panel of the device when it is configured for pull
printing.

6.3.1.7 One-touch Release

One-touch release allows HP MFPs and HP OfficeJet Pro devices to print all documents at login with minimal user
interaction, similar to single function devices. After authenticating at the device and selecting the Secure Pull
Print application, all jobs are printed, without having to view the job list and selecting Print All.

1. Go to the Settings tile > SPPE tab and under Options select Enable one-touch release.

Clignt passcode ’ |

Client encryption lc:-yl |

[¥] Enatide ane-touth release

If number of jobs is bess than or egual o 3

[@ Update printer definitien ] [@ Restart Service l [@ Apply ]

2. Inthe"if the number of jobs is less than equal to" enter the number of jobs that will trigger the one-touch
release action (i.e. if the number entered is 5, if the # of jobs is 5 or less then all jobs will be released. If
more than 5 jobs then a job list will be presented).
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B NOTE:

e Ifretain "print-keep" jobs beyond is not enabled then all of the users jobs will be printed regardless of their
status of "waiting" or "printed."

e Ifretain "print-keep" jobs beyond expiration is enabled than only jobs with a status of waiting will be
printed.

e Ifretain "print-keep" jobs beyond expiration is enabled and there is at least one job with a status of
"printed” then the job list will be displayed.

6.4 Secure Pull Print Enterprise

6.4.1 Introduction

With HP Access Control (HP AC) Secure Pull Print Enterprise, every pull print server can communicate with each
other to enable remote job capabilities. This means that users can store jobs on one server and then release jobs
from a different device managed by a different server. Pull print jobs can be released from single-function or
multifunction printers.

6.4.2 Configuring Pull Print Settings for HP AC Enterprise

Prerequisites

The prerequisites for configuring HP AC Enterprise Secure Pull Print Settings are detailed in Section 2.2, Server
requirements.

1. Click on the Settings tile and select the SPP Enterprise tab. The SPP Enterprise tab allows you to add
servers for pull printing, add pull print queues and customize pull printing options. By default the local
server information is populated. Any servers that will participate in roaming and be queried for print jobs
should be listed here.

SPP Enterprise

- Server nfoemation

Server Ui Server LRI Description Status

3
wh2003.capedlatech.com:63 1 Ok
wh2008.capedlatech.come53 1 Dk

*

(® = | (@ som
r Pull prind gueues
Queue name

DB0100CS
@ =

2. Inthe Options section,

176 Chapter 6 Pull Printing



a.  Enter the job expiry time (global setting) in hours or days in the Job expires after fields. By default,
jobs stored on the HP Access Control print server expire after 24 hours.

b. If you want to retain print jobs after expiry, select the Retain Print-Keep jobs. Jobs that are indefinitely
retained can be deleted only by users from the mobile release app, by users from an MFP front panel
or by administrators using the HP AC admin console.

—0Options

Protocol | TCPIP/SOCK ‘ v‘

PIL overlap El

Job expires after

TCP/IP API Port
TCP/IP QUEUE Port

TCP/IP LPD Port

TCP/IP IPP Port

= H

[ ] Retain “Print-Keep” jobs beyond expiration
[x] Enable tracking of purged jobs

[] Enable tracking of printed jobs

5501

5500

515

631

[x] Use device IP address

[] Show local and remate jobs
[ ] Display all jobs

[ ] OR code

[ ] PIL parsing

Encruntion ot roct

The Protocol field defines the way SPP Enterprise will communicate with the printer. The choice of protocol
will depend on the destination device, its capabilities, and the level of control and feedback required from
the device. Click Apply and Update printer definition after making any changes.
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b.

TCPIP/SOCK is a direct socket protocol that provides a simple direct communication channel between
SPP Enterprise and the printer engine. A connection is established to TCP/IP port 9100 and all data
sent by SPP Enterprise is passed through directly to the printer.

TCPIP/PJL implements a bidirectional communication channel with the printer engine using the PJL
(Printer Job Language) job management language. This protocol provides the most sophisticated
control of print delivery, including guaranteed delivery of each page to the output hopper, checkpoint
restart in the event of a failure, and full device status information (i.e., page jam, load paper, etc.). The
default implementation delivers one document at a time and waits for all pages to be delivered to the
output tray before commencing delivery of the next document. While this provides the highest level
of assured delivery, it can introduce a delay between documents caused by the printer engine winding
down while the paper path is completely cleared. When printing a large number of small document
this delay between jobs is most noticeable.

TCPIP/IPPS is a secure protocol that allows SPP Enterprise to encrypt the data stream sent to the

device.

and the job will not be encrypted.

[%hf NOTE: If TCPIP/IPPS is selected and IPPS is not enabled on the device, IPP will be used to print jobs

Before selecting a protocol, verify the protocol is supported and enabled on the device. Go to the
device's embedded web server and browse to Networking > Management Protocols > Other > Enable
Print Services, and make sure the protocol is listed and enabled.

@ hp color LaserJet

MPIFD4820 /7 10.96.140.141

| information [ Settngs |

Configuration
TCPAP Settings
Metwork Settings
Other Settings
Select Language
Security

Settings
Authorization
Mgmt. Protocols
802 1% Authentication
IPsec/Firewall
Diagnostics
Metwork Statistics
Protocal Info

Configuration Page

5550

MNetworking

Mgmt. Protocols

[ Weblgmt [ SN

Select the protocols and services that you want fo enable.

Other

Enable Print Enable Print
Protocols Services

L IPXIsPx #/ 9100

| AppleTalk #/ LpD

U pLeae #lpp
¥l IpPs

L web Services
Print

¥ FTp

Enable Device Name
Discovery Resolution
[

# s p LLMHMR
¥ Banjour 1#| Enable
WINS Port
¥ Mutticast IPv4
# wins
|#| W5 Discovery  Registration

Under the ports section you can change the default ports for the following. After modifying the
default port numbers, click Restart Services:

e  TCP/IP API Port: Specifies the local TCP/IP port that SPP Enterprise will open for APl requests.

Port 5501 is the default port.

e  TCP/IP LPD Port: Specifies the local TCP/IP port that SPP Enterprise will open for inbound LPD
request. Port 515 is the default port. If an LPD daemon is already running on the server, shut
down this process to enable SPP Enterprise to open port 515.
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e  TCP/IP QUEUE Port: The port that will open for inbound requests on the server and applies to
the Enterprise Print Client. This port will also open on client workstations when Enterprise Print
Client is installed. This is used to transfer job metadata from client workstations to the server
when you want to use Local Job Storage on client workstations. The default port is 5500.

e  TCP/IPIPP Port: Specifies the local TCP/IP port that SPP Enterprise will open for inbound IPP
request. Port 631 is the default port.

If you want to retain print jobs after expiry, select the Retain Print-Keep jobs. Jobs that are indefinitely
retained can be deleted only by users from the mobile release app, by users from an MFP front panel or by
administrators using the HP AC admin console.

[%f Single-function devices will not print retained jobs.

& If Retain "Print-Keep" jobs beyond expiration is selected and Enable one-touch release is selected,
only jobs with a status of "Waiting" will be printed, and if there is at least 1 "Printed" job in the list, the list of
jobs will always display.

Enabling the tracking of purged jobs will allow any jobs that have been expired or deleted to be tracked for
job accounting. When the Enable tracking of purged jobs box is checked, an XML file is created for each job
that is purged.

The XML file includes information such as the purged job name, the date the job was submitted, and the
date the job was purged. The XML files are created in one of the following locations:

e [f Job Accounting is installed on the same server as Secure Pull Print Express, the XML files are
created in the following folder:

Program Files\ HP\HP Access Control\temporary\DTM
e If Job Accountingis installed on a different server, the XML files are created in the following folder:
Program Files\HP\HP Access Control\temporary

When purging is complete, the XML files are pushed to the Job Accounting server in the \Temporary \DTM
folder.

Options
Protocol | TCPIP/SOCK [~]
PIL overlap El
Job expires after |2ﬂ | | Hours |v|
E| Enable tracking of purged jobs
Enable tracking of printed jobs
[%Y Requires the installation of the Job Accounting Server component or having a job accounting

server on the network.

Section 6.4 Secure Pull Print Enterprise 179



To enable tracking of printed jobs on devices that do not support in-printer tracking (HP OfficeJet Pro
devices), select Enable tracking of printed jobs. This will track print job pages after they have been printed.

Options
rotocot | TCPIP/SOCK -]
PIL overlap EI
Job expires after |3.q | | Hours |v|
[*] Enable tracking of purged jobs
[x] Enable tracking of printed jobs
L%y Requires the installation of the Job Accounting Server component or having a job accounting

server on the network.

When Use device IP address is enabled, this checkbox allows the spooler to identify the printer via IP
address instead of host name, in case the host name has changed and a printer has not been reconfigured.
It is recommended that printers have fixed IP addresses.

Show local and remote jobs: When enabled, this checkbox allows for pull print queues from all SPP
Enterprise servers to automatically display on a device front panel after authentication. If this is disabled,
the user will need to manually select the Remote Jobs button at the front panel to view all pull print
gueues.

To improve performance, you can specify the number of jobs that should be delivered to the device
concurrently. In the PJL overlap field, enter a number from 1 through 9 to determine the number of jobs to
be released at one time. Overlapping the delivery of multiple documents to the device can prevent delays
that can occur between documents caused by the device clearing the paper path before confirming job
completion.

[%

e  The value chosen should be the lowest value required to prevent delays between documents, and will
vary depending on the speed and capabilities of the target printer. A value of 3 should be sufficient for
most printers.

e  When using Point and Print with SPP Enterprise, the SPP Enterprise port monitor must be used to
enable Encryption at rest. An LPR shared queue does not support encryption at rest. To use
encryption with an LPR local queue, the HP AC Print Client must be installed on client workstations.

Q If you want end-to-end encryption from the user workstation to the printer, install HP AC Print Client
on user workstations with encryption enabled, enable Encryption at rest on the HP AC server and select
TCPIP/IPPS as the printing protocol.
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10. Enable Encryption at rest to encrypt print jobs using AES 256 while they are on the HP Access Control
server.

r_ﬁ”f NOTE: When enabling encryption, the printer definition files must be updated. Click the Update printer
definition button on all servers.

|
~ Client options

Client passcode

Client encryption key

[¥] Change print job identifier to
() DomainiLogin

() UserPrincipalName

r=

17. The Client Passcode is used for authentication between the server and client workstations, and applies
when Local Job Storage, via the Enterprise Print Client, is installed on client workstations. The Client
Passcode uses a cryptographic nonce to establish secure communication between the client and server.
The Client Passcode and Client Encryption Key must be applied before installing Local Job Storage on client
workstations. Enter any value between 0 and 254 characters.

i IMPORTANT:

e [fthe Client Passcode is changed after installing the Enterprise Print Client on client workstations,
users will not be able to release jobs. You must reinstall the Enterprise Print Client.

e  After changing the Client Passcode, click Restart Services.
By NOTE:

e  The Client Encryption Key is stored in the passcode.dat files in the C:\Program Files\HP\HP Access
Control\bin folder on the server and in the Program Files\HP\HP Access Control Print Client\bin folder
on client workstations.

e By default, communication between the server and clients are encrypted. The Client Passcode and
Client Encryption Key are optional if you want to change the default keys.

12. The Client Encryption Key field allows for encryption of job metadata between the server and client
workstations when Local Job Storage, via the Enterprise Print Client, is installed on client workstations. The
Client Passcode and Client Encryption Key must be applied before installing Local Job Storage on client
workstations. Enter hexadecimal characters of 128 bits, 192 bits or 256 bits in the text field.

% IMPORTANT:

e |fthe Client Encryption Key is changed after installing the Enterprise Print Client on client
workstations, users will not be able to release jobs. You must reinstall the Enterprise Print Client.

e  After changing the Client Encryption Key, click Restart Services.
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B NOTE:

e  The Client Encryption Key is stored in the encryptionkey.dat files in the Program Files \HP\HP Access
Control\bin folder on the server and in the Program Files\HP \HP Access Control Print Client\bin folder
on client workstations.

e If Encryption at rest is enabled and Client encryption key is used with Local Job Storage, the
Enterprise client on the workstation will use the Client encryption key and not the Encryption at rest
key.

13. If you want to change users' identification format, see the section the Configuring Print Job Identifier
section of this guide.

14.  Click Apply.

15.  After making any changes, select Restart Service button to restart the SPP Enterprise Service.

I,.,..I”'-m

[3€] Emcryption at rest

Encryption key | .......... |

[] Emabile ome-touch release

[@ Update printer definition ] @ Restart Service I @ Apoily

6.4.2.1 IPPS inbound support

Prerequisites:
e  Requires IPP printing enabled on the computer.

e  The client computers must have the proper certificates installed in the Trusted Root Certificate Authorities
store.

Follow the steps below:

1. Toenable SSL/TLS inbound printing it is first necessary to create a certificate signing request for your
server and a private key. This can be done using the openssl command line tool (located in the \Program
Files\HP\HP Access Control\bin folder) using the following command:

[%f NOTE: Substitute hpac hostname with your server’s fully gualified DNS name.

openssl req -newkey rsa:2048
—keyout hpac hostname.key
-keyform PEM

—-out hpac hostname.csr

-outform PEM

[:?’”f NOTE:  You will be prompted to provide additional details to complete the certificate signing request and
two files will have been created.

e A certificate signing request file with an extension of .CSR.

e  Aprivate key file with an extension of KEY.

182 Chapter 6 Pull Printing



The certificate signing request file (hpac_hostname.csr) should then be sent to a Certificate Authority (CA)
who will validate the request and create a PEM format (Base64 encoded) certificate.

The PEM format (Base64 encoded) certificate along with any intermediate CA certificates need to be
concatenated together into a single file (e.g., hpac_hostname.cer).

The certificate (hpac_hostname.cer) and the keyfile (hpac_hostname.key) should be copied to the HPAC
server.

In HPAC > Settings > SPP Enterprise > SSL Options, double-click in the SSL Chain File field and select the
chain file. This is the public key and will be shared with clients connecting with IPPS. Double-click in the SSL
Key File field and select the key file. This is the private key. In the Passphrase field, enter the certificate
passphrase if required.

~ 551 Options

551 Chain File |C:\Program Files\HP\HP Access Control\bin\cerinew.cer

551 Key File (C:\Program Files\HPAHP Access Control\bin\ga005.ctsuppart.com.

Passphrase

Specify the server port number that HPAC should open for inbound SSL communication. Go to HPAC >
Settings > SPP Enterprise > Options > TCP/IP IPPS Port field and specify the required inbound IPPS port
(recommended 5443, but can be changed).

Restart the SPP Enterprise service.

Under Pull Print queues create a queue to receive the IPPS jobs. This queue is not a pull print queue, but an
inbound connection for IPP jobs that will route the job to the pull print queue specified in the line
TCPPRTR=.

Go to \Program Files\HP\HP Access Control\spoolroot\ptr folder and open the pull print queue previously
created in notepad. Replace the contents of the file with the following text, where TCPHOST is the name of
the HPAC server, TCPPRTR is the name of the pull print queue on the server and FILTER1 is the path of the
filter.

1 ipp1 - Notepad

File Edit Format View Help

PE = TCPTP/IRSQ

TCPHOST = HPAC-A-1.hpsolstr.com
TCPPRTR = Directl

VPSX2VPSX = YES
ENCRYPT = YES
PRTROPTS = 8@
FILTER1 = C:\Program Files\HP\HP Access Control\bin\Encrypt.exe
FIDTYPE = all

F1ARGS = "&infile" "&outfile"

In the Settings tile>SPP Enterprise tab enable encryption at rest and enter an encryption key. Click on apply
and restart server.

Install on the client PCs the IPP printer (for example, https://servername:5443/queue where the port
matches the port specified in Settings tile > SPP Enterprise > Options > TCP/IPIPPS.
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[%’ NOTE:  If using your own supplied certificates, then specify the SSL Chain file, the SSL key file and the
passphrase and the IPPS port field. It is recommended to use a certificate provided by the customer.

[%’/r NOTE: The queue created that receives the IPPS jobs from the client PCs will no longer be displayed in the Pull
Print Queue list in the Settings tile > SPP Enterprise tab.

6.4.2.2 Configure Print Job Identifier

6.4.2.2.1 User Identifier

HP Access control requires authentication to know who the user is so that it can track the details on the activity
of the user, associate pull print jobs to the user, and allow for user rights management. The base requirement is
that the user identifier is matched against the login ID (proximity badge ID or code ID).

The default user identifier is the SAMAccountName attribute, and changing the print job identifier is not required
for a multiple domain environment with the following:

e  Unigue login that is not duplicated in the different domains, and

e Dataforall usersis accessible from a single entry point with a single LDAP or Global Catalog query that can
authenticate the user’s credentials and confirm user details. This normally implies that there is a trust
relationship between domains, which are part of a common forest.

If the print job identifier needs to be changed, because the environment does not support the above
rquirements, then the print job identifier must be changed on all HP AC pull print servers.

User Identifier for multiple domains with non-unique logins

For pull printing it is requires that the user identifier for the print jobs is unigue so that print jobs from one user
do not appear in the job list for another user. In addition to the default sSAMAccountName attribute, HP Access
Control can store jobs from users as either domain\username (DomainA\jdoe) or as userPrincipalName
(jdoe@domainA.com) by configuring the Print Job Identifier within HP Access Control.

The same user identifier must be used for both pull printing (Settings tile > SPP Enterprise tab > Client Options >
Change Print Job Identifier) and for authentication and enrollment (IRM tile > AD-Configurator tab > Users >
Username attribute).

Figure 6-1 Print job identifier in the SPP Enterprise tab

L
~ Client options

Client passcode

Client encryption key

[¥] Change print job identifier to
() Domain\Login

(O UserPrincipalMame
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Figure 6-2 User identifier in the AD Configurator

AD Configurator

General :Umname attribute
|sAMAccountName
LDAP Sernier :
Cargs :DI5D|B'|.' name attribute
[displayMame
Codes
Emiail address attribute
Rights Email
Useis
= .ncnmarn attribute
LR {mail
SMTF Senver
Department attribute
Proximity Reader | departmeant
Home folder attribute
| homeDirectory
\ppdy lesal
sAMAccountName

The sAMAccountName is used to support clients and servers from Windows. The sAMAccountName is set as the
default attribute within the HP Access Control utility.

The sAMAccountName can be used for authentication and enrollment if it is unigue across the domains.

If usernames are not unique in the global catalog, the SAMAccountName should not be used, and
userPrincipalName is the recommended best practice.

userPrincipalName

The userPrincipalName (UPN) is the recommended login for Windows users, if you have to change the print job
identifier. At login time a UPN is validated by searching the LDAP server location set in the AD Configurator >
LDAP Server page.

For authentication and enrollment, when using the userPrincipalName, the entire syntax must be used
(jJdoe@domainA.com). This is also required for usernames entered into the User Editor.

When using the userPrincipalName attribute, the HP AC Enterprise Print client is required, and must be installed
after server configuration, so that the settings are pushed from the server to the client during installation.

domain\login

When the default sSAMAccountName cannot be used, one option is to configure the user identifier to be domain
\login. The login will typically be the sAMAccountName for that user.

One benefit of this choice is that, for a given user, if the login is not repeated for other users in the other
domains, the user does not necessarily need to enter the domain, but just the login name when enrolling a card
or using alternate windows authentication at the print device control panel.

If the user has a duplicate sSAMAccountName across domains, then the user would be required to enter domain
\login at login.
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[%’ NOTE: Using domain\login does not support the following features:
e  Multi-vendor devices;
e  Delegate, and

e  Alias.

When using the domain\login, the HP AC Enterprise Print client is required, and must be installed after server
configuration, so that the settings are pushed from the server to the client during installation.

6.4.2.2.2 Configuring to use Domain\Login

1. Inthe HP AC utility navigate to the IRM tile>AD Configurator tab>Users, confirm the username attribute is
set to SAMAccountName (default) and click Apply.

Figure 6-3 User identifier in the AD Configurator

AD Configurator
General Username attribute
|s.ﬁ.M.ﬂ.cc0u niName x ]
LDAF Saqver
Cands Display name attribute
||:Ii5pla'fhia me ]
Codes
) Email address attribute
L |mai1 J
Users
Domain attribute
e |mai1 |
SMTF Server
Department attribute
Proximity Reader |depariment |

Home folder attribute
|h|:|mE Directory ]

L Apply | [ Reset |
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Domain\login. Click on Apply.

Go to the Settings tile>SPP Enterprise tab>Client Options. Click on Change print job identifier and select

Figure 6-4 User identifier in the SPP Enterprise tab

— Client options

Client passcode

Client encryption key

[%] Change print job identifier to
() DomainiLogin

() UserPrincipalName

=

On the client PCit is required to install the HP AC Enterprise Print client. Note: this must be done AFTER

configuration of the HP AC server as the server settings for the Print job identifier are applied to the client at

the time of install.

6.4.2.2.3 Configuring to use userPrincipalName

1. Inthe HP AC utility navigate to the IRM tile>AD Configurator tab>Users and change the username attribute

to userPrincipalName and click Apply.

Figure 6-5 User identifier in the AD Configurator

AD Configurator A0 Us

General
LDAP Server
Cards

Codes
Rights
Users
Filters

SMTP Senver

Prosdmity Reader

Username attribute
|userF'rin cipalMame|

Display name attribute
displayName ]

Email address attribute
miail ]

Domain attribute
mail |

Department attribute
|department ]

Home folder attribute
homeDirectory ]

i Apply I l Reset |
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2. Totest, go to the AD User Editor tab and enter the userPrincipalName for a user and click find.

Figure 6-6 Testing resolution using userPrincipalName

AD Configurator  AD User Editor AD Group Manager User List Editor
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3. Go to the Settings tile>SPP Enterprise tab>Client Options. Click on change print job identifier and select
userPrincipalName. Click on Apply.

Figure 6-7 User identifier in the SPP Enterprise tab

L
— Client options

Client passcode

Client encryption key

[¥] Change print job identifier to
() DomainiLogin

() UserPrincipalName

=

4. Onthe client PCitis required to install the HP AC Enterprise Print client. Note: this must be done AFTER
configuration of the HP AC server as the server settings for the Print job identifier are applied to the client at
the time of install.

6.4.2.3 Configuring PJL Parsing for Non-Windows Printing
Prerequisites
e  HP ACEnterprise installed and configured.

The Enterprise port monitor can use a filter (PJLHeader.exe) to parse the PJL header for non-Windows printing, or
with HP ePrint Enterprise, getting the username/job name from the PJL. Along with the Enterprise port monitor,
this is used when printing from a system that does not generate standard PJL information.

1. Click on the Settings tile and select SPP Enterprise tab.

2. Inthe Options section, select PJL parsing to enable this.

I_I LIIJFI.LII UI.I.JUIJ'J
[ ] QR code

[] PIL parsing

[ Encryption at rest

A" NOTE:  Enabling PJL Parsing may affect performance.

6.4.2.4 Configuring PJL Overlap

Prerequisites
e  HPACEnterprise installed and configured.

To improve performance, you can specify the number of jobs that should be delivered to the device concurrently.
In the PJL overlap field, enter a number from 1 through 9 to determine the number of jobs to be released at one
time. Overlapping the delivery of multiple documents to the device can prevent delays that can occur between
documents caused by the device clearing the paper path before confirming job completion.
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r.%’ NOTE:  The value chosen should be the lowest value required to prevent delays between documents, and will
vary depending on the speed and capabilities of the target printer. A value of 3 should be sufficient for most
printers.

6.4.3 Adding additional SPP Enterprise servers for pull print remote jobs

Remote jobs allows users to pull jobs from different locations. Users can store a job on one server, then release
the same job at a different location from a printer configured on a different server. Servers listed here are local
servers and any remote print servers that will participate in roaming and be queried for print jobs. To add
additional servers, complete the following steps:

1. Inthe HP AC configuration utility, go to the Settings tile > SPP Enterprise tab.

2. Inthe Servers information section, click in an open row, then enter the Fully Qualified Domain Name (FQDN)
of a server you want to add, including the IPP port number and press <enter> on the keyboard. (Example:
Servername.Domain.com:631)

— Server information

Server URI Server URI Y D
HPAC-B-15.hpsolstr.com:631
HPAC-A-15.hpsolstr.com:631

%

3. Click the Test button to test the connection to the server. The Messages pane should display Connection to
spooler OK. Then click Apply.

|
6/4/2074 7:28:19 PM - HPAC Secure Pull Print: Device setting saved
6/4/2074 7:28:19 PM - HPAC Agent: Device setting saved
6/4/2074 7:45:50 PM - HPAC-B-1.hpsolstr.com:631: Connection to spooler ok
6/4/2074 7:45:57 PM - HPAC-A-1.hpsolstr.com:631: Connection to spooler ok
6/4/2014 7:47:07 PM - Save successful

6.4.4 Adding pull print queues on the server

SPP Enterprise pull print queues will allow the server to receive jobs printed from client computers. When jobs
are received from client computers, the jobs are stored in the Program Files\HP\HP Access Control\spoolroot
\spool\Queue folder, where Queue is the name of the pull print queue. Each job is stored as two files, a DAT file
and an INF file. To add a pull print queue, complete the following steps:

1. Inthe HP AC configuration utility, go to the Settings tile > SPP Enterprise tab.
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2. Inthe Pull Print Queues section, click Add.

Pull print queuss

Queue name

CER—

CE—

’L%y NOTE:  When a pull print queue is created from the HP AC configuration utility, a printer definition file is
created in the Program Files\HP\HP Access Control\spoolroot\prtr folder. This printer definition file is
required to allow the print queue to receive print jobs from client printers.

3. Inthe Queue name field, enter any name for the pull print queue. Click Add.

Pull print queues .

To have all jobs from all servers display automatically on the front panel, select Show local and remote
jobs. When disabled, the user will need to manually select the Remote Jobs button on the front panel to
view all pull print queues. When enabled, there is an option to "Stop at first server with jobs". When this

option is enabled, users will see jobs stored on the first server that was detected with stored jobs, instead
of jobs from all SPP Enterprise servers.

r_ﬁ”f NOTE:  With card authentication and Show local and remote jobs enabled, when a user presents his or her
card at an HP single-function device, all jobs will be printed at once.

E Show local and remote jobs

E Display all jobs

5. Tohave all jobs display in one job list, select Display all jobs. When disabled, the user will have to select the
pull print gqueue first, prior to viewing the job lists.
6.4.5 Assured Job Delivery

HP AC Secure Pull Print Enterprise offers assured job delivery when using TCPIP/PJL as the communication
protocol from the HP AC server to the print device.

Assured Job Delivery offers the following benefits:
BY NOTE:

e  TCPIP/PJLis required.

e  Not supported with encryption.

e  Thisis supported only with HP AC Enterprise.
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e  The Enterprise spooler assures that the delivery of all the pages of the document are successfully sent
prior to sending the next document to the print device.

e \Validation of the delivery of each page is done, by verifying that each page has been successfully delivered
to the output tray of the print device. Only after the validation that all pages have been delivered for the
current document will the next document be sent for printing.

e  Print datais immediately suspended if the print device reports an OFFLINE error before or during data
delivery. Sending of the print data will not resume until the printer reports an ONLINE status.

e [fadevice fails during printing, HP AC will continue to print that document once the failure is cleared, unless
the printer has been rebooted or the job has been canceled by the user.

Complete the following steps:

1. Goto the Settings tile and select SPP Enterprise tab.

2. Under the options section change the protocol to TCPIP/PJL.

3. Click Apply.

6.5 Configuring devices for pull printing

In order to allow users to pull jobs from the pull print queue to a device, the device must be configured for pull
printing from the HP AC configuration utility.

Prerequisites

e HP Access Control (HP AC) Agent and HP Access Control (HP AC) Secure Pull Print must be installed on the
server.

e  Beforeinstalling any solution on HP devices, make sure the correct PRN installation file displays in the
Installation file field in the Settings tile > Agent tab.

° The device has been configured for authentication. See Section 5.7, Configuring devices

e  Make sure a device administrator password is set on MFPs and matches the device administrator name and
password in the Settings tile > Device tab and the IRM tile > AD Configurator tab > General page.

File  Dutabase tools

Device

Device

Admindstrabar user name |3Cf‘1"' |

Administrator passward | """ |

|| Dizabie device ping

Certificate |':"\ Program Flles\Hewlett-Packang\ HP Access Contral\hpac-14-1.hps0(str.oomuper @ Apply

6.5.1 HP multi-function printers

1. Inthe HP AC configuration utility, go to the Devices tile.
2. Do one of the following:
e  Select the device from the device list

° Scan for devices on the network
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e  Enter the IP address of the device

e  See Section 4.2.1, Adding devices

Click Install to send the installation file to the device if the device has not already been configured for
authentication. See Authentication. The device may reboot during the installation process. Please wait for
the device to return to the "Ready" state.

Devices
HPAC (T} T '3 IW‘@
PO Mame W Model ¥ sell W R T =L
M sodress
Hame !
boedel HP Lager Jaq M55
1 ype xR
Configurabion - 16.62.213.0
a Are you sure you wanit bo instal the agent on the selected davices
*
[ 1w |
Hame:
Hame

1 devieeis)

Select the device from the device list, then click Configure. In the Configure window, select Pull printing. If
you want to use IRM authentication and rights management, also select Authentication and Authorization.
Click OK.

Select which component to enable on the selected
devices:

] Pull printing
[] tracking

[] Authentication

[ Authorization

[] quota

[ confirmation trap
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B NOTE:

e  When configuring HP AC there may be a requirement to set the device to look at multiple IIS servers.
When multiple IS servers are in the Settings > IIS area, then the option to configure for a different IS
server will appear for the Pull Printing option in the Devices > Configuration window.

e  When using multiple IIS servers ensure that the server certificates are configured properly. Refer to
Section 4.2.4.3, Creating certificates in a multi-server installation.

5. Configuration will be complete in about 30 seconds. Configuration results will appear in the message pane.

5/26/2014 6:12:51 PM - start configuration A
5/26/2014 6:12:52 PM - 192.168.1.15: Create printer definition

5/26/2014 6:12:53 PM - 192.168.1.15: certificate installed

5/26/2014 6:12:54 PM - 192.168.1.15: pull printing configuration

5/26/2014 6:12:57 PM - 192.168.1.15: tracking configuration

E/26/2014 6:13:18 PM - 192,168.1.15: authentication agent configuration [Authorization)

[m]

<

6.  Go to the device EWS to set the authentication method at the device.

e  ForaFutureSmart device, go to the Security > Access Control page of the EWS. Click Access Control
(HPAC IRM) on the left pane and enable the authentication method required.

[T [ [ AT [T KA
e 1= it
e Access Control (HPAC I

Access Contral

Protect Stored Data
Licensze identifier E?SFSDBQ
Cerificate Management

s .

hittp:/192.168.0.160Micensewsilicense
Other Links

HF Instant Support Authenticators

Shop for Supplies

Product Sugport Enabled ‘Mame

r HPAC - Local List
- HPAC - PIC Server
[ HPAC - DRA Server

| W~ HPAC - IRM Server |

| Updte |
o Inthe left pane, click on Access Control. Then scroll down to HP AC Secure Pull Print and choose the

authenticator (l.e. HPAC — IRM Server). Set the HP AC authentication method for each device function
to be controlled by HP Access Control.

4 Metwork Folder application v £l [UseDeflt  v|

% Job Status application [Use Defauif -]
Save io USE application ﬁ fj [ Use Default ~
Device Maintenance application v} ~ [UseDetalt ]
HP AC Secure Pull Print 3 7 HPALG - IRM Server W

‘Manage Permission Sels [l Access Granted [ Requires Sign In [V Full Access [ Access Denied
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e  Setthelockiconin the Device Guest column for the chosen options.

e  Foranon-FutureSmart device, go to the Settings > Authentication Manager page of the EWS. In the
HP AC Express row, select HPAC Server as the Log In Method. Click Apply.

Figure 6-8 Authentication manager

QD

invERT

hp Laserlel 4345 mip / 10.0.0.154

hp LaserJet 4345 mfp

E-mail Server

| information || Settings || Digital Sending || Networking |

Configure Device

Alerts

AutoSend

Security

LDAP Authentication

| Autnentication Manager

Authentication Manager

Help
Setthe Device Functions that raguire usars o successiully 1og in bafore use. Each funclion can reguire a
difterent Log In Method.

Home Screen ACCess Log In Method

Login At Walk Up Mong

<

Dewce Funclions Log In Method

User PIN Authentication Copy Maone [v]
Edit Other Links Send E-mail Nene v
Device Information Send Fax None "
Language Send to Metwark Folder Mone ]
Date & Time D258 Secondary E-mail Mane v]
Sleep Schedule _ =
HPAC Agent DSS Workflow Nane \¥]
Simplex Copy Mane ]
I HP AC Exprass HPAC Server Z‘
Other Links

hp instant suppard

6.5.2 HP single-function printers

Complete the following steps:

1.
2.

In the Devices tile, select the device from the device list.

Click Install to send the installation file to the device if the device has not already been configured for
authentication. See Authentication. The device may reboot during the installation process. Please wait for
the device to return to the "Ready" state.

Figure 6-9 Devices install

38 devicels)

m TS50 ARFFEEEERK RIEICAEY
| 10.96.140.214 P214 HP LaserJet 500 color M551 CNCCFBGONS 4/9/2015 E
10.96.140.168 NPIFBECEA HP LaserJet 600 M603 CN1CCSRO13 m’SUEO]SE
10.96.140.7 NPIB51849 HP LaserJet 600 M603 CN2CCBG014 4;’9;’2015%
10.96.140.172 NPISATBAS HP LaserJet 700 color MFP M775 MX1CD6B0OOH 4.’9}2{]15;
10.96.140.138 -

NPI158548 HP LaserJet TO0 M712 CN2CD990FF d.fg,’2015_i

@ Install HP agent ]| [@ Remové
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3. Select the device from the device list, then click Configure. In the Configure window, select Pull printing. If
you want to use IRM authentication and rights management, also select Authentication and Authorization.
Click OK.

Figure 6-10 Devices configure

Select which component to enable on the selected
devices:

[] Pull printing
[] Tracking

[] Authentication

[] Autharization

[] Quota

[ confirmation trap

) Install HP agent ] [@ Remove HP agent ] [ Configure J

6.5.3 HP Officejet printers

Prerequisites
These additional prerequisites are required for HP OfficeJet Pro devices:

e  Make sure the correct OPS certificate or customer certificate displays in the Certificate field in the Settings
tile > Device tab.

e  Ensure the correct username and password is entered that was specified during the installation of the OPS
server. If the password needs to be changed, please refer to the Section 15.18, Reinstalling HP OPS section
of this guide.

e Ifthe device has been previously configured on a different server, to be able to configure the settings from
the new server you must enable the following setting: Settings tile and under the Device tab check Override
OPS setting. Click Test and Apply.

~0PS server

075 serves |nmwmc-l¢1mu.toml |

[3¢] Owarride 095 sattings

= |
_____ = ) Cr—|

Complete the following steps:
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1. Select the device from the device list, then click Configure.

Figure 6-11 Officejet configure

Select which component to enable on the selected
devices:

] Pull printing
[] tracking

[] Authentication

[ Authorization

[] quota

[ confirmation trap

[® Cancel

) Install HP agent ] [@ Remove HP agent ] [ Configure J

2. Inthe Configure window, select the following components:
e  Select Pull printing to enable the Secure Pull Print Express app button.
e  Select Authentication to enable IRM authentication.

3. Click OK.

6.5.4 HP PageWide Pro devices
6.5.4.1 HP PageWide Pro

Prerequisites

e Device firmware 1629F (VR 1.2 release) or higher

e  PageWide Pro devices will use OPS only if the firmware requires OPS and will prompt for installation
e  User database/LDAP/Active Directory is properly configured

e IntheIRMtile, rights are properly configured if authorization is required

e  Agentand Secure Pull Print Express/Secure Pull Print Enterprise are installed and configured

e  HTTP activation is enabled on the server (NET 3.5.1)

Prerequisites

e  Secure Pull Printing

e  Authentication
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—  Card or Windows authentication
— Cardorcode
—  Cardand code (two factor)
—  PIN/PIC
e Authorization for device functions
e  Enrollment
e  Jobaccounting
—  Print server tracking
—  Pull print tracking (via server)

—  Glass activity tracking

[%’ NOTE:  The following is currently unsupported:
e  Quotafor glass activity
e  Allocation

) Local list authentication

6.5.4.2 Configuring devices
To configure the device, complete the following steps:

1. Inthe device tile, enter the IP or hostname into the IP field and click Add.

IP 192.168.1.154 [ Add }

1 — - |

2. Select the device from the list and click Configure.

Sy el e g, b # [FRL
b el e el LS A a b
: AT, S E ® H ® 0 O
F BT L T el sl Dl il il
n
L™
-y
1 v
[ g | [=pr—
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3. Select Pull printing and Authentication and click OK. Configuration will complete in about 30 seconds.
Configuration results appear in the message pane.

Wim ................ I
¢ aedel] wfElh cd P bal 1] disdbir ot Th pHe S
T

[ me artay

[ macaieg

[} farertapsn
] wrraezair
] Gepaia

Drnrﬁr.ﬂml.q:

6.5.5 XT devices

Prerequisites

e  Make sure the XT device is connected to a printer and to the network.

e If your server has a firewall, make sure TCP 2000 is open to send configuration files.
e  Make sure the IRM authentication method is set to Card Only.

e  Make sure the IRM Proximity Reader settings and Card settings are correct. Also, make sure Card ID
masking is enabled.

[% NOTE: The XT device must be rebooted or power cycled after the card type configuration changes. To power
cycle the XT device, unplug the power cord from the device and then re-plug the power cord. Or go to the
Devices tile, right-click the XT device and select Reboot device.

Complete the following steps:

1. Select the XT device from the device list, then click Configure.
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2. Inthe Configure window, select Pull printing. Click OK.

Devices

HPAC(1)
Drag and drop columns here

P Y Name Madel W Serial

10.96.140.33  NPICB30BF hp Laser jet 4345 mfp CN1C4TYGOT 15

Configure - 10.96.140.33 E £

Select which companent to enable on the selected devices:

E Pull printing
D Tracking

[] authenticatian
I:I Autharization

[ oueta

I:l Confirmation trap

@= J@®- )

[T}

1 dewice(s!

The device reboots and then beeps five times, indicating the device is configured.

6.5.6 HP S900 series devices

Prerequisites

e  Make sure IRM licenses are available on the HP Access Control server. An IRM license is required for each
device to allow for walk-up authentication.

B NOTE:

e  Device configured for authentication. See Section 5.7.7, HP SS00 series devices.

e If youchange the IRM authentication method to Code Only, you must recycle the HPACWS application pool
before authenticating at the device. If an error message displays on the front panel, power off and restart
the device.

e  Bydefault, card readers are configured to read HID and iClass card types. If you want the card reader to
read different card types, update the card reader before connecting to the printer. Specific parts/kits along
with part numbers are required for HIP reader integration on the S900 devices.

6.6 Submitting jobs for pull print
6.6.1 Submit from a PC

To submit pull print jobs from a PC, complete the following steps:

1. From an application, such as Microsoft Word or Adobe Reader, select File > Print.
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2. Fromthe list of printers, select the pull print printer you would like to use.

Printer

XRX9C934E1EAEDA
Offline

Print

Share

Adobe PDF a2

Export

=
A
= Ready -
'TL"'HIE MYDOCUMENTS on http://ctsupport1:631 £
- Ready

ﬁ%" Canon iR-ADV C5030/C5035 Class Driver 3
Ready

Close

3. Click Print.

6.6.2 Submit from email
Prerequisites
e  The HP ACSPPE Mail service is started.
e  Microsoft Office is activated with each application installed and registered to the current user.
e  For Adobe PDF documents, Adobe Reader must be installed on the server
e  Alocal printeris installed with a PCL5, PCL6 or PS driver and set as the default printer.

e  Ona64-bit server, validate the OS version of Microsoft Office. Open the Windows Task Manager with the
Office application open. In the Processes tab, a 32-bit version application displays *32 in the name.

e  The settings in the Email tab of the configuration utility are correct. See Section 4.2.2, Email for more
information.

From the email client send an email to the email address of the HP AC server (as defined in the Settings tile
>Email tab > POP3/IMAP login field.

[:?’”r NOTE: The following file types are supported for pull printing: DOC, DOCX, XLS, XLSX, PPT, PPTX, VSD, PDF,
TXT, JPG, JPEG, BMP, GIF, PNG, TIF, and TIFF.

6.7 Pull Printing from the devices

The following sections describe methods to print stored jobs.
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@9 IMPORTANT:  When pull printing with SPP Enterprise, if a user has a mix of pull print jobs and shared delegated
jobs, not all jobs will release at once if Print All is selected at the device. The user will have to select Print All to
print all pull print jobs and then select Print All again to print all shared delegated jobs.

[%’/r NOTE: At a device front panel, when Print All is selected, jobs remain visible on the screen until all jobs are
printed. Tap Refresh to refresh the job list.

6.7.1 HP single-function printers
Prerequisites
e  The printeris configured for Pull Printing and Authentication.

e  Auserhas pending jobs in the pull print queue.

gk

B NOTE:  On devices without a 4.2" display the user must have a card previously enrolled.

Complete the following steps:

1. Present your registered card at the card reader. IRM identifies the registered card, authenticates the user,
and locates your stored jobs in the spool folder. All of your stored jobs are then pulled from the spool
folder, printed, and then deleted.

2. Collect your printed documents.

6.7.2 HP single-function printers with a 4.2" display
Prerequisites
e  The printer is configured for Pull Printing and Authentication.

e  Auser has pending jobs in the Pull Print queue.

Complete the following steps:
1. Present your registered card at the card reader, enter your code or Windows credentials.

2. Select the documents to be printed from the list and tap the desired Print button.

HP AC Secure Pull Print - blanchew

Ready: Welcome blanchew

=
D Test Page L Print all -
- >

<

|:| Test Page [ Print-Delete J
d

[ Print-Keep |

’j Test Page J
[ Refresh -

g J

3. Collect your printed documents.
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B NOTE:

e  When Print-Keep is selected, an “R” will display next to the job list to indicate that the job is retained.

e Whenalljobsin the list are retained, the Print All button is disabled.

6.7.3 HP multi-function printers

Prerequisites
e  The printeris configured for Pull Printing and Authentication.

e  Auserhas pending jobs in the pull print queue.

l% NOTE: The MFP front panel screen may vary, depending on the printer model.

Complete the following steps:

At the device front panel, tap the HP AC application.

- . Start Copy @.. .

Sign In ] Ready Copies:

HP AC Secure Pull Print

Print your documents

Make copies from an original
document

2. Authenticate at the device using either card, code, or Windows authentication.

3. Select documents from the document list. Tap Print-Delete to print and then delete the document from the
document list. Tap Print-Keep to print and keep the document in the document list.

[% NOTE:  When Print-Keep is selected, an "R" will display next to the job name to indicate that the job is
retained.

[f_%?’ NOTE:  When all jobs in the list are retained, the Print All button is disabled.
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HP AC Secure Pull Print - williamb

Used supply in use {}_‘h":

| Test Page

Test Page _ Printall |

Test Page - _.

_ Print-Delete |

Test Page < A

" Test Page : "

Print-Keep |

Refresh |

6.7.4 HP Officejet Pro printers

Prerequisites

e  Forusers to pull print remote jobs, make sure the Show local and remote jobs checkbox is selected in the
HP AC configuration tool > Settings tile > SPP Enterprise tab.

e  Auserhas pending jobs in the pull print queue.

e  The printer is configured for Pull Printing and Authentication.

Complete the following steps:

1. After authenticating at the printer, tap Apps.

Apr 16 2016 1:16PM
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Tap HP AC Secure Pull Print.

HP AC SecureF. ..

Select documents from the document list. Tap Print.

HPAC Secure Pull Print

201510:18&:

)16 10:18:46 AM

115 10:18:

[%
Due to the limitation of HP Officejet Pro device front panels, the Print-Keep button is not available.

Due to the limitation of HP Officejet Pro devices, no more than 50 jobs can be displayed in the job list. Also,
due to a character limitation of the URL (a concatenation of print job URIs that is used to connect to the
server), not all selected jobs may be printed or deleted. When using SPP Enterprise, and depending on the
length of the server name and queue name, the maximum number of jobs that can be printed or deleted at
one time is 10. When using SPP Express, the maximum number of jobs that can be printed or deleted at
one timeis 14.

Prerequisites
The XT device is connected to a printer and the network.
The XT device is configured for pull printing.
Cards are registered to users.
IRM authentication set to Card only.

For users to pull print remote jobs, make sure that Show local and remote jobs is selected in the HP AC
configuration tool > Settings tile > SPP Enterprise tab.

A user has pending jobs in the pull print queue.
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Complete the following steps:

Present your registered card at the XT card reader. The XT device identifies the registered card,
authenticates the user, and locates your stored jobs in the spool folder. All of your stored jobs are then
pulled from the spool folder, printed, and then deleted.

Collect your printed documents.

Prerequisites
The printer is configured for Pull Printing and Authentication.

A user has pending jobs in the pull print queue.

Complete the following steps:
To log in at the device, present your card at the card reader or enter your PIC to authenticate.

Touch Apps. If more than one application is configured on the device, tap the pull printing application.

User. wiliamb ILINE .“'H”H
Logout .Jnh Status

l‘!«f ﬂ "

E -Mail Network Folder

.‘.'ﬂfﬂ

HDD . -
Bo Lk T ) ray S as
ress Book Pl ratriev Scan to HOD Tray Settings

Job Status

06:10 PM

Select documents from the document list. Tap Print All to print all documents in the list. Tap Print- Delete to
print and then delete the document from the document list. Tap Print-Keep to print and keep the document
in the document list.

[?

If the IRM authentication method is set to Card + Code (two-factor) and you log out by presenting a
proximity card at the card reader, the following message displays: "Authentication failed. Please confirm
the card." Tap OK to log out.

If you change the IRM authentication method, you must recycle the HPACWS application pool before
authenticating at the device. If an error message displays on the front panel, power cycle the device.

If a user is logged in and another user presents his proximity card at the card reader, the first user will be
automatically logged out and the second user will be logged in.

206 Chapter 6 Pull Printing



6.7.7 Touch-to-Release

TTR (Touch-to-Release) is supported in all devices with HP AC Secure Pull Printing configured and licensed. On
i0S devices, the identification of the printer is done through a QR code. Android devices can use either the QR

code, NFC, IP address, or a previously used/selected printer.

Prerequisites

e  HP Access Control server version 14.0 or higher installed and configured

° Mobile device connected to same network as the HP Access Control server

e  HP ePrint Enterprise app version 1.11.0 or higher installed on the mobile device. QR code enabled on the

MFP or Printer (if using QR code for job release)

Complete the following steps:

1. Openthe HP ePrint Enterprise application on your mobile phone.
2. Tapthe HPACicon.

HP ePrintEnierprise fo)

What would you like to print?

=3
[E-mail

Web

f

Facebaok
Phatos

£

Chaose Pleture

* %

w*

Orophox

L

HPAC

M
—
Files
_——
oo

Bow
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3. Once communication is established with the HP AC server, a list of print jobs will display. Select the ones
you want to print, then scan the QR code on the printer or MFP. The documents will now print.

&jm HP Access Control Next

Test Page

& 2015-04-07 17:44:13

Test Page

& 2015-04-07 17:44:14

Test Page

? 2015-04-07 17:44:14

Test Page

& 2015-04-07 17:44:16

6.7.8 Releasing delegate jobs
Prerequisites
e  The printer is configured for Pull Printing and Authentication
e  Auserhas a delegate pending jobs in the pull print queue

e IRMmust be set to use Database as the data storage

[% NOTE: The MFP front panel screen may vary, depending on the printer model.

Complete the following steps:

At the device front panel, tap the HP AC application.

. (@) Start Copy @.{3

L@] t 5'9‘ In J Ready Copies:

HP AC Secure Pull Print

Print your documents Make copies from an original
document

“ =

LQJ

2. Authenticate at the device using either card, code, or Windows authentication.

3. Select documents from the document list. A delegate job is preceded with a (+) symbol.
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4. Tap Print-Delete to print and then delete the document from the document list. Tap Print-Keep to print and
keep the document in the document list.

HP AC Secure Pull Print

Ready: Welcome

|| (+) Test Page ~ Print all
S
Print-Delete

\ice
Print-Keep

NS
b

Refresh

6.7.9 Releasing jobs from a web page

Complete the following steps to use the Secure Pull Print Web page to route jobs from the server to a printer or
MFP:

1. Opena Web browser and in the address field, enter the following URL, where server is the name or IP
address of the server:

http://server/mydoc
2. When prompted, enter the user name and password, with the user name in the following format:
domain\username

Then click OK and the HP Access Control (HP AC) Secure Pull Print Express Web page displays:

jsmith

Number of documents:3

| Document name Application Pages Skze Date
Test Page LPRQADIS 1 683601 | 2/22/2016 9:33:01 PM
Test Page LPR QAD15 1 683601 | 2/22/20169:33:09 PM
Test Page LPR QAD1S 1 683601 | 2/22/2016 9:33:17 PM

3. Enterthe IP address of the printer or MFP in the Address field.

4. Click ajob from the Jobs list and then click the Print button to direct the job to the printer or MFP. To delete
a job from the Jobs list, click a job from the list and then click the Delete button.

5. Torefresh the Jobs list, click the Refresh button.

6.  Select Delete to delete the job after it is printed. If Delete job is unchecked, the job will remain in the Jobs
list after it is printed.
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6.7.10 HP AC Enterprise — Releasing print jobs from remote print server — User
requested

Prerequisites
e  The printer is configured for Pull Printing and Authentication.

e  Forusers to pull print remote jobs, make sure Show local and remote jobs is selected in the HP AC
configuration tool > Settings tile > SPP Enterprise tab.

SPP Enterprise
|
 Options
Prorozsi. | TCRIRISOCE =]
rron [
Jab expires afier E | Hours =l

E Enable tracking of purged jobs

[ Enable tracking of prirted jobs

TCR{IF AP Port | 5501

TCRYIF LPD Port |51s

TCR{IF IFF Port |ﬁ31

[%] wse device 17 aodress

| [X] Shew incal and remste jobs

[ vispay ait jobs
D OR code

[y

e  Auserhas pending jobs in the pull print queue.

Complete the following steps:

1. At the device front panel, authenticate yourself and then tap the HP AC Secure Pull Print application.
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If you have stored jobs in more than one pull print gqueue, select a pull print queue and tap Select. If there is

only one pull print queue on the primary server, the document list displays.

E HP AC Secure Pull Print - dejesus

Ready Welcome Jessie

Microsoft Word - Document1

Print-Delote

| TENERSIS )
Print-Keep
- J
Reofrash |

Remote jobs |

3. Tap Remote jobs to view stored jobs from other servers. You can tap Local jobs to return to the pull print

gueues or document list on the primary server.

2] | HP AC Secure Pull Print - williamb

()

| —

Ready. Welcome williamb

0801DOCS (5)
0301DOCS (5)

Local jobs |

4. Select documents from the document list. Tap Print-Delete to print and then delete the document from the
document list. Tap Print-Keep to print and keep the document in the document list.

6.7.11 Pull Printing with HP AC Enterprise with Roaming

When users print from client computers to an SPP Enterprise print queue, jobs are stored on the server. Users
can then go to any configured printer, authenticate and pull print jobs to the printer.
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6.7.11.1 HP single-function printers
Prerequisites
e  The printeris configured for Pull Printing and Authentication.
e  (ards areregistered to users.
e  Acardreaderis connected to the printer.

e  Forusers to pull print remote jobs, make sure Show local and remote jobs checkbox is selected in the HP
AC configuration tool > Settings tile > SPP Enterprise tab.

oy Irl_rUIl.| |

[ ] use device IP address
[x] Show local and remote jobs

[ ] Display all jobs

oo 2

e  Auserhas pending jobs in the pull print queue.

Complete the following steps:

1. Present your registered card at the card reader. IRM identifies the registered card, authenticates the user,
and locates your stored jobs in the spool folder. All of your stored jobs are then pulled from the spool
folder, printed, and then deleted.

2. Collect your printed documents.

[%f NOTE: When users first authenticate at a printer, all jobs in all pull print queues on the default server are
printed. If the user authenticates again, and no jobs are on the default server, all jobs in all pull print queues from
remote job servers are printed.

6.7.11.2 HP single-function printers with a 4.2" display
Prerequisites
e  The printer is configured for Pull Printing and Authentication.
e If youwant to use proximity cards, make sure a card reader is connected to the printer.

e  Forusers to pull print remote jobs, make sure Show local and remote jobs is selected in the HP AC
configuration tool > Settings tile > SPP Enterprise tab.

oy Irl_rUIl.| |

[ ] use device IP address
[x] Show local and remote jobs

[ ] Display all jobs

oo 2

e  Auserhas pending jobs in the pull print queue.

Complete the following steps:
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1. Presentyour registered card at the card reader. When users first authenticate at a printer, all jobs in all pull
print queues on the default server are printed. If the user authenticates again, and no jobs are on the
default server, all jobs in all pull print gueues from remote job servers are printed.

2. Alist of pending jobs will be presented. Select your job(s) and tap Print.

3. Collect your printed documents.

[:?’”r NOTE:  When users first authenticate at a printer, all jobs in all pull print gueues on the default server are
printed. If the user authenticates again and no jobs are on the default server, all jobs in all pull print queues from
remote job servers are printed.
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7 High availability options

7.1 Network Load Balancing configuration

Network Load Balancing provides high availability for authentication, job accounting data, and releasing pull print
jobs.

Prerequisites
e  Certificates configured for virtual IP

e  Network Load Balancing software configured on the HP Access Control servers

[Q’ IMPORTANT:  Network Load Balancing is not supported for queues and requires Microsoft Cluster Service.

[%’ NOTE: HP does not certify Network Load Balancing software, and it is the responsibility of the customer and is
outside the support of HP Access Control.

7.1.1 Configure HP Access Control for NLB

Prerequisites

e  Network Load Balancing software configured on HP Access Control servers running IRM web services, etc.

Complete the following steps:

1. Under the Settings tile, go to the IIS tab and add the virtual server FQDN in the Server Name field in the
form.

File  Database tonls

s
el semvice
Server name Server name T W Description W Stalus
HPAL-A-1.hpsolstr.com 192.168.1.11 Ok
HPAL-1.hpsolstr.oom 192.1668.1.10 Ok

*

2. Click Test and Apply.

3. Do the same on the other server(s).

[%’ NOTE: If multiple servers have the same pull print gueue name, users jobs will be merged into a single job list
screen on device front panels, and the queue names will not be displayed. This is to resolve instances where NLB
server do not have persistence enabled and jobs can be stored on any node.

7.1.2 Citrix NetScaler

The following steps are to be used with HP AC and Citrix NetScaler:

1. Goto Citrix NetScaler > Traffic Management > Load Balancing > Services. There should be two services: one
using HTTP protocol, and another using SSL protocol.

2. Open one of the services and go to the Advanced tab.
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3. Inthe Client IP Header field, enter "client-ip".

4. Open the other service and repeat step 3.

Service Name® [1 | server [CTNetscaler2 (1096.141.179)
Protocol” |H1—rp vJ Port* ’E-G_ S
Traffic Domain |0 'I
Service State @ UP Number of Active Clients |
Enable Health Monitoring [ AppFlow Logging
Monitors | Policies | Profiles Advanced | SSL Settings |
May Clients o || |Monttor Thresholg [0
Idle Time-out (secs)
Client [180 | server [360
Settings
[] Use Source IP_[] Client Keep-Alive [ TCP Buffering [] Compression
Client P Header |client-ip |
Cache Redirection Options
Cache Type [] Enable Cache Redirection
—————————————————————————————ee———eemm——a

7.1.3 Configure Server Certificates

To create a self-signed certificate, see Section 4.2.4.2, Generating self-signed v3 Cerfificates.

7.1.4 Configure the License Service

1. Navigate to the Settings tile > IIS. Under Agent License service, enter the virtual IP address.
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File Database tools

IS

— Agent license service

|paauress||92-'55-l-'0 ‘

— Push mode

IP address | 192.168.1.11

Server name |Hpﬁf-*’--1-ﬂﬂsnlsfr.cpm ‘

HTTR/ FTP | fip [+

port [21 [ pasv

Login [ananymous

.........

Password
Interval (minutes) I:I

2. Click Test and Apply.

3. Repeat onall HP Access Control servers.

7.1.5 Configure devices

1. Navigate to the Devices tile. Select the devices to be configured with the virtual server information.

2. Click Test and Apply.

Configure - 192.168.1.15 =

Select which component to enable on the selected
devices:

[] Pull printing
[x] Tracking

[x] Authentication
[x] Authorization

] Quota

] Confirmation trap

5 | HPAC-1.hpsolstr.com |v|

@ J®o

3. Ensure you import Printer Definitions on all servers.
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7.2 Configuring HP AC Secure Enterprise for Pull Printing on a Cluster
7.2.1 Preparing the Cluster Server for HP AC Enterprise

First you will prepare the server for the HP AC installation. You will create a Virtual Server (IP Address, Network
Name, and physical disk resource that is accessible from both servers) with the SPP Enterprise Spooler service.

I? NOTE: Do not stop SPP Enterprise through services.msc when working on a cluster. The services are only to be
managed from the Failover Cluster Management tool by bringing the services online or offline. Stopping a
clustered component triggers a failover to the other node.

Create a Server Group (Virtual Server)

1. Launch Failover Cluster Management. Expand the cluster and click Roles.

File Action View Help

¢ |

4 ﬁ HPAC-3.hpsolstr.com
Roles
% Nodes
b a Storage

:% Metworks A
Cluster Events

= H

gd>

2. Under the Action pane, click Create Empty Role.

Actions
# | querc ~ |1l ~ 10N |IRoles

Pricrity Information @ Configure Role..,
Virtual Machines...

[ Create Empty Role
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3. Right-click the New Role and click Properties.

MName Status Type Owner Node Priority Infomnatic
%‘ New Role @ Running Other HPAC.A.2 Madiim
Start Role

Stop Role

&F

Mave 3

Change Startup Priority L

Information Details...

Show Critical Events

Add Storage
Add Resource 4

More Actions 3

< | n

v %mm

Status: Running
Priority: Medium

X0GhEH M| &S

Remaove P—

Properties ny node

7]

i

4. Name the Role, click Apply and OK.

General | Failover
BB e
Name:

[HPACEN3

Fretered Owners

Select the preferred gwners for this clustered role. Use the buttons
tuLi;lﬁmin order from mest preferred at the top to least preferred
at the bottam.

[] HPAC-A-3

[] HPACB-2

HPAC-A-3
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Add Storage

The storage is the location where the HP AC pull print jobs and printer definitions are stored and must be visible
from both nodes.

1. Right-click the newly created role and click Add Storage.

Roles (1)
Search
Name Status Type Cwner Node Pric
5 HPACENt3 (#) Running Other HPAC-A-3 Me
L5 | Start Role
Q'% Stop Role
B | Move »
Change Startup Priority »
& | Information Details..
{4] | Show Critical Events
3 Add Storage
@ Add Resource r
More Actions ,

[« 1 I

2. Select the physical disk and click OK.

Select the disk or disks that you want to add.

Name Status Capacity
2 M| Cluster Disk 1 €) Online

Add Client Access Point

1. Toassignit avirtual IP, right-click the role and choose Add a Resource > Client Access Point.
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Roles (1)
R
Name Status Type Owiner Node Priorty Informatic
4 HPACEA3 (#) Running Oihar HPAC-A3 Medium
'l:fa Start Role
% | stop Role
Maove k
(i) | Change Startup Priority 3
a Information Details...
1] | Show Critical Events |
|’3 Add Storage
r@ Add Resource k Client Access Point
B | More Actions » Generic Application
L ™

2. Enter Network Name and IP Address. Click Next.

?‘:‘1‘% Client Access Point

Client Access Point Enter Network Mame and IP Address:
cormeen Name: HPACVS3 |
Configure Client

Access Poirt NetBI0S name is limited to 15 characters. One or more IPv4 addresses could not be configured
Summary omtoﬂﬂﬁmlr. For each nefwork to be used, make sure the network is selected, and then type an
address.

192.168.1.0/24
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3. Onthe Confirmation screen, click Next.

F_q Confirmation

Client Access Poirt You am ready to make a Chert Access Port.

Network Name: HRACVE3 -
o CHN=Computers,DC=hpsolstr, DC=com
IP Address: 192.168.1.34

To continue, chick Nest,

[cPrevioss || MNma> || Cancet |

4. At the bottom of the screen, click Resources tab.

v @ HPACEnt3 Prefered Owners:  Any node
Status: Partially Running
Priority: Medium
Owner Node: HPAC-A-3
Client Access Name: HPACVS3
IP Addresses: 192.168.1.34
Summary] | Resources |
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5. Select the Server Name. Right-click and select Bring Online.

b 4 % HPACEnt3 Prefemed Owners:  Any node
Name Status Information
Storage
# (3 Cluster Disk 1 (#) Oriine
Server Name
& 0% Name: HPACYS3 (¥) Offiine
5 4 @ HPACEnt3 Prefered Owners:  Any node
Name Status Information
Storage
# 24 Cluster Disk 1 {#) Online
Server Name
w & Name: HPACVS3 (#) Offiine
i@ | Bring Online '
@ Take Offfine
@ Information Details...
Show Critical Events
<] More Actions » I—I 2
Summary | Resources |
x Remowve -
I ] | roet —

@ IMPORTANT: ~ Wait until the server is Online before proceeding

@ Online

Wait until the server is Online before proceeding.

7.2.2 Installing HP AC Enterprise on Node 1

The following steps explain how to install HP AC Enterprise on the first Node in the Cluster.

@ [IMPORTANT:  The node must be the owner of the role in order to install the software —in other words it needs
to be the Active node in the cluster.

Install HP AC Enterprise

1. Runtheinstaller as administrator.
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Leave the destination folder at the default and click Next.

HP Access Control

Setup will install HP Access Contnol in the fallowing folder.

To ingtall to this folder, click Nest. To install to & different folder, click Browss and select
another foldes.

[Destination Folder
CAProgram Files\HPA\HP Access Control

Irstalls boeld

Select Server installation and click Next.

On the Features page, scroll down to select Secure Pull Print Enterprise and click Next.

Select Fealures
Select the feahwes satup will install

Select the (ealures vou want to install, and dezelect the feabuies pou do not want lainstall

[ Print Serves py [(rleskiid
| [ Direct Tracking Madule Secure Pull Prrt Enteprise
=l Intelligent Print Management
i [intefigent Frint Management Server —
[ Inteligent Frint b anagement Clizrd
HRAL Agert

Secure Pull Pt Enterprize

173,50 ME of space required on the C drive
45262 21 MB of space available an the C dive

|relals hield

<Back | MNew> | | Cancel

B NOTE:

e  Ensure you do not install any data collectors on the server in an environment where there are pull
print servers only.

e |tis not recommended to install the Job Accounting server in a clustered environment.

e [finstalling the HP AC Agent, ensure that the OPS server references the cluster’s virtual IP. You would
only install the agent if not using an Active-Active (NLB) cluster for authentication and authorization.

e  When using multiple IIS servers ensure that the server certificates are configured properly. Refer to
Section 4.2.4.3, Creating certificates in @ multi-server installation.
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5. When prompted for the data directory for the spool files, click Browse.

Select dats directory, print fles wil be placed in the folowing location.

wiett Packad\HP Acces: Conbol\spookoot]

6. The spool directory must be on a folder that can be accessed by either node and resides on the physical
Disk Resource that was previously created. Browse to the Storage disk on your local drive and click OK.

oaram Files\Hewlett-Packard\HP Access Control\spoalroot

b . Training
b ., UPDE
b Ju Users
b L Windows

b DVD RW Drive (D:)
b Ca Storage (x:)

<l

@7 NOTE: Thisis a disk resource that will always be available only to the Active node
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7. Enter a name for the directory to be created and click Next.

Select data drectory, print fles will be placed in the follovang location,

[)Q\HPMness Contiolhspoalioot

8. When prompted, click Yes to create the folder.

e Folder does not exist. Create it?

9. Complete the installation and click Finish.
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10. Expand the Cluster and go to Roles. Right-click the role and select Move > Select Node....

11. Move the role to the other node.

Select the destination node for moving '"HPACEnt3' from "HPAC-

A-3'.
Look for:
L Search

Cluster nodes:

Roles (1) Acti
| Queries v [id v[ivi | Roles
Name Status Type Owner Node Priority &5 Configure R
5| HPACENt3 Runrin : Medium Virtual Mact
@ g %% | Start Role irtual vlac
% | Stop Role s Create Empt
@ | Add File Share _Mow
1@ Move v | [ | Best Possible Node
(®) | Change Startup Priority \|E2 | Select Node...

Clear

Name

Status

| 5 HPAC-B-3

(® Up

12. Run the installer as an administrator.

13. Do the same steps to install as you did on the first node — ensuring you browse to the same location for the

spool files. Click OK and then Next.

Please select the installation folder.

Path:

| X:\HP Access Control\spoolroot

Directories:

by Users
b Windows

4

b g DVD RW Drive (D:)
Storage (X:)

4 || HP Access Control

| |. spooiroot
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7.2.3 Adding the SPP Enterprise Service to the Virtual Server

Complete the following steps to add the SPP Enterprise service as a role and configure the dependencies for the
role: physical disk, virtual IP, and virtual network name.

ﬁ} IMPORTANT:  Creating dependencies ensures that the resources required are monitored by the cluster service
and if a resource fails the cluster service will first attempt to restart the service or if unsuccessful will move the
group to another node.

1. Right-click the Role and select Add Resource > Generic Service.

Seamch i Cuenes w H L ™

MName Status Type Owmer Node Priority
i HPACEnt3 - #) Burine (Cehar  HPAC-A3 Madim
Stop Role
Add File Share
Move k|

Change Startup Priornity 3

Show Critical Events

Ee e s s

Add Storage

b!? Add Resource ¥ Client Access Point
| B | More Actions ,: Generic Application
I | Generic Script
K | Remove | - 2
== { I Generic Service I
S | Properties l Mare Resources »

2. Select HP AC SPP Enterprise and click Next. If you want to provide high availability for the HP AC SPP Mail
Server or the HP AC SPP Purge service then you would add those as well.

HP AC SPP Mail: Used for printing mail and attachments

HP AC Purge: Deletes expired files and reports on same. Monitoring the HP AC SPP Purge server will ensure
that if this service is down for an extended period that the disks don’t become full.

3. Click Next and Finish once complete.

=:."F- Summany

) Splant Ganvics The rew resouroe was successiully crested and configuesd

§ Configues Ganenc

| Senvce
Serwice: HPF AC SBF Erterpress (MP 4C SPP Enterprise)
Resource: Gananc Sernde

. «f "C:\Pregram Files'Hewlett-Packard\HP Acosss

Parameters: Contralibinivpsstart.mi®
T wiew the regeort conabed by thee wizard, chck Wieew Prepodt Voew Rapot.. |

To chose this wizaed. cick Finish
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4. Inthe bottom pane on the Resources tab, right-click HP AC SPP Enterprise and go to Properties.

B = l 4 %3 | Bring Online
f3 | Take Offline
- % HPACEnt3 Prefemed O
ﬂ Information Details...
Name Status Show Critical Events
Storage BY | More Actions
® 5 Custer Disk 1 (#) Online % | Remove
Roles
Properties
(= HP AC SPP Enterprise (@ Offine |2 proper
Server Name
@ 0% Name: HPACVS3 (#) Online

5. Onthe Dependencies tab click Insert. Add Cluster Disk, the server virtual name, and the IP Address.

Advanced Paolicies | Reqistry Replication
General Dependencies | Folicies

Specify the resources that must be brought online before this resource can
be brought online:

AND/OR  Resource

b

Cluster Disk 1
AND HPACWS3

EEEIN 1P Address 152.168.1.34

Click here to add a dependency

nset | | Delete

Cluster Disk 1 AND HPACVS3 AND IP Address 192.168.1.34

6. Click Apply and OK.
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7. Right-click HP AC SPP Enterprise again and select Bring Online. Wait until it is online before proceeding.

< | »

'“!'1' @ | Bring Online

[ |
W | lake Utthine
v é) HPACEnt3 KB [Ate Prefered Owners: Any node
{ gﬂ nformation De
Name i45] | Show Critical Events fus Information
S More Actions »
® 23 Cluster Disk 1 5 Online
- x Remove }
Roles
B [2) HP AC PP Enteprise. | =) | Properties D) Offine
Server Name
@ 0% Name: HPACVS3 (#) Online
< | m >

[Summary | Resources

B NOTE:  Now that the HP AC Enterprise Spooler is a clustered service (monitored), we need to use Failover
Cluster Manager to stop and start the service.

7.2.4 Configuring HP AC Enterprise Settings

Complete the following steps to configure HP AC to reference the virtual server. This must be done on both
servers, as each server must be configured exactly the same.

1. Launch the HP AC Configuration Utility, and go to the Settings tile.
2. Go to the Device tab and enter the device Administration password. Click Apply.

3. GotothellS tab. Under Pull printing web service , modify the local server name by double-clicking an IP
address. Enter the virtual server name and IP address and hit <enter> on the keyboard. Click Test and

Apply.

IS

Pull printing web service

Server name Server name v P w  Description W Status

HPACWS 3. hpsolstr.com 192.168.1.34 Ok

*k

BX NOTE:  The local server cannot be deleted, but can be edited.

4. Go to the SPP Enterprise tab. Under Server information:

a. Modify the local server name with the clusters virtual server name and hit <enter> on the keyboard.
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SPP Enterprise

Server information

Server URI Server URI Y Description Y Status

HPACVS3.hpsolstr.com:631 Dk

3

r.%) NOTE: If the environment had additional print servers being used for remote printing, we would add

those servers here as well.

b.  Click Test and Apply.
¢.  Addthe node name and hit <enter> on the keyboard.

5. Select the node name you just entered and hit <Delete> on the keyboard. Click OK.

SPP Enterprise

Server infarmation

Server URI Server URI % Description
HPACVS3.hpsolstr.comag3 1
'HPAC-A-3.hpsolstr.come63 ]

@ Do you want to remove the selected record(s)?

6. Click Apply.

7. Under Pull print queues, enter the Queue name and click Add.

Queue name PullPrint3

8.  The changes must be made on both nodes. Go to Failover Cluster Manager and right-click the role to move

it to the other node.

Roles (1)

Search

- [F HPACEnt3 (®) Running Other HPACE-3 Medium
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9. Inthe HP AC configuration utility, go to the Device tab and enter the Administrator password. Click Apply.

Device

Device

Administrator user name |3dmin

Administrator password ****1

[] Disable device ping

10. Goto the lIS tab and configure the Pull printing web service to point to the virtual server. Click Test and
Apply.

1S

Pull printing web service
Server name SEerver name T v Description %  Status
HPACVS3.hpsalstr.com 192.168.1.34 Ok

*

17. Click the SPP Enterprise tab and modify the name by double-clicking the local server name with the
clusters virtual server name. Hit <Enter> on the keyboard. Click Test and Apply.

SPP Enterprise

-Server information
Server URI Server URI %  Description v Status
HPACVS3.hpsolstr.com:631 Ok

*

12. Add the node name and click Apply. Wait for the Save Successful message to appear before proceeding.

SPP Enterprise

Server infarmation

Ser\.'erURlé server URI Y  Description Y Status

HPACVS3.hpsolstr.com:631 Ok
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13. Delete the node name from the Server information section. Click OK.

SPP Enterprise

= Server infarmation

Server URI Server URI 5  Description
HPACVS3.hpsolstr.com:631

| 3 HPAC-B-3.hpsolstr.com:631

*

0 Do you want to remave the selected record(s)?

14. Click Apply.

15. Go to the Devices and add devices. See Section 4.2.1, Adding devices

16.  Click the device row and select Configure. Select Pull printing and click OK.

Select which component to enable on the selected
devices;

[x] Pull printing

[® Cancel ‘ [@ oK

7.2.5 Install the Enterprise Pull Print Queue on the Client

1. Install the printer with all the features required in your environment (i.e. color, duplex, etc.).

2. After the printer is installed, right-click the printer and select Printer properties. Go to the Ports tab and
click Add Port.
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3. Choose Standard TCP/IP Port and click New Port.

) _—
Printer Ports %

Available port types:

Adobe PDF Port Monitor

HP Discovery Port Monitor (HP Officejet Pro 8500 AS10)
HP Universal Port Monitor

HP Universal Print Monitor

Local Port

Standard TCP/IP Port

[ MNew Port Type... ] lNewPort... H Cancel I

[%

4. The Add port wizard will start. For Printer Name or IP Address enter the virtual IP of the cluster server. Click
Next.

Add Standard TCP/IP Printer Port Wizard

Add port é
For which device do you want to add a port? =
k:-_-_-;

Enter the Printer Name or IP address, and a port name for the desired device.

Printer Narme or IP Address: ‘ HPACVS3.hpsolstr.com

Port Name: ‘ Pull3

| <Back || MNew> | [ Cancel |

4

[%9 NOTE:  The virtual IP or virtual server name is used so that the client will still be able to print when the role
moves from one node to another. If the queue is pointing to a physical node, if the node is passive the
printing will stop. This configuration is for both point-and-print queues and direct LPR queues on client PCs.
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5. When prompted for additional port information, choose Custom Settings.

Add Standard TCP/IP Printer Port Wizard

Additional port information required
The device could not be identified.

The device is not found on the network. Be sure that:

. The device is turned on.

The network is connected.

. The device is properly cenfigured.

. The address on the previous page is correct.

B e

If you think the address is not correct, click Back to return to the previous page. Then correct the

address and perform another search on the network. If you are sure the address is correct, select the
device type below.

— Device Type

_ " Standard [Genenc Metwork Card ;l

“ oo

[ <Back | Net> | [ Cancal |
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On the Configure Standard TCP/IP Port Monitor screen, do the following:
For Protocol , select LPR

For Queue name, enter the name of the queue created in the HP AC configuration utility (Settings tile > SPP
Enterprise tab > Pull Print Queues).

Click OK.

- h
Configure Standard TCP/IP Port Monitor ﬂ

Port Settings |

Port Name: I Pull3

Printer Name or IP Address: | HPACVS3.hpsolstr.com

Protocol - =

| " Raw & LPR

Raw Settings
Port Mumber: |9100

— LPR Settings
Queue Name: IPuIIPrint3 |

[~ LPR Byte Counting Enabled

[~ SMMP Status Enabled

Community MName; | public

SMIAP Device Index |1

Complete the port creation.
Complete the installation.

Change the Properties of the printer to start printing after the last page is spooled and disable bidirectional
support.
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i PullPrint3 Properties M e . ; o PullPrint3 Propertics Sl . ]

oot |

[ R —
—_— e e e | —

L. Secuty | — _ Desice Settings
Geend | Shaing [ Pats Advanced | ColorManagemert. | ||[[ | Geneni | Shamg | ot

m-_—l _Color Managemert |

Al il
@ Always available - PullPrirt3

“) Bovailsble fram 12200 A 3 12:00 AM
\ Prinnity: 1 v I| Pant to the following pertis). Documents will print ta the first free
) : | checked port,
| Y
Driver: HB Universsl Printing B5 {+6.0.0) || MewDrver.. | [ .
| i Fort Description Printer E
[
COML:  Senial Port
@ ol print decuments so progrsm finishes printing faster
AR L F 3 COM2:  Semal Port
@ Start printing after last page is spooled COM3:  Serial Port
Skart printing immediately 1 COMA:  Semial Pert L

FILE: Print to File
TPYME:  ThinPrint Print Port fo... 3585 near®:3, x585 number 22:3_.

tl Puld Standard TOR/IP Port PullPringd -
Hold migmatched docwments L = {21

7| Print spocled documents first [ AddPon. ||  DeeePon | | Configuepon. |

“) Print directly to the printer

Keep printed documents
| Enable bidirectional support |

7| Enable advanced printing features - -
Enable printer pooling

| Printing Defauhs—. | | Print Processor. | | SepaatorPage.. |
(o J[ Comca [ ok ][ comce |
BY NOTE:
e  We are disabling bidirectional support because it is not communicating directly to a printer, but to the
HP AC Enterprise spooler.

e  We change to Start printing after last page is spooled because it is required when using HP AC IPM.

7.3 Installing HP Access Control (HP AC) Secure Pull Print Enterprise
on a cluster for high availability and load balancing

7.3.7 Introduction

With Microsoft Cluster Service (MSCS) you can use a failover cluster to safeguard your SPP Enterprise stored jobs.
A failover cluster is where two or more servers (nodes) are connected so one can take over for the other in the
event of a hardware or software failure.

i IMPORTANT:  Make sure the server cluster is installed according to the best practices set forth by Microsoft. Also
make sure the computers (nodes) in the cluster are identical in hardware and conform to the requirements for
Microsoft Cluster Service.

By NOTE:

e  Start the nodes one at a time. Wait until the node is up and running before starting additional nodes. If you
do not wait, the disk risks becoming corrupted.

e  Make sure the NLB is installed according to the best practices set forth by Microsoft. Also make sure the
servers (hosts) in the NLB cluster are identical in hardware and conform to the requirements for Microsoft
NLB Service.

With Microsoft Network Load Balancing (MS NLB) you can use NLB servers (also called hosts) in a cluster
communicate to provide key benefits on the web services such as scalability and high availability. With
scalability, NLB scales the performance of a server-based program, such as a Web server, by distributing its
client requests across multiple servers within the cluster. As traffic increases, additional servers can be added to
the cluster, if needed. With high availability, NLB provide fault tolerance on the web services by automatically
detecting the failure of a server and repartitioning client traffic among the remaining servers within ten seconds,
while providing users with continuous service.
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7.3.2 Installing HP AC SPP Enterprise using an existing MS Cluster and a MS NLB cluster

To set up SPP Enterprise on a pre-configured cluster installation, and then use NLB to host all its web services,
perform all the steps provided below.

7.3.2.1 In the existing MS Cluster, create a service group (virtual server)

First you need to create a service group, also known as an application (virtual server). The server group consists
of an IP address, a network name, a physical disk, and a number of services that it starts, stops, and monitors.

Create service group

1. Goto Start > All Programs, Administrative Tools, and then click Failover Cluster Management.

2. Expand the console tree under the cluster that you want to configure.

’L%y NOTE: The cluster name cannot be the same as the computer name of either node. For example, the
computer names of the two nodes are HPAC-N1T and HPAC-N2, and the Cluster Name is HPAC-CL.

3. Right-click Services and Applications, then click More actions and Create Empty Service or Application.
4. Inthe center pane right-click New service and application and click Properties.
5. Onthe General tab type, in the Name field, enter the service group name. Click OK.
Add storage/physical disk
1. Right-click the service group and click Add storage.
2. (Check the physical disk needed and click OK.
The physical disk is now added to the service group.
Add network name and IP address

1. Right-click the service group and click Add a resource and then click 1 — Client Access Point.

2. Configure Network Name and add IP Address resource of the Virtual server.

3. Click Next. Wait for Client Access Point confirmation. This may take a few minutes.
4. Click Next.

5. Click Finish.

6.

Use the Failover Cluster Management to bring the SPP Enterprise server online, and move the virtual server
to the node where you want to install SPP Enterprise server.

[Z?’”r NOTE: You can verify the virtual server name by opening a command prompt and ping the name. Make sure it
responds with the right IP address.

7.3.2.2 Install SPP Enterprise on the active node
To install SPP Enterprise, complete the following steps:
1. Copy the HPAC.exe installer in the active node, double-click the HPAC.exe file to start the installer.
The installation must be Run as administrator.
2. When the installation program is launched, select the language for the installation, and then click OK.

3. Read the end-user license agreement and then click Yes to accept.
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7.

On the Setup Type page, click Server installation. Click Next.
On the Select Features page, click Secure Pull Print Enterprise. Click Next.

Select the location for the data directory. The folder must be one that can be seen by either node, that is, it
resides on the Physical Disk Resource you created. Click Next.

Follow the on-screen instructions, then click Finish.

7.3.2.3 Install SPP Enterprise on the second node

To install SPP Enterprise on the second node, complete the following steps:

1.

2
3.
4

Log on to the second node.
Open the Failover Cluster Management program. If the console tree is collapsed, expand it.
Right-click your service group and move the service group to the second node.

Install SPP Enterprise as described before on the second node. Specify the same location as you did before,
for the data files.

7.3.2.4 Add SPP Enterprise service to the virtual server

To add the SPP Enterprise service to the virtual server, complete the following steps:

1.

L © N o v A~ W N

—_
©

Open Failover Cluster Management.

If the console tree is collapsed, expand the tree under the cluster that you want to configure.
Expand Services and Applications.

Right-click the service group you created, select Add a resource and click 4 — Generic Service.
Select HP AC SPP Enterprise and click Next.

Click Next.

Click Finish.

In the center pane, right-click HP AC SPP Enterprise and click Properties.

On the Dependencies tab, Insert the Physical disk, IP Address, and Network Name.

Click OK.

7.3.2.5 Bring the SPP Enterprise service online

A CAUTION:  NEVER use services.msc to start or stop the SPP Enterprise service when working in a cluster
installation. These services are ONLY to be managed (started/stopped) from the Failover Cluster Management
tool by bringing the services online or offline.

1.
2.
3.

Open Failover Cluster Management.
Expand Services and Applications, and then click the service group.

Right-click Bring this service or application online.

As the service or application moves, the status is displayed in the center pane. Because of the defined
dependencies this brings the SPP Enterprise service online.
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7.3.2.6 Install HP AC on each server (host) of the NLB cluster

1. Copy the HPAC.exe installer in the server, double-click the HPAC.exe file to start the installer. The
installation must be Run as administrator.

When the installation program is launched, select the language for the installation, and then click OK.
Read the end-user license agreement and then click Yes to accept.

On the Setup Type page, click Server installation. Click Next.

i A W N

On the Select Features page, click HP AC Agent (NOT the one under Job Accounting) and Secure Pull Print
Enterprise. Click Next.

6.  Keep the default location for the data directory. Click Next.
7. Follow the on-screen instructions then click Finish.

Perform the steps above on every host of the NLB cluster.

7.3.2.7 Configure the Admin Console settings on each NLB host

1. Inthe HP AC Admin Console go to the Settings tile > SPP Enterprise tab > Server Information section.

2. Inthe Server URI field, double-click the local server address to edit the Server URI. Replace the local server
address with the virtual server created in the MS Cluster before (Example: HPAC-CL.domain.com:631). Click

Apply.

Perform the steps above on every host of the NLB cluster.

7.3.2.8 Configure the Admin Console settings on each node of the cluster

1. Inthe HP AC Admin Console in the active node, go to the Settings tile > IIS tab > Server Name section.

2. Inthe Server Name field, double-click the local server address to edit the Server Name. Replace the local
server name and IP with the virtual server name and IP created in the MS NLB. Click Apply.

3. Inthe Agent license service section, use the IP address of the MS NLB virtual server. Click Apply.
4. Inthe HP AC Admin Console in the active node, go to the Settings tile > Device tab > Device section.
5. Inthe Administrator password field, enter the password used to enter the EWS of devices. Click Apply

Perform the steps above on every node of the MS Cluster.

A CAUTION:  The PullPrinthost in the \Bin folder should reflect the long and short name of every node in the MS
Cluster and the MS NLB, this for every node in the MS Cluster configuration and the MS NLB configuration.

Testing the configuration:

e  Addthe SPP Enterprise printer on client computers and make sure printed jobs are stored in the spool
folder on the shared drive.

e  Make sure the user can release the job on a configured device.
e  Stop one of the hosts in the NLB and make sure the user can still authenticate and release his jobs.
e  Start the host and stop the other one, making sure the user can still authenticate and release his jobs.

e  Move the group that contains the SPP Enterprise Service to the other node in the cluster and repeat the
testing.
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8 Configuring clients

8.1 HP AC Express

8.1.1 HP Access Control Express print client

See Section 6.1.2, Configuring a Pull Print printer with HP AC Express

The HP Access Control Express Print Client installs print server-less pull printing and enables encryption. The
SPPE Print Client applies to all currently installed TCP/IP and LPD printers on the client computer.

8.1.1.1 Print server-less printing with HP AC Express

The print server-less pull printing feature eliminates the print server from your printing environment and
reduces the number of overall servers. The SPPE Print Client application is installed on a client workstation,
allowing the user's pull print jobs to be routed and stored in a shared network folder on the SPPE server.

Storing the user's jobs on a network folder allows for pull printing even if the client workstation is offline. This is
different from client based pull printing with local job storage that is available with HP AC Enterprise only. Client
based pull printing stores the job locally on the client PC. HP AC Express stores the job in a network folder.

Complete the following steps:

1. Copy the HP AC Express Print client file from the server (located in the Program Files\HP\HP Access Control
\client setup folder) to the client workstation.

2. From the client workstation, right-click the installation file and select Run as administrator. Click Next.
3. Verify the selected installation folder and usage rights. Click Next.

4.  Enter the SPPE server name or IP address and the encryption key, if using.
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5. Click Next.

ﬁ Secure Pull Print Express Print Client EI =] @
Secure Pull Print Express print client LA

Secure Pull Print Express server name:
192.162.0.160

Encryption key

[ Cancel l [ < Back l [ Mest =

6. Confirm installation and click Next.
7. Wheninstallation is complete, click Close.

8.  Adda physical printer to the client workstation if one is not installed. It is recommended to add a printer
that has the most features that will be used for printing, such as color, duplex, etc.

9.  Goto the Properties window of the physical printer and change the port to the HPACSPPE port. The
HPACSPPE port allows all print jobs to be stored on the designated server.

8.1.1.2 Encryption
Prerequisites

e  Encryption at rest enabled on the HP Access Control server (Settings tile>SPPE/SPP Enterprise>Pull
printing

e  TCPIP/IPPS selected as the printing protocol on the HP Access Control server

e  Devices support and have IPPS enabled
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With “Encryption at rest”
enabled, the print job is
encrypted while it is stored
on the HP AC server

(4 °ff§‘

With HP AC Client on a user
waorkstation, the print job is
sent encrypted from
waorkstation to server

The print job is sent
securely via TCPIP/IPPS to
an IPPS-supported printer

&

The job is decrypted by the device
network card, then printed

Installing the HP AC Express Print Client will enable end-to-end encryption form the user workstation to the
printer using AES 256 encryption.

Complete the following steps:

1. Copy the HP AC Express Print client file from the server (located in the C:\Program Files\HP\HP Access
Control\client setup folder) to the client workstation.

2. Fromthe client workstation, right-click the installation file and select Run as administrator. Click Next
3. Verify the selected installation folder and usage rights. Click Next.
4.  Enter the SPPE server name or IP address and the encryption key if using.
5. Click Next.
12! Secure Pull Frint Express Print Client o] @ |
Secure Pull Print Express print client il

Secure Pull Print Express server name:
192.168.0.160

Encryption key

l Cancel ] l < Back ] [ Mext > ]

6. Confirminstallation and click Next. When installation is complete, select Close.
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8.1.2 Adding a pull print queue on the client PC

1. Addadirect IP print queue:
a.  Open Print Manager: select Start and type Print Management in the Search program and files box.
b.  Expand Print Servers, right-click on the local server and click Add Printer.
c.  Select Add a TCP/IP or Web Service Printer by IP address or hostname then select Next.
d.  Select TCP/IP Device from the drop down.
e. Typethe IP address of a LaserJet device.
f.  Create a name for the port to reflect an HP AC Pull Print port.
g. Uncheck Auto detect the printer driver to use.
h.  Click Next.
i. Select one of the driver options and click Next.
i Locate your Universal Print Driver and complete the installation.
k.  Besureto share this printer with a name that reflects an HP AC Pull Print Queue.

2. Create an Express port. Once the installation of the direct IP queue is complete, you will create a new
Enterprise port that points to the HP AC print queue.

a. InPrint Management, right-click Ports and select Add Port.

b.  Select HP AC Secure Pull Print Express Port and click New Port.

c.  Select Next on the wizard prompt.

d. Under Port Name, assign a name that will reflect a pull print port then select OK.
e.  Close the printer ports window.

3. Assign the Express port to the Pull Print queue. Now that the port is created, it needs to be assigned to the
print queue.

a.  Right-click on the original TCP/IP printer that was created in the first section of this document and
select the Ports tab.

b.  Place a check mark next to the Enterprise port you created in section 2 then click OK.
c.  Select the General tab and print a test page.

d.  Verify the test page has printed by navigating to the HP AC SPP Express tile in the HP AC admin
console.

e.  Once again, verify that this print queue is shared.

8.2 HP AC Enterprise

[:?’”r NOTE: If encryption, rules based printing or delegate group printing is required then LPR must be used.

Add printers on client computers using the Internet Print Protocol (IPP) or Line Printer Remote (LPR) protocol to
connect to pull print queues on the server.

8.2.1 Adding a printer when using Client-based pull printing with local job storage

Prerequisites
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e  HP ACEnterprise Print Client installed and configured for local job storage.

When Local Job Storage is installed on the client workstation, a port with the name of the Enterprise pull print
gueue that was created in the HP AC configuration utility > Settings > SPP Enterprise > Pull Print Queue section is
automatically installed. After the Enterprise Client with Local Job Storage is installed on a user workstation,
complete the following steps to add a physical printer and then assign the installed pull print queue port to the
physical printer.

1. Add adirect IP print queue
a.  Open Print Manager: select Start and type Print Management in the Search program and files box.

b.  Expand Print Servers, right-click the local server and click Add Printer.

e Print Management
File Action View Help
o nm = B
ffm Print Management Mame
> &l Custom Filters |#] Drivers
4 3 Print Servers i Forms
4[5 HW07326 focenl_lLc: .
%] Drivers Add Printer...
! Forms Export printers to a file..
0 Ports Import printers from a file...
= Printers Set Notifications...
> = Deployed Printers Properties...
View v
Export List...
Help
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C.

d.

= a -

Select Add a TCP/IP or Web Service Printer by IP address or hostname then select Next.

() Search the network for printers

® Add a TCP/IP or Web Services Printer by IP address or hostname

() Add a new printer using an existing port: LPT1: (Printer Port)

) Create a new port and add a new printer: Adobe PDF Port Monitor

Select TCP/IP Device from the drop down.

Printer Address
You can type the printer's network name or IF addmss.

Type of Device: TCP/IP Device

Host name or IP address: | 10.96.140.70

Port name: | 10.96.140.70

[# Auto detect the printer driver to use.

Type the IP address of a LaserJet device.

Create a name for the port to reflect an HP AC Pull Print port.
Uncheck Auto detect the printer driver to use.

Click Next

Select one of the driver options and click Next.
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J- Locate your Universal Print Driver and complete the installation.
k.  Besure to share this printer with a name that reflects an HP AC Pull Print Queue.

2. Assign the Enterprise port to the Pull Print queue. Now that the port is created, it needs to be assigned to
the print queue.

a. Inthe TCP/IP printer properties window, select the Ports tab.

b.  Place a check mark next to the Enterprise port named after the pull print queue then click OK.

- HP Laserlet 500 color MFP MS75 PS Class Driver Properties Bl |

General | Shang  Pots  Advanced | Color Management | Security | Device Settings

- HP LaserJet 500 color MFP M575 PS Class Driver

Print to the following port(s). Documents will print to the first free
checked port.

Port Description Printer a
[Jcname  Standard TCP/IP Port
[] etsD001  Standard TCP/IP Port
[] etvpsxp... Standard TCP/IP Port
GJENT  StncardTCPAPPOt
[]p208 Standard TCP/IP Port
[ PE-VS1  Standard TCP/IP Port
[] wb2008 Standard TCP/IP Port Canon iR-ADV C5030,/C5035 ...
| [] etps1.ct... Standard TCP/IP Port  HP Universal Printing PS (v5.8.0) ¥

Add Port... Delete Port Configure Port...

Enable bidirectional support

[[] Enable printer pooling

| OK | Cancel Apply

c.  Select the General tab and print a test page.

d.  Verify the test page has printed by navigating to the Program Files\HP\HP Access Control Print Client
\bin\pullsvc\spool folder on the client workstation. The spool folder is a hidden folder, so make sure
to change the folder settings to view hidden folders. Also make sure the jobs display in the HPAC SPP
Enterprise tile in the HPAC admin console on the server.

@’ NOTE: If Local Job Storage is installed along with Quota or IPM, after assigning the Enterprise port to the pull
print gueue, the port will automatically change to have "HPACJA:" at the beginning of the port name. This shows
that the pull print queue is also configured to use guota or IPM.

8.2.2 Adding a printer to use Internet Printing Protocol (IPP)

Prerequisites
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[% NOTE: If you will be using double-byte characters in document names, it is recommended to print using the IPP
protocol.

e  Onthe client desktop, make sure the Windows Component Internet Printing Client is enabled.

e  For use with the enterprise spooler

e  Ensure a queue has been previously created on the HP Access Control server under the Settings Tile > SPP
Enterprise tab.

e Toadd a printer, you must have local administrator rights.

Complete the following steps:

1. Goto Devices and Printers and click Add a printer.

[ ] - -
hohDevices and Printers

l:_:l l:_;l ~ Control Panel = Hardware = Devices and Printers -

Add a device| Add a prinker

WWindows can display enhanced device icons and information from the Internet, Click bo change

= Devices (3)

"y

LAEZO0SR2 Whvaare Wirtual USE WMware, Whware
Mouse Wirkual 5 SZST Disk,
Dervice

2. Click Add a network, wireless or Bluetooth printer.

3. Select The printer that | want isn’t listed.

@ gm Add Printer

No printers were found.

Printer Mame Address

| Search agein

< The printer that I want isn’t listed

Mt Cancel
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4.  Inthe Select a shared printer by name field, enter http://ServerName:631/QueueName, where ServerName
is the name or IP address of the HP Access Control server, 631 is the port used to access the HP Access
Control server, and QueueNameis the name of the pull print queue added through the HP AC configuration
utility. By default, the port used is 631 but this can be changed. Click Next.

]

6mmm

Find a printer by name or TCP/IP address

" Find a printer in the directory, based on location or feature
(¥ Select a shared printer by name

hittp://wh2003:631/mydocuments Browse... I

Example: \\computername)\printername or
http://computername/printers/printername/.printer

(" Add a printer using a TCP/IP address or hostname

5. Select a printer driver with all features, such as color, duplex, etc., necessary for the printing environment.
Click Next.

6. After you've successfully added the printer, click Next. Then click Finish.

8.2.3 Adding a printer to use Line Printer Remote (LPR) protocol

Prerequisites
e Toadd a printer, you must have local administrator rights.

e Onthe HP Access Control server, make sure the Windows Component Print Server for UNIX, which uses the
LPR protocol, is disabled. The HP AC SPP Enterprise service must be the only service to use the LPR
protocol. If you still want to use port 515 for regular Windows printing, port 515 can be changed in the SPP
Enterprise settings.

e  Ensure a queue has been previously created on the HP Access Control server under the Settings Tile > SPP
Enterprise tab.

Complete the following steps:

1. Go to Control Panel > Administrative Tools and open Print Management.
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2.

In Print Management, go to Print Servers > local machine.

File Action View Help

o= 2@ o= EE

{f= Print Management
4 7 Custom Filters
| v [ All Printers (6)
1 [ All Drivers (4)
» %] Printers Mot Ready
= 7l Printers With Jobs
a E Print Servers
CLIENTL (local)
|#] Drivers
b gy Forms
v O Ports
[» = Printers
i = Deployed Printers

Driver Name

|#] Microsoft Shared Fax Driver

|#] Microsoft XPS Document Writer
5] TP Output Gateway

|#] TP Output Gateway PS

Environment
Windows x54
Windows x64
Windows x64
Windows x64

Right-click Drivers and choose Add Driver. The Add printer driver wizard starts.

File Action View Help

e 720 63|

{0 Print Management
4 [F| Custom Filters
b [ All Printers (7)
p & All Drivers (8)
b (% Printers Not Ready
b (2 Printers With Jobs

4 [ Print Servers
4§ WIN-DHINOAABAT

i)

Driver Name
| Canon iR-ADV C5030/C5035 CI...

{2 HP LaserJet 500 color MFP M57...

&) HP Universal Printing PS (v6.0.0)

/2, Microsoft enhanced Point and ...
8| Microsoft enhanced Point and ...

8] Microsoft Shared Fax Driver

&) Microsoft XPS Document Write...

b e Forms|

Add Driver...

sy Print

p[ﬁPuﬂs
p = Printer

Environmer
Windows xt
Windows xf
Windows xt
Windows xt
Windows N
Windows xt
Windows x{
Windows x{

Section 8.2 HP AC Enterprise 249



4.  Click Have Disk and browse to the driver.

Add Printer Driver
B2 e o o

= ———

Printer Driver Selection
The manufacturer and model detemine which prnter diverto use,

;  Select the manufacturer and model of the printer driver to install, If the driver you want is not
#W¥7  listed, click Have Disk to select the driver you want.

If Windows Update is available, click it for more drivers for this processor and operating system.

| Printers
CJHP Universal Printing PCL 6

BS HP Universal Printing PCL 6 (v58.0)

C,] This driver is digitally signed. | Windows Update |||  HaveDisk.. |

Tell me why driver signing is important

[ <Bock |( Net> ][ concel |

5. Goto the Ports node and right-click Ports and then click Add Port.

[i= Fnnt 14 )
File Action View Help

= s c=BE

[f Print Management Driver Name Environment
« @ E.u;torn Ifilters |#] Microsoft Shared Fax Driver Windows x64
: ; :Ii: E::::S(ﬁl EI Microsoft XPS Document Writer Windows x4

;, &) Printers Not Ready &i TP Qutput Gateway Windaws:ﬁ-l
|| TP Output Gateway PS Windows x64

v 7| Printers With Jobs
4 5 Print Servers
4 3 CLENTL (local)
|t#] Drivers
b gl Forms
! |- M= Printers
i» = Deployed Printers

6. Select Standard TCP/IP Port, then click New Port. Click Next to continue with the Add Port wizard.
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Enter Printer Name or IP Address. Enter a name for the Port. Click Next.

Add Standard TCP/IP Printer Port Wizard

Add port
For which device do you want to add a port 7

Fa

Enter the Printer Name or IP address, and a port name for the desired device.

Printer Mame or IP Address: iHPAC-ﬂ-l.hp;olﬂr.cum

Port Name: i Pyl

[ <Back |[ Net> | [ cancel |

J

In the Additional port information required screen, select Custom, then click Settings

Add Standard TCP/IP Printer Port Wizard

Additional port information required
The device could not be identified.

(e

The device is not found on the network. Be sure that:

1. The device is turned on.

2. The network is connected.

3. The device is properly configured.

4, The address on the previous page is correct.

If you think the address is not correct, click Back to return to the previous page. Then correct the

address and perform another search on the network. If you are sure the address is correct, select the
device type below.

— Device Type

" Standard Iﬁene*n: Metwork Card ;l

® o

[ <Back | Net> | [ Cancel |
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9. Under Raw Settings, select LPR. For Queue Name , enter the name of the pull print queue that was added
through the HP AC configuration utility on the server. Click OK. Then click Next.

Configure Standard TCP/IP Port Monitor e

&

" Port Settings

Port Name: | wh2008_1

Printer Narne or IP Address: [ wh2008

Protocol

" Raw @« LPR

Raw Settings
' |515

LPR Settings
Queue Name: |0801dnc5

[~ LPR Byte Counting Enabled

[~ SNMP Status Enabled

|puh||t

| 1

oK || Cancel

10.  Click Finish.

11. Goto the Printers node and select Add a printer.
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12. Choose Add a new printer using an existing port and select the port previously created.

fh Network Printer Tnstallation Wizard e — |

Printer Installation
Pick an installation method.

(") Search the network for printers

() Add a TCP/IP or Web Services Printer by IP address or hostname

@ Add a new printer using an existing port: [Pl (Standard TCP/IP Port) -

() Create 2 new port and add a new printer: | HP Universal Print Monitor b

¢ Back [ MNexd > Jl_Ca'lDel I

13. Choose Use an existing printer driver on the computer and click Next.

=) Network Printer Installation Wizard

Printer Driver
Pick a driver for the new printer.

| Use the printer driver that the wizard selected

| Compatible driver cannot be found.

@) Use an existing printer driver on the computer

[HP Universal Printing PCL 6 (v5.8.0) -

") Install a new driver

[ <Back [ MNee> | [ Cancel |

14.  After you've successfully added the printer, click Finish.
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8.2.4 Add a traditional shared printer on the HP AC server

The purpose of this section is to outline the steps to utilize the HP AC Enterprise spooler in a point and print
environment. This hybrid configuration is an option for customers who wish to utilize a standard Windows point
and print queue vs. the Enterprise Print Queue. Implementing this method will restrict the number of supported
devices to the number of devices supported by the Windows print server,

r.% NOTE: If encryption at rest is required use of the SPP Enterprise Port is required. Please review Section 8.2.5
Installing a shared printer with the HP Enterprise Port

1. Addadirect IP print queue.

a.  Open Print Manager: select Start and type Print Management in the Search program and files box.

b.  Expand Print Servers, right-click on the local server and click Add Printer.

i Print Management
| File Action View Help
ol ] (il (NERN 7§
ff Print Management Mame
> [ Custom Filters [&] Drivers
4 3 Print Servers D Forins
+ |3 HW07326 flopn | eon
#] Drivers Add Printer...
oy Forms Export printers to a file...
U Ports Import printers from a file...
m=n Printers Set Notifications...
> = Deployed Printers Properties...
View v
Export List...
Help

|
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C.

d.

= a -

Select Add a TCP/IP or Web Service Printer by IP address or hostname then select Next.

() Search the network for printers

® Add a TCP/IP or Web Services Printer by IP address or hostname

() Add a new printer using an existing port: LPT1: (Printer Port)

) Create a new port and add a new printer: Adobe PDF Port Monitor

Select TCP/IP Device from the drop down.

Printer Address
You can type the printer's network name or IF addmss.

Type of Device: TCP/IP Device

Host name or IP address: | 10.96.140.70

Port name: | 10.96.140.70

[# Auto detect the printer driver to use.

Type the IP address of a LaserJet device.

Create a name for the port to reflect an HP AC Pull Print port.
Uncheck Auto detect the printer driver to use.

Click Next.

Select one of the driver options and click Next.
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j- Locate your Universal Print Driver and complete the installation.

k.  Besure to share this printer with a name that reflects an HP AC Pull Print Queue.

2.

Once the installation of the direct IP queue is complete, you will create a new LPR port that points to the
HPAC print queue.

a.  InPrint Management, right-click on Ports and select Add Port.

File Action View Help

& Print Management Port Name
v [F Custom Filters B 100.0.119
4§ Print Servers @ 10.0.0.148
4 F HWO07326 (local) @ 10.0.0.166
> [z Drivers @ 1000171
b %J:)rmﬁ ¥ 10.96.140.105
:m P:nt | Add Port.. |
> i Deployed P Manage Ports...
View L 1
Refresh
Export List...
Help

b.  Select a Standard TCP/IP Port and click New Port.

Awailable port types:

Adobe PDF Port Monitor
HP Standard TCP/IP Port
HP Universal Print Monitor
Local Port

MONVNC

Standard TCP/IP Port

New Port Type...

C.  Select Next on the wizard prompt.
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d.  Under Printer Name or IP address: type the IP address of the HP AC server.

Add port
For which device do you wart to add a port?

Enter the Printer Name or IP address, and a port name for the desired device.

Printer Name or IP Address; | 10.96.140.22|

Port Name: | 10.96.140.22

e.  Under Port Name, assign a name that will reflect a pull print port then select Next.

f.  Select Custom-Settings on the Additional port information required window.

The device is not found on the network. Be sure that:

. The device is turned on.

. The network is connected.

. The device is properly configured.

. The address on the previous page is correct.

If you think the address is not correct. click Back to return to the previous page. Then correct the
address and perform another search on the network. If you are sure the address is correct, select
the device type below.

Device Type

¢ Standard |Generi: Network Card j

® Custom Settings... |
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g. Onthe Port Settings tab change the Raw Settings port number to 515.

Port Settings

Port Name: 10.96.140.22

Printer Name or IP Address: 10.96.140.22

— Protocol

 Raw

— Raw Settings
Port Number:

— LPR Settings
Queue Name: MYDOCUMENTS

™ LPR Byte Counting Enabled

—T SNMP Status Enabled

Community Mame:

SHMP Device Index:

h.  Under Protocol, change to LPR.

i. Under LPR settings, add the HP AC Enterprise queue name that is created in the HP AC Enterprise tile.
Select OK to complete.

i- Select Next on the Additional port information required window.
k.  Select Finish and close the printer ports window.

3. Assign the LPR port to the Pull Print queue. Now that the port is created, it needs to be assigned to the
print queue.

a.  Right-click on the original TCP/IP printer that was created in the first section of this document and
select the Ports tab.
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b.  Place a check mark next to the LPR port you created in section 2 and then click OK.

| Device Settings
| Shaing | Pots | Advanced

d Enterprise Port Printer

Print to the following port(s). Documents will print te the first free
checked port.

Port Description Printer ' :
] PORTP... Local Port Microsoft XPS Document \
[l HP_AC... HP ACJA Port
[ HP_AC... HP ACJA Port SharedEntPulll
[T HP_AC... HP ACJA Port M775

HP AC Secure Pull Print Enter...
E PullPrint HP AC Secure Pull Pnnt Enter...

[#| Enable bidirectional support
[_]Enable printer pooling

€. Select the General tab and print a test page.

d.  Verify the test page has printed by navigating to the HP AC SPP Enterprise tile in the HP AC admin
console.

e.  Once again, verify that this print queue is shared.

Now the queue is ready for clients to connect to. It will be up to administrators to decide on a particular option for
client deployment.

8.2.5 Installing a shared printer with the HP Enterprise Port
1. Add adirect IP print queue on the HP AC server.

a.  Open Print Manager: select Start and type Print Management in the Search program and files box.
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b.  Expand Print Servers, right-click on the local server and click Add Printer.

File Action View Help

oo 2@ BE

ffm Print Management Mame
# [ Custom Filters |#] Drivers
a4 3 Print Serverfs ol Forms
|3 HW07326 (locah | lin
v |#] Drivers | Add Printer..
b gy Forms Export printers to a file..
» U Ports Import printers from a file...
= Printers Set Notifications...
- m==n Deployed Printers Properties...
View »
Export List...
Help

|

c.  Select Add a TCP/IP or Web Service Printer by IP address or hostname then select Next.

() Search the network for printers

(@) Add a TCP/IP or Web Services Printer by IP address or hostname

() Add a new printer using an existing port: LPT1: (Printer Port)

() Create a new port and add a new printer: Adobe PDF Port Monitor

260 Chapter 8 Configuring clients



d.

= a -

.

k.

Select TCP/IP Device from the drop down.

- Network Printer Installation Wizard

Printer Address
You can type the printer’s network name or IP addmss

Type of Device: TCP/IP Device
Host name or IP address: 10.96.140.70
Port name: 10.96.140.70

|v] Auto detect the printer driver to use.

Type the IP address of a LaserJet device.

Create a name for the port to reflect an HP AC Pull Print port.
Uncheck Auto detect the printer driver to use.

Click Next.

Select one of the driver options and click Next.

Locate your Universal Print Driver and complete the installation.

Be sure to share this printer with a name that reflects an HP AC Pull Print Queue.

Create an Enterprise port. Once the installation of the direct IP queue is complete, you will create a new
Enterprise port that points to the HP AC print queue.

a.

In Print Management, right-click on Ports and select Add Port.
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i

File Action View Help
I

| 2FE c= H|

ff Print Management Port Name
zl Custom Filters ¥ 10.0.0.119
4 3 Print Servers U 10.0.0.148
4 5 HWO7326 (local) B 10.0.0.166
3] Drivers § 10.0.0.171
n-ﬁ__Fﬂ’_T i 10.96.140.105
Y Ports
o Add Port...
== Printi

Manage Ports...
> == Deployed Pr

View r

Refresh
Export List...

Help
=

b.  Select HP AC Secure Pull Print Enterprise Port and click New Port.

Bwailable port types:

HP AC Secure Pull Print Enterprise Part
HP AC Secure Pull Print Express Port
HP &C14 Port

HP Universal Print honitor

Local Port

Standard TCP/IP Port

New Port Type.., | Mew Port... I Cancel

c.  Select Next on the wizard prompt.
d.  Under Port Name, assign a name that will reflect a pull print port then select OK.
e. Close the printer ports window.

3. Assign the Enterprise port to the Pull Print queue. Now that the port is created, it needs to be assigned to
the print queue.

a. Inthe Printer Properties window, select the Ports tab.

262 Chapter 8 Configuring clients



b.  Place a check mark next to the LPR port you created in section 2 then Click OK.

Securtty | Device Settings

Gereral | Shaing | Pots | Advanced

d Enterprise Port Printer

checked port.

Print to the following port(s). Documents will print te the first free

Port Description

] PORTP... Local Port

[l HP_AC... HP ACJA Port

[ HP_AC... HP ACJA Port

[T HP_AC... HP ACJA Port

] sP1 HP AC Secure Pull Print Enter...
E PullPrint HP AC Secure Pull Pnnt Enter...

Microsoft XPS Document \

SharedEntPulll

|

‘ Add Port...

[#] Enable bidirectional support
[_]Enable printer pooling

€. Select the General tab and print a test page.

d.  Verify the test page has printed by navigating to the HP AC SPP Enterprise tile in the HP AC admin

console.

e.  Once again, verify that this print queue is shared.

Now the queue is ready for clients to connect to. It will be up to administrators to decide on a particular option for
client deployment.

8.2.6 HP Access Control Enterprise Print Client

Prerequisites

New client to install the following features on end-user client PCs:

Quota

Intelligent Print Management (IPM) for rules-based printing

Delegation
Encryption

Local job storage for client-based pull printing
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The Enterprise Print Client can be installed on client computers to automatically configure installed printers to
use IPM rules, quota, delegate printing, local job storage, and encryption with an Enterprise server. The server
requires IPM, Job Accounting, and/or Pull Printing to be installed. The Print Client applies to all currently installed
TCP/IP and LPD printers on the client computer. With Local Job Storage, jobs are stored locally (in the Program
Files\HP\HP Access Control Print Client\bin\pullsvc\spool folder) on client workstations and metadata regarding
the job is sent to the server.

[%”f NOTE: If Encryption at rest is enabled on the server, the encryption key will be automatically copied to the
client registry upon installation of the Enterprise Print Client.

iy IMPORTANT:

e If Local Job Storage will be installed, it is required that an SSL certificate is selected in HTTPS bindings. Go
to the HP AC server > IS Manager > Default Web Site > Bindings > HTTPS.

e [f Encryption at Rest is enabled on the server, Client Passcode and Client Encryption Key are entered on the
server, and Local Job Storage is installed on the client, the Client Passcode and Client Encryption Key will be
used to secure job data, and the Encryption at Rest key will not be used.

e  Theinstall will convert all existing Standard TCP/IP ports to be compatible for IPM. Only install the client
after the ports required to be monitored have been created on the PC clients.

e  Ensure that Skip rules if network failure is enabled if you want to allow printing in the event that the
network fails between the client PC and the server the HP Access Control IPM web service is running
(Settings tile > IPM tab > IPM Web Service).

Prerequisites for IPM

e Intelligent Print Management must be installed on a HP Access Control Server.

e  The client will convert Standard TCP/IP ports (LPR). IPP is not supported.

Prerequisites for Quota

e  HP Access Control server configured for quota.

e The client will convert Standard TCP/IP ports (LPR). IPP is not supported.

e  For quotas to be tracked, devices must be enabled for Tracking.

e  Quota for print is enabled on the HP AC Job Accounting Server

e  Deviceis configured for authentication to use quota limits for glass activities (copy and scan)

e  Printdriver installed as a traditional printer object. If using the HP Universal Print Driver, Dynamic mode is
not supported as the print client cannot configure the print port for quota and will not know where jobs as
sent as users choose the output device "on the fly"
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B NOTE:

e  Ensure that messages are configured in the Settings tile>Agent tab. The message field will display the
message on the front panel of the device when a user reaches their quota limit. The error message field
will display on the front panel of the device when there is a communication error with the IRM quota
webservice.

e  The port will change to an HP_ACJA port in the queue.

e  Ensure Skip Quota Control if network failure is enabled (Settings Tile>Print Server>Print Server Quota Web
Service), otherwise users will not be able to print if communication between the device and the HP Access
Control server is unavailable.

e  Quotais checked at the beginning of a print job and not at every page and only updates after the printer
has sent the job accounting information for the job to the HP Access Control Job Accounting server for
processing. This means that users may at some point reach a negative quota status, for example when the
amount of pages in a print job is bigger than the amount of pages in the remaining quota.

e  Whenauser’s quota is exceeded it will require manual intervention to reset if it happens before the quota
period is reached.

FL}(’ IMPORTANT:  If you want to use delegate printing, SQL Server must be used for the IRM database. SQL Compact
Edition is not supported with delegate printing. To create an IRM database in SQL Server, see Section 5.5
Database storage. Also, in order to add delegate users, the users must be in the IRM database.

1. Copy the Print Client setup file from the server (located in Program Files\HP\HP Access Control\client setup
\Enterprise) to the client computer, then run the Print Client setup file.

2. Follow the instructions in the setup wizard. Enter the name(s) of the server(s) in the appropriate field. To
use guota, enter the Job Accounting server name. To use IPM rules, enter the IPM server name. To use
delegate printing, enter the Pull Print server name. Click Next.

BY NOTE:

e  JAServer name: used for QuotalPM Server name: used for IPM (rules) Pull Print Server name: used for
delegate printing.

e Inthe server name fields, it is recommended to use the Fully Qualified Domain Name (FQDN) of the
servers. This is recommended to avoid any issues with DNS resolution or if there are identical server
names on different domains. If the FQDN is not used and there are communication issues between
the client and server, the Enterprise client will need to be reinstalled using the FQDN.
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HP Access Control Print Client ‘%

HP Access Control JA server name:
|

HP Access Control IPM server name:
|

HP Access Control Pull Print senver name:

I

Cancel | = <Back | | Next>

3. Onthe Configuration screen, select which components you want to configure on installed printers. Click
Next.

Configuration

Select configuration

[]Quota
CJIPm
[]Delegate

[ Local job storage

| \ < Back

4.  After the installation is complete, click Close.
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B NOTE:

Delegate applies to all currently installed LPR printers on the client workstation. Before installing delegate
on client workstations, make sure LPR pull print queues are installed.

If you want to add or remove features in the Print Client later, the Print Client must be reinstalled.

If the encryption key on the server is changed, the Print Client must be reinstalled and the new encryption
key must be entered.

The Print Client will automatically install Microsoft .NET Framework 4.0 on the client workstation.

If Delegate is selected and installed on client workstations, users must log off and then log back onin order
for the Delegate popup to work.

X TIP: The error message that displays on the delegate web page when a user is not registered in the database
can be edited. On the pull printing server, go to the Program Files\HP\HP Access Control\DelegateWs folder and
open the web.config file to edit. On the key="UserError” line, change the value to your preferred message.

8.2.6.1 Delegate printing / Group printing

With delegate printing, users can print to a specified printer and have all print jobs be released by a different user.
You add delegates through the delegate web page, and select who you want to delegate documents to at the
time of printing.

8.2.6.1.1 Configuring the Client for Delegate and Group printing

Prerequisites

HP AC Print client installed on the client workstation. See Section 8.2.6, HP Access Control Enterprise Print
Client.

The user must have been previously enrolled before they can be designated as a delegate.

IRM must be set to use Database as the data storage.

Complete the following steps:

1.

After the HP AC Print Client is installed on your workstation, the Secure Pull Print icon displays in the task
bar. Right-click the icon and select Configure delegate printing to go the Delegate web page.

Configure de_lgi_:jajt_e printiﬁg

Update local cache
Exit
A 2:00 PM
. | .
o ‘I 2 0/18/2014

Before you can add a user for delegate printing, a group must be created. Groups allow for distribution to
every member of the group, or sharing a copy amongst members of the group - which means the first user
who deletes the document makes it no longer available to other members of the group.

Follow the steps below to create a group and assign users. In the Group field, type a name for the group. In
the Description field, enter a description to identify the group.
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a.  Select the Distribution checkbox if you want every member of your group to receive their own copy of
your delegated documents.

John Doe
—Groups
Group Quality || Add
Description _
Distribution v

b.  If Distribution is not selected, all members of the group will share your delegated documents. For
example, if it's not selected and you delegate a document to the group, as soon as one user deletes
the document, the document is no longer available to the rest of the members. Click Add.

John Doe
—Groups —Users
Group Add User / Email Test  Add
Description
Distribution Domain
tech.com williamb@tech.com
Quality

3. After agroupis created, the Users section displays. In the User / Email field, enter the name or email
address of the user you want to add to the group. Click Test to verify the user exists in the database. Click
Add to add the user to the selected group.
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4,

Right-click the Secure Pull Print icon (in the taskbar), and click Update Local cache.

Conﬁgure delegate printing
Update local cache
Exit

|l 0 |, 200PM
9/18/2014
[% NOTE:  Group information can be changed at any time. Click the Edit icon next to the group to edit the

group name, description, and/or distribution setting. Right-click the Secure Pull Print icon in the taskbar,
then click Update local cache.

8.2.6.1.2 Deleting a delegate user or group

To delete a user or group, complete the following steps:

1. Select the user or group you want to delete and select the delete icon.
John Doe
Delegate Settings
Groups 11~ Users
Group Add User / Email Test | | Add
Description
Distribution Legin  Mame Damain Email
williamb :'::Hm tech.com williamb@tech.com
Quality '
2.

Right-click the Secure Pull Print icon in the task bar and click Update local cache.

8.2.6.1.3 Managing the Display of the delegate web page

1. Click Settings to manage the display settings on the delegate web page. The Rows per page (Groups) field

determines the number of group names you want to display per page. The Rows per page (Users) field
determines the number of user names you want to display per page.
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2. Click Update.

Delegate Settings

Settings

Rows per page (Groups) |10 |
Rows per page (Users) |10 |
Update

8.2.6.1.4 Delegating documents

Once you have assigned users, it is easy to delegate documents:
1. Click Print to print your document.
Select a printer recommended by your administrator.

2
3. Click OK.
4

In the delegate printing dialog prompt, select a user or group to delegate to and then click Print.

Choose a user/group to delegate this job to

BLANCHEW

[ ] Remember selection

5. The user or group you selected can now collect your document at the printer.

@9 NOTE:  When the Cancel button is selected, the job will be cancelled and will not print.
@’ NOTE: If a user does not have a delegate group, the popup will not display.
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¥ TIP:
e  Enable the Remember selection option if you want the dialog to appear with the last selected user or group
the next time you print.

e  When pull printing with SPP Enterprise, if a user has a mix of pull print jobs and shared delegated jobs, not
all jobs will release at once if Print All is selected at the device. The user will have to select Print All to print
all pull print jobs and then select Print All again to print all shared delegated jobs.

8.2.7 Silent installation

To install HP AC Print Client in silent mode, use the Enterprise Pull Print Custom Setup application located in the
Program Files\HP\HP Access Control\client setup folder.

Complete the following steps:

1. Openthe Enterprise Print Client Custom Setup application.

Enterprise Print Client custom setup H

Load MSI
Job accounting server name [ ] Quota
IPM server name ] 1PM
Pull print server name [ ] Delegate
Encryption key [ ] Encryption

Apply

2. Click Load MSI button to locate the HP AC Print Client.msi file. Click Open.

3. Touse guota, enter the Job Accounting server name and select the Quota box. To use IPM rules, enter the
IPM server name and select the IPM box. To use delegate printing, enter the Pull Print server name and
select the Delegate box. To store jobs locally on the client workstation, select the Local job storage box.

4. Click Apply. The HP AC Print Client.msi file can now be deployed to client computers with the fields pre-
filled with server information.

5. To test the notification on the HP AC server > Settings tile > IPM tab under desktop notification client enter
the title for the test rule and enter the FQDN or IP address of the client you want to send a notification too.
Click Apply and Test.

8.2.8 Quota Notification

Notification for end users on their quota status is either through the Quota Client or the MyQuota website. The
quota client will display a printer icon on the system tray on the client PC to show the guota limit for the currently
logged in user. The MyQuota website will show remaining quota for the user.

8.2.9 Quota Notification with Quota Client

Prerequisites
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e HP Access Control server configured for quota, see Section 4.2.9.4, Quota management

e  HP Access Control Print client installed and configured for Quota

Complete the following steps:

1. Install the HP AC JA Quota Client located in \Program Files\HP\HP Access Control\Client Setup with
administrator privileges.

S ————— | "

4l Quota Client
i —

Welcome to the Quota Client Setup Wizard

The installer will guide wou through the steps required to install Guaota Chent on your computer.

WARNING: This computer progiam is protected by copyright law and international treaties. |
Unauthorized duplication or distibution of this program, or any portion of it, may result in severe civil
or ciiminal penalties, and will be prosecuted to the maxinurn extent possible under the: law,
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2.

3.

Select the installation folder and if the client is for use for everyone, or just the currently logged in user.

Click Next.

14 Quota Client

Select Installation Folder

The inztaller will inztall Quota Chent to the following folder.

Enlder:

Toinstall in this folder, click "Mest". To install to a different folder, enter it below or click "Browse".

o] ® ==
@)

0y

e

C:%Program Files [#86]4Cuota Chenth, [

Browse. .. ]

Diisk Cost... ]

Install Quota Client for yourself, or for anmyone who uses this computer:
(71 Everpone

@ Just me

< Back

Cancel

Enter the server name or IP address where the HP Access Control Job Accounting Quota web service is

installed. Click Next.

-
ﬁ] Quota Client

Enter the name of the server where the quota we
service is installed

Server name:

Cuota web service

|hp-acexpress

Cancel l [ < Back ] [ Next »
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4.  Click Close.

5. When a user exceeds quota for print the system tray icon will change to show that there are no remaining

pages, and the user will not be able to print.

3:09 PM
8/20/2014

- ?.q [-" ':"_H I‘-]{]

8.2.10 MyQuota

Prerequisites
e  HP Access Control server configured for quota
e  HP Access Control Print client installed and configured for Quota

Users can check their remaining quota limits by accessing the server where the HP Access Control Job
Accounting quota web service is running — http://<servername>/mygquota

Quota
Print Copy
User name ua1
Total pages remaining 0 4
Color pages remaining v} 2

8.3 Macintosh Clients
8.3.1 Adding a printer using LPR protocol

Prerequisites
e  Make sure a pull print queue is created in the HPAC admin console > Settings > SPP Enterprise tab.
Local queues for pull printing is supported with HP AC SPP Enterprise only. Complete the following steps:

1. Onthe Mac computer, choose System Preferences from the Apple menu.
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Choose Print & Fax from the View menu.

Personal
o M B @ Q
Appearance Desktop & Dock Exposé & Language & Security Spotlight
Screen Saver Spaces Text
Hardware
& SR
CDs & DVDs Displays Energy Mouse Trackpad Print & Fax Sound
Saver
Internet & Wireless
AN e 0 @
L ——
MobileMe Network Blustooth Sharing
System
2 G » @ % ] @ @
Accounts  Date & Time Parental Software Speech Startup Disk Time Machine  Universal
Controls Update Access
Other
Flash Player
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3. Click the + button to add a printer.

No printers are available.
Click Add (+) to set up a printer.

L+}]
Default printer: | Last Printer Used +H
Default paper size: [ US Letter 4
I"aummmmw»ermm. @
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4. (lick the IP tab at the top.

l: | Line Printer Daemon - LPD

~
i y
se:
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5. Inthe Protocol field, select Line Printer Daemon — LPD from the drop-down menu. In the Address field, type
the name or IP address of the HP AC server. In the Queue field, type the name of the pull print queue.

8@ =

Default IP Windows Search

Add

Address: QA006

Valid and complete host name or address.

Protocol: = Line Printer Daemon - LPD o
Queue: | MYDOCS |
Leave blank for default queue.
Name; QAQ06
Location:
Use: | Generic PostScript Printer E
Add

6. Click Add. A window of installable options for the printer may display. Check these as appropriate for the
printer.

8.3.2 Adding a shared pull print queue
Prerequisites
e  MacO0S 10.6.5 or newer.

e  From the HP AC server, make sure the printer is configured for Add tracking PJL attributes in the HP AC tile
(required to be enabled for the HP Enterprise bundle only. Not required with HP AC Express.).

e  OntheHP ACserver, go to the Printer Properties window > Advanced tab and make sure Start printing
after last page is spooled is selected.

e  Use aprinter driver that most closely matches the printer’s capabilities. It is recommended to conduct tests
before deployment to make sure job information is tracked correctly.

Complete the following steps:

1. Onthe HP AC server, do one of the following, depending on the pull print method:
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2.
3.

e  Secure Pull Print Express: Add a printer on the server according to Section 6.1.2, Configuring a Pull
Print printer with HP AC Express. Make sure the printer is shared.

e  Secure Pull Print Enterprise: Add a printer on the server according to Section 6.4.4, Adding pull print
queues on the server. Make sure the printer is shared.

On the Mac computer, choose System Preferences from the Apple menu.

Choose Print & Fax from the View menu.

Personal

MobileMe

System

2

Accounts

Other

Show All

Ll

Appearance Desktop &

Screen Saver

Hardware
o -
CDs & DVDs Displays

Internet & Wireless

- ® 0

Network

{18

Date & Time

Flash Player

Dock

(-t

.',\ll. .1
Energy
Saver

Bluetooth

i

Parental
Contraols

Spatemeeitrences

Exposé &
Spaces

Language &

Text

[

Mouse

¥

Sprlzech

o @
Security Spotlight

o= a

Trackpad Print & Fax Sound

30 @ @

Startup Disk Time Machine  Universal
Access
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4.  Click the + button to add a printer.

No printers are available.
Click Add (+) to set up a printer.

Default printer: { Last Printer Used

2 (&

Default paper size: '[ US Letter

I{h Click the lock to prevent further changes. @

5. Press the Control key while clicking the "Default” icon (or any other icon on the toolbar), then choose
Customize Toolbar from the contextual menu that appears.

4 v Icon and Text
lcon Only
Text Only

Use Small Size

Keep Item Visible
Remove Item

Customize Toolbar...

Name: Mo Selection

Location: MNo Selection

Print Using: [ v ]
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Drag the Advanced (gear) icon to the toolbar.

Drag your favorite items into the toolbar..

= 4ok

=

Fax Advanced Default IP Windows
» [ ] ®
Search Sepa:ratur Space Flexible Space Customize
... or drag the default set into the toolbar.
2-®@@ )
Default : IP Windows Search

Show | Icon and Text ‘#1 [l Use small size

—

I
A

Click Done.

Click the Advanced icon that was added to the toolbar.

Choose Windows from the Type pop-up menu.
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10. Inthe URL field, type the printer's address in one of the following formats:

smb://server/sharename

[%’ NOTE: "server"is the name of the server sharing the printer (or its IP address). "sharename" is the shared
printer's share name. If the share name contains spaces, replace each space with "%20" (without quotation
marks).

5806 Add Printer —

Type: | Windows

& &

[
[

Device: | Another Device

URL: | smb:f/serverl.support.com/PullPrintQueue

Name: serverl.support.com

Location:

Print Using: | Generic PostScript Printer -+

A

11. Inthe Name field, type the name you would like to use for this printer in Mac 0S X.
12. Choose the appropriate PPD or printer driver from the "Print Using" pop-up menu.

13, Click Add.

8.3.3 Mac encryption
Prerequisites:
e T HPACserver with lIS

e T HPAC pull printing only server with HTTPS disabled in IS. This is because printing from a Mac computer
requires the use of port 443. Therefore, IIS cannot also use port 443.

e  The Mac machine has the certificate installed into the system Keychain.

Mac computers will print to the HPAC pull print only server and then will be redirected to another HP AC server
(running IIS) to be stored in a pull print queue on that server.

1. Onthe pull print only server, open IIS manager and for the default web site, disable HTTPS.

a
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2. Onthe pull print only server, in HPAC > Settings > SPP Enterprise, add a new print queue to receive IPPS
jobs from Mac computers.

a

3. Onthe pull print only server, copy the Encrypt.exe file to the Program Files\HP\HP Access Control\bin
folder.

4. Onthe pull print only server, go to the \Program Files\HP\HP Access Control\spoolroot \prtr folder and
open the pull print previously created queue in Notepad (e.g. PullPrintIPPS). Replace the contents of the file
with the following text, where TCPHOST is the name of the main HPAC server, TCPPRTR is the name of the
pull print gueue on the HPAC server, and FILTERT is the path of the filter.

COMMTYPE = TCPIP/LRSQ

TCPHOST = server.domain.com

TCPPRTR = PullPrintQueue

TCPRPORT = 5500

VPSX2VPSX = YES

ENCRYPT = YES

PRTROPTS =80

FILTERT = C:\Program Files\HP\HP Access Control\bin\Encrypt.exe
F1DTYPE = all

FT1ARGS = “&infile” “&outfile”

5. Onthe Mac computer, add an IPPS printer to connect to the HPAC pull print only server via port 443 and
enter the previously created queue name (e.g. PullPrintIPPS).

a

6. When the user prints from the Mac computer, the job will be sent to the PULLPRINTIPPS queue (as shown
in this example), and the filter in the printer definition file will route the job to the HPAC server and be
stored in the pull print queue, where users can retrieve the job and release at a printer.

8.4 HP Access Control Card Enrollment application

Prerequisites

° See Section 2.8, Card Masking utility requirements

Install the Card Enrollment application to allow users to enroll their cards from a client PC.
Complete the following steps:

1. Copy the Card Enrollment installation file from \Program Files\HP\HP Access Control\client setup to the
client PC.

2. Run the Card Enrollment.msi file from the client PC.
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3. Onthe welcome screen, click Next.

i Card Enrollment - o IEN

Welcome to the Card Enrollment Setup W... |
=2 )

The installer will guide you through the steps required fo install Card Enroliment
on your computer,

WARNING: This computer program is protected by copyright law and
international treaties. Unauthonzed duplication ar distribution of this program, or
any portion of it, may resultin severe civil or criminal penalties, and will be
prosecuted to the maximum extent possible under the law.

Cancel < Back

4. 0Onthe Card Enrollment setup screen, enter the FQDN or IP address of the server that has IRM installed and
click next.

l%? NOTE: Connecting to an IRM server is required to save user card data.
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5. Onthe Select Installation Folder screen, verify the information is correct and select Everyone to allow all

users to access the card enrollment application. Click Next.

_‘;E! Card Enrollment

Select Installation Folder

The inztaller will inztall Card Enroliment to the following folder.

Enlder:

Toinstall in this folder, click "Mest". To install to a different folder, enter it below or click "Browse".

C:%Program Files [«86)%HPCard Ernrollment®,

@ Everpone

(7 Just me

Inztall Card Enrollment for wourzelf, or for anyone who uzes thiz computer:

[ Browse. .. ]

[ Diisk Cost... ]

6. When complete, click Close.
8.5 Job Accounting clients
Table 8-1 Job Accounting Client Notifications
Client Notifications
IPM JA Quota Client Overview
(systray)
HP AC Print Client (local IPM/ v v The HP AC Print Client can be installed on client
Quota) computers to automatically configure installed printers
to use IPM rules, quota, delegate printing, and/or
encryption (see Note 4) with an Enterprise server. The HP
Access Control server requires IPM, Job Accounting,
and/or Pull Printing to be installed. The HP AC Print Client
applies to all currently installed enterprise queues using
TCP/IP using LPR protocol printers on the client
computer.
HP AC JA Allocation Client v v The HP AC JA Allocation Client can be installed on client

computers to allow input and collection of allocation
(metadata) for HP AC Job Accounting. The HP Access
Control server requires HP AC Job Accounting to be
installed.

HP AC JA Print Client See Note 3, below See Note 3, below

To track local printers connected to client desktops via
USB, LPT1 or Standard TCP/IP port, install the Job
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Table 8-1 Job Accounting Client Notifications (continued)

Accounting Print Client. The Job Accounting Print Client is
installed on client desktops where local print activity is
tracked and then sent to the Job Accounting Database
Server.

SPPE Print Client See Note 3, below See Note 3, below The SPPE Print Client can be installed on client
computers to use encryption (see Note 4) and to allow
the user's pull print jobs to be routed and stored in a
shared network folder on the Secure Pull Print Express
server. The HP Access Control server must have Secure
Pull Print Express installed.

NOTES:

1 To use client applications, client desktops must have one of the following operating systems: Microsoft
Windows Vista (32-bit or 64-bit), Microsoft Windows 7 (32-bit or 64-bit), or Microsoft Windows 8 (32- or
64-bit).

2 Print Stream Clients are NOT designed to be installed or used together on a single workstation.

3 Not applicable unless you have server-based and client-based tracking and server-based IPM/Quota +
client-based pull printing on different queues, then v

4 Delegate printing and/or encryption is available in HP AC 14.2 and above.

8.5.1 Cost Allocation
Prerequisites
e  Allallocation printers need to be shared on the Print Server.

e  Allallocation printers need to use Port Monitor on the Print Server.

BY NOTE:
e  UseaDomain User with Local Administrator Rights to install and configure the printer and software. For
Windows Vista and Windows 7 users, make sure that you run the installer using the Option Run as
administrator.

e  The Job Accounting Allocation Client cannot be used on the same PC that has the HP AC Print Client
installed.

8.5.1.1 Installation of the Allocation Client

1. Runthe HP AC JA Allocation Client file. The InstallShield Wizard will guide you through the installation
process.

2. Read through the License Agreement and click Yes to confirm, and No to abort the installation.

286 Chapter 8 Configuring clients



3. Select the installation directory or click Next to keep the default. Click Next to keep the default programs
folder.

HP Access Control Job Accounting Allocation Client (x64) - Insts
HP Access Control Job Accounting Allocation Client 3.8

Setup will install HP Access Control Job Accounting Allocation Client (x64] in the following
folder.

Toinztall to this folder, chick Mext. To install to a different folder, click Browse and select

another folder.
Destination Folder
’7 C:\ L AHP Access Contral Job Accounting Allacation Client Browse... I
IhskallBhield

< Back | MNest > I Cancel |

4. When prompted, provide the Web address of the HP Access Control Job Accounting Web Server. This is
typically http://servername/hp acja,where 'servername’is the name of the physical server
where Job Accounting is installed.

HP Access Control Job Accounting Allocation Client (x64) - Insts
HP Access Control Job Accounting Allocation Client 3.8

Please enter the HP Access Control Job Accounting ‘Website address .

http: //servernamelhp acis

Address :

IhskallBhield

< Back | MNest > I Cancel

5. Click Finish to complete the installation process.

[%& NOTE: Afterinstallation is complete, log off and log back on. When the user logs on, the alloc.exe file, required
for the allocation pop-up, is started.
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8.5.1.2 Installation and Configuration of the Allocation Printer
1. Open the Printers and Faxes folder and run the Add Printer wizard.
2. Select Local printer and click Next (Uncheck Automatically detect...).

3. Select Create a new port, choose Local Port, and click Next.

[% NOTE: Do Not Use the Allocation Port. This is a Port extension that the Local Port will be using.

4.  For the port name, enter \\printserver\printername where “printserver” is the name of the server running
the JA Print Server and “printername” is the share name of the allocation printer shared on the print server.
Click OK to confirm.

=¥ Add Printer EZZ = =

Choose a printer port
A printer port 2|} information with 2 printer.
P Enter & port name:
Use 1 -
B | \servemame printemame] Cancel I J

* Create 2 newpores

Type of port: ILucaI Port j

=l

5. Select the appropriate driver for the printer and continue to finish the remaining steps in the Add Printer
wizard.

lt% NOTE: Repeat these steps for each allocation printer to be used on the workstation.
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6.  GotoStart > All Programs > HP AC JA Allocation Client, and select Allocation Queue Configuration. Highlight
the allocation printer in the Windows Printers Pane and click Configure Printer.

% HP ACJA Allocation Client - Printer configuration Y =1 |
= Pl'ir'llcla
—Windows Printers — Allocation Printers
ﬁ - Check bo enable Popup window at print time
Emmgncs LPR
= \W/B2003D0CS LPR

= Microsaft %P5 Document Wiiter

=0 HP Universal Prnting PCL 5 (+5.7.0) [Copy
= HP Uriversal Printing PCL 5 [+5.7.0) [Copy
=9 HP Uriversal Printing PCL 5 [v5.7.0) [Copy
%9 HP Uriversal Printing PCL 5 [v5.7.0) [Copy

i Fax =
R — _vlJ 4 |

Select al Refresh | Check all Select all
Deselect all Uncheck all Deselect all
Frint Server Name ; [wb2003 Print Server Name :
Piinter share name : [&lioc Queue Share Mame :
l Configure printer ﬂ Apply Changes | Unconfigure printer |
“wieb site-
[Pitp:/ w2008 7hp_acia ApplyURL | Aboul |

7. The allocation printer configured will move to the Allocation Printers Pane.

&® HP ACJA Allocation Client - Printer configuration =101 x|
— Printers

—Windows Printers — Allocation Printers
Printer Mame: -~

= WB2008D0CS LPR

= \W/B 20030005 LPA

= Microsoft XPS Document \Witer

= HP Universal Frinting PCL 5 [+5.7.0) [Copy—

9 HP Universal Printing PCL 5 [v5.7.0) [Copy

= HP Universal Printing PCL 5 [+5.7.0) [Copy

=0 HP Universal Prnting PCL 5 (+5.7.0) [Copy

Eﬁﬂ Fax

E 080200CS LPA UPD PCL 5 [wR.7.0) _[ﬂ

(]

« _ |

4 | =
Select all Refrash | Check all Select all
Deselect all Uncheck all Deselect all
Print Server Name ; [wb2008 Print Server Name ; |wb2008
Piinter share name ; |Alloc Rueue Share Name ; [Alloc
Configure printer Apply Changes | Unconfigure printer |
“Web site-
[Pt 22008 hp_acia Aoy URL | About |

[%9 NOTE: Repeat these steps for each allocation printer to be used on the workstation.
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8. Open the Properties of the Allocation Printer that you have added in the steps above, and click Print Test
Page.

9.  The Allocation popup window appears displaying an allocation profile created on the Job Accounting Server.
Click OK to continue with the test.

Allocation Popup (=]

Allocation
cisonertane__|

CIECE -

=l
oKk | Canceldob |

8.5.1.3 Viewing jobs in the Allocation Job Browser

1. Goto Start > All Programs > Allocation Client > Allocation Job Browser. Enter your Windows Domain, User
name, and Password, then click the arrow button.

Domain |

User name |

Password |
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2. Leave all the parameters as default in the New Query screen and click the arrow button at the bottom.

. Mew EII.IEI: .
(U2 i nothan

DROSURMBn nanss

Profile nanns (Allprofles

Prirt server Al print serers ¥

Prirtar Alprinters v
Alocated b Jinciieren g
Atocationinformation N id

01 v Jonuary v} 2000 v @ 31 ¥} Dacomber v 2020 |

You will see the test page you printed in the Result Display screen.

@7 NOTE: The job information will be inserted in the database at the next scheduled job retrieval. You will not see
this result if you run this query before the job has been processed.

8.5.1.4 Configuring a Shared Pull Print Printer for Allocation

When configuring a shared pull print printer from the Server with Allocation Client, please follow the steps below
to ensure that the correct document name will be displayed on the pull print window:

1. Share the pull print printer from the server.

2. Install a new printer and point it to a physical printer that will be commonly used by the user, using
Standard TCP/IP as the port type. If possible download and use the same driver as the shared pull print
printer from the server.

3. Open the Allocation Client Queue Configuration and select the newly created printer from Step 2.
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4.  Enter the name of your pull print server into the Print Server Name field. Enter the share name of the pull
print printer into the Printer Share Name field.

=® HP ACJA Allocation Client - Printer configuration | = 0] x|
- Prinh:..-.
—Windows Printers — Allocation Frinters
| Printer b ame - Check to enable Popup window at print time

=\ JE 2008D0CS LPR

r'wWEB2003D0CS LPR

= Microzoft PS5 Document Writer

= HP Universal Prnting PCL 5 (v5.7.0) [Cop
= HF Uriversal Printing PCL 5 [+5.7.0) [Copy,
=0 HP Uriversal Printing PCL 5 [v5.7.0] [Cops
#90 HP Uriversal Printing PCL 5 [v5.7.0] [Copy

=0 Fax =
L1 IR _>|J 4 | o

Select al Refresh | Check all Select all
Deselect all Uncheck all Deselect all
Print Server Mame ; [wb2008 Frint Server Name : |wb2003
Printer share name ; |PullPrint Queue Share Name : |PullPring
[ Configure printer J Apply Changes | Uneconfigure printer |
“Weh site-
[Pitp:77wi62008/hp_scia AppyURL | About |

5. Click Configure.

8.5.2 Job Accounting Print Client

The Job Accounting Print Client tracks printers connected to client desktops via USB, LPT1 or Standard TCP/IP
ports. The print activity from the client is tracked and then sent to the Job Accounting Database Server.

Prerequisites

e  HP Access Control Job Accounting Server

[%9 NOTE: The Job Accounting Print client is not compatible with any other print clients.

Complete the following steps:

1. Runthe HP Access Control Job Accounting Print client with administrative rights.
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HP &Access Control Job Accounting Printing Client (x64) - InstallShield Mifizard @
HP Access Control Job Accounting Pnint Chent 3.9.3

Prezs the PAGE DOWMN key to zee the rest of the agreement.

End User License Agreement -

READ CAREFULLY BEFORE LUSIMG THIS SOFTwARE EQUIPMENT:

Thiz End-User licenze Agreement ['ELILA"] iz a legal agreement between [a] you [either

an individual or a single entity] and [b] HF Inc. ["HP"] that governs wour use of any

Software Product, installed on or made available by HP for uge with your HP product ["HP
Froduct'], that iz not othensize subject to a separate licenze agreement between you and
HP ar itz suppliers. Other zaftware may contain a ELLA in itz onling documentation. The

term 'Software Product' means computer software and may inchide azzociated media,
printed matenalz and "onling or electronic documentation. -

Do you accept all the terms of the preceding License Agreement’? If you | Fririt |
zelect Mo, the zetup will cloge. Taoinztall HP Acceszs Control Job Accounting —F ——
Frinting Chent [«64)], pou must accept this agreement.

Tez ] | Mo |

Select the folder to install the client.

HP &Access Control Job Accounting Printing Client (x64) - InstallZhield Wizard @
HP Access Control Job Accounting Print Chent 3.9.3

Setup will ingtall HP Acceszs Contral Job Accounting Printing Client [x64] in the following
folder.

Toinztall ta this folder, click Nest. To install to a different folder, click Browse and select
another folder.

Destination Falder

C:AAHPAHP Access Control Job Accounting | Browse... |

< Back |[ Mewt > ]| Cancel |
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3. Select the Program Folder to add the program icons to.

. ~ B—
HP Access Control Job Accounting Printing Client (x64) - InstaliShield Wizard e o
HP Access Control Job Accounting Print Client 3.9.2 \

Setup will add program icons to the Program Folder listed below. You may tipe a new folder
name, of select one from the existing folders list. Chok Next to continue,

Frogram Folder: |

Adminigtiative Tools

Games
L Maintenance
Startup
Tablet PC
InstallShield
[ <Back || mMeswt> | | Cancel |
: ]

4. Onthe Setup Type screen, select one of the following configuration modes:
e  Automatic using print processor for USB printers
e  Automatic using port monitor for local connected or Standard TCP/IP ports

e  Manual Configuration to manually configure printers with the Printer Configuration Tool

. N _—
HP Access Control Job Accounting Printing Client (x64) - InstallShield Wizard X

Setup Type
Select the setup type that best suits your needs.

Select configuration mode
@) Automatic using print processar

() Automatic using port monitor

() Manual configuration

Installskeld

<Back |[_New> ] [ Cancel |
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5.

For Novell environment, select to Track the Novell user name.

HP Access Control Job Accounting Printing Client (x64) - InstaliShield Wizard oo

Select Features
Select the options you want to install.

Select the features you want to install, and deselect the features you do not want to instal,

W Track Movell user name [NWUSERMNAME]

[ seectal | | Ciearsn |

InztallShield

| <Back [ MNew> | [ Cancel |

%

Choose the connection method to push the job accounting information to the HP Access Control server

running the Job Accounting Server.

F e =l
HP Access Control Job Accounting Printing Client (x64) - InstallShield Wizard [

Select Features
Select the options you want to install.

Select the features vou want to install, and deselect the features you do not want ta install.

| 1 Hitp connection
™ Ftp connection

InztallShisld

i__ < Back ][ Newt » ][ Cancel ]
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7. Enter the IP address where the accounting data will be auto-uploaded to.

r . Il
HP Access Control Job Accounting Printing Client (x64) - InstallShield Wizard ﬂ

HP Access Control Job Accounting Print Client 3.9.2 .\\,

L

Auto-Upload Server identification.
Enter: IP address or computer name of the server whene you want to auto-upload the data

Server HPACServeiMame

< Back [ Mext > I[ Cancel ]

L

8.  Click Finish to complete the installation.

v
HP Access Control Job Accounting Printing Client (x64) - InstallShield Wizard

HP Access Control Job Accounting Print Client
3.92

Installation and configuration is now complete.
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9. If during the installation you chose Manual configuration, go to Start >All Programs > HP Access Control Job
Accounting and choose Printer Configuration. Select the printer, and click Configure printer.

=i HP ACIA Print Client - Printer configuration o ® |F==

& Port Maritor

" Print Processor

“Wwindows Frinters 1 1 Tracked Printers -
Printer Name Printes Hame
Fax HF Color Laserlet CkE040 MFP PCLE

icrozoft PS5 Document ‘Wwiter

Configure prinker Refresh Unconfigqure printer | Update |

About | Optiong |
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9 Manage users and jobs

9.1 Managing access to the Admin console

The Login tab allows you to control access to the HP AC admin console. With this feature enabled, user
credentials will be required at the time of starting the HP AC admin console

Users belong to groups, and the groups define the permissions that determine what features are available to
that group.

BY NOTE:

e  The Power User can view the same settings as the Admin user, but does not have the same permissions to
make changes.

e By default, the Settings section does not appear under the Admin account to prevent being locked out of
the console completely.

Permission Admin Power User User

AN
<

SPP Express/Enterprise
Delete User
Delete Job

View Job

Intelligent Print Management (IPM)

Device Analysis

Job Accounting

IRM
AD Configurator (View)

AD User Editor (View)

N N N SN N N N S NS

AN N N N N N N N NN
AN

DB User Editor (View)
AD Group Manager (View)

User List Editor (View)

Device
Add (Apply)
Delete (Apply)

Install/Remove (Apply)

NN N SN SN
AN N N N N

Configure (Apply)
Move Devices (Apply)

Manage Device Grouping (Apply)

Settings

Database (View/Apply)
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Device (View/Apply) v v
Email (View/Apply) v v
IS (View/Apply) v v
SPP Enterprise (View/Apply) v v
Alias (View/Apply) v v
Agent (View/Apply) v v
Print Server (View/Apply) v 4
IPM (View/Apply) v v
Login (View/Apply)

Print Server v v
Configure v v

Server Information v v

License v v
Key Update (Apply) v v

1. Click the Settings tile and go to the Login tab. Select Application login to enable.

File Database tools
Login

—Application login

[ Application login
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2. The Login box will display showing the default user Admin (password Admin).

Login

—Application login

[] application login

—Login

Admin  [Admin)
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3.

Enter information for the New User. You can create a new user, or use an existing user from Active

Directory.

@7 NOTE: To create a user within HP Access control, enter a User login and password and assign the group it

will belong to.

User login

Active Directory

User password

Confirm password

Group

DeviceAdmin

@7 NOTE: To add a user from Active Directory, enter User login (sAMAccountName) and select Active

Directory.

User login

Active Directory

hpsolstris12

3

Group
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4.  Select the Group the user will belong to. The default groups are Admin, Power User, and User.

User login s12

Active Directory £}

Group User

Admin

Power User

User

I%” NOTE:  The Admin group has full access to view and change all features within the HP AC admin console.
The Power User group has limited access to the HP AC admin console features.

5. Click Apply.

6. When the HP Access Control admin console is launched it will prompt for a user name and password. Enter
your User Login and Password and click OK.

HP Access Control

User Login

Password

9.2 Managing users

Go to the SPPE tile or the SPP Enterprise tile to view Secure Pull Print users and to manage user print jobs.
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v Logen Document Name Applicatizn Marme Pages ¥ Sire Gy ated

18 wyerisl & gizcumeniiy

[ Q) Betresh

9.2.1 Clearing the Cache

When a user logs into a device, information is retrieved from Active Directory. This information includes the
user's name and email address. This is stored in the cache on the HP Access Control server to enable storing of
the users printed jobs and emailed jobs in one user folder:

1. Goto the Settings tile and click the SPPE tab.

2. Click Clear cache to delete the cached information linking the user’s login with the user’s email address.

[%”f NOTE: When a user logs in at a device, information is retrieved from Active Directory, including the user’s email
address. The user name and email address are then stored in the cache to gather the user’s printed jobs and
emailed jobs under one user folder.

9.2.2 Alias

For users printing from non-Windows printing, alias printing allows print jobs submitted from the non-Windows
system to be linked to your user name in Windows.

Prerequisites
e IRMmust be set to use Database as the data storage.

e  Theuser must have been previously enrolled in the system.

Complete the following steps:

1. Open the HP Access Control Configuration Utility and select the Settings tile.
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2. Select Alias on the top menu.

Alias

— Alias

Search

# johndoe [@ Alias ]

3. Search for your user name (i.e User1) in the search field and click the Alias button.

4.  Add the new alias (i.e. unixN). The alias name must be unique to other user aliases and logons. Any number
of aliases can be entered.

File Databate tools

ues |
- Aod alias
= Alias AlaS gnich [hd—l [—
Search =
uel s
|@ 2 ] l@ Delete ]
|® Close I
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5. Ablack dot next to the user name indicates the user has an alias.

r Alias

® johndoe

6. Jobs submitted by either User1 or unixN will grouped under the same user name in the user’s spool folder.

9.2.3 Deleting users

The AD User Editor is not intended as a replacement or substitute for the standard AD user management tools.
As such, it works only with users that already exist in the domain. Also, it cannot delete users from the domain.
Use the standard Microsoft tools to add and delete users in the domain. After a user exists, Agent PIC and
feature rights can be assigned as described in the following sections.

9.2.4 Look up a user

Complete the following steps to find a user:

1. GototheIRMtile and open the AD User Editor.

AD User Editor

Card
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2. Select Username, Email, or Code from the drop-down list, and click Find.

AD Configurator AD User Editor DB User Editor  AD Grouj

The upper portion of the screen displays information for the user specified, or an error message displays if the
user cannot be found.

9.2.5 Auto purge inactive users
In order to delete inactive users in the IRM database, run the following SQL script in SQL Management Studio:
USE [IRM] --Change the wvalue [IRM] to match your database IRM name
GO
IF EXISTS(SELECT 1 FROM sysobjects WHERE type='P' AND name
='P DeleteInactiveIRMUser')
BEGIN
DROP PROC P_DeletelInactiveIRMUser
END

GO
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CREATE PROCEDURE [dbo].[P DeletelInactiveIRMUser] (@InactiveDate datetime)
AS

BEGIN

delete from ALIAS where UserId in (select UserId from IRM where ADate <
@InactiveDate)

delete from IRM where ADate < @InactiveDate
END
GO

After the script is executed, a new P_DeletelnactivelRMUser procedure is created in the IRM database that can be
called with one line. For example:

Exec P DeletelInactiveIRMUser '2016-11-17'

If SQL Server Standard or Enterprise edition is used, you can create a SQL Agent job calling this line in the job
steps, specifying the date. You can specify a fixed date and change it every once in a while manually, or you can
use the DATEADD function for the parameter to have a dynamic date value. For example:

DECLARE @Date date = dateadd(month,-1,getdate())

Exec P DeletelInactiveIRMUser @Date

Ej?’y NOTE: Theline dateadd (month, -1, getdate () ) istaking the current date and decreasing 1 month. So
if you want to delete inactive users in the last 3 months, just change the value to be -3.

9.3 AD User Editor

Use the HP Access Control AD User Editor to review or change user PIC, card, and device feature rights.

FJ IMPORTANT:  You cannot view the AD User Editor page from the Configuration Utility if you are using a 64-bit
server, or from a 64-bit Web browser. The AD User Editor page can only be viewed from the Configuration Utility
on a 32-bit server or from a 32-bit Web browser.

User information displays in the upper portion of the page, and information to find a user is entered at the
bottom. All fields in the upper portion of the page are read-only until a user is located using the Find function.
When a user is located, the code and/or device attributes can then be changed.

Ej?’y NOTE: The AD User Editor is not intended to replace or substitute the standard AD user management tools. As
such, it works only with users that already exist in the domain. Also, it cannot delete users from the domain. Use
standard Microsoft tools to add and delete users in the domain. After a user exists, Agent PIC and feature rights
can be assigned as described in the following sections.

9.3.1 Change User Card or Code Parameters

To change a Card or Code parameter, complete the steps provided here.
Prerequisites

e  Toemail users new code information, SMTP must be configured

1. Click the IRM tile and select the AD-User Editor tab.

2. Enter the username, email, or code and click Find.
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3. Click New card or New code to change the attribute.

4.  Click Update to save. To email the user of the new code (if applicable), select New code + Update + Email.

Card (] copy
[a3476 New cerd

[ cotor Copy
Code
I2612 New code [#] Send to E-mal
harme [v] Send Fax
I | 1ar L I

[#] Sena ta Foicer
Username
I ERIETIE [+] Job Starage

(] Create Stored Job

[] Digial Sending Service (D55) Secondary E-mai

piliamb@t " (] Digital Sencing Service (DSS) Warkfiow

s | [sa]

|wlllnamb Find | ILmanJ
B NOTE:

e Ifthe codeisin use by another user, a message will display.

e Ifthe AD-Authenticator was configured so that a user’s PIC is not visible, the only way to update the code is
through the New code + Update + Email.

9.3.2 Change a user’s device feature rights
Complete the following steps to change a user’s device feature rights. For more detailed information, see
1. Check the box to the left of a named device feature to enable or disable a user's right to use that feature.
2. Click Update when all features are specified correctly.

3. Click All Clear or All Set to clear or set all function rights at once.

9.3.3 Email a user’s PIC and rights information

Click Email to email PIC and device feature rights to a user. The email is sent to the user’s address stored in AD
and displayed in the Email box.

[% NOTE:  Only information stored in AD can be emailed. If changes have been made, but not committed, the Email
button is disabled.
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9.4 AD Group Manager

The HP AC Active Directory Group Manager performs operations on an entire group of users. It can be used to set
PIC and device feature rights for an entire group of users. The members of each group are selected by an LDAP
query.

Figure 9-1 Group Manager

e (copy
Iﬁ::-ea:::hse-s VI
[ eewer Copy
Attions
"
O Only download —
S o []send to E-mel
) Only emal users
[ send rax
(®) Modity sl users (use with cautionD)
:_] Send to Folder
(®) Don't change codes
() Assign new codes [ sob Storage
O Migrate to encrypled codes
© migrate to decrypred codes [ Create Stored Job
Set permissions
[ send emais (] Digital Sending Service (055) Secondary E-mal

Apply Actions :] Digital Sending Service (D55) Workfiow
AR Clear AlSer

The following group operations are available:

e  Assign new random PICs to a group of users.

e  Assign the same device function rights to a group of users.

e  Email a group of users their PIC and device function rights information.

e  Download a CSV file containing the AD-Authenticator information for a group of users.
e  Encrypt PICs stored in AD for a group of users.

e  Decrypt PICs stored in AD for a group of users.

A CAUTION:  The Group Manager is powerful; it can alter the PIC and device function rights of all users. The Group
Manager can be configured so it is available only to a select group of highly qualified personnel.

Groups are defined using LDAP filters in the file AD-Authenticator-Configuration.xml. The groups
are generally defined upon installation of the AD-Authenticator and do not need to be changed again. Two
groups, ActivatedUserList and CandidateUserList are defined by defaullt.

e  The ActivatedUserList group filter selects only those users who have been assigned a PIC and device
function rights.

e The CandidateUserList selects those users who have not yet been assigned a PIC or device function rights.

9.4.71 Download User AD-Authenticator information

The Group Manager automatically downloads a CSV file containing the current information for a Group’s users
following any operation that modifies that group.
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Use the following steps to download the information without modifying the group:

1. Click the group name in the Filter drop-down box.

Fiiter
ICandida:e Users

Actions
@ Only download users

O Only emai users
(O Modify 2l users (use with caution!)

O Don't change codes

C‘ Assign new codes

O Migrate to encrypted codes
(O Migrate to decrypted codes
[]send emais

Apply Actions

2. Select Only download users.

3. Click Apply Actions.

9.4.2 Email PIC and device function rights information

Prerequisites

° See Section 4.2.2.2, Configuring for email notification

The Group Manager can send all users of a group an email containing their current PIC and device function rights.
To email PIC and device function rights, complete the following steps:

1. Click the group name in the Filter drop-down box.
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2. Select Only email users.

Fiter

ICandirJate Users

Actions
O Only download users

® Only emai users
O Muodify all users (use with caution!)

O Don't change codes

O Assign new codes

O Migrate to encrypted codes
O Migrate to decrypted codes
[] Send emais

Apply Actions

3. Click Apply Actions.

9.4.3 Assign new PIC and device function rights

Prerequisites

° See Section 4.2.2.2, Configuring for email notification.

The Group Manager can assign new random PIC values and/or device function rights to all users in a group. This
feature is especially useful for establishing the initial user settings during AD-Authenticator installation. This
feature can also be used to assign new PICs on a periodic basis, or if a number of new users have been added to
the AD.

Complete the following steps:

1. Select the group name in the Filter drop-down box.
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Fiter

Candidate Users|Ng

Actions
O Only download users

O Only emai users
@ Modify all users (use with caution!)

(® Don't change codes

O Assign new codes

O Migrate to encrypted codes
O Migrate to decrypted codes
Send emais

Apply Actions

2. Select Modify all users.

To assign new PIC values, select Assign new codes.
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3. Select Send emails to send each user an email containing their new information.

Fiter
Activated Users WV

Actions
() Only downioad users

() Only emai users

(®) Modify al users (use with caution!)

(_) Don't change codes
(®) Assign new codes
Migrate to encrypted codes
Migrate to decrypted codes
Send emails

Apply Actions I

9.4.4 Encrypt or decrypt user PICs

At installation, AD-Authenticator may be configured to use either encrypted or unencrypted PIC values in AD. Use
the Group Manager to migrate between encrypted and decrypted PIC storage. This can be useful if an external
tool was used to generate unencrypted PIC codes and they now need to be encrypted, or if the PIC codes need to
be decrypted for use by an external tool. To change the encryption passphrase, decrypt the stored codes and
then re-encrypt them using a different passphrase.

E?’y NOTE: Migrate to encrypted codes and Migrate to decrypted codes are available only if the code Passphrase
has been set in the AD-Authenticator configuration. For more details, see Section 5.4.7, Configure the AD-
Authenticator.

AD-Authenticator stores the PIC values in AD in a way that it can determine whether the code is encrypted or
decrypted. When changing between encrypted and decrypted codes, it only changes those codes that are not
already in the correct state (for example, it does not re-encrypt already encrypted codes, rendering them
indecipherable).

Use the following steps to change between encrypted and decrypted PIC value storage:
1. Click the group name in the Filter drop-down box.

2. Select Modify all users.

3. Select Migrate to encrypted codes OR Migrate to decrypted codes.

4. Click Apply Actions.
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Fitter

Activated Users [

Actions
() Only download users

() Only email users
@ Modify all users (use with caution!)

() Don't change codes

O Assign new codes

(®) Migrate to encrypted codes
() Migrate to decrypted codes
[_] send emais

Apply Actions

949

B NOTE: To change from encrypted code storage to decrypted code storage, immediately clear the code
passphrase value from the AD-Authenticator configuration. If the passphrase is not cleared, AD-Authenticator is
unable to authenticate against the decrypted codes and all new codes added are stored encrypted. Should this
occur, run the Migrate to decrypted codes process again and then immediately clear the code passphrase.

9.5 Manage users AD Group Manager

The Active Directory Group Manager performs operations on an entire group of users. It can be used to set PIC
and device feature rights for an entire group of users. The members of each group are selected by an LDAP

query.
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Fizer [lcepy
I.r-:r.-.-e:t:use-s VI
f_] Celar Copy
Actions
.:")
o [ sendto e-mat
O Oniy emat users
-+ [ ] send Fax
(®) Mogity sl users (uss with caution])
’1 Send to Folcer
(®) Don't change coces
(_) Assign new codes ] sob Storage
D Migrate to encrypted codes
O Migraze to decrypied codes (] reste Stored Job
E] Set permissions
[ Send emais (] oigiat Sending Service (DSS) Secondary E-msi
Apply Actions [ oiginat Sending Service [055) Workfiow
Al Ciear I AlSet

The following group operations are available:

Assign new random PICs to a group of users.

Assign the same device function rights to a group of users.

Email a group of users their PIC and device function rights information.

Download a CSV file containing the AD-Authenticator information for a group of users.
Encrypt PICs stored in AD for a group of users.

Decrypt PICs stored in AD for a group of users.

i IMPORTANT:  The Group Manager is powerful; it can alter the PIC and device function rights of all users. The
Group Manager can be configured so it is available only to a select group of highly qualified personnel.

Groups are defined using LDAP filters in the file AD-Authenticator-Configuration.xml. The groups are generally
defined upon installation of the AD-Authenticator and do not need to be changed again. Two groups,
ActivatedUserList and CandidateUserList are defined by default.

The ActivatedUserList group filter selects only those users who have been assigned a PIC and device
function rights.

The CandidateUserList selects those users who have not yet been assigned a PIC or device function rights.

9.6 DB User Editor

DB User Editor is used to manage users when the user information is stored in a database.

Prerequisites

Database is selected as the data storage location in the IRM tile > AD Configurator tab.

The DB User Editor tab allows you to edit user card/code numbers and view the last time a user authenticated at
a device.
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Figure 9-2 DB User Editor

Search users

O E luistre 8347 ::::::: tech.com wistro@tech.com Quaity iJ:MEOM?:%‘:IJB

m nichoas | 1614624905040883657 Nice techcom | micholes@tech.com - [VERTALT

O ; wiliamb 8348 ::-“ tech.com wiliamb(@tech.com Enginesring :::_3;2014 AT
_osee |

To change a Card or Code parameter, complete the following steps:
1. Click the IRM tile and select the AD-User Editor tab.

2. Enter the username and click Find.
3. Click the Edit ﬁ' icon.

4.  Enter anew card or code number for the user by selecting the card or code. Click Update to update the
database with the new user data.

9.7 Review and change User Code and device feature rights with DB
User Editor

9.7.1 Add users to the database

Users can be added automatically by authenticating at a device, or they can be added from Active Directory using
the AD User Editor.

1. Inthe AD User Editor tab, find the user you want to add to the database.
2. Enter anew code or card number for the user. Click Update to update the database with new user data.

3. Inthe DB User Editor, click the Search/Refresh button. The user data displays.

9.7.2 Modify user codes
1. Click the Edit icon.
2. Under the Codes column, edit the user code.

3. (lick the Save icon.
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9.7.3 Modify user cards
1. Click the Edit icon.
2. Under the Cards column, edit the user card number.

3. Click the Saveicon.

9.7.4 Delete users from the database
1. Under the Select column, click the checkbox on the row of the user(s) you want to delete.

2. Click Delete.

9.7.5 Search for users
1. Inthe Search users field, enter any part of a user's name, card number, or code number.

2. Click Search/Refresh.

9.8 Device-based User List management
9.8.1 User List Editor

HP AC can be configured to have user information stored locally on the device, so that querying a SQL or AD
server does not happen at the time of user authentication.

Prerequisites
e  HPSForMFP
e In-printer agent installed and configured

Enter user information in the rows and columns of the editor. Each row represents a user and each column
represents the information for a specific user. The column definition is as follows.

Table S-1 User List Editor details

Item Description

Full Name User’s full name (for example, John Smith). This value is used to associate an entry
with a user.

Username User’s login (for example: jsmith). This value may be displayed by HP ACJA in certain

reports. This field must be unigue and usually matches the user’s Windows login ID.

Domain (optional) User’s Windows domain (for example: HP.com). This field may be displayed by HP ACJA
in certain reports.

Password/PIN User’s password/PIN. This value is used by the user to authenticate. This field must be
unique.

Email User's email address (for example: jsmith@hp.com). This value is used to set the From

address field when HP AC IRM is used to authenticate email use. This field must be in
the form of a valid email address.

Group An arbitrary group that the user may belong to (for example: Account Log). This value
may be displayed by HP AC Job Accounting in certain reports.

Allow Color Access If this box is selected and HP AC IRM Color is correctly configured, users are allowed to
make color copies on a HP Color LaserJet MFP.
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When information is completed on a line, click the asterisk on the next line to save the information or begin a
new line.

9.8.2 Manually enter user information

The User List Editor can be used to manually enter user information. In this mode, the editor operates similar to
a spreadsheet program.

1. Goto the Settings tile and select the User List Editor tab.

2. Click on arow and enter the user’s information

User List Editor

Fie Pz

| Futt Hame Lishn Smith) | Useiname jamith) | Bomain | FasswardiFin | et Address roup {Acesuntin | mtew Colar
4 e Lanems hp.tam 1234 - - T3e| [
*

3. Click on the empty row below (designated with the asterisk) to save the information and begin a new line.

4.  Upload user list to a device. See

9.8.3 Import users from AD

Users can be imported from an existing AD. This allows for rapid creation of user lists. Complete the following
steps to import users:

1. Goto the IRMtile and select the User List Editor tab.

2. Click File > Import, and select Active Directory.

| Username (jsmith} | Domain | Passward/Pin
Close | Lanema hp.com 1234

Upload to devices
Import

==l

3. Supply the LDAP Server login information. If the server is authenticated on the domain you are importing
from you do not need to enter any information. The logged on user requires the appropriate privileges to
read from AD.
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Figure 9-3 User List Editor — Import Users

Enter LDAP Server and Column Mapping Inform ation:
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Full Name: Inam!
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Usernamgl
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Passwnrd:l
Passward: |Aut|:| Gensrate Passwords j

Search DN:I

Email: |mai:

L

ﬁu:;:f[u blectCategary=User)
Group: Idepartmznr

Le |

Table 9-2 User List Editor — LDAP Server login information

Item Description
LDAP Server Host name or IP address of the AD server
Username The Windows User ID of an account with privileges to read the AD. If logging into a separate

domain, the user name takes the form DOMAIN\username (for example:
YOURBUSINESS\Administrator).

Password Password associated with the Username.

Domain A special field. It will pull the domain value from the users distinguishedName by using the
first DC= attribute listed in the value. For example: CN=User, CN=users, DC=americas,
DC=hpsolstr, DC=com. It would pull the DC=americas as the domain name.

Filter Used to restrict users that are imported by the tool. For example, if only users from the
support department are imported, a filter (& (objectCategory=User)
(department=support) ) can be specified. This field follows the standard A String
Representation of LDAP Search Filters (RFC2254).

TIP:  Afilter may be so restrictive that it results in no users being imported.

Select Column Mapping.

This mapping defines which attribute in the AD maps to which column in the user list. In most cases, the
defaults suffice. However, in some cases, a different AD attribute may be appropriate. For example, if the
employeelD attribute in AD is to be used for the Password column, this can be selected or entered into the
Password selection box.

To have a password (Code) generated for each user, select Auto Generate Passwords. Auto Generate
Password is a special option that causes passwords to be generated for each of the users. A Password
Option page displays after the import succeeds. For more information, see Section 9.8.5, Generate PINs

Click OK to begin the import.
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7. See Section 9.8.7, Upload a list to a device to upload a user list to the device.

s Ping
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| User EMEA 858 wedsg EMEA 5043 uedBaemea.hpsalstr.com Legal
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| User EMERE13 ueB13 EMEA 9471 ues13@emen.fpsalstr.com Corperate

9.8.4 Import users froma CSV file

Users can be imported from a CSV file, allowing for rapid creation of user lists.

1. Go to the Settings tile and select the User List Editor tab.

2. Click File and then click Import. Click File (.xml | .csv) and select an existing CSV file.

rator AD User Editor DB User Edi

| Username (jsmith} | Domain

| Password/Pin

Close Lanema

hp.com

Upload to devices

Import ]

Active Directory
Fie [.xmi | .csv)

3. The CSV file should have the following column definition:

pwd-enc, username, password,domain,alias,email, group,allow-color, jsmith,

012345, YOURBUSINESS, John
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Smith, support@yourbusiness.com,groupl, True,admin,
01234, YOURBUSINESS, admin, admin@yourbusiness.com, group2, False

4. Upload user list to a device. See Section 9.8.7, Upload a list to a device to upload a user list to the device

9.8.5 Generate PINs

The User List Editor can generate a unique password/PIN for each user in the list. Use the following steps to
generate PINs. Click PINs, and then click Generate to access the Generation Options dialog.

9.8.5.1 Alphanumeric Password

This option allows the selection of the types of characters to include in a password. If Alphanumeric Password is
deselected, only [0-9] passwords are generated. If Alphanumeric Password is selected, both lower-case [a-z]
(Include, upper Case Letters) characters can be chosen.

9.8.5.2 Password length

This option defines the length (number of characters) of the passwords to be generated.

[%”Nf NOTE:  The maximum password length is 32 alpha-numeric characters.

9.8.5.3 Reset All

Select this option to reset and regenerate all passwords.

9.8.6 Email PINs

The User List Editor can email generated PINs to users in the list with valid email addresses.
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Pin Email Message Information

Server Information

Server: ||7 User name: [—
Fort: |25 Password: I—

[ Message Details
T|:|:| |wi.'errt:@czch.:|:" j
From: |admino:urnpany.¢um [ cc

Subject: IF'in Notification

Message: | scnamess, -]
Your PIN to gain access to the HP LaserJet MFPs is: %pini

Sincerely,
Administrator

0K | Cancel

,

Use the following steps to email the PINs to each user.

1. Click PINs, and then click Email.

[%”f NOTE:  Only users with a valid email address are added to the To: list.

2. Supply the SMTP Server login information. This information is optional if the PC running the editor has been
configured with an email server (click Control Panel > Mail). Otherwise, the server information must be
supplied.

Table 9-3 User List Editor — SMTP Server login information

[tem Description
Server Host name or IP address of the SMTP server.
Username The Windows User ID of an account with privileges to log in to the SMTP server. This

field is required only if the SMTP server is protected with a username and password.

Password Password associated with the username. This field is required only if the SMTP server
is protected with a username and password.

Port Port number for the SMTP protocol associated with the server.

3. Supply the message details. This allows the details of each email message to be customized.

Table S9-4 User List Editor — Message details

[tem Description

To Alist of user email addresses that will have their PIN emailed to them. To delete or
view users in the list, click To.
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Table 9-4 User List Editor — Message details (continued)

From Email address displayed in the From: address of each email.

cC If CCis selected, the email address defined in the From: field receives a convenience
copy of all emails sent. For example, if there are ten users, ten convenience copies are
sent to the email address defined in the From: field.

Subject The subject of the email sent to the users.

Message This is the message body of the email being sent to the users.
There are two special fields: %pin% and %name%.

The user PIN is substituted in the %pin% field. The user’s full name is substituted in
the %name% field. These two fields can be used, along with other text, to customize
the message.

9.8.7 Upload a list to a device
Prerequisites
e  HP ACJob Accounting In-Printer Agent must be installed.
e HP MFP or HP SF devices

° Must have either Section 9.8.2, Manually enter user information, Section 9.8.3, Import users from AD, or
Section 9.8.4, Import users from a CSV file.

After the user list is created, it must be uploaded to the device(s).
1. Goto the Settings tile and select User List Editor tab.

2. Click File > Import and select Upload to devices.

FielPirls

New

Open
Close

Save

Save as...

Upload to devices

i Import 4

LT

3. You will be prompted to save the user list. Click OK if not already saved.

ik User List must be saved before uploading.
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4.  Browse to the location to save the file and click Save.

+ [ B Desktep v | [ Search Desitop £

Organize ~  Mewfolder = 9

" 1 i Thes PC
5 |
B Desktop ]
.,' Downloads e
i Recent places | Libraries | Network

18 This PC
l Final Release l HPAC
€ Network :

File namr_—i

Save as type: | XML File (*xmil)

& Hide Folders

5. The Upload User List to Devices window displays.

Upload User List to Devices E3

| | printer IP Printer Model

*

4 .4
| Discover Devices I Upload List... I Done I
tatus |

Use any of the following methods to add printers to the list:

e  Discover Devices: Uses SNMP discovery on the network. All devices discovered on the network are
automatically populated into the list.

e  Manually enter devices.
e Import devices from Web Jetadmin export file: Click Import and select Web Jetadmin file.

e Import devices from text file: Devices can be imported from a text file. Click Import and click Text File.
The editor reads a single IP address from each line (delimited by <cr><If> of <If> of the file.
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After printers are added to the list, select to upload by checking the box in front of the IP address.

F

| Printer IP | Brinter Model
» T szisetaz HP Dfficejet Fro X576 dw MFF
T 1szaserast HP LaserJet 700 color MFF MT75

£ L] *
[opandiss] [oone ]
pons compire 1

Click Upload List to initiate upload to device. If device is password-protected, enter the device credentials.
These credentials must match the administrator password of the device. The status at the bottom will
change to “uploading.”

After upload completes, the status of each device displays. If the IP address is green, the upload
succeeded. If there is an error icon in front of the IP address the upload failed. Retrieve a description of the
error by hovering over the error icon.

mpart...

| Printer i | Printer madel
O [ 132188102 HF Officsjet Fro X576dw MFP
F 182.16B.1.157 HP LaserJet 700 calor MFRPMTTS

Click Done.
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B NOTE:

e  Toremove a list from a device, perform a partial clean on the device.

e  Theuser list can also be uploaded through the device's EWS by navigating to the Security tab > HP Access
Control (IRM) and under Configuration, browse to the list and click Upload.

Once the upload completes, perform the following steps:
1. GotothelRMtile > AD Configurator and verify that HPAC-IPA is enabled.
2. Goto the devices tile and configure the device for authentication.

3. Gotothe device's EWS and under the Security tab > HP Access Control (IRM) under Authentications select
HPAC-Local List and click Update.

[%r NOTE: Under the Configuration section you will see the userlist.xml that was previously created and
downloaded to the device.

4.  Go to the Access Control menu and change the sign-in method to HPAC-Local List for the features you want
to have the users authenticate for. Ensure the guest user is locked out.

9.9 Managing jobs
9.9.1 Deleting jobs

Click the user name to view information about the user's stored jobs in the document list on the right. To delete a
print job, right-click the job and select Delete.

@ dfa ol B | e

Lser Loonn Docament Name W Siatus Pages f Size Ganstatzd
Test Page Waithg
a Waitr [
| usark Ademimentis) s .
[@ Aefresn |

With HP Access Control Enterprise when there are multiple servers participating in roaming then the job lists of
users from those other servers can be viewed from the SPP Enterprise tile.

1. Gotothe SPP Enterprise tile.

2. Click the Pull print servers drop-down list to view the users and job lists stored on other SPP Enterprise
servers.
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Pull print servers
P Documen

WIN-DHINOAABATT.ctsupport.com:631 -

WIN-DHINOAABATT.ctsupport.com:631
| server3-2.ctsupport.com:631
| Serverl.ctsupport.com:631

| QAODA.ctsupport.com:631

9.10 Using myCode

This website will allow users to change their codes.
Prerequisites
e  Must have enabled in the IRM tile>AD Configurator>codes:
—  Forusers to view:
o  Users can view own codes.
—  Toallow users to email codes:
o  Users can email own codes.
—  Toallow users to change or choose own codes:
o  Users can change own codes.
o  Users can choose own codes.

1. Onthe PC enter http://<servername>/AD-authenticator/MyCode.aspx.

jsmith
jsmith@domain.com

909382

CID CD

2. Click the New Code button to change the code.
3. Tomanually change the code, enter the code and click the Update button.

e Ifthe codeis already in use the following message will display:
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.Message from webp_ ;.I.l.

iii Code "3418' is already in use by another user.
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10 Intelligent Print Management

10.1 Introduction

This chapter provides detailed explanations and procedures for installing, configuring, and using HP's Access
Control Intelligent Print Management system (HP AC IPM).

HP Access Control (HP AC) Intelligent Print Manager is a solution product that allows you to implement real
action plans to meet your corporate initiatives, without being intrusive to the end user community. Intelligent
Print Management, or rules based printing is bundled with HP Access Control Enterprise software.

Use HP Access Control (HP AC) Intelligent Print Manager to create and control printing processes by setting
conditions, actions, and notifications.

Administrator sels up
conditions in IPM
ta trigger action(s)
to be taken

Users are notified
of changes made to
their print job

IPM :lrm.r}l.(t'_t the
print fob and takes
action based on the
conditions met

e  (onditions: Administrator sets up conditions to trigger actions
e  Actions: IPM analyzes the print job and takes action based on conditions met

e Notifications: Users are notified of changes made to their print jobs
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10.2 General configuration

Before setting up and creating rules, we will first configure the HP Access Control server’s default options for IPM
for the following:

e  Failover

e  Notification

e  Testing

e  Activity logging

e  (ost per page assignments
e  User Grouping
Prerequisites

e IPMinstalled and configured on the HP Access Control Enterprise Server.

10.2.1 Failover

1. Inthe HP Access Control configuration utility go to the Settings tile and select the IPM tab.

File Database tools

IPM

2. Toallow users to print if the client loses connection to the IPM web server, select Skip rules if network
failure. If not selected, then rules are unable to be checked against the server and all rules-based printing
will stop.

—IPM web service

[] Skip rules if network failure

3. Click Apply.

10.2.2 Desktop notification settings

Desktop notifications can be sent from the server to the end-users desktop for notifications such as defined
printing costs or opt-in/opt-out.

Prerequisites
e |PMinstalled and configured on the HP Access Control server.
e  Clients configured for IPM and IPM Notification

e  Ports open for communication between the HP AC IPM web service to the client PCs

Complete the following steps:

1. Inthe HP Access Control configuration utility go to the Settings tile and select the IPM tab.
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File Database tools
IPM

2. Under the Desktop notification client, enter the parameters to send notifications from the server to the
desktop when the IPM Notification Desktop client is installed on the end users PC. The notification will
display to the user when the rule is applied.

e Title: What will appear in the notification window on client desktops.

e  (hoose Named Pipe or Direct TCP port as the communication method between the server and the
client desktops.

e  Machine Name: Enter the FQDN or IP address of a user’s desktop to test the connection between the
server and the desktop.

B NOTE:

e [fthe TCP port is different than the default port, select Direct TCP port.

e [fthe Opt-in/Opt-out rule is enabled in IPM, select Direct TCP port.

~ Desktop notification client

() Named pipe

(®) Direct TCP port

Notification [S0101
Opt-in/Opt-out

Machine name 192.168.1.100

CRE.

3. Click Apply and Test to send a message to the client PC.

4. Onthe client PC, a notification will appear in the system tray.

Duplex rule % X

Test

243 PM

- B ™30
W Mz YA 12/8/2014

10.2.3 Installing the IPM desktop notification client
1. Run HP AC IPM Notification Desktop Client x64.msi.
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2. Leave the ports set at the defaults and click Next. Do not check No icon in system tray, as this is the only
way to turn off the client. If that is checked, then in order to turn off the client you must uninstall it.

) HP AC IPM Notification Desktop Client ==

IPM Notification Desktop Client

TCP poit [notification)
|50101

TCP poit [opt-indopt-out)
|5m 02

[] Mo icon in system tray

| Cancel || <Back || New» |

s

3. Click Close.

l%? NOTE: Thisis only the Notification client — this is not required if there are no desktop pop-up notifications
required.

4. If prompted, click Allow Access to allow the client to communicate through the firewall.

@ Windows Security Alert b3

@ Windows Firewall has blocked some features of this program

| Windows Frrewal has blocked some features of IPM Client on &l domain networks.
[ ! % Mame: [Pt Cliznt]
Publisher: Capella Technologies.Inc,
Path: C:\program files (x85)Yhp ac ipm notification desktop dient
Yiprdient.&xe
Allow IPM Client to communicate on these networks:
[¥| Domain networks, such as & workplace network

]

What are the risks of allowing 3 program through 3 firewal?

Mllow access |[Camel

5. Anicon will be added to the system tray.

-

3:02 PM
1/8/2015

S B%E O

332 Chapter 10 Intelligent Print Management



10.2.3.1 Do not show IPM pop-up if rule is followed

This feature applies to the IPM actions "Print in grayscale" and "Print on both sides". If either or both of the two
rules are followed at the time of print, the Opt-in/Opt-out pop-up will not display. For example, if the IPM rule
contains the actions "Print in grayscale” and the "Opt-in/Opt-out" pop-up, and if a user prints a document in
grayscale, the Opt-in/Opt-out pop-up will not display, because the "Print in grayscale” rule is already followed.
However, if the user prints a color document, the Opt-in/Opt-out pop-up displays, giving the user the option to
apply the "Print in grayscale” rule.

[Z?’”r NOTE: If any other actions are included in the Opt-in/Opt-out action, such as "Job Stamp" or "Economode”, the
pop-up will always display, regardless if "Print in grayscale” or "Print on both sides" are followed at the time of
print.

By default, this feature is disabled. To enable the feature, complete the following steps:

1. Gotothe Program Files\HP\HP Access Control\IPMWS folder and open the web.config file
with Notepad started with Run as Administrator.

2. Onthe<add key="HidePopup" value="false" /> line, change the value from false to true.

3. Save thefile.

10.2.3.2 Use client IP address instead of host name for IPM notification pop-up

If there are DNS issues on the network and client host names cannot be resolved, use client IP address for IPM
pop-ups, instead of using client host names. By default, this feature is disabled. To enable the feature, complete
the following steps:

1. Gotothe Program Files\HP\HP Access Control\IPMWS folder and open the web.config file
with Notepad started with Run as Administrator.

2. Onthe<add key="UseClientIP" value="false" /> line, change the value from false to
true.

3. Save thefile.

10.2.3.3 Enable HTML/Rich Text Box for IPM pop-up

With this feature, the Opt-in/Opt-out pop-up message that displays on user workstations at the time of print can
be customized to include various font sizes, font types and images. Complete the following steps to edit the
message text:

1. Inthe Opt-in/Opt-out action properties, double-click in the "Message" text field.

2. Inthe text editor window, modify the font type, text alignment, or insert an image.

a

E,?'f NOTE: The "Size="field is the size of the message in bytes. The maximum size allowed is 64,000 bytes.

3. When users print, they will see the customized message in the Opt-in/Opt-out pop-up window.

o

10.2.3.4 Show savings in pop-up when rules are followed

Prerequisites:
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Costs specified in the HPAC > Settings > IPM > Cost per page section.

Configure a printer for IPM and IPM cost in the HPAC > Print Server tile, or install the Enterprise Client with
IPM on a client workstation.

Create an IPM rule with the Opt-in/Opt-out action and the desktop client notification.

Install the IPM Notification Client on a client workstation.

When a user prints, the Opt-in/Opt-out pop-up window shows the cost of the print as well as savings if the IPM
rule is applied.

o

10.2.4 Cost per page

The cost per page feature to set estimated costs for different features within a print job. The Desktop Notification
Client uses this data to notify the end user of the cost of a print job. If the Opt-in/Opt-out action is used, the user
can modify the job to meet an estimated target cost.

Prerequisites

IPM installed and configured on the HP Access Control Server.

Clients configured for IPM and IPM Notification.

299

B NOTE:  To use IPM costs with the HPAC Print Client on workstations, the first group of IPM Costs Per Page (set in

HPAC > Settings > IPM > Costs Per Page section) will automatically be used. It is recommended to set the costs
per page before installing the HPAC Print Client. However, if costs per page are applied or changed after
installation of the client, recycle the IPMWS application pool or click the Clear cache button in Settings > IPM.

Complete the following steps:

1.

In the HP Access Control configuration utility go to the Settings tile and select the IPM tab.

File Database tools

IPM

Under the Cost per page feature you can set estimated costs for different features within a print job. The
Desktop Notification client uses this data to notify the end user the cost of a print job, and if the rule was
created with an Opt-in/Opt-out action, the user can modify the job to reduce the estimated costs.
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3. You can define up to three cost per page profiles to set different cost models to different print queues.

~Cost per page
Sales | Simplex Duplex
Economode |.02 | |.m
Mono [.05 | [0z
Color |-20 | [0
Marketing | Simplex Duplex
Economode 01
Mono [.10 | [os
Color |u.3u | |.'|5
Executive | Simplex Duplex
Economode [0.02 | [000
Mono [-05 | |02
Color |.10 | [os

4. Click Apply.

% TIP: Values for duplex printing should always be lower than those for simplex printing.

10.2.5 User grouping for Job Stamps

User grouping is applied when the cost center option of an IPM job stamp rule is used. When configured, the

name of the user’s cost center is printed on all printed pages.

Prerequisites

e |PMinstalled and configured on the HP Access Control server.

e  (lients configured for IPM and IPM Notification.

e  HP Access Control Job Accounting server if using job accounting cost centers.

e  Rule created using a job stamp.

Complete the following steps:

1. Inthe HP Access Control configuration utility go to the Settings tile and select the IPM tab.

File Database tools

IPM
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2. Choose the Job accounting cost center if you want costs centers previously defined within HP Access
Control Job Accounting, or select Active Directory if you want to use groups defined in Active Directory.

—User grouping
() Job accounting cost center

(®) Active Directory
| M

Search DN |

User name l |

| @ Test I

3. If using Active Directory, click the drop-down list to select an AD field that contains the group names you
want in the jobs stamps.

B NOTE:  The Search DN field displays the domain your server belongs to.

4.  To test the connection to either Job Accounting cost centers or AD, enter a network username in the User
name field and click Test. The name of the group the user belongs to will display in the status bar at the
bottom.

| I

12/3/2014 11:31:13 AM - Group: Engineering

5. Click Apply.

10.2.6 IPM Authentication

IPM authentication contains the credentials to allow the IPM web service to retrieve user grouping information
and for notifications.

Prerequisites

e IPMinstalled and configured on the HP Access Control server.
e  C(lients configured for IPM.

e  Device configured for IPM.

e  Print driver configured to Start Printing after last page is spooled.
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e  User Grouping information configured in the Settings tile > IPM tab > User Grouping section.

e  For notifications, a domain account or local account is required with administrative privileges. To send email
notifications requires a domain account.

Complete the following steps:

1. Go to the Settings tile and select the IIS tab.

File Database tools

1S
2. Under the IPM authentication enter the username and password of a domain user in the form of domain
\username.
IPM authentication

1S anonymous authentication (restart IS after any changes)

Login (domain\user} lhDSULS"‘LSI |

e |

Passward

3. Restart IIS and click Apply.

[ Restart lIS ] |® Apply

4. Messages will appear in the bottom pane confirming the settings are saved and the service has restarted.

10431/2014 1:12:59 PM - 5ave successful
10/31/2014 4:12:41 PM - IPM data saved
10/3172014 4:53:45 PM - HPAC IPM: Settings saved
10/31/2014 4:53:48 PM - IS service restarted

10.2.7 Email notification
If using email notification to notify end-users regarding IPM rules, the SMTP server must be configured.
Prerequisites
e IPMinstalled and configured on the HP Access Control server

e  IPMRule configured for email notification.

Complete the following steps:

1. Goto the Settings tile and choose the Email tab.
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Email

2. Inthe SMTP section, enter the following information:
° Server Name: Enter the FQDN or IP address of the email server.

o  Server Port: type the email server port. The default portis 25. Check TLS to enable Transport Layer
Security protocol to encrypt and securely deliver the email.

e  Login and Password: Enter the username and password that has access to the email server.

e  Sender Email Address: Enter the email address that will appear in the “from” field of the email sent to
users.

e  Recipient email: Enter an email address to test the connection between the email server and the
recipient. Click Test to send the email.

e  Email Subject: Enter the subject of that will appear in the notification email.

e  Email body: Enter what will appear in the body of the notification email.

~3MTP

Servername | 192.168.1.2

Server port |25 []1Ls

Login hpsositris]

Password |

Sender e-mail address |HPAC@hpsolstr.com

Recipient e-mail addresses Ue1@emea.hpsolstr.com

Email subject |HD AC Secure Pull Printing

Email body | The file [0} can't be processed

3. Click Test and Apply.

|@ Test | |® Apply J

10.2.8 Activity logging

The Print Activity log provides a report of jobs printed with defined rules.
1. Onthe HP Access Control server select the Settings tile and go to the IPM tab.

File Database tools

IPM
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2. Under Print activity, select Enable print activity log. Choose how long to keep the log before deletion.

Print activity
[X] Enable print activity log
Delete log after day(s)
3. Click Apply.

10.2.9 Configuring the Intelligent Print Management (IPM) Archive action

[Z?’”f NOTE: Archive is only supported using a shared queue with the SPP Enterprise port and IPM configured on the
server. Using IPM with the HP AC print client is not supported as jobs cannot be redirected from the client PC.

HP Access Control (HP AC) Intelligent Print Management (IPM) software can be used to create a print policy to
archive print jobs. Intelligent Print Management generates companion files, which are XML files containing print
job information.

To generate the companion file in Intelligent Print Management, complete the following steps:
1. Inthe Intelligent Print Management software, open the Archive preferences window.

2. For Folder, type the archive folder location, or double-click the text field to browse for the archive folder
location. If the login information is not entered, the folder must allow write access for the "Everyone”
account.

3. Select Print and archive to send the job to the printer and the archive folder. If the box is not checked, the
print job is archived but not printed.

4.  Select Create subfolder using user name to create a subfolder within the archive folder.

5. Select Companion file. As shown in the graphic below, the following Companion file sub-items must be
selected to generate the companion file that can be used by Secure Pull Print Express.
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Folder | C:\Pragram Fies\HP\HP Access Contrel

Login (domain\user) |durrmin\usernm |

Password |'"'"" |

[ Print and archive
[w] Create subfolder using user name
IE Companion file
[w] Job name [w] Job size
[v] User name [] printer name
[] Application name [] oriver name
[#] Number of pages [] printer comment

[w] Job dateftime [T] printer location

10.3 Using IPM to create rules

The IPM tile is where you define rules and policies to be applied to your printing environment.
The File menu allows you to import/export rules and clear rule processes.
e  Click Import rule to import an XML file of rule processes.

e  Click Export rule to save the current process as an XML file.

File | Database tools

Clear
import rule...

Export rule...
T =
The Database tools menu allows you to repair or backup the database of information in case the server or
application needs to be reinstalled.

Fie | Databasetools

Rul Compact and repair database
r Backup database
10.3.1 Create arule

To create a rule, complete the following steps:
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1. Goto the IPM tile and under the Rules tab enter the name for the new rule.

Russ | process | Jobvaidation | pmmﬁl

Enter anew rule name:

|n‘|-Cl:lJlJ|'ﬂ.‘hQ Create |
IH nmﬂum rrrrr
2. Click Create.

[%r NOTE:  When multiple rules are listed, use the up and down arrows to rearrange the order of the rules.
Rules are checked in the order they are listed. The first rule that matches the print job properties is applied.
If no rule matches the print job properties, nothing will happen.

3. Select arule from the Rules list.

Rules | Process | Job validation | Prnt activity log | ] uman Resources
Conditions

EGBRE g

EBEEEE
Eeel

EEEE

4. Click the Process tab.

5. Click and drag icons from the Conditions, Actions, and Notifications sections to the process design window
on the right.

Moving the cursor over icons to view a description display in the help window at the bottom. Click the
expansion arrow to display a list of parameters of the current rule process.

S
Print on both sides =]
Promgt the end-user with opt-njopt-out window [ Time-out=10 || Do you want 1o apply the print polcy [RULENAME] ? |
Howty the end-user usng a clent appdcation

¥

@7 NOTE: To delete a process element, right-click the icon and select Remove. Click OK to confirm the
deletion.
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6. Under Conditions, choose what condition is required to trigger the rule by dragging the icon to the process
design window. Right-click the icon to view the Condition properties.

e  Printer Condition: You can create a condition based on Printer name, Driver name, Printer comment,

or Printer location.

Apply the following condition when :

] printer name
[] oriver name
[] Printer comment

E Printer location

[] starts with

&) contains |
[] Ends with

s

[ 15 not

[] Does not contain
[_] Does not start with
[] Does not end with

|second Fioor

@ NOTE: Go to the General tab to see printer driver Properties Location and Comment information.

Security ]

Device Settings

Germ‘d|5|m-.g

Advanced

- | m72s

Location: | Second Floor

Comment: | pMarketing Printer

Double-sided: Yes
Staple: Yes

Speed: 30 ppm
Maximum resolution: 600 dpi

Model: HP Universal Printing P5 (v5.8.0)
Features
Color: Yes

Paper available:

Letter
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e  Job condition: The following parameters are configurable and choosing one of these parameters will
allow for additional configuration options (i.e. number of pages is greater than 2):

— Jobname
—  Number of pages

—  Job size (bytes). Job size is measured in bytes and usually varies, depending on the printer
driver that is used when the job is spooled.

[%f NOTE: When the Equal to parameter is selected, the job size must be the exact size of the
spooled job. If the job size entered does not match the actual job size the condition will fail. To
view the actual size of a spooled job, pause the print queue and right-click the print job and click
Properties. The job size will be displayed.

— (Colorjob

—  Application name. To determine the application name print the document to a file and open the
file with Wordpad. Search for the line @PJL SET JOBATTR-"JobAcct6=" where the application
name will be located. Use this application name to define the condition or use the following
application names listed below when using a HP print driver:

o  Microsoft Word

o Microsoft Excel

o Microsoft PowerPoint
o Microsoft Outlook

o Microsoft OneNote

o WordPad
o Notepad
o Paint

o Adobe Reader
o Adobe Acrobat

o Internet Explorer
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Apply the following condition when :

[] Job name [ Starts with lMicrusﬂftDuunnk

] Number of ages | | o

(] Job size (bytes) [] Ends with

[] colarjob s

& ippicationname (IR0

[] Does not contain
[] Does not start with
[] Does not end with

e  User condition: The possible parameter is User name and, if HP AC Job Accounting server is installed,
you will also have Group name.

Apply the following condition when :

useane [T

D Group name E Contains
["] Ends with

s

[]1snot

[[] Does not contain
[ ] Does not start with
[_] Does not end with

e  Day/Time Condition: You can set a parameter by day of the week or time of day.
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7. Under Actions, you can specify what actions to apply to the job:

Apply the following condition when :

6 0ay ot heweek

[[] Time of the day

s
[J1saot

[] Monday
[+] Tuesday
[] Wednesday
E Thursday
[ Friday

[] saturday
[] sunday

Print to a different printer: Sends the print job to a different queue installed locally on the print server.

Apply the following action:

Printto

HP Color Laserlet M775

Print on both sides: Creates duplex jobs.

Economode: Prints the job in economode, thereby utilizing less toner.

Print in Grayscale: Prints the entire document in grayscale.

Do not print the job: Cancels the print job.

Job stamp: Stamps the User name, Group name, and/or Date and time. Group name is the group
name defined in HP AC Job Accounting . You can also specify the Position and Font size on this page.

BY NOTE:

Only available on HP LaserJet printers when using PCL5, PCL XL 3.0, or PS drivers. PCLXL 2.and PCL6
drivers are not supported.

Only available on HP Officejet Pro and HP S900 devices when using PCL 5 or PS drivers.

Double-byte languages are not supported.
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E User name D Group name

[w] Dateand time

Position | Bottom left

Font size

e  Opt-in/Opt-out: Marks the process as optional to the end user. When included in a rule, the Opt-in/
Opt-out action provides a message to users, giving them an opportunity to decline.

Message ’Du you want to apply the print policy [RULENAME] ?

Time-out secondi(s)

[+] Display cost

[+] Display advanced mode

e  Archive: Archives all print jobs to a folder. The folder must be in the form of drivename\foldername
(i.e. c:\archives) or a UNC path (i.e. \\servername\sharename). Enter the location of the archive folder,

and make sure the folder has write access for “everyone.”

I? NOTE:  Archive is only supported with HP AC Enterprise when using a shared print queue.

—  Print and Archive: When not checked, the job will be archived and not printed.

—  Create subfolder using username: Creates a subfolder in the archive folder based on the User
name who printed the job.

—  Companion file: Creates an XML file containing the information selected.
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file://servername/sharename

Folder |C:‘.al|:hi=.-e

Login (domainluser) |hpsoistrs1

Passwaord |"r

[] Frint and archive

[##] Create subfolder using user name

[¥] companien file
[w] Job name ] Job size
(] user name [ rinter name]
[+ Application name [] Driver name

[] Number of pages [] Printer comment

[w] Job date/time [1 Printer location

e  Watermark: Prints a watermark on every page. In the Properties window, select if you want to print
the user name who printed the job, the date and time the job was printed, or custom text.

[v] User name

[v] Date and time

O | |
Font size

Ok

In the Notifications, you can configure how users will be notified that a rule has been applied to their job.
Any combinations can be used to notify a user of rules that affect a job.

e  Pop-Up: Reqguires messenger service to be started on the server and the end-users desktop to
receive pop-up notifications. If the Messenger service is not available, the Notification client may be
used.
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