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Introduction  

Note 
 
The following documentation is provided as an example for configuring this VPN to provide a 
value for “Search Domains”. Some details may be different or may have changed depending 
upon the version of the VPN used.  Please consult your VPN documentation for complete details. 

 

The Pulse Gateway has three ports, three LED status, and a Power button. 

 

Figure 1.  Pulse Gateway CMC 

   

   Callout  Description 
1 Console Port  
2 Ethernet Port  
3 USB Port  
4 LED status 
5 Power button 
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Set up and configure the settings for Pulse VPN 

 

Set up the settings for Pulse VPN 
 

Follow these steps to set up the network settings: 

1. Connect the RS232 console cable to Console Port (callout 1), and then connect the external 
WAN link (callout 2) to access the device after this setup. 

2. With a console connection (or a roll over cable), set the following settings for a terminal 
connection:  

• Bits per sec: 9600  
• Data bits: 8 
• Stop bits: 1  
• Flow control: None  

 
3. Select option 1 for the factory-reset personality images. 

 

4. Agree to run the EzSetup procedure.  

5. Type “y” to commit to the new configuration of the server and proceed. 

 

6. Type “y” to agree to the license agreement:  
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Configure the network settings 
 

Follow these steps for the initial network configuration: 

1. Type the information required for Ethernet configuration and DNS name server. 

 
 

2. Confirm if all the settings are correct, and then type “y”.  

 
 

3. Create a root username and password: Type an administrator username, password, and 
then type the password again to confirm it. 

 
 

4. Set up a self-signed SSL certificate. Type a random text of 30 characters.  
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Connect and configure the Pulse Connect Secure web interface 

This section provides instructions on how to configure specific role settings on the Pulse server. 
 
Follow these steps to connect to Pulse Connect Secure interface: 
 

1. Open a web browser and type the IP address used for configuring the serial console 
network, and then press Enter. The url should be in the following format: 
https://< the IP address used for configuring the network>/admin  
Example: https://10.30.1.6/admin 
 

 

 
 

2. On the login page, type your administrative username, password, and then click Sign In. 

Note 
After you login the main Systems Status page displays. 

Figure 2.  Login Page 

 
 

https://10.30.1.6/admin
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Figure 3.  System Status  

 
 
 

3. On the System Status page, in the left pane, under the Users (1) section, select User Roles 
(2). 

4. In the Roles page, click the New Role (3) button. 
 
Figure 4.  Roles  

 
 
 

5. In the New Role page, in the Name text box type testRole and then click Save Changes to 
save the changes. 
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Figure 5. testRole 

 
 

6. In the Access features section, select the Web check box, and then click the Save Changes 
button to save the changes. This enables web servicing from the MAG and VPN Tunneling 
to enable VPN.    
 

7. Next to the Web features check box, select the Options link.   
 

8. In the testRole page, select the Web tab (5), and then select the Options sub tab (6). 
 

9. Select the User can type URLs in the IVE browse bar check box (7) and then click the Save 
Changes button (8). 

 
Figure 6. Web tab in testRole page  
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Create different VPN Resource Profiles 

Follow these steps to create different VPN Resource Profiles: 

1. In the left pane under the Users (1) section, select Resource Policies (2). 

2. In the Resources Policies page, under VPN Tunneling (3), select Access Control (4). 
 
Figure 7. Resource Policies page  

 
 

3. On the VPN Tunneling Access Control page, select the Access Control tab, and then select 
the New Policy button. 
 
Figure 8. VPN Tunneling Access Control 

 
 

4. In the New Policy page, complete the following sections: 
• Name: Type VPN Policy  
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• Resources: Type the IP address of the resources you want to access. For example, 
10.30.1.0/24 :*  

• Roles: Select Policy applies to ALL roles  
• Action: Select the Allow access option.  

Click Save Changes to save the new configuration. 
 
Figure 9. New Policy  

 
 
 

5. Select the Connection Profile tab, and then select the New Profile button. 
 
Figure 10. Connection Profile in the VPN Tunneling Access Control page 

 
 

6. Complete the following sections to set the configuration: 
• Name: Type VPNProfile 
• IPv4 Address Pool: Type the IP range format that the internal Dynamic Host 

Configuration Protocol (DHCP) server will use for the new VPN clients.  
For example, 10.30.1.240-10.30.1.245   

• DNS Settiings: Select the Manual DNS Settings option and then provide the 
following settings:  
• Primary DNS: Type the IP address for the primary DNS. For example, 10.30.1.7 
• DNS Domain: Type the DNS Domain. For example, EMS1.hptest.com 
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• Roles: Select Policy applies to ALL roles  
 
Click Save Changes to save the new configuration. 
 
Figure 11. VPNprofile policy  
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 Configure the external port 

Follow these steps to enable the external port: 

1. On the System Status page, in the left pane, select Network, and then click the External
Port tab.

Figure 12. External Port

2. On the Network Settings page, in the Use Port? section, select the Enabled option.

3. Complete the IPv4 Settings section.

4. Click Save Changes to save the configuration.

Figure 13. Network Settings
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