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Bl https://uniteserver/admin)

IT EEETHELERERXR, SERATIHIERETLABNZEREITELNEEARS !

e {#A#E : admin@server.com

e G : Admin@1
HIRFEXREEAOMUEEFR , MESEEEA TARMSEBEREETESE, NMRCEEHMRS |, FRK
AEHZE ABEFREREEA ORI,

FEADMBEBIRE

BUREEEREREEEADMEGKET, UFRELAFERREAMEIMERIIRSIEREMIRFEER
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o PBARIECEAIEIL URI : intelunite://localhost/SetModerationToken?Token=<85_F _F—{ELERH)
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JREE . #OOFFFF

REE : #OO00OFF

2 . #000000

B : #FFFFFF

X : #808080

ZzA

(URBETR)

SERETHRERATIZBRLER

REEFAHEREBRAERER
BE®E

&

iy

SEREFERATIRMUL

HRRPES R R AREMRAL R
1% (pg/png). HEEMHALLIIEE, FiF
BEREE "Truel (B)

&y -
http://myserver.com/background.jpg

cEREREEALRN

B RPIEFTE R TR, AEA
{pin} & {host}
RAFEmM T EEL. IBE SERRN
SRREREEAER.

{pin}

EREREEERAPINEE

PIN B9 %

=

(UBEBET)

SEREREEXETPIN

R, HEERILIE , HEE

%4 [Truel (B)

ES

SEREREEANFEY

BETRPELETHIXTFREY

=

(UBBET)

EEREHERAFH

AN FEEE

FE&

A

BN AR SHE SR AR

$HE TFIThEE - B~ HERI Ctrl-Esc.
Alt-Tab, TESE] 5. Windows
BLIR Alt-F4

%A TR BRPEEESH
FA. LhE%E R FATE B SRS IER SR N A
HEMEBES (BHEHE)

L

as
[=]

BUR PRE R i

HE T AERFE

hEEE

ERRRA

HEE/ IR EEREFERX, &
FRUTHE :

BH

OHm
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8.7.2

8.7.3

intel,

0=T§EE
1=B1TH#K
2 = B&i&
RAUEEERASMEFE it | IBIRERDPEANREEERAESNE | T3 P =]
FER ¢t iE (UBBEER)
IRFSEG IR R 1R FRhEARKEEAERMERE | BHY 0
(0 = BHEMEIRM
HHEIR)
7Bl = B iE BESEIGARIE AV AR HANERGELL. | BH 85
ERRERETERD (HIE) 81t (B%EE : 5-
BB BE, FEERMEEE % 100)
(BAS - FRNBEERZE)
SEIEK/D HHEEFCARELZETATERAN | BH 128
EEKRN, PEERHNAEIEX (B%EEE : 32-
N, BESEIEMKDN, LUERAE 512)
i,
e AN Y b W ECE S SN ERTERE THEEE | 2
= =ERRREHE
&= ENRREREE

PIN T§ 5 Hriiib=

FEERM PIN IEE FEIfRA 5 i, MEBETRDEETRMPINEESE 5 EEE—R, EEEEL%E, IR
Web BR#5iL & R #HE B #2180 web.config #8%, LI 1 DEAENM, #HEA 2 £ 60 7, HAERASER IS
EEWEFH, HABEBZIEE Intel Unite\PinServer B #MAXFHR. HIERETERZREM C\Program Files
(x86)\Intel\Intel Unite\PinServer Z T,

#% <add key=" PinExpireTimelnMinutes” value=" 5" ></add> 12 FTHEEXBIENEHERE -

BB M- AR 2R ER

EEAOMIE Intel Unite FEREX RHENAREF LIFEILH web.config xml #EE thEE SMTP 7R3,
1 ZBIRIE SMTP RIARESHEREMIALE, 153K web.config xml R P /Y mailSettings, {F [E# #:20)EF)
IEMIEH) SMTP AIAR2ES. (Web.config xm| fER & TSR R E C:\Program Files (x86)\Intel\Intel
Unite\PinServer &),
FBEWTE IS TERE SMTP EF B EAREE, WHERBREERRR LECEARFELTELMBEERE
HEME,
FERBREMT :
<mailSettings>
<smtp from="noreply@uniteserver.com" deliveryMethod="Network">
<network enableSsl="false" host="smtp.myco.com" port="25"
userName="noreply@uniteserver.com" password="pass" />
</smtp>
</mailSettings>
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intel,

Ol Intemet Information Servces (15} Manager [=Tom|
L‘ i 2 um-g-mu.m
8.7.4 BREER
TEERARFREE RMEEERYE., LAEERRYE TESEAORBEE,

REAE

1?':1"1&%“1‘33%‘%5’]@:55%[5%’&@]&" z,
EE&EH&EHEE@?H’EFH hERER a?ﬂiﬁ

—E

HFER

NEEEA,

REBEREFBHRIBENERE,

Ei’ﬂ’E‘.T“*IE]kDﬁ%iﬁqﬂﬁﬁﬁ@%‘?mﬁiﬁ%ﬂﬁ@ BREE

BN EHE, B EnableReportlng %’f“bﬂ)\ﬁqﬂ‘ﬁﬁﬁﬂ W HHERR R
rEEE > HHE%EE‘IE*..EP EFEE2TERS 60 2,

InactiveCount : Eﬁﬁﬁ%gﬁ:'lz RENITIEERFEIWEIE

E T4 - RIBREE/NBUE -

EFE ¢ HbLE (smtp from) ELE FE 417 AR 2§ (host) 2B clocktower.exe.config &R 1% E,
/productfiles/release/clocktower.exe.config(clocktower.exe xml config #&RMFER L& & C:\Program Files
(x86)\Intel\Intel Unite\ClockTower),

BRZEMT :
<mailSettings>

<smtp from="noreply@uniteserver.com" deliveryMethod="Network">

<network enableSsl|="false" host="smtp.myco.com" port="25"
userName="noreply@uniteserver.com" password="pass" />
</smtp>
</mailSettings>
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intel)

9 fRRAGRERREMEES

9.1.1 B{EZR £ 1E4E% (Minimum Security Standards, MSS)

EEAAIT Intel Unite BAEXMERENH S EHBERMNRERSMHRE, RIFFHRABKERERZS
MRRRERERANRERNX, BERE. BARRR. ARRARKAECEANEIZIIGE (McAfee HIFAE.
AR, ARRAFRRHETHERIERK).

9.1.2 EiERIE

BISAMBESTIEHEIRR T E (UEF) FIEHEE R LL Windows FitgE ATZ X B (FRENEEME USB BES R
R, LURAIRAAITERMITH Intel® ZEERITEA, WAIERELUHHREE.

Windows {F % #fisait - RMREBEEZURBESEBENFEAENIT. FBTESEHEERKDTERMNER
Bk AENVNEMNTELTEHEEE Windows Tt (PowerShell, FIENEASH-ARFE. Windows {IiEiRH#EE.
XPS fR7%).

GUI FRHET : AN RFIEFAFEREXER, ELARERAFRMERT, TE GUI FRIHFH LI,
B LEHREBEEEZEAMNEEE (USB BEXKBR) BEREXDHE Alt+Tab, Ctrl+Shift+Esc FIHLERT,

9.1.3 HihZ iR

& F A Active Directory FHIFE BIMIRF RETEEMEAEHIRS . AMBLERERK, RIFEMNEHTEE
BREFEREHERERS.

EMBEAN  BEE— AT 285N, BRI FERENEasA,
BX T Intel vPro &£ Intel Unite EREBEARFFTIRI MR E#EHI S, IREEM Microsoft* Windows* {E % R#fiiK
8 Microsoft B iR L iRt ZERIEIToRE, FBRAEMBEZRE T IEREM Microsoft Security Compliance
Manager* : https://technet.microsoft.com/en-us/solutionaccelerators/cc835245.aspx

IR LERRHBERANRETIR, SFBRICREDEFERRAXAF.
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http://www.intel.com/content/www/tw/zh/architecture-and-technology/trusted-execution-technology/trusted-execution-technology-security-paper..html
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intel)

10 #:&

EHME EREHERE TEEARE., ERERTIHEFSR

10.1 BREHE

EEESHENRMETHE ZBRREHIT), EEEHABZAPITHEER WERRRWEFE. BITR
#EmREERES,

10.2 EmEAEH

AT, EEUEAER (& GUIIRT) BTARRENBREXERAR BRAEMIMNEREMZAINT -

10.3 e
WEEMEERFHEE, HREBEAREREMERITHRE.
10.4 BT

FERAUBIEBTR ARRMEEEBRRR HRFEETRIMEFRBMIN.

10.4.1 HunET IR

RREMER LARGSEETERMELELIETRE ZRZE,
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11

intel,

macOS EF Intel Unite® lBRAE

11.1

11.2

11.3

I-N—R
R

macOS B Intel Unite® ERAZLIERE app EH-HIRME, AIRA ITHEMRIFRERE - BBEESK, It
app AIXEEEE RWEE, TIER—MRM Mac BERBRIEIN, IFBHREMFIFRE. HATXIE,

—BERTE

{RTERR, It app #5fEF DNS B &R (40 DNS SRV k) RHIETEEMMIEEERERS . TRAORBMT -

o (EEM) MREIFREPERMERMRSE
o HEMERETIIHEE
> _uniteservice._tcp
» _uniteservice._tcp.yourSubDomain.yourDomain.yourTLD
i. &5l : uniteservice. tcp.corp.acme.com
» _uniteservice._tcp.yourDomain.yourTLD
i. &5l : uniteservice. tcp.acme.com
> HHTTPERKK, BIFEEERE HTTPS
e uniteservice.yourDomain.yourTLD

RiFEREE
IT ARG B SRR EEH LS T RELR BET Intel Unite app, HEREHESHRAEN ~/2XE/RIFHRE]
E % com.intel.Intel-Unite.plist #1T F AR E :

o ERWAREXRMMEF

defaults write com.intel.Intel-Unite EnterpriseServer myServer.mydomain.myTLD

o ERBEMENHEEMBRFLFEA

defaults write com.intel.Intel-Unite EnterpriseServerPublicKey "A B &8+ "

o BHAFREAFRETNAMRETE

defaults write com.intel.Intel-Unite ClientOnlyAllowsTrustedCertificates -bool true

o TRHEIARIRUEMRIER

defaults write com.intel.Intel-Unite Standalone -bool true

UEB—EREHMFHREXMESR, BEREEM, FRRI macOs Kin ([EARX/ARAER) LMAGS,
BRE#EZE—{E Return, UTAEEG TGN

o EBERERMARSF
REFAREXARSBHEEEPIRREFFELRT. HEH Mac AFREFEREHARBMEKRG, A&
MEREHRUHFEES, § Intel Unite app FIIEMEERMRF THE) £ E2I2RERAMCE.

o EBEBEBMEMERFRFAMES
EEREERAPREARXNEHNEERARS THEl £ SERSEEAEIER ELEA
RERASHNT ARSETE, RETHE, EENBLE
o HEBATMEPHMEM—E Mac LEARL Safari
o BEEMEMMARERM HTTPS it
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11.4

intel,

{R— T #hit 5l h pYEE B R R

B— T ERERDOEREE

BE—THHAERER=A, BHEERH

RTHRBREEH, EIXIABESKRER > ABRS®EA

HB—TREEA 256 il - | ARG

BRI FEENER

EiRBEEESR CMD+A BEULFE PRI E &R

RIZIREVRERTER S CMD+C, S ERME R RIGEIREE

7f defaults S5, HARSRTEERATIERNEN, T2 GLEARESEREEH
R,

NRERTEREEFARI 5%, RTELGEREBECHEAEHUEREMNREMESFIE/ LB
Intel Unite BRR A RRE,

O O O 0O O 0O O O O

o BEAFREANSEANAREES
BT ESHECLARBAMEREAMLIWI, TETRLEE Intel Unite app ERIFHEREHIEHE
BEFREFTELANNMARES/BE., TEEEH COERIGCHELARSEETEEEESE
EBEER K Apple EEMABRARE, SCEEESERAF R I REECHRAREEZERIMTMLEN
RS,

o TEHIAFRUEM RN ER
RELEXEHFERREEE S  ERRECEAMBIIRED, HEESE PIN BHETRPEIIT
UDP BEIEFR. ELARH A, LlIntel Core vPro IEERZAERMRMEFIHER, SHAEAN
RE TSP A U RE S EARBEARERY D/ PEER, HEXERARMRERFHREEL,
UDP H &R H SHAI R

BRBMHGE

EEEAEEIER BGHEARMEE, ©RFER Intel Unite BRAEXIERE MEMAERX] ERKEE, £EE
HERIRD, BFEENRERENRES, CURFEES app EHRGHERIF. REWHEERSE
BEBR S H— L8 RETTE -

e Bash &S
> &AL Bash IESHBhEREMRITRE, HIESEIFE app EX—RBMRIEMERS.
e %l PackageMaker BiTREEH
> ERILEBTERITR AR TRESBERCHRTERE.
e EiB Apple EifEEBEITRE
> B8 Apple EIFEE, RATLIRE Intel Unite app E4#-1 FAME UNIX S5 TiEeREEHT
AR T e E
e i&iB Enterprise Mac Management Exge B TR 2
> EAETLLEBRE R Enterprise Mac Management R A 5531 BT Push = Pull &g, &
15
o Casper / Bushel
o Puppet
o Munki
o Chef
o Hith,
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intel,

12 BREEdERg

12.1 EFREZELRE Intel Unite ERAEEXE, (EEADOME) EEEE
FH

EEEE/RRE R  BREHRAERRFOLEABIIEEHFIE ZRRER.
o FRAMRFEESFABIEEIEZEMARES
o fRR:FAL : BERRSS
 AEEEIER
o 718 NET Framework 3.5 ThAE
#1182 \NET Framework 4 ThAE
. ASP .NET
e WCF R
e HTTPEXE)
- BEFARSAR
o WEMAREE. TR HTTP IREMTER LM

12.2 FEEFIMEEA ORI

EEREEAOMLEETISEBET, BH Web.config 4 EM xml EEBEMIE, BEEADMPEEMELE %
&L (AT 1S EE X EHFE) 1% Web.config BIRZEE.

o IREBETAHEM MHIEBRRBERERD :
https://<{&#)17 AR 25 £ F8> /unite/ccservice.asmx

o 1EE GetProfile,
EEREPEA test, BIZ—T WA .

[=T=1)
€ I ————— - ac] @ comemosmcr = ) )
ccserviee @
[E—

e st of oparations
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12.3

12.3.1

12.3.2

12.4

12.4.1

intel,

o HEFRMEEEHRR xml IERHMFARBKERE, WTFFR. ERK PIN RFBFREHEINE
HE IR IEFIRGEH

T [Ee—————

1/ XML Schema-instancs®s

R ENEE R PR E AR I s £ EaER

EEEHIRMER ID MIREIRE . 1RIE D ATHIEHRMMEE.

FHREKRM - #8557 1D333333

HEERRARBETTESATERE  EEABEBEBELGE, SEERRAERMTERRHNIRES,
BHAAM Intel Unite IR IESEBBET|AERE,
TR EETREERK, ARBRAERIEE ZE https://www.microsoft.com (GEEi&H RFFRIEE

=2
a2 )o

ERBERY - #5372 1D666666

LR R T A M Intel Unite BRI X TS, /65 OEM ki, HERCHAXENTHEARAMTES,

B RPHER AL PIN {RIARESENSF PIN 18 - BB EIER

EBERTPIE L A Debug YIRS EEIE Intel Unite FEFRTER, MEAMEGSRTIAEIEEZRFEAREANEN
AT : IntelUnite.exe /debug

—EEEIRE N R - WEREREN - LTI —LE RNERNEARER - SEEEREH T T
fRiR, FBIRBRFERIE/ARR D KR RERIESE RPN PIN 55,

AR ZFEERIBER ; EHHE lUniteServiceUser] F ALK

E SQLEALRNRENEEBREFEAEHNE S RRECEFRBMIBEREE, AREEELWIER,
EEEE/MRRAR

FERR MS SQL R HiMERAMESEEN, EEETEA/EREHESE, EHE Microsoft SQL Management Studio
IERE SQL [k, ABABRBEAEE—T SQL FARSBIEEE TRE, . BET 224 EELEIRCE
HY SQL fAIARES#0 Windows BREBHE R (7L AIARSS LR Intel Unite EAEXFHEE T SQL 5255%).
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https://www.microsoft.com/

. Debug Took Windew Help

Slv T ] Ny T
Otrect e E
Conmct- % 3w 7S

4 (50 Seves 1202500 - NTELUMTEORMOUAdmmitoter)

EHHERFHELE,

Microsoft SQL Server Management Studio {Administrator)

3

Hincoun Aurertestan nose
 SOL Severad Wndows Adrartiston mode
Loge iy

Yere

® fabotoora oy

Succeushd egrs o
Bt ok o e o

Sevvr ey oot

vl s s st

Optern
bl Corar Ctea compircs
Enate 2 astincng

Crons dastane owrert craneg

(in el)

= T4 Intel Unite ® BHRAE =
AR EGERS

=t eleabliaatas Bariie Y

sqL EhEedE: [tocal)

1638 1P SiEARES R IR, RS
(FIAD hostname, 1234)
) F{E1T (Windows 8558
) 157 RS B8 R 2EEE (SOL 8RE8)
FA D) =

EIErF):

[ mwme |

Intel Unite @ 344 BEIEAR SRTESFHEA

ERFIENEARREM !
E R UniteServer
BRFEIR RS |

W I T

[t=%#6 [ F-#m | [ mH |

£54 UniteServiceUser EEXF 5, £/ Microsoft SQL Management Studio ;B E &Y

SQL AR, BELRLM > BA, HAEREAREKR—T UniteServiceUser LIFARIBARBHRE . MARSTE,

ARIE— THE UGS

Fle Gt View Debug Took Widow Help
e
Object Explorer

Connect~ 4/ 3; m

—y
rass
(8 INTELUNITE-INF (SQL Server 12.0.2000 - INY
= [ Databases
% [ System Databases
# [ Database Snapshots
@ |J UniteServer
= [ Security
= [ Logins
8, 53M5_PolicyEventProcessinglLog
8, #2Ms_Policy TeqlExecutionLogin
& INTELUNITEDEMO\Administrate]
8 NT AUTHORITYSYSTEM
8 NT SERVICE\MSSQLSERVER
A NT SERVICE\SQLSERVERAGENT
& NT SERVICE\SQL Writer
A& NT SERVICE\Winmgmt
8 s
A UniteServicelser
% [ Server Roles
# [ Credentials
% [ Cryptographic Providers
= [ Audits

% [ Server Audit Specifications
® [ Server Objects

[ Replication

# [ AlwaysOn High Availability

# (3 Management

# (23 Integration Services Catalogs
® (3 SOL Server Agent

%EO

= 5 el | ) NewQuery [y iy (2 (5| & -2

Microsoft SQL Server Management Studio (Administrator)

Connection

Server
INTELUNITE-INF

Connection:
INTELUNITEDEMO Administrator

84 Yiew cornegiion prooetes

Progress
Ready

=@ x

] -

Login Properties - UniteServiceUser
st~ yHep

Logn name

Password
Carfrm password
Speciy oid password

| Enforce password palcy
Enforce password expiation
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12.4.2

12.4.3

12.5

intel
RIIHFIARER. EEES DNS IRFECEk - _uniteservice._tcp

RS/ B R SR

EEETPIEFE T E DNS io#kRs, mIRERALER, MAEESR, FERAHIIIRELIT nslookup S,
SRR AR AT LUERI$01T DNS ARFSA9AARSS, i E Intel Unite® BR3R 753 DNS IRFSSEA B, ARIE:E
SFBNEBELITE  IR¥F : _uniteservice, FAWTE : tcp, EEIRNE . 443, RBHLHRHEMNEH . ©EF
BR#&# FQDN,

New Resource Record -

Service Location (SRV)

Domain: [ IntelUniteDemo.com ]
Service: [ _uniteservice v ]
Protocol: [ _tep v l
Port number:

Host offering this service:
| INTELUNITE-INF.intelunitedemo.com

[[] Allow any authenticated user to update all DNS records with the same
name. This setting applies only to DNS records for a new name.

o o [ ]

L ASHRB uniteserverfqdn’ # SSL/TLS REEEEB I EERFR

=FTIRAR Intel Unite BRRA R R1ER SHA-2 IE S BHRNARE, CESHE T BAESEUERAREZZE
R EIIRZR RS A SHA-2 RERREREER,
IR ZAIRIRE, FEE SHA-2 RERBEABREDRMEDIEE,
o HEEXRKMEZETMHERA Unite, FBEHGAE NhEREE LARSERIR 443 REFHNEANZEDSERE,
Rk HEIER % MS SQL Server i # 4 DNS IRFFEEHk. HIMEEFEL DNS IRF BB I KRR E
{18 80 E AT EIEXARTS
o HBERERENSE —ESEIEETPIRERSIHAESIRS o Tig & SRS,
HKEY_LOCAL MACHINE\software\Intel\Unite\AllowInsecureCertificates (OWORD) [&Z:BFE
EHEZEBEAEE 1, BRIEEE 0, (MRXER 0, HMFaFIEEREIRA SHA2 &EE), ]

AP iR B E TR 2 B R E R

FAREZEITRPHERER LK ENFHEFTELHE.

(#4417 Intel Unite.exe /debug >logfile.txt)

INERBEAEHIR THI5 - IERER EREHFEN, | WK, FRFERAEXEMRIESR
C:\Users\eaviles\AppData\Roaming\Microsoft\Crypto\RSA\[sid]\d046df
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12.6

12.7

12.8

12.8.1

intel,

ERE : EREREEE L FEEAREREESEROEDEHE
o

HBARRRA :

U U-APSD (GEHIEE BN A BEN) by, FLERTFIMEERALER, F2HE
http://www.intel.com.tw/content/www/tw/zh/support/network-and-i-o/wireless-
networking/000005615.html,

HEER - FHEKTIMEMEIE AT LIARRIILRIRE, BEHSHBEEMS, ERFRSHMIN ; K& —(EF
;’kiﬁiizasﬁﬁﬁﬁfﬁ%ﬁ@ﬁ%ﬁ%ﬁﬁﬁﬁiﬁﬁ%ﬁ\]@'=P1§}EH U-APSD, ,

Everts Resources Power Management
Genersl Advanced Driver Detais
The folowing properties are avaiable for thes network adapter. Cick
the property you want to change on the left, and then select ts value
on the nght
Bropedy. Vaue:
Buetooth(R) AMP ~ [Enabled ~]
Fat Channe! Intolerant f 1
GTK rekeying for WolWLAN m_u““‘"
HT Mode
Moed Mode Protection
NS offload for WoWLAN
Packet
Prefemmed Band
Roaming Aggressiveness
Seep on WoWLAN Disconnect
Booster
Traname Power
Wake co Magic Packet v
0K Cancel

ER[E : PIN AR3I/ZEEEE

RIEREE/MRRAR - FACEARFEEERETEEMPINBIRRSHK - ERNLZ2EE - FAZEZRPIN
WRUEEHESH PIN BHEERRERRRETERS . LERRELLZEREEREN P A FIEHREBE
ITBHE

A ERRSFUESNHESTARKBHNERRF RESREPHIGY - BSTERTHRAEENSIEERE
EHRERRS. BRESHEARFZKVFERFGHRERERFEME P ik, EMERKRREREE,

AR EBTAFIER (spGetPinBackoffTime) BIE M EEi§ 5 H A IEER ] (WP ET) ERIM R AR, tLIhEER
LUER FEREEFERMEXESR 0, Mit—k REURBEFELEEA.

Mac F 5 iin 5 2 HF A%

R IHRIED Intel Unite FEFRRER (JFERAEX/ARER) LEFEEAR -
/pathToUnite/Intel\ Unite.app/Contents/MacOS/Intel\ Unite
FEREEXRME®E  TBELRPERMAEEEN -

R ¥(FARIFERETER -1003 : LT BT HABAOMIRSE.

HFERIE/RRPE - EZ DNS HSBEHEEHES.
EEAETEET DNS RARES, BAIRIEEEAESMAE, BE MAC EXNTEENERME, 1525 DNS @k
BB A, FXREZ DNS #EM18, Intel Unite ERRXEEEZFCMMMABEERKEE uniteservice 19

[smae

) HES, Elt, RIFEBBRFRBRAM _uniteservice_tcp, TRIFAF WA EEIER R EI T EFAREE.
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12.8.2

12.8.3

12.9

12.10

intel)

B EAMRRT A SF8— (8 DNS B4k (FE7F4 DNS SRV 528%), BRIz, EHATLURTE plist F5E
EEEFARFEESLE.

{5/ Terminal #4545 :

defaults write com.intel.Intel-Unite EnterpriseServer myServer.mydomain.myTLD

EEFIREHEREEIR -1001 | ERREF

HFEREE/BRAR - BEMERNRETEE
1. REMIREFLH Web AR5 AT 888 £ FRE,

2. Mac AHARME BEERERRS.

BRI IREM S — 5 2SS 50 S5AE D Bl Web RS, S3k https://yourserver/Unite/CCService.asmx,
1kt 4 S BE E Safari, d#ESE Mac BILLESRE Web IR, A AR ERARSENBBEEREM
BB, LR %[ARES LM Web RIS 2B BEER,

TEFRIFERIEEIR -1200 ; 84 SSL 58, FEHEMARFEILITEER.
SEERIRAY IT SRFI & VEERS Intel Unite BRRTTRFTE A2 SHA-2 BEE,
Mac {EX%#t Intel Unite app ERAFIREEBIR/MBRRE, BER

KENRREHIRAEM Intel Unite EAREX, BEREMNARTNAE
o

TR Mac AFIRZEER Intel Unite FEFRTEREE—RAY OS X 18I, RILERAEBREFREE app MIEREEER,

EFER T/ ARRAE R -
RAFREBRIRRE Intel Unite FEATEX, AMMES XA IRE LN E IR EIMIRIKE.
1. TE#RIFH (/Applications/Utilities) A LI IS -
defaults delete com.intel.Intel-Unite

2. 1% Finder MIB& ~/Library/Preferences/com.intel.Intel-Unite.plist &3, #A%..

HRAETFE. RS, ZFERMERERINPlst R, HL—MRKH  GRIFRBLIER
BREXRMNBEIREZE,

§£55 2147217900 : #E&E:E$1T SQL F &£,
1T Intel Unite {AIRES T EFEX H Unite EHEBRKEEE, BRRBLEEZANE, BISESIERS -
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12.11

12.12

intel,

i3 5 Intel Unite® B3R A= -

R 2147217000 LT 0L TE . BB FAE
! % Fl ALTER DATABASE statement failed. » SQL BIEET:

WinSetupDB SQL P &8 USE master; ALTER. DATABASE

UniteServer SET

CORMPATIBILITY_LBWEL = 100 ;IF (1 =

FUILLT E-T 5 ERWTC EPROPERT Y [ Ts FullTextInstall..,

HEEH/RREE :
NMESHECREENRESED, TEEAATHIRMER, SEMALESR EMMRRERE. BETH
DBAdmin ¥R, AZEFMITRERER,

FERAR . TEHERR]

NE T EEAREEELARIE (X Token) EE, KD [FHEHI) HBAE RTHE SMIP AR
BHRTABR, CEERE SMTP EFBHARBRE.

EFEA QRIS RIERERR (THEKR)

FEAOMILRTEERETR, 1T Intel Unite® BEEF R 2%, XFHH. RESBERSTEL, E2RE
MIME $8807E 11S E X E R EREEIEH 8,

EEEIE/RRA R

1. BERL "IS BEA] ,

2. HERIS ARBHAE,

3. E—T MIME &, R&HIE JSON FEFTIIEE
o Eltg4 : json
e  MIME B! : application/json

4. RE IS RARBEAAS,

5. BR—TEBEXHE.
o FIBIESTREE
o KRR : *json
o  AE#LITHE : C:\WINDOWS\system32\inetsrv\asp.dll
° % ¥%5 : JSON

6. HERBHED BECEBUEREGRLTEMER. His, EAEAXKE#,
7. EEHABEET, RRTEREE,
8. =ik TRFrEIESR]
9. BT 4 EIEFIIEE
e .json e .woff
o .less o .woff2
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Mgk A, EXRFIRBERER

te

®

RYF IS

N2 2 Windows 2008 #HE -

& # FH Windows Server 2008, #RZET&, .NET Framework 4
us/download/details.aspx?id=40779)

.5 B # (https://www.microsoft.com/en-

o R—THiE ERRHEEIR AERR—THERRKFEER.

s HABRBETE-THEAEE,
o MFEABKEMARERRE I1S) AR KEULS ).

Add Roles Wizard

ﬁ:}é Select Server Roles

Before You Begin Select one or more roles to install on this server.

Roles:

Server Roles

Description:

Web Server (I15) Active Directory Certificate Services

Active Directory Domain Services

Active Directory Federation Services

Active Directory Lightweight Directory Services
Active Directory Rights Management Services
Applcation Server

DHCP Server

DN Server

Fax Server

File Services

Hyper-y

Network Policy and Access Services

Print and Document Services

ktop Services

Role Services
Confirmation
Progress

Results

ieployment Services
Windows Server Update Services

OOROOO0O00000000000

More ahout server roles

Web Server (IIS) provides a reliable,
manageable, and scalable Web
application infrastructure,

o B-TT-H$EIETENABRERE.

<previous |[ Next> | st Cancel
FELR, FIE ERKE TSR

o HERBEXMNE FEZREZEASP.NET ; ERZLE,
ASP.NET, 4 ASP.NET S EAGIRERIE.

|Add Roles Wizard

ﬁ Select Role Services

Before You Begin Select the role services to install for Web Server (I1S):

Role services:

Server Roles

ZEE ASP.NET 4.5,

Description:

=[] Web Server
= [E Common HTTP Features
Static Content.

web Server (1Is)

ErrtmEAT Default Document
Progress. Directory Browsing
Resuts HTTP Errars

[] HTTP Redirection
[] webDAV Publishing

=[] Application Development
[] AsP.NET

Add Roles Wizard x|

"‘: Add role services required for ASP NET?
=

— | You cannot install ASP.NET unless the required role services are also installed

Role Services
=1 Web Server (IIS)
B Web Server
= Application Development
ISAP! Fiters
ISAPI Extensions
NET Exensibiity

Web Server rtfor
HTML Web sites andoptional support
for ASP.NET, ASP, and Web server
extensions. You can use the Web
Server to host an internal or external
Web site or to provide an environment
for developers to create Web-based
applications.

Description

\nleb Server (lIS) provides areliable,
manageable, and scalable WWeb application
infrastructure.

Add Required Role Services_|

Cancel |

(i) Why are these role services required?
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intel,

o AREN%Z BEABIGEXRTHRERMRIRSE (11S) EEEEEIREGHIM Internet Information
Services (11S) EE B, TR ZAERESFEMENEREE.

$2EZEH - Windows Server SUEEERE 7 Windows Server 2008 EZ&EE IS |

ER  SHRAM Intel Unite lBRS R RS SHA-2 BB RHRAER., GESHE T BMEEUR
RT3 2 ZEEIRBIRFARREE S SHA-2 BEARERERX.

MRZAGRIRE, FEENESEZ/NMISHELERRG SHA-2 REZEAMNE,

o FBEHEXRKMETMERM Unite, FHBTE NEEEEE LARSEEE 443 IZEHAEFAMN
RIBLR, RREERE MS SQL Server i 1% DNS IRFSE k. HIMEEFETE DNS RH%
FOERER I R FESRIEEREIR 80 L ATHLEIERAR

o FHiMEthE LITEEER h RS A P IR S IR P o AT IS B RS ARk R R SR E -
HKEY_LOCAL_MACHINE\software\Intel\Unite\AllowInsecureCertificates (DWORD) [HZ
BBEEEEERERAIERE 1, FRFEEZEOWMEXKESR 0, KMERHIEXEEER
SHA2 &), ]

EERREE BELAERSKES EHE MHMEl . A%R—THEBRNEL,
ELAIEESERN [REIEES] ET, HiERE,
HHEEREEED, R—THIR,
FERAUTER :
o $EE . https (£E : MiJE http)
IP fiztlt . £ERRIEIR
R - 443
FHETE  (RiFER)
SSL B : FRELATSRDATREMN SSL &E.
EiR—T THEEL .

O O O O O

Windows 2012 :

. BRABRBEES.

e HEBYRXRT HEFNSABRKIE.

s EEAGHINRERE,

o REBENARE (FHAEREED.

o EEREMBE 1S) RFRBERBRE (15) FAROHRE, REE—TT—%,

AR BCEEHANNEMAER, LUETE Unite AR P ERAEARFAREE, 1T T Microsoft #3
BERE, A%RENE SSL BERENS RIS HBMNEE | https://technet.microsoft.com/en-
us/library/cc732906.aspx.
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intel,

i Add Roles and Features Wizard [=la] x| m

A YA = A Roles and Features Wizard |E3)

1 one o more roles to nstal on the selected §]  AGd features that are required for Web Server (IiS)?

¥} Inchude management tools (f applicable)

FAdd Features| | Concel

=]

o FE TThEE] th, A IS FIE8TFIThEE (R AEL W IFFERHEIA)
o .NET Framework 3.5 g

o ASP.NET 4.5
o WCF R
o HTTP BYE) (BERTEA HTTP RIEBFIGATERMINGE), A®RIE—TT—%,
L Add Roles and Features Wizard
Erevious Newxt Cancel

S NET 3.5 AlReERERFH AR, FEIZEMIZAFE Windows Update FIFERR, HIREER
RIRBE, H—TIHEEHRKRRBRELS, LEREELE FIETE \sources\sxs &R TR KR,
BEEYH : https://technet.microsoft.com/en-us/library/dn482071.aspx

o % TABR®% EEL AFRRSBFEHEFRBRSEAR® (1S)WAR, SIEZTERE -
o ARBERBRFEERETIABRT

o —HRHTTP IhaE

o TEERXH
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Add Roles and Features Wizard [= o

Roke Services

o B—TT—HLUHEE BETERER—TREUREENMNABNINGEE,
o AREN% BEABAMRRTHREFARIBAR (11S), EEZBEEKREHAD Internet Information
Services (11S) B E, WM AAERERSDRIVENFRES.

AR REFTRAK Intel Unite BRR AR RIERZ SHA-2 BIE S BHRANES, CESHE T BME/ELRE
RT3 2 ZEEMMIRFARESRBE S SHA-2 RERREBTAHR.

MRZARIRE, FERAMENEREILBHEEMN SHA 2 &,

o FEEAXRKMBZBTER Unite, BILGBE MGARE] LARSEEIE 443 RHEHMAEAM
BEDR, REMEERE MS SQL Server i ¥4 DNS R H. BIMEEFETE DNS IR%E
FEEREENL 12 FESRTEEIEIE 80 LAIEKBIEXARTS

o LIEEBBHHITTII PowerShell &4,

o New-SelfSignedCertificate - dnsname “yourservername” - CertStoreLocation
cert:\LocalMachine\My ; Hth “yourservername” Zi5{¥{ARIHTTEMAE L
*ﬁ"o

o FEiMEthE LITEEETR R A P IR R B S 0R P oo I B SRS LAk SR B R R E -
HKEY_LOCAL_MACHINE\software\Intel\Unite\AllowInsecureCertificates (DWORD) [HZ
BhRREEEAGERIEE 1, FRFEEE 0, (MERXER O, HMEEHEEEEEREA
SHA2 %&&&). 1

EERREE SBELAERSES RBE MbEl . R%RR—THEENEE,
ELRIEBMESEKRN TREEES] BT, #ERE.
HEERERED, BR—THE,
FRUTER :

o $EE : https GXE : M 3IE http)
IP fzit - £ERRISIR
SEHEEIR - 443
FHaE . (REZER)
SSL &% : (BEGELATRLEMERE)

o FBR—T THEEI .

o EEMA.
$BZEH - Windows Server SUE[EERE 7£ Windows Server 2012 T IS |

o O O O

506 ORI SCRT R B AR L R
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Microsoft SQL Server &

TEARBEES MS SQL TEMT, BIEBRA 2008R2 HESA, SERR MARES| KAELER
B, AR EFNEE SQLMRE, ESEBIENE, Intel Unite FEFIIE R &I 3% 1 b2 7 2
MELE, SURARE, FETELLEEREEEY.

EBE T AR MS SQL 2014 SR
o HTSQL AIREEZREFENX, WBARL SQL AMRS(REDD, H—TEBRLMRE, WEEZHM SQL Server &
T RERIGIEEMATRERE,

&5 SQL Server Installation Center [= =]
Planning H New SQL Server stand-alone installation or add features to an existing installation
Launch a wizard to install SQL Server 2014 in a non-clustered environment or to add
Installation
features to an existing SQL Server 2014 instance.
Maintenance
Tor B New SQL Server failover cluster installation
Launch a wizard to install 3 single-node SQL Server 2014 failover cluster.
Resources.
S Add ne r fail r cluster
Advenced 1'{{ dd node to a SQL Server failover clustes
v Launch a wizard to add a node to an existing SQL Server 2014 failover cluster.
Options
f Upgrade from SQL Server 2005, SQL Server 2008, SQL Server 2008 R2 or SQL Server 2012
20 Launch a wizard to upgrade SQL Server 2005, SQL Server 2008, SQL Server 2008 R2 or SQL
Server 2012 to SQL Server 2014,
Microsoft SQL Server 2014

o WMAEMTMUEIBEIRN  REE—FTFT—%,

= SQL Server 2014 Setup [= =)

License Terms

Toinstall SQL Server 2014, you must accept the Microsoft Software License Terms.

Product K ~
eetely MICROSOFT SOFTWARE LICENSE TERMS

License Terms.
Global Rules MICROSOFT SQL SERVER 2014 ENTERPRISE SERVER/ CAL EDITION

s These license terms are an agreement between Microsoft Corparation (or based on where you
Product Updates live, one of its affiliates) and you. Please read them. They apply to the software named abave,

Install Setup Files which includes the media on which you received t, if any. The terms also apply to any Microsoft

Install Rules = updates,

Setup Role

Feature Selection e —— -
Feature Rules w 3
Feature Configuration Rules Copy  Brint
Ready to Install

[ accept the license terms.

Installation Progress
Complete Tum on Customer Experience Improvement Program ("CEIP") and Error Reporting to help improve the
L quality, relisbility and performance of Microsoft SOL Server 2014,

* Microsaft SQL Server 2014 also includes a Visual Studio component that will have CEIP settings tumed
off by default. If Visual Studio is installed, this component will use the CEIP settings for Visual Studio.

<Bock || Mext» H Cancel
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o EZ#MA Microsoft Update I EF 5 (8) LUGES T - A
KEXBEESR (EREN ) TLENENEN, EE#E R—TT—F,
Microsoft Update
Product Key Microsoft Update offers security and other important updates for Windows and other Microsoft
License Terms software, including SQL Server 2014, Updates are delivered using Automatic Updates, or you can visit
Global Rukes the Microsoft Update website.
Microsoft Update [[] Use Microsoft Update to check for updates (recommended)
Product Updates )
InstollSetup Files Microsoft Update FAQ
Install Rules Microsoft Update Privacy Statement
Setup Role
Feature Selection
Feature Rules
Feature Configuration Rules
Ready to Install
Installation Progress
Complete
T =
o  SQLZEEXAAEZEIBEEBENRUNARNZWENTK - B— N T—HLUHEE,
Install Rules
Setup rules identify potential problems that might occur while running Setup. Failures must be corected before Setup
<can continue.
Product Key Operation completed. Passed: 4. Failed 0. Waming 3. Skipped 0.
= ———
Microsoft Update Hide details <<
Install Setup Files View detailed report
Install Rules.
Setup Role | Rule Status
Feature Selection @ Fusion Active Template Library (ATL) Passed
Feature Rules (@ | Previous releases of SQL Server 2008 Business Intelligence Devel...| Passed
Feature C R @c for SQL Server registry keys | Passed
Ready to Install A\ Computer domain controller | Warming
Installation Progress i\ | Microsoft NET Application Security | Weming
Complete i | Windows Firewall | Waming
(@ | Block install when Microsoft SQL Server 2014 CTP1 is present. | Passed
<Back Nea> |[ cnce [[ hHep
o E#ESQLServer HERE, AREZ-—TT—%,

Setup Role
Server on opti iy sch featy to install, or chick 8
festure role to install a specific configuration.
Product Key @) SQL Server Feature Installation
License Terms Install SQU Server Database Engine Senvices, Analysis Services, Reporting Services, Integration Services,
Global Rules and cther festures.
Microsoht Update O SQL Server BowerPivot for SharePoint
Install Setup Files Install PowerPrvot for SharePoint on » new or existing SharePoint server to support PowerPivot data
Install Rules access in the farm. Optionally, add the SQL Server relational database engine to use a5 the new farm's
Setup Role Catabase server.
Feature Selection = e
Feature Rules ©) Al Features With Defaults
Feature Configuration Rules Install all features using default values for the service accounts.
Ready to Install
Installstion Progress
Complete
<msck |[ Net> |[ cancd |[ Hep |
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HEINEERIET, EEEHESIERKE. EBIR-TB ARE-TT—%.

Feature Selection

Product Key

Select the Enterprise features to install.

Eeatures: Feature description:
(A The configuration and operation of each '~
Global Rules ¥ Database Engine Services instance feature of 2 SQL Serverinstance s[5
Microsoft Update [] SQL Server Replication isolated from other SQL Server instances. SQL
Instal Setup Files (] Full-Text and Semantic Extractions for Sea | L SETver instances can operate side-by-sideon |~
S [ Data Quality Services Brerequisites for selected features:

i [ Analysis Services
Already installed: -
Setup Rol g Saivices - Nath
up Role [] Reporting Services - Native RS
Feature Selection Shared Features B v
Festare Rune 8 Reporting Services - SharePoint < e
-~ Reporting Services Add-in for SharePoint Pro¢ | o "
sk s

Instance Configuration e vy ok Disk Space Requiremen
Server Configuration [7] Client Tools Connectivity Drive C: 1058 MB required, 98752 MB available  ~
Database Engine Ct (] Integration Services v
Feature C ion Rul < 0] > S
et
Installation Progress
Complete Instance root directory: [c:\Program Files\Microsoft SQL Servert ] E]

Shored festure directory: [C\Program Files\Microsoft SQL Server\ | ]

Shared feature directory (x86): | CA\Program Files (x86)\Microsoft SQL Serven\ | ]

[T = e .

in

% SQL AR EE R BNPITERHENE, RARE-TT—5.
[=  sasewawswp  [=lcHEN

Instance Configuration

Specify the name and instance ID for the instance of SQL Server. Instance ID becomes part of the installation path.

Product Key
License Terms
Global Rules
Microsoft Update
Install Setup Files
Install Rules
Setup Role
Feature Selection
Feature Rules
Instance G

®) Defaultinstance

© Named instance: [MSSQL SERVER

Instance [D: [mssaLserver

QL12.MSSQLSERVER

SQL Server directory:  C:\Program Files\Mi saL

Installed instances:

Server Configuration
Database Engine Configuration
Feature Configuration Rules
Ready to Install

Installation Progress

Complete

Instance Name Instance ID Features Edition Version

| <Back || Next> H Cancel || Help

AHBERBIEERBIRS , ARE-TT—HLEE.

Server Configuration

Specify

Product Key
License Terms

Microsokt Update
Irustall Setup Files

Install Rules

Setup Role

Feature Selection

Festure Fules

Instance Configuration
Dutabase Engine Configuration
Feature Configuration Rule:
Fieadly to Install

Complete

F
£
poa)l

ET o = |
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inte

o EE NEAEKERE) (15 SQL AR Windows §#:&), 167 [SQL AR EER, RiEE—
TF—%.

Database Engine C
Specify i jon security mode, adminis and data directories.
LEErzisy Server Configuration | Data Directories | FILESTREAM
License Terms i B )
- Specify the authentication mode and administrators for the Database Engine.
Microsoft Update Authentication Mode
o ©) Windows suthentication mode
Install Rules
jed Mode (SQL Server ication and Wing

Setup Role © b G2
Feature Selection Specify the password for the SQL Server system administrator (sa) account.
Feature Rules ===~ ‘
Instanice Configuration .

e e | ]
Database Engine Configuration Specify SQL Server administrators
Festure Configuration Rules INTELUNITEDEMO\admiinistrator (Administ SQL Server administrators
Ready to Instal have unrestricted access
Installation Progress tothe Database Engine.
Complete

<ok || Met> |[ cmca [[ hep

o MHREREMVE ARERE-TRE.
[ ssewmusw O

Ready to Install
.l
Product Key Ready to instal SQL Server 2014:
License Terms =
Global Rules Edtion: Enterprise
Microsoft Update Action: Install
= Prerequesites
Install Setup Files
= Already instalied:
jostlipotes Windows PowerShell 20
Setup Role Microsoft NET Framework 3.5
Feature Selection Microsoft NET Framework 40
MR & hb:mnldlwmmumo
Microsoft Visusl Studio 2010 Redistributables

fostence Conflgation Microsoft Visus! Studio 2010 Shell
Server Configuration = General Configuration
Databaze Engine Configuration = Festures
Feature Configuration Rules Database Engine Services
L M Tk Cobabin
Inulsion Erogum: = Instance configuration
Complete . l Inetanca Mame MSSOL “M.l

Configuration fle path:

[C\Progr )_153211C 8 i |

[ <me |[ s |[ camcd [ Hep |

o  EHRER, FMEAHELGHR.
= sasemuswe  L=[cHEN]

Complete
Your SQL Server 2014 installation completed successfully.

Product Key fon about the S2tup operation or possi o
e Feature Status
Siobu Rite © Management Tools - Complete Succeeded
Microsoft Update 2 Management Tools - Basic Succeeded
Install Setup Files b Database Engine Services Succeeded
Install Rules 1@ sQL Browser Succeeded
Setup Role SQL Wiiter 3 Succeeded
e SOL Client Connectivity Succeeded
Feature Rules
Instance Configuration Details:
Server Configuration \Viewing Product Documentation for SQL Server
Database Engine Configuration _ _
Faure Confguraton s | e oo Viewsr companecsunes the ol ary, ARG Ptaliog.
Ready to Install SQL Server, you can use the Help Library Manager component to download documentation to
Installation Progress lyour local computer. For more information, see Use Microsoft Books Online for SQL Server
Complate (<http://go microsoft com/filink/2LinkiD=299578>). T
Summary log file has been saved to the following location:
:\Program Files\Microsoft SQL Server\120\Setup Bootstrap
INF 20150629 153211.0¢
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intel,

33T DNS RFEECE%

BERPEXAEHEESEEDESHEMAARSEH, [/ DNS REKITEFARBMLE, SR ERFHE
ShHi%k (AMEZREHEADNS, EGITEABERTENRAERZEREFHIRHUALAMBUERELTE, &
LAk Ltk ER47
{3 F3 DNS RR7SEC8%FF, BERPIESIAF RS = 7E DNS ARFEEEH _uniteservice._tcp.example.com 86400 IN O
5 443 uniteserver.example.com &£ A _uniteservice._tcp RIARTS.
EEF Microsoft Windows #7#2 DNS AR75:28% -

o TE&EMIDNS {AfRZ L, BARL "DNS EEA) ,

o B TEM#ERERESE] (EEK).

o TERESLER-TERGR BEEEE THMrKek.

o MENMEREHER : PRIZRFLE (SRV), EEREEITDRK,

ERFBEA : _uniteservice
EERBERA : _tcp
EEBEIREA : 443
RELSHERBN T . SACERARBVERLTER P,

O O O O

New Resource Record -

Service Location (SRV)

Domain: l IntelUniteDemo.com |

Service: l _uniteservice v |

Protocol: l top v |

Prigrity: 0 ‘

Weight: 0

Port number: 443

Host offering this service:
INTELUNITE-INF.intelunitedemo.com

["] Allow any authenticated user to update all DNS records with the same
name, This setting applies only to DNS records for a new name.

[ ok J[ conca J[ neb

S8 : AT ERTE DNS {RIARAR LUE FREFIGRIGEHE R, FBRIELLT Microsoft E#F :
https://technet.microsoft.com/en-us/library/cc754941.aspx
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Bfté% B. ServerConfig.xml BI&i{Fl

ServerConfigxml fEER £ & £ Intel Unite EXEEMEE R PAEF A S IR U4 ARIZE . b xml #EREBERPIEF
FAF % EMTERRME D B4 : C:\Program Files (x86)\Intel\Intel Unite\Hub 1 C:\Program Files
(x86)\Intel\Intel Unite\Client,

EREBEEFRIEAMAFRFIHATE, RNEEETTERAS K LEZE Intel Unite EREERF F 2180 A 2B
SREF, WREEGZIRE,

E IR B RERIRE serverconfigxml #R, FRBEFRIERNEH KL ETHEER,

File Edit Format View Help

k‘xml version="1.8" encoding="utf-8"?> ~
<EnterpriseServerSettings>
<RunMode>Enterprise</RunMode>
<DefaultStandAloneValues>
<KeyValuePair>
<Key>AllowFileTransferc/Key>
<Value>True</Value>
</KeyValuePairs
<KeyValuePair>
<KeysFullScreenRoomMode</Key>
<Value>true</Value>
</KeyValuePair>

<KeyValuePair>
<Key>VerifyPluginCertificateHash</Key>
<Valuertrue</Value>

</KeyValuePair>

<KeyValuePair>
<Key>HubLockKeyboards /Key>

<Value>false</Values
</KeyValuePair>
<KeyValuePair>
<Key>FullScreenRoomModeShowPin</Key>
<Value>True</Value>
</KeyValuePair>
</DefaultStandAloneValues>
<Hosts>
<EnterpriseServerHost>
<ServerHost></Servertost>
<CertificatePublicKey></CertificatePublicKey>
</EnterpriseServerHost>
</Hostsy
</EnterpriseServerSettings>

H{AARER 2 ServerConfigxml ER, AlttERMEBEMESH DNS IRFF L.
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=

Bitg%k C. Intel Unite SRR AR - T2 4EBk

Intel Unite #X5E - T2 MIE

AETHIERAA Intel Unite FERREXNR &M, ERTE M AT OEDS R
1. 35IR PIN 75
2. B PING
3. FAtAERR
4. IRHEEE

T EBEE R A S (BE Intel vPro £iif) MERHEEMAEXMAREERARBZZTEEK PIN B, SH PIN
R 2 IHER

) ; ¥

Client A Enterprise Server
App Startup

Step1: PIN assignment - Clients request PIN from
Server, sends ClientCert hash, Client IP, Client Port,
Server returns PIN

J) NP Request
Every 5 Minutes

Step 2: PIN lookup -Client A enters Hub PIN to
connect.
Server returns Hub info to Client A

Step 3: Connection initiation— Client A negotiates
SSL connection with Hub. Verifies SSL certificate .
matches hash received from Server

Step 4: Connection approval - Client A sends é’;‘:zg‘ﬂm‘;
SHAZ256 (PIN + ClientCert(hub)) to Hub for approval Hash)
Hub verifies PIN & hash

Connection
established

SSL Encrypted Path
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E1% : IHIRPIN 1§

TEFERIEIR PIN IER0RIE. ZLBIET, FrAMEEANTE Web BRFE L LL SSL 0% (TCP 443),
fRTHK PINES, BRPEEAFKETHAREZFHLIFSENEANESE., AHSBETEERARE
RETHHEBEHZEF,

TR - AP (FB# Intel vPro Hiiff) BEETRHER) PIN BBIEIRIRIE th 2HERA,
test, EERIEE

e PIN IBEFHEIRAIFHE 2R E M,

o FTRHIERXAFIIEHEREFN 2K (127.0.0.0/8) & 169.254.0.0/16 #EXH IP fizilt,

o HBERAFHIBIPEILUERIREEZAM TCP EiEE, HEHEEANBPEEBRTRMELRTE.,
R EME R R ERHIEIREREE,

e PINTEZIHA%M 15 WARMDAER.

o PINBEZIHA®RM 5 NEBRTSHENIER, LIBHLERAE EEERS.

Step1: PIN assignment — Clients request ] E
PIN from Server, sends ClientCert hash, L
Client IP, Client Port, Server returns PIN —— '1
and configuration data
Enterprise Server
Client A

PIN assignment A: Client Info Emm—

Client A sends clientinfo (cert hash, IP, port) -

PIN assignment B:
Server randomly selects a row with ExpireTime in the
past. If no row is found, NULL is returned.

PIN assignment C:
Server puts Client info into PIN row. Sets Expire Time to
Now+5 minutes

PIN assignment D:

Server retuns newly assigned PIN, or NULL if no PIN is

available

SSL Encrypted Path
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intel.
2% EXPINGE

TEEEREEFRIZINAIEL PIN 85, £53K PIN iERBTIED, FAMEKEFISTE Web IRFE L LL SSL IN%
(TCP 443),

FREERFHBAERBZMN PIN B, AFEWZ PIN IBEXEAEMARE LEINGEREH., BERA
I, ERRZFEMERZBEZAMMNEREAN. BIZAILIEZHIT Intel Unite BEEMEE TR AP % (IBE
Intel vPro $fi).

BRTEREF, FRFEFENBEEZNAREE ZRAFIREREXENRSBENE R ERER -

AR ERPREAF IR PIN IER RN EHEEH -

Step 2: PIN lookup — User A enters Hub

pin to connect. {

Enterprise Server returns Hub client info M
to client A -

Client A

PIN lookup A:
Client A sends user entered PIN to Server

PIN lookup B:
Server queries database for PIN that is not
) 1290142
expired
PIN lookup C:
If PIN not found, request is logged for back off
(IP Address), back off applied

PIN lookup D:

Server returns client info, or NULL if PIN expired Client Info

S5L Encrypted Path

PIN fEEHBh B IhAE

AHREEREFRAMBER PIN 15, FIAXKBFOEETRH. EAEE 10 PAE 3 REAKKHHKSE,
ZRMERENLEINGE - BIERA 2/ FPHIIEE (x % 5 D ERKUBRE).

Intel Unite® BEIR A RICEEREIER 3.1.7 ik 78 /81



intel.
3% : Bt ER

TESERNEFHRER, AFEHEHEBR #4T Intel Unite SRESAIFERPIESL A P % (BE Intel vPro $1iT)) £
ITTCP BRI ERER, IiEs SSL XiE, BRRHUMNEBESEEHZRE, HEAFKES 2 DATKEIMHE
te#, HIEERSE A X AIAEEKREE, AFARS DHCP AP AT IP (it BEaE R

Step 3: Connection initiation— Client A
negotiates SSL connection with Hub.
Verifies SSL certificate matches hash
received from Server

Client A Enterprise Server

Connection approval A:
Client A sends connection request to Hub on
IP:Port received from Server AL

Connection approval B: SSL Handshake

Initiate SSL handshake (.NET SSLStream) SSL Handshake.

Connection approval C:
Client A compares Hub SSL certificate bl
against the Hub hash received from Server.

Connection approval D:
If hashes match SSL connection is good else c""ﬁg&
drop the connection.

SSL Enarypted Path
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Step 4: Connection approval - Client A
sends SHA256 (PIN + ClientCert(Hub)) to
Hub for approval ™

Client A Enterprise Server

Step 4: Connection approval - Client A sends
SHA256 (PIN + ClientCert(Hub)) to Hub for approval

Connection approval A:
Client A generates hash of Hub PIN and Hub
cert (retrieved from Server in step 2)

Connection approval B:

Client A sends hash to Hub Hub ve;:fier]s PIN &
as|

Connection approval C:
Hub checks hash for validity

Connection approval D:
If PIN and hash match, Client C approves
connection with client A

SSL Encrypted Path

Prompt for
Connection Accept if
set
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LR -
o #EIEHEFIERF dbo.spGetPinBackoffTime,
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Connect~ 3¢ 3d m [ E i

USE [UniteServer]
G0

ynonyms » ~ f***¥** Ohject: StoredProcedure [dbo].[spGetPinBackoffTime]
rogrammability SET ANSI_NULLS ON

1 Stored Procedures G0

1 (3 System Stored Procedures SET QUOTED_IDENTIFIER ON

: dbo.spAddClientMetaData ]

SIALTER PROCEDURE [dbo].[spGetPinBackoffTime]
-- Add the parameters for the stored procedure here
(@scurce nvarchar(255)
A5
=] BEGIN
-] ---- SET NOCOUNT ON added to prevent extra result sets from
---- interfering with SELECT statements.
--5ET NOCOUNT ONj
--declare @failCount int

: dbo.spAddClientProperty

: dbo.spAddHubToMeeting

- dbo.spAddMeeting

- dbo.spCheckPin

: dbo.spCleanMeetings

- dbo.spClearClientPropertie

: dbo.spCountsByDay

: dbo.spCountsByFQON

: dbo.spCountsByFQDNANd
dbo.spDeleteClient =
dbo.spDeleteClientMetaDa:

- dbo.spFQDNs

- dbo.spGetClientMetaData

- dbo.spGetClients

---- Insert statements for procedure here

--SET @failCount = @failCount - 5 --Free failures allowed

--if (@failCount > @)

- dbo.spGetMeetingHub -- begin

- dbo.spGetMeetingHubByFt -~ select POWER(2, @failCount)
: dbo.spGetMeetingHubProj -- end

- dbo.spGetMeetingHubsByl "ElSEI

: dbo.spGetMeetinglnformal -- begin

| £ dbo.spGetPin - Eislect @

: dbo.spGetProfile END

2 1 dhosnl oobdetric

Script Date:

9/29/2016 3:27:54 PM *¥¥**

--SELECT @failCount = count(*) from tblPinRequestlog where Sourceld = [@source and [Timestamp] > DATEA
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