Logging HP FutureSmart Printer Embedded Security Features
to HP ArcSight or Standard Syslog Servers
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Overview

This document describes how to configure HP printing devices to send Syslog messages for
security events to an HP ArcSight environment or a standard Syslog server. Also described are
instructions on how to install and configure a freeware Syslog server, “Kiwi Syslog Server”, for
testing purposes and proof of concept.
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Configure the Printing Device for Sending Syslog Security Events

1.
2.
3.

4.

Using Internet Explorer, Browse to the Printer IP address
Select the “Networking Tab”, then Select the “Advanced Tab” in TCP/IP Settings

Enter the Syslog server parameters as shown:

Hop Limit'WsD |3g |

TTL/SLP: 4 |

Syslog Server: | =Syslog server IP Addr= |

Syslog Protocol

Syslog Port (514 |

Syslog Maximum hMeszages: |1|:||:| |

Syslog Priority- [7 | (Use '2' to disable )
Enable CCC Logging

Select “Apply”

Configure HP Printing Devices for HP ArcSight notifications

HP FutureSmart printing devices can be configured to provide security event notification to
existing HP ArcSight environments. The printer’s Syslog security messages are sent to the HP
ArcSight SmartConnector, which converts standard Syslog messages to HP ArcSight Common
Event Format.

Steps to configure HP FutureSmart printers for HP ArcSight logging:

1.

3
4.
5
6

Ensure the customer has installed the HP Printing SmartConnector in the HP ArcSight
networking environment.

Note: The HP Printing SmartConnector is included at no cost and bundled with HP ArcSight.

Request the IP address of the HP ArcSight SmartConnector and Syslog Port from the
customer ArcSight administrator.

Configure the printers Syslog Server address with the IP address of the SmartConnector
Configure the printers Syslog Port if different from the default value of 512

Select the “Enable CCC Logging” checkbox to enable security logging events

Select Apply

Kiwi Syslog Server installation

The Kiwi Syslog server is available as a freeware syslog application for monitoring up to 5 devices.
This software can be use d to demo HP printing device security event messaging or for proof of
concept. Full versions are available for purchase that include advanced filtering and e-mail event
notification.

1.

Download the Kiwi Syslog Server from www.kiwisyslog.com/downloads

Note: Select “Kiwi Syslog Server — Free Edition” from “Free Products” section
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http://www.kiwisyslog.com/downloads

Run the Kiwi_Syslog_Server_Freeware.setup.exe file

Select “l Agree” to the Solarwinds license agreement

Select “Install Kiwi Syslog Server as an Application”, then Select Next
If required, Enter administrative user credentials, then Select Next
Select preferred program shortcuts, then Select Next

Verify Destination Folder

O N o o WD

Select Install

Configure the Kiwi Syslog Server to Monitor HP Printer Security Events
1. Open the Kiwi Syslog Server .
it
2. Select “File”, then “Setup”

Kiwi Syslog Server (Free Version 9.4)

Edit View Help
Setup Ctrl+P

Send test message to localhost Ctrl+T

3. Click on “Inputs” in the left Menu Tree

4. Enter the Printer IP Address in the address field and Select the “Add” button
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|E| Kiwi Syslog Server Setup

Ux@D BB 00

©  Inputs |niput options

(== =]

= Formatting
------ Custam file formats
‘e Custorn DB formats
= DNS Resalution
= ------ DMS Setup
‘oo DIMS Caching

b odifiers

Scripting

Dizplay

Appearance

E-mail
= Alarms
------ Min meszage count
------ M ax mezzage count
------ Dk =pace monitar

Beep on every mezsage received

UDP Input options
TCF Input options
~ SMMP Input options

Receive meszages from below [P addrezses:

16 . 88 . » . = Add Femove

...... TCP

------ Secure TCP

------ SHMP

------ F.eep-alive
Test meszage
DefaultzAmport /E xport
Product Lpdates

|

Only & mezzage zources are allowed in Free version of Spzlad

Get unlimited inputs in the icenzed verzion. »>> Buy Mow

1

| Hep || ok || Cancel || sppb |

5. Click on “UDP” in the left Menu Tree

6. Select the “Listen for UDP Syslog messages” checkbox

7. Enter “514” in the UDP Port field
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8. Select “OK”

|£| Kiwi Syslog Server Setup
xXohd oo

w uUpP

= Farmatting

Custom file formats
Cuztom DB formats

= DMS Resolution
DS Setup
OMS Caching

M odifiers
Scripting

Digplay

Appearance

E-mail
= Alarms

Min message count
kax meszzage count
Dizk zpace manitar

Meszage queus monitor

= lnnnts

ILF

Secure TCP

Lizten for UDP Syzlog messages
UDP Port [1 - BRS35): 514

Bind to address:

Data encoding: A5 -

m

Monitor Kiwi Syslog Server console for security events

Open the Kiwi Syslog Server console and review any captured security logging entries

=]e e

UDP input options

Kiwi Syslog Server (Free Version 9.4)
File Edit Miew Help

B4 A (R [Displa}- 00 [Default)

)

Date I Time | Priority I Hosztname I Meszsage
05-22-2015 12:55:46 Lpr.Alert 15.198.101.6 printer: Memory Anomaly Detected. The system has encountered memory corruption.
05-22-2015 12:5551 Lpr.Alert 15.198.101.6 printer: Firmware Verification Error: 05
05-22-2015 12:59:54 Lpr.Alent 15.198.101.6 printer: Bios Verification Error: 32
05-22-2015 12:55:57 Lpr.Alert 15.198.101.6 printer: Memory Anomaly Detected. The system has encountered memory coruption.

m
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These issues are only seen on full solution CD or Downloaded drivers packages with self-installing drivers
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