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"ErrorActionPreference = "Stop$
'path = 'C:\test keys$

nn_ ekpw$

wno _ Ska$

Get-HPSecurePlatformState

} try
'Write-host 'Provisioning Endorsement Key
p = New-HPSecurePlatformEndorsementKeyProvisioningPayloads$
EndorsementKeyPassword S$Sekpw-
"EndorsementKeyFile "$path\kek.pfx-

p | Set-HPSecurePLatformPayloads$

Start-Sleep -Seconds 3

'Write-host 'Provisioning signing key

p = New-HPSecurePlatformSigningKeyProvisioningPayloads$
EndorsementKeyPassword Sekpw-
"EndorsementKeyFile "S$path\kek.pfx-
"SigningKeyFile "S$path\sk.pfx-

p | Set-HPSecurePLatformPayload$

p = New-HPSureRecoverImageConfigurationPayload$

3



SigningKeyPassword $skpw-

"SigningKeyFile "S$path\sk.pfx-

Image 0OS-

"ImageKeyFile "$path\os.pfx-

username test -password test-

"url "http://www.hp.com/custom/image.mft—

p | Set-HPSecurePLatformPayloads$

p = New-HPSureRecoverImageConfigurationPayload$
SigningKeyPassword S$skpw-
"SigningKeyFile "S$path\sk.pfx-
Image agent-
"ImageKeyFile "S$path\re.pfx-
username test -password test-
"url "http://www.hp.com/pub/pcbios/CPR-

p | Set-HPSecurePLatformPayloads$

p = New-HPSureRecoverSchedulePayloads$
SigningKeyPassword $skpw-
"SigningKeyFile "S$path\sk.pfx-
DayOfWeek Sunday,EveryWeek -Hour 13 -Minute 27 -WindowSize 30-

p | Set-HPSecurePlatformPayloads$

p = New-HPSureRecoverConfigurationPayloads$
SigningKeyPassword $skpw-
"SigningKeyFile "S$path\sk.pfx-
OSImageFlags NetworkBasedRecovery-
AgentFlags DRDVD-

p | Set-HPSecurePlatformPayloads$

Get-HPSureRecoverState -all
Get-HPSecurePlatformState

{
} finally

'Write-Host 'Deprovisioning Sure Recover

I HP Client Management Script Library (CMSL) plasiwl € Juasll



Start-Sleep -Seconds 3

p = New-HPSureRecoverDeprovisionPayload$
SigningKeyPassword S$skpw-
"SigningKeyFile "$path\sk.pfx-

p | Set-HPSecurePlatformPayload$

Start-Sleep -Seconds 3

'Write-host 'Deprovisioning P21

p = New-HPSecurePlatformDeprovisioningPayloads$
verbose-
EndorsementKeyPassword S$Spw-
"EndorsementKeyFile "$Path\kek.pfx-

p | Set-HPSecurePlatformPayload$

':Write-Host 'Final secure platform state

Get-HPSecurePlatformState

OpenSSL ol Suiwb dixe 2 lido sLisl
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set OPENSSL CONF=<path>\openssl.cnf

L) LSy dxdee yixdd CA soled sbLas) #

openssl req -sha256 -nodes -x509 -newkey rsa:2048 -keyout ca.key -out
ca.crt -subj

“C=US/ST=State/L=City/0O=Company/0OU=0rg/CN=www.example.com/"

;\_;”_u.\_;”_ﬁ)) 4985 Liaw 8o Lgd ¢L4.7.\_31 #

openssl req -sha256 -nodes -newkey rsa:2048 -keyout kek.key -out kek.csr -
subj

“C=US/ST=State/L=City/0O=Company/0OU=0rg/CN=www.example.com/"

openssl x509 -reg -sha256 -in kek.csr -CA ca.crt -CAkey ca.key -
CAcreateserial -out kek.crt

0penSSL plaseiwl dise o lido sLis]
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openssl pkcsl2 -inkey kek.key -in kek.crt -export -out kek.pfx -CSP
:"Microsoft Enhanced RSA and AES Cryptographic Provider" -passout pass

ol oS zabe s 2 Lsiie s Lis| #

openssl req -sha256 -nodes -newkey rsa:2048 -keyout sk.key -out sk.csr -
“subj "/C=US/ST=State/L=City/0O=Company/0OU=0rg/CN=www.example.com

openssl x509 -req -sha256 -in sk.csr -CA ca.crt -CAkey ca.key -
CAcreateserial -out sk.crt

openssl pkcsl2 -inkey sk.key -in sk.crt -export -out sk.pfx -CSP
:"Microsoft Enhanced RSA and AES Cryptographic Provider" -passout pass

openssl pkcsl2 -in sk.pfx -clcerts -nokeys -out sk public.pem -passin
:pass

8yg0 gabed pLlids s Lis| #

openssl req -sha256 -nodes -newkey rsa:2048 -keyout os.key -out os.csr -
“subj "/C=US/ST=State/L=City/0O=Company/0U=0rg/CN=www.example.com

openssl x509 -req -sha256 -in os.csr -CA ca.crt -CAkey ca.key -
CAcreateserial -out os.crt

openssl pkcsl2 -inkey os.key -in os.crt -export -out os.pfx -CSP
:"Microsoft Enhanced RSA and AES Cryptographic Provider" -passout pass

Wl o3l olaseiawly 8 gl ol @ad95 Clisioy

openssl dgst -sha256 -sign os.key -out image.sig image.mft

JuSs andsl e Uiio sLas| #

openssl req -sha256 -nodes -newkey rsa:2048 -keyout re.key -out re.csr -
“subj "/C=US/ST=State/L=City/O=Company/0U=0rg/CN=www.example.com

openssl x509 -reg -sha256 -in re.csr -CA ca.crt -CAkey ca.key -
CAcreateserial -out re.crt

openssl pkcsl2 -inkey re.key -in re.crt -export -out re.pfx -CSP
:"Microsoft Enhanced RSA and AES Cryptographic Provider" -passout pass

(Ul o3l eladeiwly JuSy 0l @ades Loy
openssl dgst -sha256 -sign re.key -out agent.sig agent.mft
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HP Client Management (% Get-HPFirmwareAuditLog elasiwl "Coldl geolipdl (32185 Joew” slyiwl distoy

HP Secure Platform uls_,p.o &3 .http://www.hp.com/go/clientmanagement (sJ.c _,sngI Script Library
doest | yuiin Lo ULl JB> 9 "Olas>3L duolil jgol" (J]142 41 g 40 ‘olstbManagement Event
obudl lo d.)_).u 9 Sure Recover ,Jms Jl U\Jl.dl Joeuwdl B3| i (JUedl o (e Sure Recover ub.Lo.c
5JU dword de.d Lgsl (ale yunss Of sy J100:30:F1:c3 :0LLuIg event_id 42 I%EN] 8o udgill ol
.0xC3F13000 = MftOrSigDownloadFailed

message number: 0

severity: Info

system state at event: S0

source id: HP Secure Platform Management
event id: 42

timestamp is exact: 1

timestamp: 5/27/2019 2:44:18 PM

description: The platform OS recovery process failed to complete
.successfully

data: 00:30:f1:c3

:Jled!l o (e :00:00:00:00 : UL 41 = Su> L.é}m AU slsyiwl dadoc Hglas
Event Specific Codes

Success = 0x00000000
CatalogbDownloadFailed = 0xC3F11000
message number: 0

severity: Info

system state at event: SO

source id: HP Secure Platform Management
event id: 41

timestamp is exact: 1

timestamp: 5/27/2019 2:55:41 PM

description: The platform OS recovery process failed to complete
.successfully

data: 00:00:00:00

I Slas3L dupll jeapl HP Sure Recover sy

Elas3L duolel jg0,)l T-1 Jgas

Szl 3w, Szl uog
0xC3F11000 CatalogDownloadFailed
0xC3F12000 SignatureDownloadFailed
0xC3F13000 MftOrSigbownloadFailed

IV lg>oly S Liedl Ll 1 goeloll
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(2433) Sla>3L dup Bl 590, T-1 Jga>

Sazl je,) Szl duog
0xC3F14000 FtpHttpDownloadFailed
0xC3F15000 AwsDownloadFailed
0xC3F16000 AwsDownloadUnattendedFailed
0xC3F17000 UnableToConnectToNetwork
0xC3F21000 CatalogNotAuthenticated
0xC3F22000 FtpHttpDownloadHashFailed
0xC3F23000 ManifestDoesNotAuthenticate
0xC3F31000 CatalogVersionMismatch
0xC3F32000 CatalogLoadFailed
0xC3F33000 OsDvdDidNotResolvedToOneComponent
0xC3F34000 DriversDvdDidNotResolvedToOneComponent
0xC3F41000 ManifestFileEmptyOrInvalid
0xC3F42000 ListedFileInManifestNotFound
0xC3F51000 FailedToInstallDrivers
0xC3F52000 FailedToApplyWimImage
0xC3F53000 FailedToRegisterWimCallback
0xC3F54000 FailedToCreateDismProcess
0xC3F55000 BcdbootFailed
0xC3F56000 NoSuitableDiskFound
0xC3F57000 PartitoningFailed
0xC3F58000 DiskLayoutCreationFailed
0xC3FF1000 UnexpectedProblemWithConfigJson
0xC3FF2000 SureRecoverJsonParsingFailed
0xC3FF3000 RebootRequestFailed
0xC3FF4000 UnableToReadConfigFile
0xC3FF5000 FailedToDetectWindowsPE
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