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1 (ERAAI)

HP Sure Recover A IR BIIMNE LS MBZRIFERS, RAEBREMAELVEARRE, BA HPSure
Recover with Embedded Reimaging BY & 414 XM R 688 B H TR R,

¥ #i2: 7E6EF HP Sure Recover 28, IBEMENMIE. EAMGHESSMEAMBNE, MNSE
FHEER

HP 2RV S MG B 1E B ZRAY Windows 10° £ F2R5. HP Sure Recover AIiEIR A HP G R 2 &ML
RENERF, HP RS RRIXE S Windows 10 MiFHHEIBURIIRE K IE ( LL%0 OneDrive) . AFAUEIEBECS
HEEXBE, LURNAERE. NARER., RNERFMBERECE,

RIERR 05) MERBTRTRZREMEMGAMLR/NER, HP RUNMEAETURTERLR,
MoK, BAMCARFRERGRREBFILS, BT HP IRERELIT hp.com, BREES Internet
IERZ BRI, BRFRALIMANENRG. 2ATTEHMAREREE HPIMERE, HHWEER
RNMREAREREEXRERE,

MBHARIRMERS, ETILARBE HP Sure Recover, BRI LAIZIHXI3E1T HP Sure Recover, FIAN9 7T i
RELZCHEREE M, @I HP Client Security Manager (CSM), Manageability Integration Kit (MIK) B HP
Client Management Script Library, 3XLEigBHITEE,

MITMSEIRE
B it: BERERSINRE, EXREREEEE, HP BINTEMER HP Sure Recover 2B, SHEBMX{E,
#wiE, BR, 0FE, NaEXHUR.
1. RBEPRARAZEZZIRILIAR HTTP 3 FTP & AN,
2. ENMBDEPRASL, £ HP BIRHIMATR 11,
3. EBRMARAKER.

W17 AR IR E) B} MR 2

MEBFPREAAXZSFHRADNENMG, MEBENARNRKEPER TG TEHEDR, NREGEE
HHNETHIAEZEFRRAR, SRETHIEZERPRAAR, EMRMZE, IWRBEEHEIEI Embedded
Reimaging %12 &

E{# M Embedded Reimaging F#i& & EFRGNIT RIS, BHATATRIE:
1. EMBENEPRAS, 7 HP HIRHIMATR 11,
2. EFEMRIBIEERER.

B A Embedded Reimaging AR B E T#HitH, HFERTHABEEEHR, TERES3ITER
F HP Client Security Manager A9 HP Sure Recover &1, TNAITE MIK F#{TERCE, BX MIK RIERR
BB, &% https://www.hp.com/go/clientmanagement,

R LB RIESS, BAESHE SR_AED £ X, HIRGEEHIE SR_IMAGE B X, AE, EAILUE
F3 HP Client Management Script Library ZiXAR$ZEH, =1 BIOS NE TXERRIENE, HEHEIE
AR EFRRFBEES.

mITMERE 1


https://www.hp.com/go/clientmanagement

2 GIERAFAMREG

AZ A TER Microsoft SBE T E. Windows 10 E IS E T E A ERNERME, £ Windows
Imaging (WIM) X418 0 7Z 1 A 4 pk B S IR RIS

2K
e  Windows 10 I{& #1588 T B (Windows ADK) Y& HTAR 7R
e  PowerShell
o OpenSSL ( B Eth A FERL RSA FA AR/ AHBRATHIBRER)
FIF 4 RE RSA BEARY, UMRIPEEIZMEEN L DRGRTEL,
o [RSBV|IEEMARSLR (HAN Microsoft Internet {5 2ARSZ[N1S])

el FE

ERMRGRIBHE R, RREUTERMT, WIFRAHRTRE, ANBERRMBIANR
%, NmALERGMIFES:

1. MUEBEBABMITH Deployment and Imaging Tools Environment MERTA (5
Windows ADK RUBREBTE—RZEK ) .

2. fEANTHS, AENRGEZIGATXE:
mkdir C:\staging

3. ERANTRAZ—EIERE:
% 2 mAYTHI 1: ETF Microsoft Windows &A% 6l E AR5
F4TIHmA 2. ETFSEZACNEREK

76 1: EF Microsoft Windows 72 3% I {5: 61 &2 Mk {5

1.  ZEIFFTF Microsoft Windows LM% ( 5K H Microsoft 1SO 8% HP 0SDVD ) .
2. (FEHLT&HE, B installwim XM B ZER Windows Z 5 IR{G & Fl 2l 15 A X 13§ :

robocopy <M:>\sources C:\staging install.wim

BY it <u:> RIECREMNINSE, BiRHERNENSZS,

3. EANUT®HZ, #installwim EMBZAMGEXHER (ANRFIPA “my-image” ) :

ren C:\staging\install.wim <my-image>.wim

( AJ3i% ) HP Sure Recover B FRIBH 53 HP BIinR A RAIXEIFATHI Windows FRAR, NEBE

SIS ERRANRIINEE, MRIEMRS T RS, INEIENTREER. MRER Windows &
RIS SKE HP OSDVD &, NZRTEEEEZHRAMEGR, MRABEITH, AFERRENMAE
BinAGEBERRE—SERE, WEREERARZRBEPNE—1ERS

F2E IELARK



4.

5.

EALT®HS, HERRRENIAS:

dism /Get-ImageInfo /ImageFile:C:\staging\<my-image>.wim

THETRTRAXFATRAE (ERE\ESPBERZELN BIOS #HITRE ) NLRMRENTHIRL:

MEFAER: my-image.wim

&3l 1

B: CoreSingleLanguage

#A: windows 10 May 2019 Update - Home Single Language Edition

AV 19,512,500, 682 bytes

#al: 2
BIR: core
k. windows 10 May 2019 Update - Home edition

Av: 19,512,500,682 bytes

=3l: 3
BFR: Professional
fiA: windows 10 May 2019 Update- Professional Update

Av: 19.758,019,520 bytes

#3al: 4
BH#: ProfessionalEducation
HiR: windows 10 May 2019 Update - Professional Education edition

A/\: 19,758,019,480 bytes

#al: 5
BFR: ProfessionalWorkstation
#iR: windows 10 May 2019 Update - Professional Workstation edition

A/\: 19,758,023,576 bytes

B it AE—1 &SI, BMEBETRE, TieHSHENLA. REXHTESLMRZAEA,

MRARESRAGTH, BERHREFABENS IR,

MTHIFT, MREABETWR (RRMEEGAAIEREITT) , BEMERKESIS. 4. 2/
1. SHEMRRSIE, RIESHIRITENRSE, Blt, MZRBARSESENES TR
R&ESl, SRMERE, 11T Get-ImageInfo MLBMMIAER TREMBRW TSI,

dism /Delete-Image /ImageFile:C:\staging\my-image.wim /Index:5

dism /Delete-Image /ImageFile:C:\staging\my-image.wim /Index:4

BIEMRE
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4

6.

1.

2.
3.

dism /Delete-Image /ImageFile:C:\staging\my-image.wim /Index:2

dism /Delete-Image /ImageFile:C:\staging\my-image.wim /Index:1

POERFZRAN— PR3 (ERFAPATIUR) . RE-1RSIN, REFATIRE, TiEHS
M2 L. FER, BT WM TRRELMASACHITERNGL, REXHTES MR ZE
EX,

(FIiE) MREFELATMERGPEIENER, BRETRERIEE:
a. FEANTHE, BREZRI=ZXXM4HKH:
mkdir C:\staging\mount

dism /Mount-Wim /WimFile:C:\staging\my-image.wim /MountDir:C:
\staging\mount /Index:1

b. AXFHIBEIRREAZEMNAI HP Windows 10 IXEIFERE DVD (DRDVD), EAIUT®S, BIKzED
BEFEFXHENELZENIEDERNRE GBI X5 :

robocopy /E <M:>\SWSETUP\DRV C:\staging\mount\SWSETUP\DRV

BY i <u:> RIECRENIRNSE, BiRNERNENSEE,

B ELAth inf B ICAYIRENFZ R BTE C:\staging\mount\SWSETUP\DRV X4 £ T, BIaEEBSTE
M, &K HP Sure Recover AIER dism /Add-Driver /Recurse ERFLIBUILRNBAINR
AB, BESRMUTEBPRRN “FIRNERFRIMEB Windows BRERFI IR AR Windows BRE& R
RYIRENFERS” : https://docs.microsoft.com/en-us/windows-hardware/manufacture/desktop/
add-and-remove-drivers-to-an-offline-windows-image.

AR FFREIBTRARFR exe HVIEMRRF.
¢ ERANUTHS, REERHDHMRE:

dism /Unmount-Wim /MountDir:C:\staging\mount /Commit
FRREBRXMHR: C\staging\my-image.wim,
d. ®%ZEZE 5 THRZRE,

mfl2: BEFSERGRUEMREG

I A B 5NAY USB WinPE R,

i FIRRERAVEM AR TE ADK X AR,
R USB IBmNER B BB T AZRREFHMNBSEZARIKAKRE.

ESZR% LEIBEME,
BiZ{E USB WInPE NMRB T 8E A AR E&R, SAREA DISM,

B iE: <u:> 235 USB MR, BRNEBNBNEE,

BRERE, BEXHEM “my-image” BBD UK <my-image> HiR,

dism /Capture-Image /ImageFile:<U:><\my-image>.wim /CaptureDir:C:\ /
Name:<My Image>

FERANTHS, BREMN usB EFIEI TERRARIIRES XI:

robocopy <U:>\ C:\staging <my-image>.wim

F2E IELARK


https://docs.microsoft.com/en-us/windows-hardware/manufacture/desktop/add-and-remove-drivers-to-an-offline-windows-image
https://docs.microsoft.com/en-us/windows-hardware/manufacture/desktop/add-and-remove-drivers-to-an-offline-windows-image

RN A RS A TG X4 C:\staging\my-image.wim,
5. ®ZEFE S TTHIFD A,

o R&

HP BIWEERIUT AL, BREFSEBDIXYE, DRERNETHTRENE:

dism /Split-Image /ImageFile:C:\staging\<my-image>.wim /SwmFile:C:\staging
\<my-image>.swm /FileSize:64

BY i%: RmH FileSize BAINKTT, AENLERHTHE.
B i: BT DISMIRDEARRIMER, £RAY SWM XHRIEENF A FHEERIXHF KRN,

HERE

BEBXHBRVEENAFFTIRFRIC (BOM) Y UTF-8,

A UERENTERRERRNERXMHS (custommft), BEREFEXRT RS .mft#l sig, MEBENX
HHEAXHIXGBE D B ALE, FIa0, EATREZEREX (custom.mft, custom.sig) E L/

(myimage.mft, myimage.sig),

mft_version JAFHEMRGHRBI, HRALIIZEN 1,

image_version ARAFRERBFEEMNATAMMBMRA, HiHLRZEIBRE,

X MEBUAZENTS 16 UBH, MARPNTARALAR \r\n’ (CR + LF),

ERER

BT HFDREATELE RSN, FULER powershell BIZRERLB R,
HAMBLREPW A C\staging XHRHPHT,

CD /D C:\staging

1. EANTHS, BETERXAXM (AT H BOM K UTF-8) HI%IESR, EIE powershell H

AR: notepad C:\staging\generate-manifest.psl

EUZLATRIZN:

SmftFilename = "custom.mft"

$imageVersion = 1907 (GER: XAIPAREE 16 I E#)

Sheader = "mft version=1, image version=S$imageVersion"
Out-File -Encoding UTF8 -FilePath $mftFilename -InputObject S$header

SswmFiles = Get-ChildItem "."-Filter "*.swm"

SToNatural = { [regex]::Replace($ , '\d*\....$',

{ $Sargs[0].Value.PadLeft (50) }) }

SpathToManifest = (Resolve-Path ".").Path

R BRE



Stotal = $swmFiles.count

Scurrent = 1

SswmFiles | Sort-Object $ToNatural | ForEach-Object {
Write-Progress
-Activity "Generating manifest"
-Status "S$current of $total (S )"

-PercentComplete (S$current / S$total * 100)

$hashObject = Get-FileHash -Algorithm SHA256 -Path $ .FullName

$fileHash = S$hashObject.Hash.ToLower ()

$filePath = $hashObject.Path.Replace ($pathToManifest + '\', '')
$fileSize = (Get-Item $ .FullName).length

SmanifestContent = "$fileHash $filePath $fileSize"

Out-File -Encoding utf8 -FilePath S$mftFilename -InputObject
SmanifestContent -Append

Scurrent = S$Scurrent + 1

}

BY 3%: HP Sure Recover KI5 TNEEE S BOM, EILINTHLTH XM S A BOM B UTF-8,

Scontent = Get-Content S$mftFilename
Sencoding = New-Object System.Text.UTF8Encoding S$False

[System.IO.File]::WriteAllLines ($SpathToManifest + '\' + SmftFilename,
Scontent, S$encoding)

2. REBK,
3. PUATHIZAN,

powershell .\generate-manifest.psl

ERFRER

Sure Recover A INE X F IIFIBANREGR, U TBIER X.509 PEM &L IFAA R/ A H B AT

(PEMYBR) . RIBEERAEHS, AFEH DER Zi#FI5EP (.CERZ,.CRTH B ) . BASE-64 fRi3
PEMIEP (.CERZK.CRTH BH ) T PKCS1 PEM X (.PEMYT BE ) . & BIAER OpenSSL, BRI
EHANRBRANES, BTNERTALARENFRHTES, B2 BIOS IRANZIFNiRIGUAY

8.

6 H2E IEARME



1. FERNTHE, £—1 2048 {ifY RSA FAA R, MNREEEE pem #EILRY 2048 il RSA FAA
$H/IAHEAN, IBBEEH T C\staging, ARHEILE 3,

openssl genrsa -out my-recovery-private.pem 2048

2. EANTHE, NAABBRERAHESR (MREVHTFHABPNPEMBAAHEN, BHH

S #HEl C:\staging ) :
openssl rsa -in my-recovery-private.pem -pubout -out my-recovery-
public.pem

3. (EANT®HS, RIFELRE 182048 I RSAFAAEH, BIB—PERXMH (EBET sha2se BIE
w):

openssl dgst -sha256 -sign my-recovery-private.pem -out custom.sig
custom.mft

4. EFANTHS, FRL—SRPNAHENR, WIEEHXH:

openssl dgst -sha256 -verify my-recovery-public.pem -signature
custom.sig custom.mft

o WMREARBIB-NEBIXXH, WBFRTER 1M 3,

e ¥ F HP Sure Recover, ELWHHITER 1. 2F 13, BEBLB 2N AHBAREEBFRER
%,

o BRANUELRE, EEWERTHZER, NERIEESE XHMERXHE.

FEXH

EIERARSSER £, FEEREB C\staging XHRAIA T X4
e  *swm

o custommft (RBAFEXMHIEFHINHESR )

o custom.sig ( ERRAEE XHERNLEXHS )

9
S

B % MBREE IS BERERRAR, WAFREMMERBNESUTT ERS, 2WREN

“application/octet-stream:”

e .mft
e .sig

e .swm
e .wim

iBERTRE

@8 LA{E F HP Client Management Script Library, HP Client Security Manager (CSM)/Sure Recover B
Manageability Integration Kit (MIK) (https://www.hp.com/go/clientmanagement) SREC & BAR & %

EEXH


https://www.hp.com/go/clientmanagement

RUELKBEENNTER:
1. E—ERoIEERYEE X HRY URL Mk (http://your_server.domain/path/custom.mft)
2. BTFRIEERCIBZZNHNAREE (570 C:\staging\my-recovery-public.pem ) o

Al P HE B

MRNREBXREEXMEHBRZEMTRMAER, BERENTRS:

1. BRGAZATH BOM K UTF-8,

2. HMEXHRA,

3. MARRACEELAHER, MEZAHBRHSAERTBERHTESNIARBE R,
4. NS PRS5EE mime REWTZE application/octet-streams

5. BARANXHBECHEE, NEPRAZNAEEESNEGNR LEARNTEREI. %EE
HIEXNHED R RHIRBREFREZ.

8 FE2E I ARG



3 HTELAEMARER{ER HP Sure Recover {12

HP Sure Recover fAIBATHEE TR U Intranet A1, %3 HP Sure Recover SoftPaq ZJ&, 4§ HP Sure Recover
RIEEZPHIREXH, NREUBEHEHTTPEFTP o4k R, ARG, EFHIPKSRIURLIIBA
hpsr agent public key.pem R HP A HEH, WEFPIRAAHTRE, ZAHLEHS HP Sure
Recover {41 SoftPaq —#2 9 &,

%% HP Sure Recover {{IE
1. T# HP Sure Recover ({IR, ABIENHIRENE HTTPEL FTP B & =,
2. fEDER, BEEHHNXHNIR.
3. WREEH Internet FRHRSS (11S), BHIWPAT XU, €U “application/octet-stream” RY

MIME 222 :
[ ]

e .wim
e .swm
o .mft

e .sig

o efi

o sdi

7 i0ic: I\ TH B T SCCM B2 Sure Recover H755%, X N{T{EMA HP Client Management
Script Library B2 & Sure Recover BRI/, 588 5 11 51AYEF HP Client Management Script
Library (CMSL),

4. [BEhSccM, SfiEl HP Client Security Suite, #Af5i%#E “HP Sure Recover” TiM,

B it: 9%S URLES fip 3 http fERMERNN. CEBE, MEPIRRKIMES HP Sure Recover
RIEESFRENSLEARNRERRE., ZBEHIEXAESRRNTERTFRE,

5. AFEMR@EEoP, EEREAFRED, Nl AREBEENXR 0S &, 3§ 1T EEAIRMAY URL
BABRBAIE URLNIE, BAHBH hpsr agent public key.pem BINBRRIBIEFER,

BY i%: BENME URL KB SMESEX4S,

6. HTEMERENS, BEFEAFED, UMEAAEXMEREBYRAQAFAS LRI HP MERE, BT
BEGRMA URLANIEMIE URLBINE, RAH-EH hpsr _agent public key.pem#IA
{CIRISIE BN F R

B i: WAREE URL PIMARIBE RG4S, ER BI0S EREEME A recovery.mft,

223t HP Sure Recover (X182 9



7. RRBHBIEPRZALR, ENRDZERER.

8. WikREME, ZFARTEEAN 4MURTEAME, PASSH HP Sure Recover i#liE. BXBSFMAG
B, 153608 hp.com, Fi¥ZE HP Manageability Integration Kit (MIK) for Microsoft System Center
Manager HEH,

HP Sure Recover BB INTER G, 1ZRIEN R B EX URL ¥ B < 1E HP Sure Recover BIOS i B K 8
/A,

ERIABUERID, BEMBITEN, HE HP HIrH IR 10, KIXIEREBSR. HP Sure Recover,
Pk S {CIB LA K URL,

10 ZE3E T ANIERMER HP Sure Recover f{IE



4 {#F HP Client Management Script Library
(CMSL)

HP Client Management Script Library # ¥ #&{EF PowerShell 12 HP Sure Recover &8, TEHI RN
BRTUNMWESE, BERS. EEEFBUEEE HP Sure Recover,

B i BAASLOBH T MEETRE, EXANSTHEIHA.

SErrorActionPreference = "Stop"
$path = 'C:\test keys'

$ekpw — nn

$Skpw — nn

Get-HPSecurePlatformState

try {
Write-host 'Provisioning Endorsement Key'
Sp = New-HPSecurePlatformEndorsementKeyProvisioningPayload
-EndorsementKeyPassword S$ekpw
-EndorsementKeyFile "S$path\kek.pfx"

Sp | Set-HPSecurePLatformPayload

Start-Sleep -Seconds 3

Write-host 'Provisioning signing key'

Sp = New-HPSecurePlatformSigningKeyProvisioningPayload
-EndorsementKeyPassword Sekpw
-EndorsementKeyFile "S$path\kek.pfx"
-SigningKeyFile "S$path\sk.pfx"

Sp | Set-HPSecurePLatformPayload



$p = New-HPSureRecoverImageConfigurationPayload
-SigningKeyPassword $skpw
-SigningKeyFile "S$path\sk.pfx"
—-Image OS
-ImageKeyFile "S$path\os.pfx"
-username test -password test
-url "http://www.hp.com/custom/image.mft"

Sp | Set-HPSecurePLatformPayload

Sp = New-HPSureRecoverImageConfigurationPayload
-SigningKeyPassword S$skpw
-SigningKeyFile "S$path\sk.pfx"
-Image agent
-ImageKeyFile "S$path\re.pfx"
-username test -password test
-url "http://www.hp.com/pub/pcbios/CPR"

Sp | Set-HPSecurePLatformPayload

Sp = New-HPSureRecoverSchedulePayload
-SigningKeyPassword S$skpw
-SigningKeyFile "S$path\sk.pfx"
-DayOfWeek Sunday,EveryWeek -Hour 13 -Minute 27 -WindowSize 30

Sp | Set-HPSecurePlatformPayload

Sp = New-HPSureRecoverConfigurationPayload
-SigningKeyPassword S$skpw
-SigningKeyFile "S$path\sk.pfx"
-OSImageFlags NetworkBasedRecovery
-AgentFlags DRDVD

Sp | Set-HPSecurePlatformPayload

Get-HPSureRecoverState -all

12 5 4F {EF HP Client Management Script Library (CMSL)



Get-HPSecurePlatformState

}

finally {
Write-Host 'Deprovisioning Sure Recover'
Start-Sleep -Seconds 3
$p = New-HPSureRecoverDeprovisionPayload
-SigningKeyPassword $skpw
-SigningKeyFile "Spath\sk.pfx"

Sp | Set-HPSecurePlatformPayload

Start-Sleep -Seconds 3

Write-host 'Deprovisioning P21'

Sp = New-HPSecurePlatformDeprovisioningPayload
-verbose
-EndorsementKeyPassword Spw
-EndorsementKeyFile "S$Path\kek.pfx"

Sp | Set-HPSecurePlatformPayload

Write-Host 'Final secure platform state:'

Get-HPSecurePlatformState

{53 OpenSSL & Bk 77l &2 £5

BIWNABHEHEZSNMUE, AHBAEATRTE, MAYAEESHEREM, XLERANKEY
A 2048 i, MBw{ER 0x10001 RUIEH., ASALRMEXEESRTHAHDERE,

EREREZR, RRREUTHRESE:
set OPENSSL CONF=<path>\openssl.cnf

# Create a self-signed root CA certificate for testing

openssl req -sha256 -nodes -x509 -newkey rsa:2048 -keyout ca.key -out
ca.crt -subj

"/C=US/ST=State/L=City/O=Company/0OU=0rg/CN=www.example.com “

{# /3 OpenSSL 4 B 5 25 4A

13



# Create a key endorsement certificate

openssl req -sha256 -nodes -newkey rsa:2048 -keyout kek.key -out kek.csr -
subj

"/C=US/ST=State/L=City/O=Company/0U=0rg/CN=www.example.com “

openssl x509 -req -sha256 -in kek.csr -CA ca.crt -CAkey ca.key -
CAcreateserial -out kek.crt

openssl pkcsl2 -inkey kek.key -in kek.crt -export -out kek.pfx -CSP
"Microsoft Enhanced RSA and AES Cryptographic Provider" -passout pass:

# Create a command signing key

openssl req -sha256 -nodes -newkey rsa:2048 -keyout sk.key -out sk.csr -
subj "/C=US/ST=State/L=City/O=Company/0U=0rg/CN=www.example.com “

openssl x509 -req -sha256 -in sk.csr -CA ca.crt -CAkey ca.key -
CAcreateserial -out sk.crt

openssl pkcsl2 -inkey sk.key -in sk.crt -export -out sk.pfx -CSP
"Microsoft Enhanced RSA and AES Cryptographic Provider" -passout pass:

openssl pkcsl2 -in sk.pfx -clcerts -nokeys -out sk public.pem -passin
pass:

# Create an image signing key

openssl req -sha256 -nodes -newkey rsa:2048 -keyout os.key -out os.csr -
subj "/C=US/ST=State/L=City/O=Company/0U=0rg/CN=www.example.com “

openssl x509 -req -sha256 -in os.csr -CA ca.crt -CAkey ca.key -
CAcreateserial -out os.crt

openssl pkcsl2 -inkey os.key -in os.crt -export -out os.pfx -CSP
"Microsoft Enhanced RSA and AES Cryptographic Provider" -passout pass:

AR TR TRGEREHRTES:

openssl dgst -sha256 -sign os.key -out image.sig image.mft

# Create an agent signing key

openssl req -sha256 -nodes -newkey rsa:2048 -keyout re.key -out re.csr -
subj "/C=US/ST=State/L=City/O=Company/0U=0rg/CN=www.example.com “

openssl x509 -req -sha256 -in re.csr -CA ca.crt -CAkey ca.key -
CAcreateserial -out re.crt

openssl pkcsl2 -inkey re.key -in re.crt -export -out re.pfx -CSP
"Microsoft Enhanced RSA and AES Cryptographic Provider" -passout pass:

B LAMERMN TN AERRHRITES:
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openssl dgst -sha256 -sign re.key -out agent.sig agent.mft

OpenSSL AT LA R ARG IL RIS & 3 M, XEXH SR BIOS IRAARSE; B, AEEHEXHNF
TIRFAEBEANEZIRITRE. XFARFTHFR BIOS RN F/NiEFTHRF.
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IR 8% 53 X K W

WNER{E A Bitlocker 3J SR_AED 3, SR_IMAGE 72 Xi#{TIN%, MIATEEAR £ IR D XEKMAVE R, XS
XBEMER gpt BHEIR, ZBMERTLARS LE Bitlocker W43 X#{TINE, ENRBRERRI XKEEHRE!
BOX, SETEENIENELEFNEIRDK, FB4 SureRecover VI L EMERIX LS X, MASTEN
RHREHMIXMBEHARTHE, BPYIUETIETT diskpart, EFEE, ABKE del vol BEMW
SRS, RKRFDMERXLED X,

ElffEHZHE
R ERERNT:

° GUID: {Oxec8feb88, 0Oxbldl, 0x4f0f, {Oxab, 0x9f, 0x86, Oxcd, 0xb5, 0x3e,
Oxa4d, 0x45}}

° BIR: OsRecoveryInfolog
Windows T{ZTER FiE£EY EFI ZTE /Y API, 5% & &7 LA{E B UEFI Shell dmpstore SLRRRFIG T2 NS4

B4R,
127 LA{E A HP Client Management Script Library 1248 Get-HPFirmwareAuditLog ML EMEEHIIZA
i

Windows HB{FHE

Sure Recover BB EIF1{Z IEE 44 &% Fl BIOS EHVEI".,\FF WMERZET HP Notifications, MR LA{E
Windows B4 EFEI7E Sure Start HEREEXLEMH, XLEHLIFEHIEMAE, JEID, EHFIDMNE
S ERBE, B0, [fe 00 40 26 02 27 06 18 84 2a 02 01 00 30 f2 c3] REMELX
W, EAFTEERTE 20184 6 B 27 H 2:26:40 i RAIEMHIFEMR 3f 23000 35 RH#H 1T BHIIE,

BY . XUAEEE “B/E/E" WEERPEED.

HP Secure Platform Management ( i§ ID =84h )

2 A-1 HP Secure Platform Management

E{ D REN (25 B4R (2 RE i

Daa$) &B/Daas )
40 256/178 943/552 T& os kg HZMEEHRBE, ERMNFEIRE
41 221/147 588/332 FA oS iEHEEMINTHK. FAMEBTH
42 54/42 252/156 & oS mEHRARERINTH. FHRINEXW

& ] LAfE A HP Client Management Script Library ( BIE http://www.hp.com/go/clientmanagement 3% )
FAY Get-HPFirmwareAuditLog # Z Bl Bi#Z B &, HP Secure Platform Management BIZE{4 ID 79 40, 41
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http://www.hp.com/go/clientmanagement

42, AEHIRFZERAPIERISEMHIFENRB, LUIER Sure Recover IRERIZER, flN, NTHERER
T Sure Recover REE THBFRHE/ XY, HETEIR event_id 42 FIEIE: 00:30:f1:c3, XMNERA

dword value 0xC3F13000 = MftOrSigDownloadFailed,
message number: 0

severity: Info

system state at event: SO

source id: HP Secure Platform Management
event id: 42

timestamp is exact: 1

timestamp: 5/27/2019 2:44:18 PM

description: The platform OS recovery process failed to complete
successfully.

data: 00:30:f1:c3

BE IRV S B 79 event_id = 41 FN#HE: 00:00:00:00, HI4N:
Event Specific Codes

Success = 0x00000000
CatalogDownloadFailed = 0xC3F11000
message number: 0

severity: Info

system state at event: S0

source id: HP Secure Platform Management
event id: 41

timestamp is exact: 1

timestamp: 5/27/2019 2:55:41 PM

description: The platform OS recovery process failed to complete
successfully.

data: 00:00:00:00

HP Sure Recover £ A TE44F ER 3.
FTA-2 BHEERDD

FiFha FHRB

CatalogDownloadFailed 0xC3F11000
SignatureDownloadFailed 0xC3F12000
MftOrSigDownloadFailed 0xC3F13000
FtpHttpDownloadFailed 0xC3F14000
AwsDownloadFailed 0xC3F15000

HP Secure Platform Management ( i/& ID = 84h )
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FA-2 BHIBERB ()

E LS 1 E ]

AwsDownloadUnattendedFailed 0xC3F16000
UnableToConnectToNetwork 0xC3F17000
CatalogNotAuthenticated 0xC3F21000
FtpHttpDownloadHashFailed 0xC3F22000
ManifestDoesNotAuthenticate 0xC3F23000
CatalogVersionMismatch 0xC3F31000
CataloglLoadFailed 0xC3F32000
OsDvdDidNotResolvedToOneComponent 0xC3F33000
DriversDvdDidNotResolvedToOneComponent 0xC3F34000
ManifestFileEmptyOrInvalid 0xC3F41000
ListedFileInManifestNotFound 0xC3F42000
FailedToInstallDrivers 0xC3F51000
FailedToApplyWimImage 0xC3F52000
FailedToRegisterWimCallback 0xC3F53000
FailedToCreateDismProcess 0xC3F54000
BcdbootFailed 0xC3F55000
NoSuitableDiskFound 0xC3F56000
PartitoningFailed 0xC3F57000
DiskLayoutCreationFailed 0xC3F58000
UnexpectedProblemWithConfigJson 0xC3FF1000
SureRecoverJsonParsingFailed 0xC3FF2000
RebootRequestFailed 0xC3FF3000
UnableToReadConfigFile 0xC3FF4000
FailedToDetectWindowsPE 0xC3FF5000

Mtk A BPEHERR



	使用入门
	执行网络恢复
	执行本地驱动器恢复

	创建公司映像
	要求
	创建映像
	示例 1：基于 Microsoft Windows 安装映像创建映像
	示例 2：基于参考系统创建映像

	拆分映像
	创建清单
	生成清单
	生成清单签名

	托管文件
	配置目标系统
	故障排除

	在公司防火墙内使用 HP Sure Recover 代理
	安装 HP Sure Recover 代理

	使用 HP Client Management Script Library (CMSL)
	使用 OpenSSL 生成示例密钥

	故障排除
	驱动器分区失败
	固件审核日志
	Windows 事件日志
	HP Secure Platform Management（源 ID = 84h）


