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1 REAF]

HP Sure Recover AIIRENE R B L2 RREERG BAASRLNEREET - KAEEAREERRE
INBERY HP Sure Recover Hﬂ?%ﬂi?ﬁﬁﬁ%ﬁﬁﬁ%ﬁLﬁt%

[ % : 2R HP Sure Recover B + BEBRENEN - HRRGRIRFBEMRLURE - FILSE
BRER -

HP 12t RYE RIS E S E 7N Windows 10° Z2F2 1 o 3f#& ' HP Sure Recover BRI AR R ERAR HP £ E
RRELEERE - HP EFME R 83 Windows 10 FEMFI B RIME R IEFET - B4 OneDrive © X8 A
PRI B CRIBETMEG - IRIBAERRE « BRI rgaspNERIERR -

ERFR 05) ERAEBRATHTZREFRRGABILER - P RENERAERATRT —RE
B IR E - Bl - MRRERRGEEREEBZRRE - AR HP BFRAEREIAIR hp.com
RIERRESAREZNE  SRIERZMENETIEIRAER A ERNZER - 2RHBITMERMBNE
ARE HP BRAERI  IAESRENERRREIAIERARER -

IRA] A TE L AR 2 R 4R AFHE A HP Sure Recover ° &t a] LURBBHEFZ 1T HP Sure Recover * fIUNERE
BB ° EiB HP Client Security Manager (CSM) + Manageability Integration Kit (MIK) 8§ HP Client
Management Script Library #4TiELEER5E ©

MITHIBREIR
B mist - Eiﬁﬂﬁﬁﬂﬂﬁﬁﬁ 1B BFERARIELR o HP BB 7E(E M HP Sure Recover Z BIEMR EERIIE
R BN HR ERE UHEREX -
1. WHEFRRAMEZZETUFEHTTP 5K FTP SRR -
2. ENRBEAFRIRA#ML  SHPIERERE BT M1
3. ENRARER -

TR EIRR

NMRARGERAAXERNREEZNSG  HEAERNRPE A EENREG THEIE @ AIRGETHEE
%g?ﬁ%ﬁﬁﬁﬁ%ﬁ c BEMGTHZERFRIRARZE ' FEMBEUSMEREE N ERFEMGREE
FHRE

CEFHARERMGRERE LRAMGIITAKER
1. EMRERBARRAML H 8 HPIEFERE BT 110
2. ERRAHHERER -

BEERARERMGINENAGYERE THIEUER THABREAKRESRH - THAIEEAMEME
& A B HP Client Security Manager A HP Sure Recover SM#ETUHR + tha] LATE MIK ARERSE © INFTAER MIK
RS ' 552/ https://www.hp.com/go/clientmanagement ©

BT BRI HIE TERSR IR RNERE SR_AED DEIE @ MRASBGE R T SR_IMAGE DEIE - A
& 1% 0] LAfE A HP Client Management Script Library X5 R¥5 54 - B0 BIOS HEEREBAST ' WETRE
MBS ASERIARERMGREERE -

HiTERER 1


https://www.hp.com/go/clientmanagement

2 BMARMRG

A BB A E)EB{E A Microsoft Deployment Tools » Windows 10 L EIEI 2 EH @ SiEREMERELTE
Windows Imaging (WIM) I8 RIEXHEFAESMERIER -

o EHARZNAI Windows 10 7 BEI B E 4 (Windows ADK)

e  PowerShell

e OpenSSL(HEERSAFMA/ARLBBNEHMERER)
FAREERASBERFRECBRIRNEZARARGHTENY -

o fARRBAEMRSR N Microsoft Internet Information Services [IIS])

BIRE

RIRGRUEFZR  RERXRKMBIENIFZEARBUARERR - NERFRERS AT
SR :

1. NEESSZMBEE g T SEEm SRR F T (B Windows ADK IEIETARH)
2. FEATIHESBRIRGHNERFE :

mkdir C:\staging
3. (ERAMNTHA—(ESEFEIIME :

{iIfA5E 2 ERYSEH] 1 : RIS Microsoft Windows %258 IR 38 37 AR 1%

fiIR5E 4 ERVEES 2 : RIBSERRBITRE

56 1 : $R¥5 Microsoft Windows 28t MR {5 32 37 I (5

1. BMEIEREY Microsoft Windows Z#EM& (1 Microsoft ISO » Z%fE HP OSDVD) °
2. TEHMERY Windows ZEME - FHA TS installwim IERERFENEEFE :

robocopy <M:>\sources C:\staging install.wim

BY Mist : <u:> RISHMEROMTEM o ISEE B ERIBAELE -

3. EATIES @ Winstallwim e & BREEEE MAFTMSH Tmy-image) ) :

ren C:\staging\install.wim <my-image>.wim

(AT3%) HP Sure Recover B = 1RIGR A ¥R HP BIZ R M IFIERI Windows hRZK + # £ HS|IM&E
[RHFERRANRIINEE - ANRESISHBZIERE - BB UCEF - 21 REA Windows REMEK B HP
0SDVD % @ IRATEEE BB RANMG - MREFERALAR - MEERRHHMEEERR
FER—ERFERD  IRERRTEMGHAE—ERS] -

4. FEATIESREZERENAS :

dism /Get-ImageInfo /ImageFile:C:\staging\<my-image>.wim

2 F2E BURAMKRE



MU TETRMEZEAERARNZ R EGE L RES RIFSEBRFAFR BIOS ETLEH) !

MERIGFAER - my-image.wim

#gal:1

#B¥8 : coresinglelanguage

#iBE : Wwindows 10 May 2019 Update - Home Single Language Edition

Av:19,512,500,682 bytes

&3l :2
B : core
#iBE : Windows 10 May 2019 Update - Home edition

Av:19,512,500,682 bytes

&3l :3
% : Professional
#2BH : Windows 10 May 2019 Update- Professional Update

AJVv:19.758,019,520 bytes

g5 :4
#M . ProfessionalEducation
#iBB : Windows 10 May 2019 Update - Professional Education edition

AJVv:19,758,019,480 bytes

&3] : 5
B : ProfessionalWorkstation
#2B8 : windows 10 May 2019 Update - Professional Workstation edition

A/V:19,758,023,576 bytes

Eif uﬁfg;jfj BARE—ARSIF  ERSEAMN  RETARER - REEHIANTEEAXRMERZ
\ I/|I\ o

MREABESRANAL - FMREFBENSERS -

le]LlT%"ﬁJFﬁn‘ MRABESER (BRERMEBERRIICE SRR  FMERRSI5-4- 24
o BRIEMIRRSINF - MBEMIBIRRSIRESR - AUt - BEERSERENRSIHREMER - 3
—Aﬂﬂﬂlﬁéiﬂ,ﬁ Get-ImageInfo RURBIMA NEREE T REMERBERS|

dism /Delete-Image /ImageFile:C:\staging\my-image.wim /Index:5
dism /Delete-Image /ImageFile:C:\staging\my-image.wim /Index:4

dism /Delete-Image /ImageFile:C:\staging\my-image.wim /Index:2



dism /Delete-Image /ImageFile:C:\staging\my-image.wim /Index:1

A FUEERA—ERS| (B0 - EXRhR) - ERE—ERSIF - BRSBELAN - METARE
R-BFER AR WM hESRMEEABERCTENLG R - REBHXNATHEXRMERZ 8l
BRI e
6. (AE NREBEERADEBRREDEIWEHE  FSEBUTESR -
a. FEANTHES  WENREEHEIIZAERX :
mkdir C:\staging\mount

dism /Mount-Wim /WimFile:C:\staging\my-image.wim /MountDir:C:
\staging\mount /Index:1

b. HEZENBIEZGGEMNEES R HP Windows 10 BEEE)FE T, DVD (DRDVD) © #E 3RO T ik 4 18
B EETESHEINERR FENRERIENEEE :

robocopy /E <M:>\SWSETUP\DRV C:\staging\mount\SWSETUP\DRV
BY Mgt : <v:> SISEMBROBEEH - RIS ERIEREEALE -

1R ] LA ELfth inf BT AYSEED TR TUALAE C:\staging\mount\SWSETUP\DRV BRI RE TR EZiE
LEERE)TE T - ZANFEARH HP Sure Recover ANMIfEMA dism /Add-Driver /Recurse IIBERRIR
LEABRIERAE  F2RNTEEPRN HGEEREAMIEERER Windows MMEREPTRRIRIEED
&3] : https://docs.microsoft.com/en-us/windows-hardware/manufacture/desktop/add-and-
remove-drivers-to-an-offline-windows-image °

IEINREAREREMNTERAEIVA exe iRIEHEN -
« EANTES REEEIIGHENZRE

dism /Unmount-Wim /MountDir:C:\staging\mount /Commit

FR{SIR&RIEA - C:\staging\my-image.wim °
d. BIEMIRE s BRIDEIRE o

gl 2 : RIBSERGRIUINEG
1. EIIAJRAHEAY USB WinPE IREE -
B st - MEERBRRAOELM 7555 AT 7E ADK S AR E o
f{R USB TR RHAM AT HZER] - IFEHRRESEZ GBS -
2. RIBSEZMEIUMEZ -
3. fEF USBWIinPE REERIEI 2 & R M K IEENIRE - AR1E(EF DISM ©
BY Bt : <u.> 215 USB BAEEMS o Y HENA A EREROBARERE(EE
BB KIFEEIERBEHPA Tmy-image] BBD ' LUK <my-image> ZRHA ©

dism /Capture-Image /ImageFile:<U:><\my-image>.wim /CaptureDir:C:\ /
Name:<My Image>

4. FEHUTES  RRGHEUSBERITERAPNEFE :

robocopy <U:>\ C:\staging <my-image>.wim

4  F2E BURLAAMRE


https://docs.microsoft.com/en-us/windows-hardware/manufacture/desktop/add-and-remove-drivers-to-an-offline-windows-image
https://docs.microsoft.com/en-us/windows-hardware/manufacture/desktop/add-and-remove-drivers-to-an-offline-windows-image

1R ER T HIMMEHE - C:\staging\my-image.wim °
5. BIEMIRE s BINDEIMG -

2 EIR &
HP BAEEAMTISS « IS ABIARINIRE « LSS TR

dism /Split-Image /ImageFile:C:\staging\<my-image>.wim /SwmFile:C:\staging
\<my-image>.swm /FileSize:64

EY Wit : FileSize RUEBAITAREMMET - RREE(TRE -
By M5 - MR DISM DEIEEIARIRE « FESE SWMASRIOAN TR R - BTEEARRTIMEA

o

== & -1~ |
BUENFE
A EEERRERIMEABEAT/AIERZL (BOM) B UTF-8 ©

BANEEETIEFRERANERSEREREME (custom.mft) - BAFLERIES .mft i sig BE
MBEEERBIRRNVERBEBI VAR - HIA0 - EAT AASEE (custom.mft + custom.sig) BE R

(myimage.mft * myimage.sig) °
mft_version ARBEEMRGENEI - BEERIYEARER1 -
image_version ARMEEEEBBMRANAIMRE & 5 IERIERR o
EmEESLAZSBRESNEN 16 B  SRFEPHNTIRARLER "\r\n, (CR +
LF) °

EEEMBE
HARAEAHERREREN D EIREG - EILEMER powershell IHLBRELBMBE °
EFRBERGNESRP - EBELB AR C\staging BRIRA -
CD /D C:\staging

1. BEETHIES ' ERTEE BOMIER T UTF-8 i8N EE X FIERIRIERZ L powershell 35

£f8 : notepad C:\staging\generate-manifest.psl
BITIESHE !
SmftFilename = "custom.mft"

$imageVersion = 1907 GEE : ERILAZ(EM 16 (ITRIEE)

Sheader = "mft version=1, image version=SimageVersion"
Out-File -Encoding UTF8 -FilePath $mftFilename -InputObject S$header

SswmFiles = Get-ChildItem "."-Filter "*.swm"

SToNatural = { [regex]::Replace($ , '\d*\....$',

{ $Sargs[0].Value.PadLeft (50) }) }

2 EIRE



6

SpathToManifest = (Resolve-Path ".").Path

Stotal = $swmFiles.count

Scurrent = 1

SswmFiles | Sort-Object $ToNatural | ForEach-Object ({
Write-Progress
—-Activity "Generating manifest"
-Status "Scurrent of Stotal (S )"

-PercentComplete (S$Scurrent / Stotal * 100)

$hashObject = Get-FileHash -Algorithm SHA256 -Path $ .FullName

$fileHash = $hashObject.Hash.ToLower ()

$filePath = S$hashObject.Path.Replace($SpathToManifest + '\', '')
$fileSize = (Get-Item S .FullName).length
SmanifestContent = "$fileHash $filePath S$fileSize"

Out-File -Encoding utf8 -FilePath $mftFilename -InputObject
SmanifestContent -Append

Scurrent = Scurrent + 1

}

BY it : HP Sure Recover B MBERTES BOM © LM TIES ESIEREE AR S BOM K
UTF8 °

Scontent = Get-Content SmftFilename
Sencoding = New-Object System.Text.UTF8Encoding $False

[System.IO.File]::WriteAllLines ($SpathToManifest + '\' + SmftFilename,
Scontent, S$encoding)

2. fRFIRSE-
3. HYTIRSEE -

powershell .\generate-manifest.psl

EEEMBERS
Sure Recover B4 P IE 5 & WA B2 EME o LT EAIFER X.509 PEM 4%3% (PEM BIIS) BIFAA/

ALY - RISNABIES AMER DER Z{i/&R% (.CER 2% .CRT Bl#E73)  BASE-64 {RISHY PEM JRE
(.CER T .CRT BU#8 &) 5k PKCS1 PEM 18R (PEM BIIER) o E56Ith{ER OpenSSL ' EE M AfITAIER &

F2E BUXAMRE



EERE - BUNERTMNIBRRARAENBTERS  BRLBIOS RARZEIMITHIEFEIVA
BE °

1. FEAUTIESES 2048 {ijt RSAFAA 88 - MRIEH pem #EIURY 2048 {il7T RSAFAA /218
# 0 B HERE C\staging ' REMEILEE3 -

openssl genrsa -out my-recovery-private.pem 2048

2. FERANTES  RIENAMASRELEARZR MREZNABSBRYUEREN PEMBNIAER -

g EE T C:\staging) :
openssl rsa -in my-recovery-private.pem -pubout -out my-recovery-
public.pem

3. ERNTIES  RIBEESR 1 PH 2048 {iI7T RSA FAASIRE IR ZER (£ sha256 TLHER)

openssl dgst -sha256 -sign my-recovery-private.pem -out custom.sig
custom.mft

4. FERAUTHES SREEL-SHHNARSMERZBHER -

openssl dgst -sha256 -verify my-recovery-public.pem -signature
custom.sig custom.mft

o WNMREARBRUREBHER MBERA1HE3-

o #H¥f HP SureRecover ' RV BEFITHNLER A1 2H3 - BEELT 2 PSR RGRIEZMN
BIEERH -

o ZEAR/ME - BEIPT  ERMELEERBLENZSERBENFTERR -

KEER
it C:\staging BRI R EEAREE LN THIER
e  *swm
o custom.mft (REREMBERREZNEREMR)
e custom.sig (BABFREREZNHETERERE)

BY misk : RIEMER IS MABNAZERASR - WEREENMME BENES THEIEE @ 2HRE

# Tapplication/octet-stream:]

e .mft
e .sig

e .swm
e .wim

MRZHBEIERGR

#27] LA{E A HP Client Management Script Library + HP Client Security Manager (CSM)/Sure Recover 8§
Manageability Integration Kit (MIK) (https://www.hp.com/go/clientmanagement) fh BRI BB R -

REHER


https://www.hp.com/go/clientmanagement

8

RItMERMTIER

1.
2.

ELE—EhRE 2 ERBEEREZAY URL LI (http://your_server.domain/path/custom.mft)
BARERZABIUZEZRIBERIN2BESE (BI40 » C:\staging\my-recovery-public.pem) °

HE REHERT

NREWHEHBITRREFEETRZZERENMNL - FHEUTIER :

1.

s won

BMBEYERIRE BOMEIUTF-8 °

REBRAE -
BARGRAGMEANAAIKBBRARAENSERSNIALR -
IS {El BR 2§ mime EEYWJER application/octet-stream °

BRFEANERBELSACSSRLEERNSERE  HPESARKARPTERNMRE -
IEETEERFEFEDIRIZENTERE -

F2E BUXAMRE



3 T[EXEMBAIGEAER HP Sure Recover {LIE
=1l

HP Sure Recover ({EERZX Al X A B AERAIE LB - EE R HP Sure Recover SoftPaq Z1& ' #§ HP Sure
Recover VBN BHZPHNA BRI EBRURRMUEBEHNE HTTP 5L FTP 2iRE © ARG 2KEHAY URL
BE B hpsr_agent public key.pem R HP 2 &8 (HiEIB HP Sure Recover fAIEF2 1 SoftPaq 7
) WEABIRZAR °

Z24& HP Sure Recover {12 TV

1.
2.
3.

4.

6.

T & HP Sure Recover (L IBFR T @ MiASIE REZBLAEEEAIHTTP B FTP 9VRES ©
EDIRE LR EEERIERER -

MRIRIETEEF Internet Information Services (1I1S) * i85 4 THIHE R4& U IL application/octet-stream
MIME #82Y :

° °
e .wim
e .swm
e .mft
e .sig

o efi

o sdi

7 €2 : IWTEBRBUTERE SCCM #5E2 Sure Recover ° G AN{T{E A HP Client Management Script

Library # % Sure Recover RUEEHI » s52BA{1/A 5 11 EAY{E A HP Client Management Script Library
(CMSL) °

BIE) SCCM + Hi1E HP Client Security Suite * A7 EHY HP Sure Recover B °

BY it : SR URL B2 fip 3 heep WABREBRHE - HPHESH LEERN=RRE - %8

BESNBARIKRREHATE R Z HP Sure Recover K IERRIHBMBE - LIEETFERERBEEFELIR
B2 ERTEIRE -

AFERBERD  ENAREEMRATDIRMEFRBRT 0SRE - i85 T EESRMAI URLEA
FIBRROIE URLEA SR - i AFEH hpsr_agent public key.pem 8 AZIBRERERE L
o

BY Wit : BITMER IR AR SREANAERESTE -

FERRCERAERD  ENAREERNKA A IREERABIRRAERISL HP BRER
I o i3 ITEESRMN URLAASINREBREIME RLAA GRS - BABEIR
hpsr agent public key.pem WmANEBEAEESBEARMUD -

228 HP Sure Recover ({12 T,

9



B Wit - 20 RRLPESKREBRALNEENREEHE - BABI0S BESHSSA

recovery.mft ©

7. RRAEAERFRRFAMRZE  FEMRH -

8. TEMRHEERE  FERRETHERBRAA 4MIHZZ2AIELLSTH HP Sure Recover BE) - N4
& ' 35RU1E hp.com T2 S B R Microsoft System Center Manager H 2 £ A HP Manageability
Integration Kit (MIK) ©

HP Sure Recover RIEI R IN5eRk%E © [RBIERRIEE] URL B FE31E HP Sure Recover BIOS 2 EINBERH ©

EEMRBEA - FEMBENERE - WHREER HP IEFFIRT 110 © KFEDHER « HP Sure
Recover * BIR{CIE#E30 « URL -

10 HF3E ELAMHNIEAMEA HP Sure Recover ({IBTE T



{&FH HP Client Management Script Library
(CMSL)

HP Client Management Script Library B LA 2 #23%i8 PowerShell E2 HP Sure Recover &5 ° L T & HlI5<
BRRAMHE « BEMRE - EERERBIRME HP Sure Recover ©

B it : B L5 BH T NMEEMNTRE - EXERAR—T °

SErrorActionPreference = "Stop"
$path = 'C:\test keys'

$ekpw — nn

$Skpw — nn

Get-HPSecurePlatformState

try {
Write-host 'Provisioning Endorsement Key'
Sp = New-HPSecurePlatformEndorsementKeyProvisioningPayload
-EndorsementKeyPassword S$ekpw
-EndorsementKeyFile "S$path\kek.pfx"

Sp | Set-HPSecurePLatformPayload

Start-Sleep -Seconds 3

Write-host 'Provisioning signing key'

Sp = New-HPSecurePlatformSigningKeyProvisioningPayload
-EndorsementKeyPassword Sekpw
-EndorsementKeyFile "S$path\kek.pfx"
-SigningKeyFile "S$path\sk.pfx"

Sp | Set-HPSecurePLatformPayload

11



$p = New-HPSureRecoverImageConfigurationPayload
-SigningKeyPassword $skpw
-SigningKeyFile "S$path\sk.pfx"
—-Image OS
-ImageKeyFile "S$path\os.pfx"
-username test -password test
-url "http://www.hp.com/custom/image.mft"

Sp | Set-HPSecurePLatformPayload

Sp = New-HPSureRecoverImageConfigurationPayload
-SigningKeyPassword S$skpw
-SigningKeyFile "S$path\sk.pfx"
-Image agent
-ImageKeyFile "S$path\re.pfx"
-username test -password test
-url "http://www.hp.com/pub/pcbios/CPR"

Sp | Set-HPSecurePLatformPayload

Sp = New-HPSureRecoverSchedulePayload
-SigningKeyPassword S$skpw
-SigningKeyFile "S$path\sk.pfx"
-DayOfWeek Sunday,EveryWeek -Hour 13 -Minute 27 -WindowSize 30

Sp | Set-HPSecurePlatformPayload

Sp = New-HPSureRecoverConfigurationPayload
-SigningKeyPassword S$skpw
-SigningKeyFile "S$path\sk.pfx"
-OSImageFlags NetworkBasedRecovery
-AgentFlags DRDVD

Sp | Set-HPSecurePlatformPayload

Get-HPSureRecoverState -all

12 % 4% {#FH HP Client Management Script Library (CMSL)



Get-HPSecurePlatformState

}

finally {
Write-Host 'Deprovisioning Sure Recover'
Start-Sleep -Seconds 3
$p = New-HPSureRecoverDeprovisionPayload
-SigningKeyPassword $skpw
-SigningKeyFile "Spath\sk.pfx"

Sp | Set-HPSecurePlatformPayload

Start-Sleep -Seconds 3

Write-host 'Deprovisioning P21'

Sp = New-HPSecurePlatformDeprovisioningPayload
-verbose
-EndorsementKeyPassword Spw
-EndorsementKeyFile "S$Path\kek.pfx"

Sp | Set-HPSecurePlatformPayload

Write-Host 'Final secure platform state:'

Get-HPSecurePlatformState

£ OpenSSL EX 21855 {1

BIASBEEEZR2NMNUE - 2HLBISHRRS  HWATHERPRREM - SLELBNRETA
2048 fiIyt @ i B{fEF 0x10001 RIS - sE R EAERHEBA S MENR EF PRIHR -

AERE TIRIEESHMARBES

set OPENSSL CONF=<path>\openssl.cnf

# Create a self-signed root CA certificate for testing

openssl req -sha256 -nodes -x509 -newkey rsa:2048 -keyout ca.key -out
ca.crt -subj

"/C=US/ST=State/L=City/O=Company/0U=0rg/CN=www.example.com °

fEF OpenSSL E4E 28RS HI

13



# Create a key endorsement certificate

openssl req -sha256 -nodes -newkey rsa:2048 -keyout kek.key -out kek.csr -
subj

"/C=US/ST=State/L=City/O=Company/0U=0rg/CN=www.example.com

openssl x509 -req -sha256 -in kek.csr -CA ca.crt -CAkey ca.key -
CAcreateserial -out kek.crt

openssl pkcsl2 -inkey kek.key -in kek.crt -export -out kek.pfx -CSP
"Microsoft Enhanced RSA and AES Cryptographic Provider" -passout pass:

# Create a command signing key

openssl req -sha256 -nodes -newkey rsa:2048 -keyout sk.key -out sk.csr -
subj "/C=US/ST=State/L=City/0O=Company/0U=0rqg/CN=www.example.com

openssl x509 -req -sha256 -in sk.csr -CA ca.crt -CAkey ca.key -
CAcreateserial -out sk.crt

openssl pkcsl2 -inkey sk.key -in sk.crt -export -out sk.pfx -CSP
"Microsoft Enhanced RSA and AES Cryptographic Provider" -passout pass:

openssl pkcsl2 -in sk.pfx -clcerts -nokeys -out sk public.pem -passin
pass:

# Create an image signing key

openssl req -sha256 -nodes -newkey rsa:2048 -keyout os.key -out os.csr -
subj "/C=US/ST=State/L=City/0O=Company/0U=0rqg/CN=www.example.com

openssl x509 -req -sha256 -in os.csr -CA ca.crt -CAkey ca.key -
CAcreateserial -out os.crt

openssl pkcsl2 -inkey os.key -in os.crt -export -out os.pfx -CSP
"Microsoft Enhanced RSA and AES Cryptographic Provider" -passout pass:

BAMERANTES RRGEERRFERS :

openssl dgst -sha256 -sign os.key -out image.sig image.mft

# Create an agent signing key

openssl req -sha256 -nodes -newkey rsa:2048 -keyout re.key -out re.csr -
subj "/C=US/ST=State/L=City/0O=Company/0U=0rg/CN=www.example.com

openssl x509 -req -sha256 -in re.csr -CA ca.crt -CAkey ca.key -
CAcreateserial -out re.crt

openssl pkcsl2 -inkey re.key -in re.crt -export -out re.pfx -CSP
P y y P P
"Microsoft Enhanced RSA and AES Cryptographic Provider" -passout pass:

BALERNTESARERAENRERS !
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openssl dgst -sha256 -sign re.key -out agent.sig agent.mft

OpenSSL @ AKX TAHIERF B EE R B ER - MU TVERKL BIOS IRATHEE - AUILAERELR
BRERARBERMTEIERFTEERE - KIEANMTAIERAY BIOS RABZENITTAIRR -

{EF OpenSSL EE 2888986 15
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il B 18 92 B K B

AN R {EH Bitlocker 1% SR_AED 5§ SR_IMAGE D& ' ErJBESE £ RIS D B K BMRYIBH - BESEIE
BEMER gpt BRI - LB LE Bitlocker BEINE - BUREREMRILERSEE @ HEFRE
HiTR E FEBIIDEIE © Sure Recover RIBREXN T EEZMIR D EIE @ iR D SRR AT E B E 855 M
B o EAE BT diskpart + ENMERE - ABBWH del vol BEESHEVIESKFIMERS

gZE -

HisiEko iR
R BBEAMT

° GUID : {Oxec8feb88, 0Oxbldl, 0x4f0f, {Oxab, 0x9f, 0x86, Oxcd, 0xb5, 0x3e,
Oxa4d, 0x45}}

° BT : OsRecoveryInfolog

APl Z1EIR Windows 2T + AJ FATREEHEX EFI £ 8) - SK& &R LAGEF UEFI Shell dmpstore 22 FITZTUAF £ 2N
ABEENEER -

& 0] LA HP Client Management Script Library 12ftRJ Get -HPFirmwareAuditLog I8 L RIBENFE#
ERIE o

Windows =450 iR1E

Sure Recover B &) B1{S 1L 44 ©{HiX = BIOS FEX L8R8 + IR ZEE T HP Notifications ' {ERJ{EF
Windows B #7383 7E Sure Start iLERIEPIGHE - EEFHESHEEMSR - KIEID - B D UKREH
FSEHRS - B8N » [£fe 00 40 26 02 27 06 18 84 2a 02 01 00 30 f2 c3] IETHRERS
EEACERGERR 6/27/18 2:26:40 MEMHHFEN IS 3f 23000 B&:E @ FEULERKE -

BY Mt . Sl S EEER PR E/A/E -

HP Secure ERE IR (R ID = 84h)

148 A-1 HP Secure FHEIR

Ef D RETH (AW B (AW REA i

Daa$) Daa$S)
40 256/178 943/552 FA oS EFREFHIEME - FAERMRA
41 221147 588/332 TA oS BIREFEMINFA FaEER
42 54/42 252/156 FHOSERERBENINTR - FARERKK

& 0] LA HP Client Management Script Library AR RY Get-HPFirmwareAuditLog HEEX Sl BefE % iCixiE ' H
{iIH http://www.hp.com/go/clientmanagement ° HP Secure FEEEIBEH 1D 40 » 41 B 42 EEBRMENAL
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http://www.hp.com/go/clientmanagement

REEIEHFEMRE ' #5677 Sure Recover fEERIGER - HI20 - LA TR 8RHEIE B $577 Sure Recover HEX T
HENSEASZBIER ' 8:2B event_id42 * B : 00:30:f1:c3 * HFEREES dword {8 0xC3F13000 =

MftOrSigDownloadFailed °

message number:0

severity:Info

system state at event:S0

source 1id:HP Secure Platform Management
event 1d:42

timestamp is exact:1l
timestamp:5/27/2019 2:44:18 PM

description:The platform OS recovery process failed to complete
successfully.

data:00:30:f1:c3

BEINIE R & RAR A event_id = 41 + & : 00:00:00:00 - FI40 :
Event Specific Codes

Success = 0x00000000
CatalogDownloadFailed = 0xC3F11000
message number:0

severity:Info

system state at event:S0

source 1id:HP Secure Platform Management
event id:41

timestamp is exact:1l
timestamp:5/27/2019 2:55:41 PM

description:The platform OS recovery process failed to complete
successfully.

data:00:00:00:00

HP Sure Recover S TSI EHF ERE o
FHiEA-2 BHRFERE

E L FHRE

CatalogDownloadFailed 0xC3F11000
SignatureDownloadFailed 0xC3F12000
MftOrSigDownloadFailed 0xC3F13000
FtpHttpDownloadFailed 0xC3F14000
AwsDownloadFailed 0xC3F15000

HP Secure FE EIE (3R ID = 84h)

17



18

Figa-2 BHERERE (&)

L FHRE

AwsDownloadUnattendedFailed 0xC3F16000
UnableToConnectToNetwork 0xC3F17000
CatalogNotAuthenticated 0xC3F21000
FtpHttpDownloadHashFailed 0xC3F22000
ManifestDoesNotAuthenticate 0xC3F23000
CatalogVersionMismatch 0xC3F31000
CataloglLoadFailed 0xC3F32000
OsDvdDidNotResolvedToOneComponent 0xC3F33000
DriversDvdDidNotResolvedToOneComponent 0xC3F34000
ManifestFileEmptyOrInvalid 0xC3F41000
ListedFileInManifestNotFound 0xC3F42000
FailedToInstallDrivers 0xC3F51000
FailedToApplyWimImage 0xC3F52000
FailedToRegisterWimCallback 0xC3F53000
FailedToCreateDismProcess 0xC3F54000
BcdbootFailed 0xC3F55000
NoSuitableDiskFound 0xC3F56000
PartitoningFailed 0xC3F57000
DiskLayoutCreationFailed 0xC3F58000
UnexpectedProblemWithConfigJson 0xC3FF1000
SureRecoverJsonParsingFailed 0xC3FF2000
RebootRequestFailed 0xC3FF3000
UnableToReadConfigFile 0xC3FF4000
FailedToDetectWindowsPE 0xC3FF5000
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