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SswmFiles = Get-ChildItem "." -Filter "* .swm"

$ToNatural = { [regex]::Replace($ , '\d*\....$',
{ $Sargs[0].Value.PadLeft (50) }) }

SpathToManifest = (Resolve-Path ".").Path
Stotal = S$swmFiles.count
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Write-Progress
-Activity "Generating manifest"
-Status "Scurrent of Stotal (S )"

-PercentComplete (Scurrent / S$total * 100)

$hashObject = Get-FileHash -Algorithm SHA256 -Path $ .FullName

$fileHash = S$hashObject.Hash.ToLower ()

$filePath = S$hashObject.Path.Replace ($SpathToManifest + '\', '')
$fileSize = (Get-Item $_.FullName) .length
SmanifestContent = "$fileHash $filePath $fileSize"
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Scontent = Get-Content $mftFilename
Sencoding = New-Object System.Text.UTF8Encoding $False

[System.IO.File]::WriteAllLines (SpathToManifest + '\' + S$mftFilename,
Scontent, S$encoding)
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& M85t &Y

HP Client Management Script LibraryE AF25}H PowerShell& AI235610{ HP Sure Recover 4™ S &a|& =
UEUCLCHS OIM A2YELE T 2H|X Y, Ael 201, 24 #17 Y HP Sure Recover Z2H|H | 4y
= 20 FU .

= [=]

EY 20: %3 2 7Hs ol MM 2491 Z0|8 ET5HXIR 3 2olo = YoF ST
SErrorActionPreference = "Stop"
Spath = 'C:\test keys'
Sekpw — nn
sskpw — nmn

Get-HPSecurePlatformState

try {
Write-host 'Provisioning Endorsement Key'
Sp = New-HPSecurePlatformEndorsementKeyProvisioningPayload
-EndorsementKeyPassword S$ekpw
-EndorsementKeyFile "S$path\kek.pfx"

Sp | Set-HPSecurePLatformPayload

Start-Sleep -Seconds 3

Write-host 'Provisioning signing key'

Sp = New-HPSecurePlatformSigningKeyProvisioningPayload
-EndorsementKeyPassword S$ekpw
-EndorsementKeyFile "S$path\kek.pfx"
-SigningKeyFile "S$path\sk.pfx"

Sp | Set-HPSecurePLatformPayload

12 4% HP Client Management Script Library(CMSL) & At2510] &



$p

$Sp = New-HPSureRecoverImageConfigurationPayload
-SigningKeyPassword $skpw
-SigningKeyFile "S$Spath\sk.pfx"
-Image OS
-ImageKeyFile "S$path\os.pfx"
-username test -password test
-url "http://www.hp.com/custom/image.mft"

Sp | Set-HPSecurePLatformPayload

Sp = New-HPSureRecoverImageConfigurationPayload
-SigningKeyPassword S$skpw
-SigningKeyFile "S$path\sk.pfx"
-Image agent
-ImageKeyFile "$path\re.pfx"
-username test -password test
-url "http://www.hp.com/pub/pcbios/CPR"

Sp | Set-HPSecurePLatformPayload

= New-HPSureRecoverSchedulePayload
-SigningKeyPassword $skpw
-SigningKeyFile "S$path\sk.pfx"
-DayOfWeek Sunday,EveryWeek -Hour 13 -Minute 27 -WindowSize 30

Sp | Set-HPSecurePlatformPayload

$p = New-HPSureRecoverConfigurationPayload
-SigningKeyPassword S$skpw
-SigningKeyFile "S$path\sk.pfx"
-OSImageFlags NetworkBasedRecovery
-AgentFlags DRDVD

Sp | Set-HPSecurePlatformPayload

Get-HPSureRecoverState -all

13
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Get-HPSecurePlatformState

}

finally {
Write-Host 'Deprovisioning Sure Recover'
Start-Sleep -Seconds 3
Sp = New-HPSureRecoverDeprovisionPayload
-SigningKeyPassword S$skpw
-SigningKeyFile "S$Spath\sk.pfx"

Sp | Set-HPSecurePlatformPayload

Start-Sleep -Seconds 3

Write-host 'Deprovisioning P21’

Sp = New-HPSecurePlatformDeprovisioningPayload
-verbose
-EndorsementKeyPassword Spw
-EndorsementKeyFile "$Path\kek.pfx"

Sp | Set-HPSecurePlatformPayload

Write-Host 'Final secure platform state:'

Get-HPSecurePlatformState

OpenSSLE AI2510{ ME 7| MM

4

é!-

el 718 etdet T et S 7l =Y HAO AFESE|H Z2H|X 5= St XS 5|00}
LT} 0]2{et 7| = 2048H| E Z0|0{OF 5tL Ox10001—l X|+& AFESHOF ULt oK 2] X E =X o

set OPENSSL CONF=<path>\openssl.cnf

# HHAEESZ UMl M8E FE ca ¢l

Ol

R

openssl req -sha?256 -nodes -x509 -newkey rsa:2048 -keyout ca.key -out
ca.crt -subj

"/C=US/ST=State/L=City/O=Company/0U=0rg/CN=www.example.com"

HP Client Management Script Library(CMSL) & AtE2351H0{ A



# Il ¢ 2SN dH

openssl req -sha256 -nodes -newkey rsa:2048 -keyout kek.key -out kek.csr -

subj
"/C=US/ST=State/L=City/O=Company/0U=0rg/CN=www.example.com"

openssl x509 -reqg -sha256 -in kek.csr -CA ca.crt -CAkey ca.key -
CAcreateserial -out kek.crt

openssl pkcsl2 -inkey kek.key -in kek.crt -export -out kek.pfx -CSP
"Microsoft Enhanced RSA and AES Cryptographic Provider" -passout pass:

# Y NY I M

openssl req -sha256 -nodes -newkey rsa:2048 -keyout sk.key -out sk.csr -
subj "/C=US/ST=State/L=City/O=Company/0OU=0rg/CN=www.example.com"

openssl x509 -reqg -sha256 -in sk.csr -CA ca.crt -CAkey ca.key -
CAcreateserial -out sk.crt

openssl pkcsl2 -inkey sk.key -in sk.crt -export -out sk.pfx -CSP
"Microsoft Enhanced RSA and AES Cryptographic Provider" -passout pass:

openssl pkcsl2 -in sk.pfx -clcerts -nokeys -out sk public.pem -passin
pass:

# OI0DIKI M 3| M&E

openssl req -sha256 -nodes -newkey rsa:2048 -keyout os.key -out os.csr -
subj "/C=US/ST=State/L=City/O=Company/OU=0rg/CN=www.example.com"

openssl x509 -reqg -sha256 -in os.csr -CA ca.crt -CAkey ca.key -
CAcreateserial -out os.crt

openssl pkcsl2 -inkey os.key -in os.crt -export -out os.pfx -CSP
"Microsoft Enhanced RSA and AES Cryptographic Provider" -passout pass:

thE YYS AHESH0] 0|0|X| oYM A B0 MEE + AS UL

openssl dgst -sha256 —sign os.key -out image.sig image.mft

# OIOIME MY J| M4

openssl req -sha256 -nodes -newkey rsa:2048 -keyout re.key -out re.csr -
subj "/C=US/ST=State/L=City/O=Company/0OU=0rg/CN=www.example.com"

openssl x509 -req -sha256 -in re.csr -CA ca.crt -CAkey ca.key -
CAcreateserial -out re.crt

openssl pkcsl2 -inkey re.key -in re.crt -export -out re.pfx -CSP
"Microsoft Enhanced RSA and AES Cryptographic Provider" -passout pass:

OpenSSLE ALR5H0] AE 7| M A
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g BHE AHE35H0 Of|o| M E oY A E0 MHE + ASHLC
openssl dgst -sha256 —sign re.key -out agent.sig agent.mft
OpenSSLE Y& BIOS HH It S&HE|X| &= big-endian @A 2 A OIYS MMHSIE 2 0f|O0|HE ME

ot HIO|E &M E U Z5}7| Mof| £|Z2{0F & += UAS ULt big-endian HIO|E =M E X| & 5}= BIOS
M £ little-endian HIO|E &=A & X|K&HL|C}.
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http://www.hp.com/go/clientmanagementO| A A& £ Q= HP Client Management Script Library0f| A{

Get-HPFirmwareAuditLogE AF2510 HA A 2E3E HMs &= AE LT} HP Secure Platform
Management O|#IE IDQ| 40,41 ¥ 42+ G|O|E ZEC| O|HIE EX I EE HH&kstH O|= Sure Recover
Aol 2 E EAEULLOE SO0 S 21 S22 2F event_id42 Y 3 CIO|&{ & ArE5t0] DL HA
E o= MY 0t 8 O 2 E5HK| 23128 LEFA LT dword 2t 0xC3F13000 = MftOrSigDownloadFailed
2 5{{M £|0{0f Sti= 00:30:f1:c3.

message number: 0

severity: Info

system state at event: S0

source id: HP Secure Platform Management
event id: 42

timestamp is exact: 1

timestamp: 5/27/2019 2:44:18 PM

description: The platform OS recovery process failed to complete
successfully.

data: 00:30:f1:c3

MZ Ol 227} event_id =41 L . 00:00:00:00 HAlo| H|O|E{2 EAIELICL G|E SH Ch2 3t Z& UL

Event Specific Codes

Success = 0x00000000
CatalogDownloadFailed = 0xC3F11000
message number: 0

severity: Info

system state at event: S0

source id: HP Secure Platform Management
event id: 41

timestamp is exact: 1

timestamp: 5/27/2019 2:55:41 PM

description: The platform OS recovery process failed to complete
successfully.

data: 00:00:00:00

HP Sure Recover= Tt Z2 O|HIE §F =S5 MU

O[HIE 4 O[HIE ZE
CatalogDownloadFailed 0xC3F11000
SignatureDownloadFailed 0xC3F12000
MftOrSigbownloadFailed 0xC3F13000
=Xl siZ
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#A-2 O|HIE §F 3E (HH)

O|HE MY ojlE 3C
FtpHttpDownloadFailed 0xC3F14000
AwsDownloadFailed 0xC3F15000
AwsDownloadUnattendedFailed 0xC3F16000
UnableToConnectToNetwork 0xC3F17000
CatalogNotAuthenticated 0xC3F21000
FtpHttpDownloadHashFailed 0xC3F22000
ManifestDoesNotAuthenticate 0xC3F23000
CatalogVersionMismatch 0xC3F31000
CatalogLoadFailed 0xC3F32000
OsDvdDidNotResolvedToOneComponent 0xC3F33000
DriversDvdDidNotResolvedToOneComponent 0xC3F34000
ManifestFileEmptyOrInvalid 0xC3F41000
ListedFileInManifestNotFound 0xC3F42000
FailedToInstallDrivers 0xC3F51000
FailedToApplyWimImage 0xC3F52000
FailedToRegisterWimCallback 0xC3F53000
FailedToCreateDismProcess 0xC3F54000
BcdbootFailed 0xC3F55000
NoSuitableDiskFound 0xC3F56000
PartitoningFailed 0xC3F57000
DiskLayoutCreationFailed 0xC3F58000
UnexpectedProblemWithConfigJson 0xC3FF1000
SureRecoverJsonParsingFailed 0xC3FF2000
RebootRequestFailed 0xC3FF3000
UnableToReadConfigFile 0xC3FF4000
FailedToDetectWindowsPE 0xC3FF5000

HP Secure Platform Management(£ A 1D = 84h)
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