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1 RBUSHIC

[HP Sure Recoverlld, R/IIRDIEET, ARVL—FT A DI S RTLAERY RN —IUODSERICTA 2R
R=JILTBZLETBEICLET, F7=. [Embedded Reimaging] (IB&HAHBA A —>) KEEEEH L
7=[HP Sure RecoverlZ g A B AT AT, O—AIL AL = FNAZANSEDA A M=ILEY
R=—KrEhTWET,

[ == :[HP Sure Recoverl E(EAT BHICT - ENV I TPV ILTLETWN, A1 A-S2VDBRTR
SATHBIA—Y hENBSH, T—IYBEIARELET.

HP EM T B AN 4 A= ik, BEREA Windows® 10 4 > A R—=S5—HAZFFENTVET, &%
EI|ZIG U T, [HPSureRecoverlZfEHA L THP TN\A RBICERBILENTERSAN—ZA XM= T
EEXT, HP DU ANY A4 A—=C1E, OneDrive D& 51 Windows 10 ICEENTLWB T —4 ) ANY
I-SI hORDBEBENTVET, EETIIMBOHARYALA A A-PEERL T, BERE. 77
Do—>3>, RSAN—, BLUOTF—FY VAN) I-2zO bEEMTRZENTEET,

ARL—=F 4T RFA (0S) ODUANY) I—2obE VAND) AA=—DFBAL R N=ILT
BEHICKLEBERFIEEETLET ., HPHSEMRIhTVLWBVANY I-2 2 bE N—=FT 123
VBE. 7Y YT YRTNAZIND)AN) A A-CORBARED—BNAFIEEET
LEY, HPDOUANY I—x2 M hpcom ICH B8, S X7 AlZ[Embedded Reimaging#EEAY
BHINTULWAEWMESIE, VANY I-Sz 0 REAFTREDICA I —FY MANDT 7 2R
BETY, £z, REEFT7AT7O3—I)ILATHP UANY I—-S 2 hERARLEY, KVEMAE
DANVBREBEBROARYL VAN T-2 2 hEERLIENTEZEETEET,

ARL—=F 4 20 SRFLADNREEINGUMEA, [HP SureRecoverl ZRIR TEEX T, £, Iz
FEBEICHIBRLIZWMBEARE, AT 22— )LICHE > TIHP SureRecoverl 2 R1TT 3T L EAIRETT,
NS DEREIE. [HP Client Security Manager] (CSM) . [Manageability Integration Kit] (MIK) | F7=l&
[HP Client Management Script Library]Z{ERA L TR LT,

2y b7 -V RHDETDET

B @ 2y N —VERERFTRICH. BREGEERTILEAHYET, HP Ik, F—F DBk
%P5 <=8, [HPSureRecoverlZ={EMT BRIIC, EERTI 7M., T—%. BE, B#ELKEENYY
Py 7ILTHELZLEBTTHLET,

1. HTTP X=X FTP OBHBRA D NMIFICRATEBRRYRNTD—=JIC, V95A4T7 RS RTFLEE
mLEJ,

2. USAF7ORSRFLAEBREIBL, HPOOOARRTINES, 11 F—FWLET,
3. [Restorefromnetworkl (Xv k7 —UOMNSET) ZBIRLET,

v b7 —URHOEBTOET



2

A=A R34 THh5DBTDET

547> b 2 RF ADEmbedded ReimaginglféfEZHR— kL TH Y, BHEITATWBR) S —T
RAT21= IR >TAA=2EY I 2oO-RTB3FATSa>HAERICE > TLWBIEEIE. RT
Sa-LENERACAA=—SNISATORSRFAICY D O0-RENET, A A-SHUS
AT SRFAICYoO-RENE, FOAA-DEBRE L. [Embedded Reimagingl X I~
L= FNARICOAE-LET,

[Embedded Reimagingl R kL = FNA ZADA A—SEFERLTO-AIDSOEBITEERITT BIC
X, UTOREZTVET,

1. 954702 RFLAEBREL, HPOOIWRRTINES, 11 F—FWLET,
2. [Restore fromlocaldrive] (O—HJL RS A THBHER) EBIRLET,

[Embedded Reimagingl$BENBEH TN TWBR S XTATIE, 7Y 77— hEERTIEHIC, oo
O-RRTTa-)ILEEBEL. YOoO0-RI-Jx>2 hEFERTI 3REAHYET, Yo>0-R
I —> 1> k&, [HP Client Security Manager]Fl M[HP Sure Recoverl 7S5 0 4 Y ICHEENTLWE T, X
7=. [Manageability IntegrationKit] (MIK) TERET B ZELETEET, MK DERAFIEIZDLTIE, HP
@D Web B4 k., https://www.hp.com/go/clientmanagement/ (FFH A ~) EBBLTLEXL,

Fle. A2 -ILENEYRIEZERLT, T—-S2 2 RESRAEDN—F 4332, 41 A=
% SR_IMAGE /N\—F 4 23 >ICOAE-T3Z&ETEXT, RIZ, [HP Client Management Script Library]
EEALT, ROBREIIFICANSEMRIIL., [Embedded Reimagingl R kL — = FINA RICOE—-TF 3
WVEARHDZLEBIOS ICBMT A —EX AR NEEETEET,

F1E FLBIC


https://www.hp.com/go/clientmanagement/

2

KHA A= OER

F& A EDTEETIE, [Microsoft® Deployment Tool], [Windows 10 Assessment and Deployment Kit], & 7=
IXZDOMABEFERL T, Windows £ A—=20 (WIM) Z7AIIWERDT —HA TICA A=
TJ7AIEERLTWET,

24

[Windows 10 Assessment and Deployment Kit] (Windows ADK) OB#FH/\N—>3>
PowerShell
OpenSSL (F7zId RSA BB F —/AHF— RTFEERT I EHOZOMDOY )1 —->3>)

DY —IMERLARR N T BRERAA A— SOBAMERET 375D RA F— RFEERHT
BEHICERLETS.

[Microsoft Internet Information Services] (lIS) REDY—N—RKRAS YD) a1—-23>

A A= DIER

AA-—COERTOCREZRMIAT BEIIC. MTOFIETRTEIIC, 1 A-SOREBICHATHER
V=IVEA A= LIEERAS AT AREREILRBS AT LAERAELET,

1.

EEEH L L T, Deployment and Imaging Tools Environment DA R O k%
MREFET ([Windows ADKIOEBRY —ILEELBICA A M=ILENTVLET) ,

UTOIOY> REFEBALT, A A—SORT—SDJHEEBEEMRLET,

mkdir C:\staging

NTofloEESNEFERLTA A—SEERKRLET,

3XR—= O 1 : Microsoft Windows 4 > R =)L A A=ZICE DWW e A A—Z OIER
6R=DHI2 : BRIRATAICEI A A= DERL

#l 1 : Microsoft Windows 1 > A=) A A=JICE WA A= DIERE

1.

3.

Microsoft Windows € >> X k—JL 4 A—<% (Microsoft 1ISO, F7=IZ HPOSDVD N5) > KT
3H, HEXT,

MToax> REFEBLT, <Y hIhi=Windows £ > X k=)L 4 A =5 install.wim
T7ANERT—-DOJEEICAE-LET,

robocopy <M:>\sources C:\staging install.wim

R <Ml IV ENRTVWB RSATEELET, ELWRSAT LY —ICEZFH]AT
IEELN,

MToa<> REFEAL T, instalwimZA A= 7748 (ZOFITIE Tmy-image) ) ICE
BLEY,

ren C:\staging\install.wim <my-image>.wim

24
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(FF>3>) [HPSureRecoverllZld, w4 TIHHMIFOHP ¥ -5y kS RFLBICTAE X
TN TLEWindows TF 4 >3 VICEDE, RIVLFAOTYIRAA=SHEHEDIT 4
A EERTIBENZTENATVET, TOLLK A, A>TV IRDELLEMTITFSER TN
DIBAICHELE T, BFELD Windows £ > XA R—=JL 4 A—=HHPOSDVD (ARL—F 4 25
SRATADD) A A=PHSRBEINTUVBRIEE,. IVFIT 423> A A-PHEFEET B08
HRHNET, JIWFITA2a>0MEEFEET, 1 OOFEDIT43a>ETRTO
=Ty SRFATERTIRERIF. 1A= AA=DICEETRAOTYIRN1D
DHTHBZLEBBTIVENDYET,

4. ADRAP=ILAA-POANBEERTAICIE, MTOAT> REFERALET,
dism /Get-ImageInfo /ImageFile:C:\staging\<my-image>.wim
MTIC, 52074232 (BY—Tv b RFADBIOS ICEDWTHIG) ZHR—KT3
ADAR=I A A=HE50HABZERLET,

AA=OFM - my-image.wim

A>TFTYIR:1

A CoreSinglelanguage

B : Windows 10 May 2019 Update - Home Single Language Edition

B4 X:19,512,500,682 bytes

AVTYVIR:2
ﬂﬁﬁ . Core

BB : Windows 10 May 2019 Update - Home edition

H4X:19,512,500,682 bytes

A>TYIR:3
B8 : Professional
BB : Windows 10 May 2019 Update- Professional Update

HBAX:19.758,019,520 bytes

A>TYIR 4
#8) : ProfessionalEducation
BB : Windows 10 May 2019 Update - Professional Education edition

H4X:19,758,019,480 bytes
A>TYIR:5
BHl : ProfessionalWorkstation

B : Windows 10 May 2019 Update - Professional Workstation edition

HA4X:19,758,023,576 bytes

F2E BRAAM AR



FR:ATYIRN1 DDA THBIBE. BRICHFELRLS, 1 A-HERICERAINET,
A A= T7AIWDOY A ZDEIBREIE Y EAREZLLBBBARHY X,

RLVFIT4Sa>0BFERELABWVMEESR. FEABA DTy IRZEHIRLET,

TN L SIC, Professional TF 4 > 3> DAHEFERATIIBEAIF (TRTODY—HFv KSR
TARTA O RENTVRERELT) . 12TV I RS 4, 2, BXU1 &ZRIBRLET, 4
DTV REHRTBENIC, A>TV IRBSHBEIVIETINET, LEAS>T, BEKRE
WA TYIRBENSRENEWA D TY I RBEANLIEBICHIR T IVELAHVET, &
NZNOHIBREIC Get-ImageInfo ZEITL, RICHIRT 314 >Tyv I XR2BCRTHERLE
£

dism /Delete-Image /ImageFile:C:\staging\my-image.wim /Index:5

dism /Delete-Image /ImageFile:C:\staging\my-image.wim /Index:4
dism /Delete-Image /ImageFile:C:\staging\my-image.wim /Index:?2

dism /Delete-Image /ImageFile:C:\staging\my-image.wim /Index:1

IFT4323>DA>TvIR%E1D2DH (ZDOFTIE Professional) ZEIRLET, 1T v 7
AM1 DDA THBIEE., BUICEHRLEL, A A-—HERICEAINET, WIMATYFT—5D
BESICABTOERILOLL ADTEH A A—T7A4 IOV A XDEIBRIEVBARAELES
ZEDRBYET,
(FZ>3>) BEADVAN) AA=JICRZAN—ZFHBICIE,. WTOREEZITVWET,
a. UToIAT>UREFERALT, A A-2FEZ207AMWY—ICRIMLET,

mkdir C:\staging\mount

dism /Mount-Wim /WimFile:C:\staging\my-image.wim /MountDir:C:
\staging\mount /Index:1

b. HR—-—FIThTWBY—5v bk >RFLBODELZ HP Windows 10 Driver DVD (DRDVD) %
IIVRLET, JUDRENERSAN=AT4T7HSE, UMTOOAT> REFEHL T,
RSAN—DY T 7N —-2RF—OJ@EEICaAE-LET,

robocopy /E <M:>\SWSETUP\DRV C:\staging\mount\SWSETUP\DRV

BY #8 : <m:sld, USRI TVWBRSATEELET, ELWRSA T LY —IcB=H
ATLIEEL,
C:\staging\mount\SWSETUP\DRV 7 # LY —DTICEL 2 & T, fD.inff R¥AILD RS A
N—ZBNTEHBZIENTEET, [HPSureRecoverllICk > TZTORABMN dism /Add-
Driver/Recurse HEETEDLSICUEBINIMCOWLWTIE, MTOREY Y, 175
4> ® Windows 41 A—=ZICRSAN—EEBMB &L THIRT 2] 28RLTLKEXL:

https://docs.microsoft.com/ja-jp/windows-hardware/manufacture/desktop/add-and-remove-
drivers-to-an-offline-windows-image,

COWETIE. 7TV T —2a DRTELBELT B.exe AYM LD RFAN—FHYR-k
ThTWEthA,

¢ MUTOIOT>REFEALT ZEEZREFL. 1 A-—SDF72IV2RETVET,
dism /Unmount-Wim /MountDir:C:\staging\mount /Commit
BRNICESLNDA A= T 7 IVIFIRD EH ) TT : C\staging\my-image.wim,
d. 6 R—2DA A-COREICBELET,

A A= DR


https://docs.microsoft.com/ja-jp/windows-hardware/manufacture/desktop/add-and-remove-drivers-to-an-offline-windows-image
https://docs.microsoft.com/ja-jp/windows-hardware/manufacture/desktop/add-and-remove-drivers-to-an-offline-windows-image

fl2: BRBIRATFAICEIK A A= DIER
1. 7— NaJHEZA USBWInPE AT 4 P E{ERELE T,

B R A A—SERBT3EH0ZOMOBEICONTIE, ADKORFIASREBRBLTLE
RIAW

USB RS A TIC, BB RATANSMBLEAA-—SERFTIEODTDLREZEENH S Z
EEBRBLET,

2. BRIRATFTAICAA-SZEERLET,

3. USBWInPEXTF 4 7ZFERLTERBIATLAZEREL, 1 A-ERELTHS, DISM EFEAL
N

BY %5 : <u:>lk. USB RSAJELET, ELLWRSA T LY —IcBEI TR
TZ7A4NED Tmy-image] OFWABLOBEICIE U T<ny-image>DRBEERELET,

dism /Capture-Image /ImageFile:<U:><\my-image>.wim /CaptureDir:C:\ /
Name: <My Image>

4., PUToOaR>REFERALT, USBMNSEERIRATADRT -V J@EEICA A—CFE-L
x99,

robocopy <U:>\ C:\staging <my-image>.wim
RDA A= T 74 ILDMESNET : C\staging\my-image.wim,
5. 6R=SDAA-COREICRELET,

AA=SD3E

HP Tlk, UMToaT> REEAL T, Ry b7 -2 90> 0-RofFEEZEALIEIEDIC,
A=CENBET7ANICHEITEIZLESTITHLTVET,

dism /Split-Image /ImageFile:C:\staging\<my-image>.wim /SwmFile:C:\staging
\<my-image>.swm /FileSize:64

E?E%:mém(774»#41)uxﬁm4b$mv§53hito%EtﬁUtF%biTo

B iER : DISM QBB T7ILAY XLADOMEICKY, ERINESWM 77 M ILOY A XD, BEIIE
Z7A4IL YA XK EHINEL, EU:U(*L\‘JEE'E#% DET,

6 F28 REAAA-TOEM



I=7xAMDIERE

RZITz AR TZ7A4IVOFERE, NM A —-F—<—2 (BOM) LD UTF-8ICLET,

DNTOFIETCHERAINTVWBIYIZTII AN Z74ILE (custommft) [FZEARETT A, HLsRF.mft
BEUVsSigEZEETRIILIETEFBA, Fe, YTTITRANESTRXFY 774N DT7AILED
BoM—HLTLWBRELRHY XTI, & AIE, custommft BK T custom.sig ELVSRT &,
myimage.mft & & ¢ myimagessig ICEE§T3Z N TEET,

mft_versionld, A A= T F7AIIOEANEERTIEDHICERATI, RE1ICREIhTLDL
BEHRHUET,

image versionlk, MLWLWN=23 204 A-HERTENESIHAZEERL, L3>
AAR=LENBNESICTIEHICERINET,

ELELDEHEHFSHRL 16 EY hFEHTHIVENDHY XY, Fle, YTTTAMDSFA> 2L —
& —I& Mr\n] (CR + LF) THBIIEMWYATT,

T=7xAMDER

DEIA A=DICEBD T 7AILHEENTVWBIBENH B8, PowerShell 7 ) FhEFEHALTT
ZJITARNEERLET,

1) DI RNTOFEIEIF, C\staging 7 IV —TITSHERHY ET,

CD /D C:\staging

1. MWToaX>REFEHLT, BOMABALOUTF-8ERTTF AN 77 ML EERTEDIIT 1
% — T PowerShell R 1) 7 L &{ERKLEJ ., notepad C:\staging\generate-

manifest.psl

MTORI) ThEERLET,

SmftFilename = "custom.mft"

$imageVersion = 1907 (EFE : Thidk, EFED 16 EY FBHICT I ENTEET)

S$header = "mft version=1, image version=S$imageVersion"
Out-File -Encoding UTF8 -FilePath $mftFilename -InputObject S$header
SswmFiles = Get-ChildItem "." -Filter "*.swm"

$ToNatural = { [regex]::Replace($ , '\d*\....
$', { S$args[0].vValue.PadLeft (50) }) }

SpathToManifest = (Resolve-Path ".").Path
Stotal = $swmFiles.count
Scurrent = 1

SswmFiles | Sort-Object $ToNatural | ForEach-Object {

Y=T7 T A OERK
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Write-Progress
—-Activity "Generating manifest"
-Status "Scurrent of Stotal (S )"

-PercentComplete (S$Scurrent / Stotal * 100)

$hashObject = Get-FileHash -Algorithm SHA256 -Path $ .FullName

$fileHash = $hashObject.Hash.ToLower ()

$filePath = S$hashObject.Path.Replace ($SpathToManifest + '\', '')
$fileSize = (Get-Item S .FullName).length

SmanifestContent = "$fileHash $filePath $fileSize"

Out-File -Encoding utf8 -FilePath $mftFilename -
InputObject $manifestContent -Append

Scurrent = Scurrent + 1

}

»

BY 5 : [HP Sure Recoverl DR =7 T X MICIZ BOM £2 %3 = EATEARNESD, MTFHITY R
TBOMALODOUTF-8 &ELT7 7 ILEEXHIFET,

Scontent = Get-Content S$SmftFilename
Sencoding = New-Object System.Text.UTF8Encoding $False

[System.IO.File]::WriteAllLines ($SpathToManifest + '\' + SmftFilename,
Scontent, S$encoding)

2. RVVTHLEREFLET,
3. RUVVTHREERTLET,

powershell .\generate-manifest.psl

F2E BRAAM AR



T=T7xANSITZRFvDER

[HP Sure Recoverl Tl SIS VR F v ZFERA L TCI—Sz 0 bEAA—SDERIELE T, LT ORI
Tl&., X.509PEM 2z (.PEM HL3RF) OMEBEF—/2HF*— R7EFERALTVWET, BEICIRL T,

DER /NA 7 JSEABZE (.CER F7=I&.CRT 3R F) . BASE-64 TI > 1— RXh/=PEMEIAEZE (.(ERFf:
|&.CRTHESRF) . F/=IEPKCSTPEM 7 74 )L (PEMILRF) ZFEATALSICOAT RERABLE
T, £z, ZofiTlx, EvIICTATPUOERATIIIRFrEERT S OpenSSL EFEAL TULE
T, FEDI-FT A VT4 EFEALTIZTTRAMNIBRTRZLETEETH, —5 D BIOS /N—
SasTRIVNMVIDFA7OERDS IVRFvyDANYR—EENTULET,

1.

MToaOY> REFERAL T, 2048 EY RO RSAMEBXF—EEMLFET, 2048 Evw MDD RSA 4%
F—/AHAF—RT7HAPEMERDIEAIEX. EN5%E C\staging ICOAE—L THSFIE 3 ICHEAE
£

openssl genrsa -out my-recovery-private.pem 2048

2. MToa<> REFERALT BBXF-—HDS2BF—EERLFT (PEMEXOMEF — I T
BREF—HHBEAIF C\staging IcAE-LEXT) .
openssl rsa -in my-recovery-private.pem -pubout -out my-recovery-
public.pem

3. MToIAX> REFALT, FIE1TD 2048 EY RO RSATBBF—ICEIKSIRFv 774
JU (sha256 N—ZRD/\v > a1 %EH) ZERLET,
openssl dgst -sha256 -sign my-recovery-private.pem -out custom.sig
custom.mft

4. LDToOIaT>REFEALT, AIOFIETOLBAFT—&EFRAL TS IRFv J7MIVERLELF
ERS
openssl dgst -sha256 -verify my-recovery-public.pem -signature
custom.sig custom.mft

B it

o SURFV IFANOHKEMERT DEE. LEGFIEIF1~3TY,

e [HPSureRecover] CIXR/NRTEFIE1, 2, BXUIHUETT, F—-Uv b SRFAETOE
2azZlU93IClk FlE2 TOLEFT—&ERATILENDBYFT,

o FIE4IIERTIN, SITRFvy I77MIUBLUVIZT AN T 7AIHELLKRIEET D &
SICTREHICRITT I LEBTITHLET,

Z27A4IWVDRA K

UTDO7 74 EY—/)N\—ETC\staging 7 ALY —DSRAMLFET,

*.swm
custommft (XXX ZT AN T77A4ILBISEIRLEZ 7AM4ILA)
customsig (XEIFS I 2Fv Z7AIVRICEBIRLE—BT2774L3R)

Z7AIVDRAR

9
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B R :1sERARYYU1—23> LTERLTVWBIEAIR. 7T lapplication/octet-stream:] &
LTRBEEINEUTOILEREFAMMEI > MY ICEENDKLDICERET IVENHY ET,

.mft
.sig
.swm

.wim

- -— Sy f— .
Y=y hrSRFLADODTOES =Y
[HP Client Management Script Library], [HP Client Security Manager] (CSM) /[HP Sure Recover], F7=I&

[Manageability Integration Kit] (MIK) (https://www.hp.com/go/clientmanagement/ (RiEH A ~) ) ZfE
BLT, =5y b SRFAE7OES I ZIJTEET,

Zo7OESaZ2 IS, MToRBERHELET.

1.

HOEI>a>TRANLERZZIAN 774D URL 7 RL R (http://your_server.domain/
path/custom.mft)

WABRIICIERE L= % F v 774U (4 : C:\staging\my-recovery-public.pem) ZRIET B7=HIC
Ed:z Iy (YN E B

STV a-=-5F420
AR ALAEBRFOLRICKBZEF AV FAREOKBICEATEIAVvE-SHRFIINIBEEIE. UT
DREBIRLTLLEETL,

1.
2.
3.

YZ7TAKEBOM AL D UTF-8 THRAVELRH Y T,
T7AILDNY S 1EEIRLET,

SRFLADTOED a2 IC, IZT T ARMMOBRICERIN B —ICHRT32H
FT-MEAINTLWBRZ L ERERBLET,

IS H—/\—® MIME ¥ 4 7% application/octet-stream THAIVENH ) XT,

RZITIAMAOTZ7A4INRICIK, 9547 SRTFANSREAA-SESTRLEM
TALIRNIANDTILVNREZHBIRELDHN XTI, CONRIF BHRS > MREETATH
BI7AND7ILNATIEHY £ A

F2E BRAAM AR
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3 BEEDT77ATIA—=IVATODIHP Sure
Recoverl T—> x> MO {EH

[HP SureRecoverl T— x> Mk, REDA > SRy RETRANTEET, [HP Sure Recover]®
SoftPag &4 > X =)L L 7=%4. [HPSureRecoverl T— x> T4 LI RUMS HTTP X=X FTP O
BHRANII-2z 7740 FIE-LET, RIS, V9547 NS RATAT, BfARA >
@ URL &, [HP SureRecoverl T—< 1 > RO SoftPag & & & ICEEm I Nz HP 2B+ —

hpsr agent public key.pem #7703 =>JLET,

[HP Sure Recoverl T =S FDA A=)

1. [HPSureRecoverl T—> x> hEY D> O—RLU, HTTP £RIFEFTP OEBBRA > RCT7 7ML %E
BRELEY,

2. BRRADHIENBRTI 7ML T CREERELET,

3. Internet Information Services (1IS) ZfEHA L TL\BIB&IE. MIMEYA ZELTUTO 7 74 LK
L 1CXF 9B application/octet-stream Z{ERL L £ 9,

e .wim
° .Swm
o .mft
e .sig

o efi

e .sdi

¥ £ : WTOFIETIE, SCCM Z{ER L72[HP Sure Recoverl D 7OES a3 =2 F I D W THA L %
9, [HP Client Management Script LibrarylZ{EF L 7=[HP Sure Recoverl® 7O EZ 3 Z> JBiED
FlIcD>WLWTIE, 132—=@ [[HP Client Management Script Library] (CMSL) fEH| Z8BL T
<IEEL,

4. SCCM %2 &) L TIHP Client Security Suite]l[CFEE) L. [HP Sure RecoverlR—EBIRLE T,

L%Y FRBEARA RO URLICIE, FSORR—bZFOROLELTHpEEIEhttpDEBSH
NEaFENTWET, £, 547> XFLANS R, [HPSureRecoverl T— 12 FDR
Z7xAMEECREMTALIZRNIDTZILNREBEENTUVET ., TONRIE BRRSA >~
ICREINTVB 7 7A4ILDTILNNRATIRSH ) FH Ao

5. EORHGRAINEHARIIAAEINZ0S A A—-HEBT BICIE, [Platform Image] (7
SyhkT7A—L A A=) €273 3> TlCorporation] (£%) 7> a>&BRLET, ITER
FHICK > TR X/ URL #[Image Location URL] (£ X—DIBFTURL) T> kY Ry I RIC
ABDLFEY., 2FF— hpsr agent public key.pem Z[Image Verification] (A XA — D&
i) 74 —=)LRICAHLET,

BY #52 : HRIAAA—SDURLICIE, A A—SOI=TIRANT7ALEHEIETNTNIHE
RHYET,
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6. TEOEGRADEDEIARYALA VAN I-SzO RFERIFHPUANY I—-S2 MEE
B9 3IClE. [RecoveryAgent] (Y AHNY T—>x> k) 225 32 TlCorporationlF 733>
EFRBIRLET ., ITEEEICK > TR XNz URL £[Agent Location URL] (T —> 1 > hDIBFR
URL) IRV AR T RICAALET, AMF— hpsr _agent public key.pem Z[Agent
VerificationKey]l (T—> x> MRREF—) IR 74— ILRICAALET,

B 5 - BIOS TIZBBIA recovery.mft THBUBENRHBH, URLICI—ST> R I=ZTTARD
T7AINVBEEDHHRNTLREEL,

7. RIS=BISA4F72FSRFAICEREINER, BREBILET,

8. #MH7OEC3=Z>J0OEFTHIC, [HPSureRecoverl D7 I T4 R— 30 ERTTRREHD 4
MoEXa1)F4 A—REANTEIELOIKDZIAVE-SHREIINET, FLLIE HP O
Web HH 4 b, https://www.hp.com/go/clientmanagement/ (HEFEH A k) IC7I7E XL, [HP
Whitepapers]ZM 5 THP Manageability Integration Kit (MIK) for Microsoft System Center Manager] (35
hR) #ZBRBLTLETL,

[HP Sure Recoverl D7 7 T A R—=S 3 UAERICRTI3E,. RS —IC&>TEAITNTLWBRHRY

/s URL HMHP Sure Recoverl® BIOS S¥EA Z 1 —ICRTINET,

FOTAR=2a2HARNLEC LERRBTIICEK, A2 Ea—y—&BE#FL, HPOOINRTE

nes M0F—%2M L XY, [Advanced] (7 X% A) . [HP Sure Recover], [Recovery Agent] (') 53/\

JI—>x> k) DIEICERL, [URLIZZIRLET,

FB3IE PEDT7A T I4— )L TOHIHP Sure Recoverl T—> x> hD{ER
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[HP Client Management Script Library]
(cMsL) o fEH

[HP Client Management Script Library] ©l&, PowerShell Z{#F L T[HP Sure Recoverl DR EEX B T %
To UTDORT Y FEDOBIT, [HPSureRecoverld 7O 3 =2 REDHESR,
;7OES I IBBROAEERLTVET,

REDEE, &

B i#82 : —8oaX> REZOHA RTOFOETEBATVETA, 17ELTANTIRERBHY

Y,

SErrorActionPreference = "Stop"
$path = 'C:\test keys'

$ekpw — nn

$Ska — nn

Get-HPSecurePlatformState

try {

Write-host 'Provisioning Endorsement Key'

Sp = New-HPSecurePlatformEndorsementKeyProvisioningPayload
-EndorsementKeyPassword S$ekpw
-EndorsementKeyFile "S$path\kek.pfx"

Sp | Set-HPSecurePLatformPayload

Start-Sleep -Seconds 3

Write-host 'Provisioning signing key'

Sp = New-HPSecurePlatformSigningKeyProvisioningPayload
-EndorsementKeyPassword Sekpw
-EndorsementKeyFile "S$path\kek.pfx"
-SigningKeyFile "S$path\sk.pfx"

Sp | Set-HPSecurePLatformPayload
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$p = New-HPSureRecoverImageConfigurationPayload
-SigningKeyPassword S$skpw
-SigningKeyFile "S$path\sk.pfx"
-Image OS
-ImageKeyFile "S$path\os.pfx"
-username test -password test
-url "http://www.hp.com/custom/image.mft"

Sp | Set-HPSecurePLatformPayload

Sp = New-HPSureRecoverImageConfigurationPayload
-SigningKeyPassword S$skpw
-SigningKeyFile "S$path\sk.pfx"
-Image agent
-ImageKeyFile "S$path\re.pfx"
-username test -password test
-url "http://www.hp.com/pub/pcbios/CPR"

Sp | Set-HPSecurePLatformPayload

$p = New-HPSureRecoverSchedulePayload
-SigningKeyPassword S$skpw
-SigningKeyFile "S$path\sk.pfx"
-DayOfWeek Sunday,EveryWeek -Hour 13 -Minute 27 -WindowSize 30

Sp | Set-HPSecurePlatformPayload

$p = New-HPSureRecoverConfigurationPayload
-SigningKeyPassword S$skpw
-SigningKeyFile "S$path\sk.pfx"
-OSImageFlags NetworkBasedRecovery
-AgentFlags DRDVD

$p | Set-HPSecurePlatformPayload
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Get-HPSureRecoverState -all
Get-HPSecurePlatformState

}

finally {
Write-Host 'Deprovisioning Sure Recover'
Start-Sleep -Seconds 3
$Sp = New-HPSureRecoverDeprovisionPayload
-SigningKeyPassword $skpw
-SigningKeyFile "S$Spath\sk.pfx"

Sp | Set-HPSecurePlatformPayload

Start-Sleep -Seconds 3

Write-host 'Deprovisioning P21'

Sp = New-HPSecurePlatformDeprovisioningPayload
-verbose
-EndorsementKeyPassword Spw
-EndorsementKeyFile "S$Path\kek.pfx"

Sp | Set-HPSecurePlatformPayload

Write-Host 'Final secure platform state:'

Get-HPSecurePlatformState
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OpenSSL ZERA LY > 7L ¥ —DER

MBX—IRERIBFAICRELTLLET WL, 2BF—XREEICER I, 7O0ES 3 =2 JiFICIRM
INTULVBHUERDBYET, CNOHDOF—1F2048 EY FORITEFE, 0x10001 DI EFERTS
VERHYET, floY Tz h=BHBARICETIBRICEZTIRATLLIEEXL,

HT93E1IC, MTOREZHERELET.
set OPENSSL CONF=<path>\openssl.cnf

# Create a self-signed root CA certificate for testing

openssl req -sha256 -nodes -x509 -newkey rsa:2048 -keyout ca.key -out
ca.crt -subj

"/C=US/ST=State/L=City/O=Company/0OU=0rg/CN=www.example.com

# Create a key endorsement certificate

openssl req -sha256 -nodes -newkey rsa:2048 -keyout kek.key -out kek.csr -
subj

"/C=US/ST=State/L=City/O=Company/0U=0rg/CN=www.example.com

openssl x509 -req -sha256 -in kek.csr -CA ca.crt -CAkey ca.key -
CAcreateserial -out kek.crt

openssl pkcsl2 -inkey kek.key -in kek.crt -export -out kek.pfx -CSP
"Microsoft Enhanced RSA and AES Cryptographic Provider" -passout pass:

# Create a command signing key

openssl req -sha256 -nodes -newkey rsa:2048 -keyout sk.key -out sk.csr -
subj "/C=US/ST=State/L=City/O=Company/OU=0rg/CN=www.example.com

openssl x509 -req -sha256 -in sk.csr -CA ca.crt -CAkey ca.key -
CAcreateserial -out sk.crt

openssl pkcsl2 -inkey sk.key -in sk.crt -export -out sk.pfx -CSP
"Microsoft Enhanced RSA and AES Cryptographic Provider" -passout pass:

openssl pkcsl2 -in sk.pfx -clcerts -nokeys -out sk public.pem -passin
pass:

# Create an image signing key

openssl req -sha256 -nodes -newkey rsa:2048 -keyout os.key -out os.csr -
subj "/C=US/ST=State/L=City/O=Company/OU=0rg/CN=www.example.com

openssl x509 -req -sha256 -in os.csr -CA ca.crt -CAkey ca.key -
CAcreateserial -out os.crt

openssl pkcsl2 -inkey os.key -in os.crt -export -out os.pfx -CSP
"Microsoft Enhanced RSA and AES Cryptographic Provider" -passout pass:
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CHOARREFRALT, AAXA-—SIZTTRANEBRETEEY,

openssl dgst -sha256 -sign os.key -out image.sig image.mft

# Create an agent signing key

openssl req -sha256 -nodes -newkey rsa:2048 -keyout re.key -out re.csr -
subj "/C=US/ST=State/L=City/O=Company/0OU=0rg/CN=www.example.com

openssl x509 -reqg -sha256 -in re.csr -CA ca.crt -CAkey ca.key -
CAcreateserial -out re.crt

openssl pkcsl2 -inkey re.key -in re.crt -export -out re.pfx -CSP
"Microsoft Enhanced RSA and AES Cryptographic Provider" -passout pass:

ZOAXRVREFHALT, I-Px 0 FIYZTTRNIBETEET,

openssl dgst -sha256 -sign re.key -out agent.sig agent.mft

0penSSL TSI RFv¥ 74D EY T TOoT 4 7R TERINE TN, —& D BIOS /N —
TaiRERELAD) FRA, TOED BEICE>TRI-ZP NS ITRFv 774ILDINA

NMEFFZRBERICEICTIBENDYET, EVI I>T4T7>0NA NMEFRZEYR— 9 3 BIOS
N=232TlRk YNLVLIDT4720NA MEFRBYR—-RENTVET,

OpenSSL ZERA LY > FIL F—D%Rk
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A

K

=

KSTISa-F420

ATDN-FT14>a3>DERICKBLIE

SR_AED F7=ld SR_IMAGE /X\—F « 3 3 > Ml Bitlocker ICL > TSI TWBIEE, RSA4 TD/N—
TAZAVREICKBTEIZLNHBNET, BE, chooN—FT1>a>ikogpt BEZFERAL TE
WX, Bitlocker ICKBESkIFITONEEAN, 1—Y—HBN—-F 1> 3> %HRLTBEKRLE
IBA. FEERT A9 RSA TETFHTER L I=IBAIX, [HP Sure Recover] T— = = > MAVEIER
TEY, RSIATON—FT 4> a3 BREETOLIICIS—ARELTRTLEYT, 1—-¥—IF
diskpart 2T L TR 2 —AEBIRL, del vol override REDIAI U RERITTBZ &IC
2T, ENOEZFHTHIRTIVELNHDYET,

Z7—-ADI7EEDY

EFI ZEHDRRIIUTOESY TT,

° GUID : {Oxec8feb88, 0Oxbldl, 0x4f0f, {0Oxab, 0x9f, 0x86, Oxcd, 0xb5, 0x3e,
Oxa4d, 0x45}}

° BAl : OsRecoveryInfolog

Windows @ TIC EFI E¥EFH A S AP B Y £, F7=ld, 1 —H —H[UEFI Shell dmpstore] 1 —F 4
D74 ZFALTCERORNBE T 7ANICTY > TTEET,

[HP Client Management Script Library] TRt N TL\3 HPFirmwareAuditLog AR > RZEFEAL T,
EBNJEYCITEEY,

Windows 1 RX>> k O%Y

[HP Sure Recoverl DBIIRH K VR T A R ME BIOS BEEOVICEE INE T, [HP Notifications]hi A

SAR=ILENTULBIEA, Windows 1 X2~ Ea—7—T[HPSure StartlOJ R TEET., =
NEDARY KMCIE, BAERZ, V—XID, /XKD, BLOARNEAEI-RHAZTHINT
WEd, le&ZIE, [fe 00 40 26 02 27 06 18 84 2a 02 01 00 30 f£2 c3]lk, 20184 6
B 27 B 22640 IcO7ICRBEINEAR FEEO— R 3f23000 TYZ 7 T A MERIETEAD -
e, VANVIZKMLEZEZRLTULET,

B #i2 : chsonscik, KEQBMER (B/B/E) MERIATOET,

fT8&A STV —-FT427T
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5% A-1 HP Secure Platform Management

ARY K FNARAE 4R 8 FHMA AE
D (FRT/ (FRT/
Daa$S) Daa$S)

40 256/178 943/552 ISy bhT7A—A0SERTIOER TS5y b7 —LDETHEH
X, 77—ALDUzT7ICE->THBASIh BIhFLE
Lk

41 221/147 588/332 TS5 hI7A—-A0SERTOCLRN TS5y bhTH—LADERTHR
EBICRTLELE TLELE

42 54/42 252/156 TS RIZA-LAOSERIOCLRAN TS5y hT7x—LDERICK
FEICRTLEEBATLE BMLELE

HP @ Web H 4 b, http://www.hp.com/go/clientmanagement/ (HEFEH A &) S AFATEEZ[HP Client
Management Script Libraryl® Get-HPFirmwareAuditlog ZFRA L T, 77 —AD Tz 7OEBEOJEHNET
Z X9, [HP Secure Platform Managementl® 4 N> kD40, 41, &L 421, F—% 7414 —ILRIC
AR NEBI-RERLEY, ZHIZHP Sure Recoverl DERIEDERETRLTLET, XX U
ToOl TR TR, I5—DARUNIDA 42, T—FH00:30:f1:c3 £A&>THY (dword fE
0xC3F13000 = MftOrSigDownloadFailed & f##¥R) . [HP Sure Recoverl NYX =T T A MERIFI T XF v
TZ7ALOYoO-RICRBLEZLERLTVWET,

message number: O

severity: Info

system state at event: S0

source 1id: HP Secure Platform Management
event id: 42

timestamp is exact: 1

timestamp: 5/27/2019 2:44:18 PM

description: The platform OS recovery process failed to complete
successfully.

data: 00:30:f1:c3

BRAARINLESRS, MTOLSIS, 41X K IDA41, F—5H100:00:00:00 ERTINET,
Event Specific Codes

Success = 0x00000000

CatalogDownloadFailed = 0xC3F11000

message number: 0

severity: Info

system state at event: SO

source id: HP Secure Platform Management

event id: 41
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timestamp is exact: 1

timestamp: 5/27/2019 2:55:41 PM

description: The platform OS recovery process failed to complete

successfully.

data: 00:00:00:00

[HP Sure Recoverlld, W TOAXR> FEBEI—-REFEHALEXT,

FA2ARPMEBO-FK

AR hOSEA AR FI-F
CatalogDownloadFailed 0xC3F11000
SignatureDownloadFailed 0xC3F12000
MftOrSigDownloadFailed 0xC3F13000
FtpHttpDownloadFailed 0xC3F14000
AwsDownloadFailed 0xC3F15000
AwsDownloadUnattendedFailed 0xC3F16000
UnableToConnectToNetwork 0xC3F17000
CatalogNotAuthenticated 0xC3F21000
FtpHttpDownloadHashFailed 0xC3F22000
ManifestDoesNotAuthenticate 0xC3F23000
CatalogVersionMismatch 0xC3F31000
CatalogLoadFailed 0xC3F32000
OsDvdDidNotResolvedToOneComponent 0xC3F33000
DriversDvdDidNotResolvedToOneComponent 0xC3F34000
ManifestFileEmptyOrInvalid 0xC3F41000
ListedFileInManifestNotFound 0xC3F42000
FailedToInstallDrivers 0xC3F51000
FailedToApplyWimImage 0xC3F52000
FailedToRegisterWimCallback 0xC3F53000
FailedToCreateDismProcess 0xC3F54000
BcdbootFailed 0xC3F55000
NoSuitableDiskFound 0xC3F56000
PartitoningFailed 0xC3F57000
DiskLayoutCreationFailed 0xC3F58000
UnexpectedProblemWithConfigJson 0xC3FF1000
SureRecoverJsonParsingFailed 0xC3FF2000
RebootRequestFailed 0xC3FF3000
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FA2 ARYPMEBI-F X

AR bOFRAB AR MO-R
UnableToReadConfigFile 0xC3FF4000
FailedToDetectWindowsPE 0xC3FF5000
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