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dism /Delete-Image /ImageFile:C:\staging\my-image.wim /Index:4
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dism /Split-Image /ImageFile:C:\staging\<my-image>.wim /SwmFile:C:\staging
\<my-image>.swm /FileSize:64
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XN 192 MY .bMnana axan (yapn 271) FileSize  :mwva =

2720 N NTAIN VP NP2 MY XY SWM-n g 2712, DISM YW X900 DNMNZRN N21V9 191X 7w :va [’;;’/f
.wmann ynpn

DOON X!
.(BOM) n1"1'0n 170 110 1N X% UTF-8 M1ana DD9INN ¥ NN MY

,-5ig-1.mft MN1ON NN MY PR IR, DN D902 V91N (custom.mft) D9INN Y1 DY NK MAYY INNYINI
,custom.mft) MAwN TAX K MAw? INNWONA ,ANNT? .OXIN NP 2PN ANANN WX217721 DDOINA YAipin DV pym
.(myimage.sig ,myimage.mft) 1n2 mnw? (custom.sig

-2 NT22W1 1 TAN2 WM ANNNN YR YW NMANN NVIAp? wnwnmit version
JN MR MKD Y NIPNN V1IN21 nINNN 2W NN QPTN N0 NNMP DX V11p2 7T WNWN image version
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notepad C:\staging\generate-manifest.psl :AN1N

IN2N DOMPON NN NX
SmftFilename = "custom.mft"

(a0 16 Yw DYw 190N 2 N1 7127 AT W) SimageVersion = 1907
Sheader = "mft version=1, image version=$imageVersion"

Out-File -Encoding UTF8 -FilePath $mftFilename -InputObject S$header

SswmFiles = Get-ChildItem "." -Filter "*.swm"
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S$ToNatural = { [regex]::Replace($ , '"\d*\....$',

{ $args[0].Value.PadLeft (50) }) }

SpathToManifest = (Resolve-Path ".").Path
Stotal = $swmFiles.count
Scurrent = 1

SswmFiles | Sort-Object $ToNatural | ForEach-Object {
Write-Progress
"Activity "Generating manifest-
"(_$) Status "Scurrent of Stotal-

(PercentComplete (Scurrent / Stotal * 100-

hashObject = Get-FileHash -Algorithm SHA256 -Path $ .FullName$
() fileHash = $hashObject.Hash.ToLower$

('" ,'"\' + filePath = ShashObject.Path.Replace ($SpathToManifest$
fileSize = (Get-Item $ .FullName).length$

"manifestContent = "$fileHash S$filePath $fileSize$

Out-File -Encoding utf8 -FilePath $mftFilename -InputObject
SmanifestContent -Append

current = S$current + 1$

{

Y2172 Y2170 X MANIwN MyXan mmpom ,BOM n 71257 o101 X7 HP Sure Recover mav nwooan  :nva E?'”f}
.BOMn x»7 UTF-8

Scontent = Get-Content $mftFilename
Sencoding = New-Object System.Text.UTF8Encoding S$False

[System.IO.File]::WriteAllLines ($pathToManifest + '\' + SmftFilename,
Scontent, $encoding)

LomponnkMnw - .2

Jomponnnrvon .3

powershell .\generate-manifest.psl
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11> .(.PEM nn1o) PKCS1 PEM x21p X ,(.CRT 1x .CER nn1o) BASE-64 nioxna PEM e N ,(.CRT 1x .CER nn1D)
1T MY MIADIN 221 WNNWN? INMPoKN1 .big-endian n12ana mnnn X1 ,0penSSL-1 nwnnwn nnatn L))
.T271 little-endian bNM921 MmN nNa MOmn mnmon BIOS mXD X ,0W0921 YV DINN?

2,048-1 m27¥/'019 RSA MINN9N TAY 7M1 DX .ANAN NTIPON MYXNKA NP0 2,048-1019 RSAnnon Y .1
.3 29w 3971 1an K7 ,C:\staging PN DMK pnyvin ,pem N1aNa N0

openssl genrsa -out my-recovery-private.pem 2048

N"2N1 YW 1970 NNONY DRNNAN MY NNON JNPIA W1 OK) 19 190 NNONAN MAXN MNOAANR MY .2
NN NTIP9N MYNNKA L (C:\staging-2 1MX pnyn ,PEM

openssl rsa —-in my-recovery-private.pem -pubout -out my-recovery-
public.pem

,12%wn N0 2,048-110190 RSA nnon »v oo1ann (sha256 002 v Hash Tip myxnxa) nmnnynpny - .3
:IN2N NTIPON NYXNNA

openssl dgst -sha256 -sign my-recovery-private.pem -out custom.sig
custom.mft

[INAN NTIPON MUXANA ,DTIPN 22W0N M2NN NNONN MUYXNNI NN YDIp NINNNR .4

openssl dgst -sha256 -verify my-recovery-public.pem -signature
custom.sig custom.mft
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12N NN .FTP X HTTP myXnNa nxosn NTa» napnnn mpnn HP Sure Recover 7w 12100 N Naw 12100 X11p
Dw21 HP Yw "maxn nnonm nxonn N1 2w URL-n n21nd oy N2wn nNX nxpn

.HP Sure Recover ¥ n121Nn NN 1210 DV TN Y9100 ,hpsr_agent public key.pem

HP Sure Recover 7w 121021 Napnn

FTP X HTTP mu¥nKa 12w nX¥onn NTpa YR ¥apin NN Y2m HP Sure Recover Yw 1mon Nk a1
X9NN NTIPIA MMRNNN DX¥APN MKV DRI .2

T2y application/octet-stream 7w MIME 10 ¥, (I1S) Internet Information Services-awnnwn nnxDN .3
MN2N NMMANN

wim e
.swm e
.mft e
Sig e
efi o
sdi e

v Sure Recover nxxpn? MrNT? .SCCM nv Sure Recover NNX{N NX DMINNN DNAN D'TUND 22N [¥g
(CMSL) HP Client Management 0'09"p0n NM90 OV NT12V AN, HP Client Management D'woMpoin ™90
11 nnva

.HP Sure Recover 97 nx 1n1 100 N7 Hp Client Security Suite ’x vna,SCCMnx 7von .4
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2'N2N NN DA N2210 K0 .MV 21munM9) hitp NNAR ftp NN Y210 nxonn nmipa »w URL-nnand - :mva E/
211 .M NJIWNN NN K1nw 192 HP Sure Recover 1210 2w b09210N NN N2IN0 NA12VN N NN 28 N2NN
.NX9NN NTI7221 DX2PN DN 1AW DN PN N2NN 2NINNN DT
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hpsr agent public key.pem™MXXn NN9NN NK T .(A1NNn mpn 2w URL n1nd) Location URL
.(nnnn mnx) Image Verification nwa

999
.LDOINN Y217 OV NN 71207 N2N MR NDNMNN nnnnn 2w URL-nhand - :ava =

OXMN NTNY 12101 WRNwRY 113 (1K) Corporation NMwoNn NX N1 ,(MTNW 1010) Recovery Agent vopna .6
NN IT-n Ynan 11-%v npo1ow URL-n NN K 1T .MNIK N¥90 NTpan HP YW NN 12102 I8 MmN
MANN NN9AN DX 1T (12100 M0 2w URL nand) Agent Location URL

.(1:10n mnx nnon) Agent Verification Key nTwahpsr agent public key.pem
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HP Client 009" pon ™90 DY NT1AY
(CMSL) Management

myxnNa HP Sure Recover Yw Nnminn NX 7na2 17 mwonn HP Client Management D'w9Mpodn NMO0
HP v ARXpnn NK 1IPN21 NXNN NN MY ,A¥NN NN V12p2 ,MYpn? TXI 001N 1202 nnnTn b9Mjp0 .PowerShell
.Sure Recover

999
DK ANMPI JMN PTAY W IN,ATTITA YW Awn TNND NDDNN MMponn pyn - nawa B

SErrorActionPreference = "Stop"
Spath = 'C:\test keys'

$ekpw — nn

SSka — nmn

Get-HPSecurePlatformState

try {
'Write-host 'Provisioning Endorsement Key
p = New-HPSecurePlatformEndorsementKeyProvisioningPayloads$
EndorsementKeyPassword Sekpw-—
"EndorsementKeyFile "S$path\kek.pfx-

p | Set-HPSecurePLatformPayloads$

Start-Sleep -Seconds 3

'Write-host 'Provisioning signing key

p = New-HPSecurePlatformSigningKeyProvisioningPayload$
EndorsementKeyPassword Sekpw-
"EndorsementKeyFile "S$path\kek.pfx-
"SigningKeyFile "$path\sk.pfx-

p | Set-HPSecurePLatformPayloads$

p = New-HPSureRecoverImageConfigurationPayload$
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SigningKeyPassword $skpw-

"SigningKeyFile "S$path\sk.pfx-

Image OS-

"ImageKeyFile "S$path\os.pfx-

username test -password test-

"url "http://www.hp.com/custom/image.mft-

p | Set-HPSecurePLatformPayload$

p = New-HPSureRecoverImageConfigurationPayloads$
SigningKeyPassword S$skpw-
"SigningKeyFile "S$path\sk.pfx-
Image agent-
"ImageKeyFile "S$path\re.pfx-
username test -password test-
"url "http://www.hp.com/pub/pcbios/CPR-

p | Set-HPSecurePLatformPayload$

p = New-HPSureRecoverSchedulePayload$
SigningKeyPassword $skpw-
"SigningKeyFile "S$path\sk.pfx-
DayOfWeek Sunday,EveryWeek -Hour 13 -Minute 27 -WindowSize 30-

p | Set-HPSecurePlatformPayload$

p = New-HPSureRecoverConfigurationPayloads$
SigningKeyPassword $skpw-
"SigningKeyFile "S$path\sk.pfx-
OSImageFlags NetworkBasedRecovery-
AgentFlags DRDVD-

p | Set-HPSecurePlatformPayload$

Get-HPSureRecoverState -all
Get-HPSecurePlatformState

{

} finally

'Write-Host 'Deprovisioning Sure Recover



Start-Sleep -Seconds 3

p = New-HPSureRecoverDeprovisionPayload$
SigningKeyPassword S$skpw-
"SigningKeyFile "S$path\sk.pfx-

p | Set-HPSecurePlatformPayloads$

Start-Sleep -Seconds 3

'Write-host 'Deprovisioning P21

p = New-HPSecurePlatformDeprovisioningPayload$
verbose-
EndorsementKeyPassword S$pw-
"EndorsementKeyFile "$Path\kek.pfx-

p | Set-HPSecurePlatformPayloads$

':Write-Host 'Final secure platform state

Get-HPSecurePlatformState

OpenSSL myXxnx2a anx1T NINN9N 1YY

.INXPNN 12002 DMK TR PN MNN X2 1IWNY DM2ND MNNSAN .MV 01N DMD190 MNN9NN NN 10NN
MNRMITA NI NN 9200 .0x10001 2w Myna wnnwn2 N0 2,048 ¥ 11K NM'A? D'WITI NP8 MNNON
7Y RN 2V VTN DXInn

WNNY 1197 N1 N21200 NANYN NN ITAN

set OPENSSL CONF=<path>\openssl.cnf

# Create a self-signed root CA certificate for testing

openssl reqg -sha256 -nodes -x509 -newkey rsa:2048 -keyout ca.key -out
ca.crt -subj

"/C=US/ST=State/L=City/0O=Company/0U=0rg/CN=www.example.com"

# Create a key endorsement certificate

openssl req -sha?256 -nodes -newkey rsa:2048 -keyout kek.key -out kek.csr -
subj

"/C=US/ST=State/L=City/O=Company/0U=0rg/CN=www.example.com"

openssl x509 -req -sha256 -in kek.csr -CA ca.crt -CAkey ca.key -
CAcreateserial -out kek.crt
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openssl pkcsl2 -inkey kek.key -in kek.crt -export -out kek.pfx -CSP
"Microsoft Enhanced RSA and AES Cryptographic Provider" -passout pass:

# Create a command signing key

openssl req -sha256 -nodes -newkey rsa:2048 -keyout sk.key -out sk.csr -
subj "/C=US/ST=State/L=City/0O=Company/0U=0rg/CN=www.example.com"

openssl x509 -req -sha256 -in sk.csr -CA ca.crt -CAkey ca.key -
CAcreateserial -out sk.crt

openssl pkcsl2 -inkey sk.key -in sk.crt -export -out sk.pfx -CSP
:"Microsoft Enhanced RSA and AES Cryptographic Provider" -passout pass

openssl pkcsl2 -in sk.pfx -clcerts —-nokeys -out sk public.pem -passin
:pass

# Create an image signing key

openssl req -sha256 -nodes -newkey rsa:2048 -keyout os.key -out os.csr -
subj "/C=US/ST=State/L=City/0O=Company/0U=0rg/CN=www.example.com"

openssl x509 -reqg -sha256 -in os.csr -CA ca.crt -CAkey ca.key -
CAcreateserial -out os.crt

openssl pkcsl2 -inkey os.key -in os.crt -export -out os.pfx -CSP
"Microsoft Enhanced RSA and AES Cryptographic Provider" -passout pass:

:ININ NTIPON MYXANI NN 2W DD9INN 2V DINNY JN1NYON]

openssl dgst -sha256 -sign os.key -out image.sig image.mft

# Create an agent signing key

openssl req -sha256 -nodes -newkey rsa:2048 -keyout re.key -out re.csr -
subj "/C=US/ST=State/L=City/0O=Company/0OU=0rg/CN=www.example.co"

openssl x509 -req -sha256 -in re.csr -CA ca.crt -CAkey ca.key -
CAcreateserial -out re.crt

openssl pkcsl2 -inkey re.key -in re.crt -export -out re.pfx -CSP
"Microsoft Enhanced RSA and AES Cryptographic Provider" -passout pass:

:NININ NTIP9N MYXNINA 12100 2¥ hD9INN 2V DINN? JNNYON]

openssl dgst -sha256 -sign re.key -out agent.sig agent.mft
NN 1917 1IDXNY 12N 710 ,MNMOoN BIOS NIND1AY D'RNN 12K ,big-endian bn1191 mnmnn '¥11p 1¥1 OpenSSL

1701 D) MOMN big-endian »w N0 1702 MmImnn BIOS mXDI .NDMON 1197 12100 NN Y217 ¥ NMM'0N 170
little-endian »w nna0

OpenSSL myuxnxl nnT MNNo9N Y
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N2211 1212 2w MIXNN? am2nn

nY8 mynn .Bitlocker myxnxa N1oxn SR_IMAGE 18 SR_AED N¥'MNn WK Mp? N2V NYw2aw 1112 NXMNn

X IN MXNNN DK WTNA XM PMA WRNWNA DX X ,JMN 1'9¥0? Bitlocker-n ynnn gpt 19NN DY 23 11T nXa
NUTINA NY1W9NN KX K11 JMIN 71NNY Y0100 KY Sure Recover YW 12100 ,i™M MR 112 M12-2V 171 19181 MIX
TONKN WXAK NN diskpart NYV9N 7T1-2Y 1371 19181 JMIN 7INNY AN WNNWAN .XMNY N7Nn NV KDY
AMTAMP9INdel vol N9V NMpoN Y nxam

AN NNpM

11202710 Nn EFlanwn vn

{0xec8feb88, 0xbldl, 0x4f0f, {Oxab, 0x9f, 0x86, Oxcd, 0xb5, 0x3e, :GUID °
Oxad, 0x45}}

OsRecoveryInfolog:DVW °

Y2127 DINWNN 19170 DX T2 YMwoNaw N L EFanwn nkmp? Windows n2v9nn n>wna APl ypwnn onmy
.UEFI Shell dmpstore mwin NN MYXNN]

NMOD =YV NP0NN Get-HPFirmwareAuditLog NTIpon MYXNINA NM120 1M1 NN TN INMNMPONA
.HP Client Management D'v9Mp0N

Windows 7w m'v1 N 1N

Windows Event Viewer-1 2xn? 101 1M ,BIOS-n »w nmpran 11172 0'n»wa Sure Recover ¥ nXvV1 n”NNN W1N
INNN DK 02210 NP DN HP Notifications jpmin nx Sure Start »w jn1 (Windows 2w DN 2xn)

[fe 00 40 26 02 27 06 18 84 2a 02 ,NNNT?.U11N?19X90 T1j71 VITIRN NNTA ,MpNn nntn ,nywm
VTN 19X901 TIpn MUXANI DD9INN NN NAR? 0 M RPYWINRND 2w NTNR D YN 01 00 30 £2 3]
.27/06/18 1xN1 2:26:40 nywa nwnaw ¢3f 23000

999
.MM/DD/YY w MR{pINKN TMKNN NMN2AN2 DXIN AN DIAT - v =

(84h = mpn antn) HP Secure Platform Management

HP Secure Platform Management 1-x n%1p

mya NN WK AN 0"pnn ann VIR AnTn
(All/DaaS) (All/DaaS)
NMn NNN9LY9N NTNY %Y N2Y9nn NN NINY 120N 943/552 256/178 40

NP TI-2V 2NMn NNMOV290

D710 NNMOV290 NTNY %Y N2Y9nn NN NTNY 120N 588/332 221147 41
.NNYXN21 D210 NNM9Y79N

721 NNN9LY9n NNy ¥ N2u5nn NN NINW 20N 252/156 54/42 42
.NN2XN1 D210 K2 ANM9DY9N
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HP Client D'v9"pon N0 Get-HPFirmwareAuditLog nx1n T 2V nNw1pn N1 1701 DK ITNRY INNMPOKNA
HP %w 42-141 ,40 DN "ntn .http://www.hp.com/go/clientmanagement n1inJa nantn ,Management
7Y M21Y9n0 MKXIN NN D2M¥NN, 021120 NTRA Y11RY DN91X90 D' 0NN Secure Platform Management
Y2177 NI 1IN DDOINN Y21P NK TMINY M2Xn K2 Sure Recover 1D N1 kAN 1M N ,nNAT? .Sure Recover
0xC3F13000 = :dword-n 77v2 w192 wr imiN ,00:30:f1:¢3 :11Nan DV event_id 42 NRMY Tip MYNNNK] ANMMNN
.MftOrSigDownloadFailed

message number: 0

severity: Info

system state at event: SO

source id: HP Secure Platform Management

event id: 42

timestamp is exact: 1

timestamp: 5/27/2019 2:44:18 PM

The platform OS recovery process failed to complete successfully.:11&'N

data: 00:30:f1:c3

N1, 00:00:00:00:11120 DY event_id = 41 Tipa 1MXN N2X1IN NNY
Event Specific Codes

Success = 0x00000000

CatalogDownloadFailed 0xC3F11000
message number: 0

severity: Info

system state at event: SO

source id: HP Secure Platform Management
event id: 41

timestamp is exact: 1

timestamp: 5/27/2019 2:55:41 PM

description: The platform OS recovery process failed to complete
successfully.

data: 00:00:00:00

.D'N2N V11RY 090N ' Tpa wnnwn HP Sure Recover

VI1'R? DM"9X90 DNy 2-K 122D

ynRa mp Y1'Ka XN
0xC3F11000 CatalogbownloadFailed
0xC3F12000 SignatureDownloadFailed
0xC3F13000 MftOrSigDownloadFailed
0xC3F14000 FtpHttpDownloadFailed

(84h = nmpn nntn) HP Secure Platform Management
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(Ywna) 1Ry o990 DTIP 2-X 1%aD

Y"wa np Y1'Ra MR
0xC3F15000 AwsDownloadFailed
0xC3F16000 AwsDownloadUnattendedFailed
0xC3F17000 UnableToConnectToNetwork
0xC3F21000 CatalogNotAuthenticated
0xC3F22000 FtpHttpDownloadHashFailed
0xC3F23000 ManifestDoesNotAuthenticate
0xC3F31000 CatalogVersionMismatch
0xC3F32000 CatalogLoadFailed
0xC3F33000 OsDvdDidNotResolvedToOneComponent
0xC3F34000 DriversDvdDidNotResolvedToOneComponent
0xC3F41000 ManifestFileEmptyOrInvalid
0xC3F42000 ListedFileInManifestNotFound
0xC3F51000 FailedToInstallDrivers
0xC3F52000 FailedToApplyWimImage
0xC3F53000 FailedToRegisterWimCallback
0xC3F54000 FailedToCreateDismProcess
0xC3F55000 BcdbootFailed
0xC3F56000 NoSuitableDiskFound
0xC3F57000 PartitoningFailed
0xC3F58000 DiskLayoutCreationFailed
0xC3FF1000 UnexpectedProblemWithConfigJson
0xC3FF2000 SureRecoverJsonParsingFailed
0xC3FF3000 RebootRequestFailed
0xC3FF4000 UnableToReadConfigFile
0xC3FF5000 FailedToDetectWindowsPE
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