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Description

The aim of this newsletter is to define an easy configuration process for HP SmartStream 3D
Command Center and to explain which checks should be done to ensure that cloud
connection works correctly.

HP SmartStream 3D Command Center consists of two different pieces of software:
o HPSmartStream 3D Command Center Server that will communicate with hp cloud.
o HPSmartStream 3D Command Center Client where you can add devices and see their
status.

Benefits

With this software installed, cloud connectivity is enabled, providing you with the following
benefits:

e Remote troubleshooting, minimizing printing downtime.

e Transforming devices into smart devices. This is made possible in part by applying statistical
analysis and machine learning techniques to data gathered from connected devices. The
installed base of connected devices, combined with cloud intelligence, makes up the HP Jet
Fusion 3D Cloud Ecosystem. Improvements may be deployed via device firmware updates or
other means.

e Additional functionality, services, and solutions that evolve and improve over time.

e Predictive device maintenance to anticipate required maintenance and part replacement,
thereby minimizing printing downtime through planned interventions.

e Machine learning to maximize part quality based on printing parameters and device models
that adapt and evolve over time.

e (onsistent and predictable part outcomes based on product and process improvement driven
from aggregated system telemetry and usage data.

e Productivity. Your production information is always available. Anywhere, anytime access to
the status of your HP 3D solutions. HP PrintOS connection enables device status and
production parameter monitoring from any web browser or mobile device, from anywhere in
the world.

e Monitor KPIs effortlessly. Compare your productivity anonymously to other HP Jet Fusion 3D
device users. Productivity data may include packing densities, utilization indices, material
recycling percentages, and more.

e Better planning and increased efficiency.
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Requirements

e Intel processor with four virtual cores.

e 38GBof RAM.

e 400 GB of free hard disk space. Ethernet, IPv4, 100 Mb/s.

e Microsoft Windows 10 (64-bit), Windows Server 2012 R2 up to Windows Server 2016.
e Internet connection, ADSL or better.

e Shielded CAT-6 LAN cables to connect the printer and processing station to your LAN.

e Configure firewall or antivirus to allow software to connect to the Internet (HP Cloud).

e This software version is mandatory with devices running firmware versions
TATDAG_14_18_05.X or later.

e It is not backward compatible with firmware versions earlier than
TATDAG_14_18_05.X, so make sure you also upgrade the firmware to the latest
version for all devices after you install this software.

e The maximum number of devices supported by a single Command Center server is
45,

IT Information

e DeviceDataisaccessed through HTTPS from Command Center Server using the Web Services
from the devices.

e Data connections to the cloud are always initiated by Command Center Server. No incoming
network ports need to be opened on the Internet facing firewall, except for outgoing HTTP
traffic, which needs TCP port 443 to be allowed on the network firewall if necessary.

e The PC where Command Center Server is installed needs to be always on and awake to
maintain connection with the HP Cloud.

e Neither the HP SmartStream 3D Command Center nor any devices connected to it need to
be reached from the Internet.

e HP 3D Printing Solution status and health monitoring require frequent uploads of small data
payloads to the HP Cloud (depending on number of devices). Outgoing connections are
opened and immediately closed for each payload to reduce any potential securityrisks.

e (Command Center Server uses HTTPS web protocol, but it is not a web browser: it cannot be
used to access anything other than the HP Cloud and it is not affected by web browser
vulnerabilities.
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Full security audits and vulnerability scans are performed on the Command Center software
before release.

Printers and supporting devices run on dedicated hardware and firmware that is not affected
by typical vulnerabilities of personal computers.

Full security audits and vulnerability scans are performed on HP device firmware before
release, and firmware update files are digitally signed by HP and verified by the HP device
before installation.

Device non-anonymous data is never shared with unauthorized 3rd parties without the
customer’s consent. The HP Cloud stores the device data in HP authorized data centers that
meet strict HP security standards, and the system is periodically audited to help ensure the
highest level of data security.

The HP SmartStream 3D Command Center software transmits device data to HP Cloud
servers using HTTPS. The identity of the servers is verified, and the communication between
the HP SmartStream 3D Command Center software and the HP Cloud servers is encrypted
using the Advanced Encryption Standard (AES) algorithm in Cipher Block Chaining (CBC)
mode, to ensure that the device data cannot be viewed or modified by any third party.

Use of hostnames or static IP addresses in devices and the Command Center Server PC is
needed to prevent disconnection if the IP changes.

The Command Center Server PC needs to allow incoming traffic to the Command Center
Server application so Command Center Clients can connect to the server.

Connection to the HP Cloud requires the customer network to allow traffic from the
Command Center Server to the following endpoints:

o Any host at printos.com, port 443

o 3dpconf.heleni.me, port 443 (or https://3dpconf.heleni.me)

o Any host at amazonaws.com port 443

o Any host at id.hp.com port 443 (or https:// directory.id.np.com)

o h19002.www1.hp.com port 21 (or ftp://h19002.www1.hp.com)

o core.api.hp.com port 443 of (https://core.api.hp.com)

Proxy is taken from the system configuration if not configured in Command Center. But

configuration is required to support proxy authentication.


https://3dpconfig.heleni.me/
ftp://h19002.www1.hp.com/
https://core.api.hp.com/
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Installation

IMPORTANT: This process is for new users. If you are updating HP SmartStream 3D Command
Center, please check the notes on the Upgrade process.

The HP SmartStream 3D Command Center Server needs to be installed on a pc that has access
to the devices (3D printers or processing stations) and access to the Internet and the HP Cloud.

It is necessary to have this PC always turned on to send information from devices to the cloud
and to let Command Center Clients monitor the list of configured 3D printers / processing
stations. Remember to disable the sleep/standby mode in the PC.

Only one HP SmartStream 3D Command Center Server must be installed on the network to
avoid confusion.

You can access the 3D printer / processing station information by installing the HP
SmartStream 3D Command Center Client in any pc on your network, provided that the
network has access to the main pc where the Command Center Server is installed.

The Command Center Server has no user interface (it just shows the system tray icon), it just
contains processes that will run in the background.

The following picture shows a typical configuration where the Command Center Server is
running in “Server PC” and the clients can be running in “PC1” or “PC2” or in the same “Server
PC".

Command Center Server

O HP Cloud
5 — |

Command Center Client

PC#1

o L
e —

Command Center Client Command Center Client

PC #2 PC#3
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IMPORTANT: It is very important to ensure that 3D printers, processing stations, and PCs have
the same time zone (reference is UTC/GMT). Check that the PC has correctly configured the
date and time, the same as the world official time
(http://www.worldtimeserver.com/current_time_in_UTC.aspx).

Also, check the “Daylight saving time” is correctly configured (if applicable).

Server installation

Download HP SmartStream 3D Command Center Server from the HP website in the support
section.

The version must be 4.0.x:
https://www.hp.com/go/SmartStream3DCommandCenter/software.

Install HP SmartStream 3D Command Center Server only once on the current network, on the
server PC.

Check the status of the HP SmartStream 3D Command Center Server with the server tray icon
in the system tray, situated at the bottom-right corner. The server tray has the same icon as
the HP SmartStream 3D Command Center application.

You may encounter the following issues:

The server is not responding.

) SmartStream 3D X

m
e/ -

The server is running and using the correct ports.


http://www.worldtimeserver.com/current_time_in_UTC.aspx
https://www.hp.com/go/SmartStream3DCommandCenter/software
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(/) SmartStream 3D X

v) Running
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Client installation

1. Download HP SmartStream 3D Command Center Client from the HP website in the support
section.
The version must be 4.0.x:
https://www.hp.com/go/SmartStream3DCommandCenter/software.

2. Install HP SmartStream 3D Command Center Clientin all the computers where you want to see
the status of your devices. It is recommended to install it also on the server PC.

3. Open HP SmartStream 3D Command Center Client and click the gear icon at the top-right
corner, and then click Network connectivity.

4. Verify there is a valid server found:

IMPORTANT: From version 3.2 of Command Center, HTTPS connection has been enforced.
Thus, now only secured servers (with HTTPS) will be autodetected, this means that all servers
with a version earlier than 3.2 will not be discovered. In addition, non-secured connections to
servers (without https, port 8080) cannot be added manually.

a. |If the server is detected automatically it will show the server IP address directly. The
client will be connected automatically to the autodetected server if there is just one.
Otherwise, you should select the desired server to connect to. You can save
autodetected servers to favorites by clicking the star.

b. If it does not appear in the server list, you can add it manually with the “Add Server”
option. Include the server IP address and port (from 8443 to 8449). The IP and the port
are also displayed in the tray icon.


https://www.hp.com/go/SmartStream3DCommandCenter/software
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o
Network connectivity General preferences
Sanver Advanced Network connectivity
Add server
Device management
HOSTNAME/IP ADDRE POR VERSION
= 8443  3.3.0+devenv * &
Help and About
HOSTNAME/IP ADDRES PORT VERSION B
15. 8443 3.3.5711 *
HOSTNAME/IP ADDRESS VERSION ~
15. 8443 3.3.5711 * ¢
Client outdated
HOSTNAME/IP ADDRESS PORT VERSION
15. 8443 3.3.4045 * &
Client outdated
HOSTNAME/IP ADDRESS PORT VERSION ”
15. 8443  3.3.4043 * ¢

Nt outdated

IMPORTANT: Remember that it is strongly recommended to configure a static IP address rather
than a DHCP address for the “Server PC” to allow Command Center Clients to always find the
Command Center Server, as the IP can change in DHCP environments when no MAC
reservations are configured for the device.

Proxy configuration
In case it is necessary to configure the Internet connection via proxy server:
1. Open HP SmartStream 3D Command Center Client and click the gear icon at the top-right

corner. And then click Network connectivity.

2. Youshould stay connected to the server to save your configuration.

HOSTHAME!SNF ADDRESS FPORT YWERSION
12345678 8443  4.05566 el

3. (lick the Advanced tab.
4. Enable the option Use a Proxy Server.

5. Fillin the hostname or IP, and the port of your proxy. If authentication is needed, please add
the username and password.
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6. Click Save to finish the configuration and send it to the HP SmartStream 3D Command Center

Server.
) smartstream 3D Command Center - o
| o0& &
Network connectivity General preferences
Server Network connectivity
Proxy server

Device management

Configure these settings if you want to use a web proxy server to connect to the
Internet
Help and About

Useaproxy server @D
ADDRESS 0] PORT

15 80

Proxy server requires password

USERNAME PASSWORD

user \

Save

In addition, the range of the local IP addresses should be added to the local PC proxy
configuration, to avoid resolving them through the proxy.

Manual proxy setup

Use a proxy server for Ethernet or Wi-Fi connections. These settings
don't apply to VPN connections.

Use a proxy server
@ on

Address Port
ip_address port

Use the proxy server except for addresses that start with the
following entries. Use semicolons (;) to separate entries.

15.]

D Don't use the proxy server for local (intranet) addresses

Save

10
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IMPORTANT: To ensure correct operation, it is very important to allow proxy connectivity with
the Command Center Server (port range 8443-8449 and 8080-8099). If, after proxy
configuration, the Command Center Client behaves unexpectedly, or you cannot log in with
PrintOS please check the notes in the section Command Center Client is not able to log in to
PrintOS after proxy configuration

Connectivity check

1. Open HP SmartStream 3D Command Center Client and click the gear icon at the top-right
corner.

2. Youshould be connected to your server. If not, click Network connectivity and connect.

3. Check that you don't have any connectivity issues by clicking the bell icon at the top-right
corner.

If you have issues, first fix them. Check that your network is not blocking our HP Cloud
connections.

e ——

4. To find out more about connectivity issues, go to the Troubleshooting section: Network
Diagnostics in this document.

Adding devices
Device security password

You must configure the device security password to be able to associate the device to your
Command Center.

1. Go to the device and enter the Settings menu on the device front panel.

11
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=a  Fusing lamps calibration required

0

About

Build Unit

AL

Connectivity

Supplies Settings

Jobs

Build status

2. Select Security settings and then Manage password. If you cannot see this screen, it is
probably because a password has already been set, in this case go to step Error! Reference

source not found..

" =a  Fusing lamps calibration required

Settings

System

Job management

Connectivity

Security

Maintenance

Part quality
troubleshooting

System tools

Security

Firmware update from USB n

Manage password 2

3. Create the administrator password. It is very important to remember this password as you
will need it to access certain settings and if you need to add the devices to the Command
Center again in the future. If you forget this password, you will need a service intervention to

resetit.

12
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Create administrator password

Password

&
Forgot the password? Contact your HP support representative.

Important: Once password is set, certain settings and applications will be
password-protected.

If the device already has a password set, you will see this screen instead.

Device authentication

i d
Enter password to unlock this option Service passwon

ndmmisnamr password

User password

User password

4. Select the three-dot ... icon and choose Administrator password. Type the administrator
password to check and click the OK button:

Device authentication

Enter password to unlock this option

Administrator password

If you don't remember the password, you will need a service intervention to reset the
password.

Device hostname

1. You must use a hostname or static IP address for the devices.
You can get the pre-assigned hostname in the connectivity application on the device front

13
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2.

panel, going to: Settings menu - Connectivity > Network - Gigabit Ethernet > Network
Identification - Host Name

\ Network
Default

@ Connected.
ngs

{05t HAM
myhostname

15.83.6.201

Settings

System Network Identification

Netl Host Name myhostname X
Connectivity

Security

Maintenance

Service menu

Material
management

In some networks, you also need to add the domain name to the hostname to identify the
device. You can find the domain name in the connectivity application on the device front panel,
going to:

Settings menu - Connectivity = Network - Gigabit Ethernet - Network Identification 2>
Domain Name

The final domain name in that case will be “hostname.domainName”.

Create a PrintOS account

If you already have a PrintOS account, you can ignore this section.

To create a new Customer PrintOS account:

In Command Center Client click the user icon at the top-right corner of the window, then click
Create account.

Note: If the button is not visible, check the connection with the Command Center Server on
the Network connectivity panel, as there will be a problem with it.

14
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) smartstream 30 Command Center

Sign in PrintOs

Create account

2. You will be redirected to a PrintOS page on the browser. You'll need an HP account to access
PrintOS. click Create new HP account and fill the fields with your information, then you will
receive a verification email. After verification, you'll need to accept the terms & conditions.
Once logged in, create an organization using HP 3D as the printer family.

Join Print0S

To Join Print0S, you need an HP account to sign in
#P account is a single sign-In experience for your HP applications

Already have an HP account? (Recommended)

USE EXISTING HP ACCOUNT

Don't have an HP account yet? That's ok, it's easy to create one.

CREATE NEW HP ACCOUNT

Log in to Print0S
You must be logged in with your PrintOS account to view and manage your devices.

1. Tologin, in Command Center Client click the user icon at the top-right corner of the window,
then click Sign in. The red ball in the user icon indicates that the user is not logged in.

15
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€ smartstream 30 Command Center

Sign in PrintOs

Create account

2. You will be redirected to the 3D Command Center login page in your default browser. Fill in
your username and password to continue. Generally, the username is the email used in the
PrintOS registration. Also, if a user does not remember their username or password, there is
a “Forgot your username or password” link to help to reset it.

@
Sign in with your HP account
Yo are conmecting to.

3D Command Center

Signin using my:

Remember me

DOon't hawe an account? Sian ur

16
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3. After login, @ message box will appear in the browser to switch to the Command Center
application. You must accept this message box to complete the login process.

Note: The format of this message box may be different depending on your default browser.

Please wait...

4. Now, the login panel has been replaced with the user information; basically name, surname,
and email address registered in PrintOS. Finally, the red ball is no longer visible, which means
that there is a user logged in. We can log out using the “Sign Out” link.

(/) SmartStream 3D Command Center

PrintOS account

o]
O

User name
user.email@hp.com

View more
Sign Out

17
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Add a device in Command Center

To add a device, it is necessary to log in to PrintOS beforehand. Only PrintOS organization
administrators can add devices. Otherwise, the Device Management panel is disabled and

cannot be accessed.

1. In Command Center Client go to Settings = Device Management, and click the Add device

button.

@ SmartStream 3D Command Center

Completed

14:56

Yesterday

Vmwi
Spittoo

Device management

vmw

Pe e

General preferences

Add device Network connectivity

Device management

Help and About

Note: If the Add Device button does not appear or Device Management is disabled, check the
connection with the Command Center Server in the notification center, and login status in the
user panel, as there will be a problem.

2. Input a name to identify the device, introduce the static IP, the FQDN, or the hostname (limited
to 32 characters) of the device, and the administrator password configured previously
through the front panel of the device (check the section in this document on the Device
security password) and finally choose the correct organization (if you belong to more than

one).

Device management

Device information

NAME HOSTNAME OR IP ADDRESS
3DPRINTERNAME| myhostname
ADMIN 45SWORD ORGANIZATION

HPCCIDPU

Certified HP partner

HP Support representative remotely monitors the devices and proactively fullfls
service needs.

SELECT FROM THE LIST

Warranty enablement

The limited warranty period starts on the date of installation as evidenced by the

completion ofthe HP 3D Printing Solutions Certificate of Installation form by an HP-

certified partner.
Certificate of Installation
(7] ! hereby confirm that the Certificate of Installation for this devics has been

completed. It is, therefore, understood that if not observed the warranty wil
not be enable:

18

General preferences

Network connectivity

Device management

Help and About
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Command Center doesn’t support using a DHCP server to handle the device IP unless it is
through MAC reservations. If a dynamic IP address is used, when it changes the connectivity
with the Command Center will be lost, and you will need to remove and add the device each
time it changes.

3. Fromthe list, select the Certified HP partner that installed your devices.

~ General preferences
Device management

Netwark connectivity
Device Information

Device management

3IDPRINTER

Heilp and About

Cenified HP partner

HP Suppert representative remotely monitors the devices and proactively fullfls
service needs

SELEGT FROM THE LIST

HP Inc. 30-SWQAR]

Ny

The limited warranty period starts on the date of installation as evidanced by the
completion of the HP 3D Printing Solutions Certificate of Installation form by an HP-
centified partner

Certificate of Installation

[7] !hereby confirm that the Certificats of Installation for this device has been

—  completed. Itis, therefore. understood that if not observed the warranty will not
be enabled

4. Now check the Warranty and Certificate of installation. Please take care of this to enable your
warranty for the device.

Device management General preferences
Device information Network connectivity
NAME HOSTNAME OR IP ADDRESS

3DPRINTER myhosiname Device management
ADMINISTRATOR PASSWORD ORGANIZATION

Help and About

Certified HP partner

HP Support representative remotely monitors the devices and proactively fullfils
service needs..

SELECT FROM THE LIST

Warranty enablement

The limited warranty period starts on the date of installation as evidenced by the
completion of the HP 3D Printing Solutions Certificate of Installation form by an HP-
certified partner

Certificate of Installation

I hereby confirm that the Certificate of Installation for this device has been
completed. Itis, therefore, understood that if not observed the warranty will
not be enabled
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5. Click the Save button. Now your device has been added to the Command Center. You need to
check that there is no warning in the notification center to be sure the device has been
correctly installed. Repeat the process if you need to add more devices.

Possible error output messages in this step:

e “Invalid device name” message:
o Name of the device is not valid. Some characters are not supported.
e “Invalid device credentials” message:
o Device admin password is incorrect.
e “Device not supported” message:
o Print0S account does not belong to a 3D account or invalid device serial number.
e “Device already associated to another PrintOS account” message:
o Device is registered to another customer, or you are using a different Print0S
account.
e “Admin credentials not configured” message:
o You need to set an admin password for the printer and processing station. Refer
to the section Device security password.
e “Error while adding a device. Try again XXXX"
o This is a generic error message for errors that the Command Center has
not contemplated, being XXXX the code reported by Print0S.

6. After adding all devices, you will end with a screen like this:

Pa e

@ SmartStream 30 Command Center — a
1= @8 Finish all 1P B Finish all 1= 6
Er Ready 13:18 Warming up 13:32 Brinting: Black Point Cabration. Fast
Today Today
Supplies Build status Build status

FRESH MATERIAL T ———

= —
\ ——— |
.. | !
2 | |
Build Unit not detected E i ‘| “

|

STORAGE EXTERNAL i J

S S | - ',a.._,

) [

= 4/
.
LP1_24 T‘P LP1_11 Er LP2_002
L Very low agent Q Filter reached end of ife
Build status Supplies
LP2_25 FRESH MATERIAL
Material inside
,/\\

MATERIAL
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Connecting to Command Center MQTT broker

To connect to the MQTT broker, you will need to use the following settings:
- Protocol: matt://
- Server_IP: P of the server, which is shown in the tray icon.
- Port: It can be checked by getting the server discovery in the following way:
GET https://<Server_IP>:8443/discovery
The default port is 1883, but if it is busy a port in the 1883-1891 range will be chosen.

You can check the names of the topics reported through MQTT with the trace 3DSSCCDC.log:
“Data has been posted”. The metadata of this trace contains the response of the printer after
enabling the topics. There, you will find a summary of the topics that have the MQTT enabled.

To register as a client for the different topics:
- Register to “#” to receive all topics.
- Register to individual topics in the following way: +/+/telemetry/<Topic name>
i.e.: +/+/telemetry/Public/Devicelnformation/Identification

If you experience problems connecting to the MQTT broker, go to the troubleshooting section:
Problems connecting to the Command Center MQTT Broker.
Connecting to the Command Center device APl gateway

Users should follow the instructions given in the following resource:
https://developers.hp.com/3d-printing-apis/multi-jet-fusion-api-specifications

Configure custom certificates for communication between Command Center and
the printer

HP printers come with a self-signed certificate to create the HTTPS connections between the
printer APl and HP software or HP partner’s software.

You may want to replace this certificate for one signed by a publicly trusted certificate
authority (CA) or your company private CA. To do this select or change the hostname of the
printer to the one that you want to use inside your network. Then you can create the certificate
signing request (CSR) with the hostname, it is recommended also to add the static IP of the
printer in the subject alternative name, so it supports adding the printer to Command Center
using IP instead of hostname.

Once you have the proper CSR you can sign it using a publicly trusted CA or your company

private CA. The signed certificate should be uploaded to the printer using the Upload device
certificate button in Command Center > Device > About:
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Solo
HP Jet Fusion 5210 3D Printer

$G2Q34020

3FW26A

& Not fully secure

Upload a custom certificate for communication between server and device

Firmware information

CRAITCRAIT_08_19_26.35
06.Aug.19 17:47:00

To be filled in after installation.

Help and support

If you previously added the printer to Command Center using a static IP and forgot to add the
subject alternative name, you should go to Command Center > Settings > Device
management and remove the printer and add it again using the same hostname you used in
the certificate.

If you used your company private CA, you should add the public certificate of the origin of trust
to the Command Center so it can trust the certificate signed by this CA. You should export the
public certificate of your root CA in Base-64 encoded (.CER) to the user-certificates folder in

the Application directory, see full path:
C:\Windows\ServiceProfiles\LocalService\AppData\Roaming\HP\3D
SSCC\user-certificates

Restart the server. Once the Command Center server processes start again, it will load this
certificate, and the certificates signed by this entity will be trusted.

Upgrade process

Upgrade to v4.0 or newer versions

When an upgrade to v4.0 from older versions takes places. Take into account that when you
update your Command Center, until the frontend is updated you will be logged out from
Print0S, and you will not be able to log in until Command Center Client is updated. The devices
may also appear as offline.

Upgrade to v3.6 or newer versions

When an upgrade to v3.6 from older versions takes places. Take into account that when you
update your Command Center, you will be logged out from Print0S.
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Upgrade from v2.0 or newer versions

There are no special requirements to upgrade Command Center from these versions.
Follow the steps in the sections Installation = Server installation and Installation = Client
installation. Your devices and proxy configurations will be preserved.

Upgrade fromv1.6
You must follow these steps to avoid installer failures:

1. Uninstall previous Command Center Server and Clients.
2. Reboot the PC.
3. Install the new version of Command Center Server and Client.

Your devices and proxy configurations will be preserved.

Upgrade fromv1.5

On the current version, the minimum firmware version for the devices is:
TATDAG_14_18_05.X.

If you need to upgrade your firmware, check your scenario:

IMPORTANT: Consider that due to security improvements in the application, the installation of
Command Center 1.6 or later will automatically remove all the devices you had previously
added, and you will need to add them again.

Upgrading all devices at the same time

1. Uninstall the previous Command Center server and Client version and reboot the PC.

2. (Step needed only if you are upgrading to model 4210) Remove the devices from the PrintOS
account as the product number will change. You need to log in to your PrintOS customer
account with your web browser (www.printos.com) and remove the device by clicking the
trash (@) icon.

Print0S

Account # A& B @ ©

o My Account Devices (2) Al - R
HP 3D Command Center my 3d printer ST
HP SMARTSTREAM 3D COMMAND CENTER (3) UNKNOWN  HP JET FUSION 3D 4200 wange

i users S/N: 1F13F10ADF4A22B7A8C23B58BEB102F8 S/N: HPSIM69696
o Resellers
O History
<
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ks W =

Upgrade devices (printers and processing stations) to firmware TATDAG_14_18_05.X or
latest.

Install the new Command Center Server and Client version (all devices are deleted by
default).

Add devices to Command Center (important to add devices once migrated to the new
firmware version. If you add a device with older firmware versions, you MUST remove it from
Command Center and add it to Command Center again once migrated to the new firmware
version).

Upgrading the devices progressively

Another PCis available - Recommended by HP

Install the new Command Center Server and Client version in the second PC (PC2).

(Step needed only if you are upgrading to model 4270). Remove the devices from the Print0S
account as the product number will change. You need to log in to your PrintOS customer
account with your web browser (www.printos.com) and remove the device by clicking the
trash icon ().

When upgrading a device to firmware version TATDAG_14_18_05.X or later, remove the
device from the old Command Center in PC1 and add the device to the new Command Center
in the second PC (PC2).

Once all devices have been migrated to the new firmware version, remove the old Command
Centerin PC1.

(Optional) If you want to keep PC1 as the server PC for Command Center, uninstall Command
Center in PC2 and install the new Command Center in PC1 and add all the devices again (all of
them MUST have been migrated to the new firmware version).

Only one PCis available

Uninstall the previous Command Center Server and Clients and reboot the PC.

Upgrade some of the devices to firmware version TATDAG_14_18_05.X or later.

Install the new Command Center Server and Client version.

Add all the devices to Command Center (with older and new firmware versions).

When a device is upgraded to the new firmware version, remove it fromm Command Center,
upgrade the firmware and then add it to Command Center again (credentials will refresh to
enable correct sending of the information). If not done, the device won't be connected
correctly to the cloud and printing / powder loading will stop working.

IMPORTANT: Avoid adding TATDAG_14_18_05 firmware devices to HP SmartStream
Command Center versions earlier than 1.6 as devices won't be correctly connected to the
cloud and printing / powder loading will stop working.
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Remember to remove the device from the Command Center and add it again after the
upgrade of the device to firmware version TATDAG_14_18_05.X as devices won't be correctly
connected to the cloud and printing / powder loading will stop working.

Uninstallation process

1. Uninstall the previous version of the Command Center Server/Client. To do this, on the “Server
PC" access Control Panel - Program and Features and then locate the “HP SmartStream 3D
Command Center Server” and “HP SmartStream 3D Command Center”, and click uninstall. The
first one will uninstall the server and the second one the client.

Organize v  Uninstall  Change

Name Publisher Installed On  Size Version
(Owp Hotkey Support Hewlett-Packard Company 01/06/2015 168MB 6.0191
f.yHP IT Virtual Smart Card Hewlett-Packard Company 02/06/2015 149MB 1084
5 HP Password Reset Tool Hewlett-Packard Inc. 13/12/2016 258MB 1200
5 HP Skype for Business Diagnostic Tools 2.0 Hewlett Packard Enterprise 16/12/2015 917MB  2.01.3000
(D) HP SmantStream 3D Build Manager HP 26/10/2016 195MB 100
O HP SmartStream 3D Command Center HP Inc. 13/01/2017 81MB 110

= (3 HP SmartStream 30 Command Center Server HP Inc. 13/01/2017 430MB 1000

2. Touninstall the server, click the Uninstall button in the dialog box.

= HP SmartStream 30 Command Center Server Setup - X

HP SmartStream 3D Command

Center Server
Modify Setup

Repair Close

2. Reboot the PC (required if you need to install the software again).
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“® HP SmartStream 30 Command Center Server Setup - x
@ HP SmartStream 3D Command

Center Server

Uninstall Successfully Completed

You must restart your computer before you can use the software,

‘ | Close

Troubleshooting

Network diagnostics

If you need to identify connectivity problems, you can run network diagnostics.

fal

Network connectivity

Server

Proxy server

Configure these settings if you want to use a web proxy server to connect to the Inter

net

Use a proxy server

HOSTNAME/P

Advanced Network connectivity

Help and About

«©

[) Proxy server requires password

Network diagnostics

This tool helps you to identify and fix connectivity problems

Run network diagnostics

If no error is detected, you will receive:

Run network diagnostics

Running tests. Diagnosis may take several minutes to complete.

Diagnostic completed. No connection errors detected

|

26



Technical Newsletter | HP SmartStream 3D Command Center 4.0 installation and troubleshooting guide

If errors are detected, you will receive different error messages depending on the cause:

Run network diagnostics

Running tests. Diagnosis may take several minutes to complete

Server is not responding. Change proxy configuration and firewall rules

—

Configure Command Center to support SSL Bump for traffic inspection

You must add the public certificate from the SSL inspector that is used to generate the ad-
hoc certificates for all sites (so the real ones can be swapped). Once you add this certificate to
the Command Center Server, it will start to trust the encrypted traffic from the SSL inspector.

Open the local computer certificate console (certlm.msc) and check whether the public
certificate of the device performing the SSL inspection is already added to the Trusted Root
Certification Authorities folder. If not, please add it.

% certlm - [Certificates - Local Computer\Trusted Root Certification Authorities\ Certificates]

File Action View Help
e | 2@ 4B XE = HE

Gl Certificates - Local Computer * || lssued To Issued By Expiration Date ™
‘J_ Personal o . = MyProxy MyProxy 17/04/2020

v [ Trusted Root Certification Authorities E5INO LIABILITY ACCEPTED, ()97 ... NO LIABILITY ACCEPTED, (c)97 Ve... 08/01/2004

- Certificates [Zlrminadic Bant A 2 MnVadic Rant CA 2 2471172021

If already added to the local certificate store, export it as Base-64 and save the file. If you have
any trouble to identify the certificate, please ask your IT department for assistance.
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€ b# Certificate Export Wizard

Export File Format
Certificates can be exported in a variety of file formats,

Select the format you want to use:

(_) DER. encoded binary X.509 {.CER)

(®) Base-64 encoded X, 509 (,CER)

(O Cryptographic Message Syntax Standard - PKCS #7 Certificates (.P7B)
Indude all certificates in the certification path if possible

Personal Information Exchange - PKCS #12 (\PFX)

Include all certificates in the certification path if possible
Delete the private key if the exportis successful
Export all extended properties
Enable certificate privacy

Microsoft Serialized Certificate Store (L55T)

Cancel

Move the exported certificate to the user-certificates folder in the application directory, see

full path:
C:\Windows\ServiceProfiles\LocalService\AppData\Roaming\HP\3D
SSCC\user-certificates

Restart the server. Once the Command Center server processes start again, it will load this
certificate, and the traffic from the SSL/TLS inspector will be trusted as if it was unencrypted.

3D Printer or Processing Station is offline in Command Center Client, but it’s
turned on

Symptom: The IP of the device has probably changed. To avoid this kind of problem, configure
a static IP address, FQDN or hostname as explained in the installation instructions.

You can also check the connectivity icon ( ) for any warning that the Command Center
software is not connected to the device:
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@ SmartStream 3D Command Center

Solution: Once HP SmartStream 3D Command Center Client is launched, click the gear icon at
the right side of the window:

@ SmartStream 3D Command Center = o

?|o

General preferences
Network connectivity
Device management

Help and About

After this, a pop-up window appears. In the section corresponding to device management, it
should list the hostname/IP address of the 3D printers and processing stations. If the
hostname/IP address doesn’t appear or there is a disconnected icon, it means that Command
Center can't reach the device:
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. General preferences
Device management

Metwork connectivity

Add device
ViM_01 Device management
HOSTNAME/IP ADDRESS
ok 15 Help and About

FIRMWARE

In this picture 3D printers and processing stations are correctly connected:

[ Epe—

- B e

ot Bl 2004 MO8 B2 PR

Please delete the device by clicking the trash icon, and then add it again (using a static IP
address, FQDN or hostname) by clicking the Add device link at the bottom of the dialog box:

el [ e wee gy
Dt management

Febarorh. cormacivly

Civish MRarspsTHt

e (LIS S

After this, the device should be connected to Command Center again.
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Extract debugging information from the Command Center Server

Symptoms: In case of problems, extracting the debugging information from the Command
Center Server can be helpful for the HP support team to find the cause of the problem.
Solution: Go to
C:\Windows\ServiceProfiles\LocalService\AppData\Roaming\HP\
and create a zip file with the files config.json, devices.jsn, and location.json, and the folders
log and config.

[E=3EEE =X
@@-| | < LocalService » AppData » Roaming » HP » 3DSSCC » ~ [ 44 ||| Search 3DsSCC o
Organize » 7 Open New folder =« [l I@I
v Favorites Mame . Date modified Type Size
PR Desktop | cache 5/7/201910:08 AM  File folder
& Downloads | config 5/7/2019 10:08 AM  File folder
= Recent Places | data 5/7/201911:01 AM  File folder
. data-cache 5/7/2019 10:08 AM File folder
",_g Libraries J diagnosticPackage 5/7/2019 10:08 AM File folder
3 Documents J frwe 5/7/201910:00 AM  File folder
J‘f Music J log 5/7/201911:01 AM  File folder
= Pictures . manifest T/18/2018 5:57 PM File folder
B videos | 5W 5/7/201910:00 AM  File folder
| user-certificates 5/7/2019 10:00 AM File folder
18 Computer || BE385159663D250B5A025CD6I3CDC1155...  5/7/201911:05 AM  File 1KE
|| config.json 10/12/2017 8:58 AM  J50N File 1KE
?ﬂ Network || devices.json 47472019 6:59 PM JSON File 1KB
|| installed.json 3/6/2018 9:39 AM JSON File 1KB
|| location.json 2201191105 Ak ISCIM File 1 KB
Send to b | 1, Compressed (zipped) folder |
Cut Bl Desktop (create shortcut)
Copy 3 Documents
fE Faxrecipient
Create shortcut ) Mail recipient
Delete
Rename
Properties

J 5 items selected Date modified: 10/12/2017 8:58 ART- 57772009 TT05 ART

Check the Access the Command Center application data folder appendix section if you
cannot access that application folder.

When you can access the directory, you can use the windows utility to compress a folder and

generate a zip file. Consider that some files and folders may not be present on a recently
installed Command Center.
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Check the Accessing mosquitto.log file if you do not have permission to copy the file.
This .zip file will contain the needed information for debugging the Command Center.

How to verify that all components are running

Go to the Windows Task Manager Processes tab and select show processes for all users if
some processes are hidden. There should be one or multiple instances of HP 3D CC
Client/Server, one or more of HP 3D CC Data Collector, as well as other services such as MQTT
Broker or API Gateway services.

If any of the tasks are running, it means that it's working fine.

17 Task Manager - m] X
File Options View
Processes Performance App history Startup Users Details Services

~

MName

[85] Host Process for Windows Tasks
= HP 3D CC Data Collector
* HP 3D CC Data Collector
“ HP 3D CC Data Collector
» % HP 3D CC Device Proxy
» % HP 3D CC MQTT Broker Windows Service
= HP 3D CC Server
= HP 3D CC Server
“ HP 3D CC Server
= HP 3D CC Server
= HP 3D CC Server Tray
= HP 3D CC Server Tray
= HP 3D CC Server Tray
= HP 3D CC Server Tray

< >

4 E.' Fewer details End task

A second check is to open the Task Scheduler, where both “3dp PU Backend/Data Collector”
tasks should be running. One controls the back-end (the server) and the other the Data
Collector (to upload data to Print0S). Once the Scheduled Task is selected, we can see the
process that should run in the Actions tab, so, by going to the Task Manager as shown before,
we can check if the underlying executable is running or not.

@ Task Scheduler
File Action View Help

&= | 75
@ Task Scheduler (Local)

“ Tack Scheduler Lib MName Status Triggers
> ask Scheduler Library )
= (5 {843B804AA-7... Ready When the task is created or modified
(B {9ED3AJAG-... Ready When the task is created or modified

3dp PU Back... Running At system startup

3dp PU Data... Running At system startup

T4 Adeln A e~ Dmmnls Arlmm e mf mmns simme Al e brimmmemA em
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If both tasks are running, it means that it's working fine. It's very important to check this
status any time the PCis restarted.

(D) Task Scheduler
File Action View Help
e zm

(%) Task Scheduler (Local)
(& Task Scheduler Library

Next Run Time Last Run Time &

11/17/2020 1:05:00 PM 1171772020 1:00:00 F
11/17/2020 1:05:00 PM  11/17/2020 1:00:00 HEA

Name Status  Triggers
(® 3dp PU Backend Running Multiple triggers defined
) 3dp PU Datacollector Multiple triggers defined
<

Running

General Triggers Actions  Conditions Settings History

Action Details
Start a pregram C:\Program Files\HP\HP SmartStream 3D Command Center Server\Data Collector\3dPCCDC.exe

Check Internet connectivity to Print0S, and between Command Center Server and
Client

1. The computer where the Command Center Server is going to be installed must have Internet
connectivity. Customers that heavily filter outgoing traffic should check that traffic to the HP
Cloud endpoints is allowed (list below).

2. To check if HP Cloud endpoints are reachable, please follow the instructions in the section
Network diagnostics.

3. The actual list of endpoints to allow in proxies/firewalls/... IT infrastructure the company uses
to block outgoing traffic is given in the IT Information section.

To configure the firewall rule on the Command Center Server computer to allow Command
Center Client connections follow these instructions: (If your company uses a third-party
firewall on the computer contact your IT department).

a. Open Windows Defender firewall and select the option to add an inbound rule. Select

Program and click Next (You can also select Port to specifically indicate the ports of the
server and TCP protocol).
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(4
File Adion View Help

e 2m = B

& Windd @ New Inbound Rule Wizard x
i
& 0. Rule Type ndRules |
B CO seiect the type of frewall nie to creste. NewRule..
o Filter by Profile
Shps: Filter by State
What type of e woud you like to create?
@ Rue Type tpe o Filter by Group
e
* Progw e
@ Acton ® Program Refresh
es
o all Rude that controls connections for a program -
rt List..
© Name O Pot AN
Rude that controls connections for a TCP or UDP port Fep
() Predefined:
Alsoyn Router
Rue that controls connections for a Windows experience.
O Custom
Custom nde.
o =
T
I['® Meatee Service Manager Public  Yes
@ McAfee Service Manager Private  Yes
O McAfee Service Manager Private  Yes
# Micrnenft une Namsin  Voe S
< > || < >

b. Select the executable file of Command Center Server backend (usually located at
C:\Program Files\HP\HP SmartStream 3D Command Center

Server\Server\3dPCCServer.exe)and click Next.

‘ New Inbound Rule Wizard

Program
! Specify the full program path and executable name of the program that this rule matches.

Steps:

@ Rule Type Does this rule apply to all programs or a specific program?

@ Program

@ Action (O All programs

o P Rule applies to all connections on the computer that match other rule properties.
@ Name

(ST o path :
%ProgramFiles%\HPHP cC d Center

Example: c:\path\program exe
%ProgramFiles % \browser\browser exe

<Back Next > Cancel

c. Select Allow the connection and click Next.
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o New Inbound Rule Wi

Action

Specify the action to be taken when a connection matches the conditions specified in the rule

Steps:

@ Rule Type What action should be taken when a connection matches the specified conditions?

@ Program

) (® Allow the connection
@ Action This includes connections that are protected with IPsec as well as those are not.
@ Profile
N () Allow the connection if it is secure

@ Hame This includes only connections that have been authenticated by using IPsec. Connections
will be secured using the settings in IPsec properties and rules in the Connection Security
Rule node.

) Block the connection

<Back Cancel

d. Select all checkboxes.

Profile
! Specify the profiles for which this rule applies.

Steps:
@ Rule Type When does this rule apply?
@ Program
@ Action 4] Domain
| @ Profie Applies when a computer is connected to its corporate domain.
@ Name [ Private
Applies when a computer is connected to a private network location, such as a home
or work place.
[ Public

Applies when a computer is connected to a public network location.

< Back Cancel

e. Setaname for the rule just created and click Finish.
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Q New Inbound Rule Wizard X

Name i

Specify the name and description of this rule.

Steps:

# Rule Type

@ Program

@ Action

@ Profile Name:

inbound Command Center rule|
» Name

Description (optional):

Command Center Server appear in the list, but it’s disconnected

Symptom: When the Command Center Client starts, the “Network connectivity” screen
appears and there’s a Command Center Server but there’s a “disconnected” message. This
means the Command Center Client can “see” the Command Center Server, but cannot
connect.

Solution: Click the small icon on the right to connect it.

Command Center Client is not able to log in to Print0S

Symptom: When trying to log in to Command Center Client an error appears with the message
“There was an error. Try again”.

Solution: Check your Internet connection. To log in to PrintOS with Command Center Client, an
Internet connection with HP Cloud is required on both the Command Center Server and
Command Center Client. The default browser must have connectivity as well.

If there are no connection errors with the cloud, check that you have accepted the message
box mentioned in the section Log in to Print0S once the login has been completed in your
default browser. Consider that there is a timeout of 5 minutes to complete the login process
in Command Center Client, and to accept the message box. Check the requirements in the IT
information section.
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If you have recently configured the proxy connection, check the section Command Center
Client is not able to log in to Print0S after proxy configuration.

Command Center Client is not able to connect to Command Center Server backend

Symptom: When the Command Center Client starts and the Network connectivity = Server
tab does not find any server, and adding an IP and port for a well-known server backend does
not work.

Solution: Consider that the Command Center Client must be in a network that can be routed
to the network where the Command Center Server is located. You must change the priority of
the network adapters on the Command Center Server to the desired one.

How you solve this will depend on the operating system used:
e For Windows 10:

https://www.windowscentral.com/how-change-priority-order-network-adapters-
windows-10

e For Windows 7 or 8:
https://support.microsoft.com/en-us/help/2526067

Command Center Client is not able to log in to Print0S after proxy configuration

Symptom: When the Command Center Client starts or after configuring proxy, PrintOS login
is lost and/or you cannot log in again.

Solution: For proper operation of Command Center the proxy server must be able to route
connections from the Command Center Client to the Command Center Server. The Command
Center Server operating ports are in the range of 8443-8449 and 8080-8089, which must be
open. If you have problems allowing connections through proxy, please ask your IT
department for assistance.

Configuring proxy settings on Windows 7

Symptom: When you try to configure a new proxy or update the configuration of current proxy
settings on Windows 7, the Command Center doesn’'t work properly because it cannot connect
to the Internet.

Solution: On Windows 7 machines, when you configure a proxy setting, you must reboot the
operating system. The same action should be taken if you update information on the current
proxy settings.
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Device is not able to upload data to the HP Cloud

Symptom: The following alert is displayed:

deviceName a few seconds ago

Cannot connect to HP Cloud, please remove the
device from command center and add it again to
solve the issue

Solution: It means that there is an error uploading device data to the HP Cloud and the
Command Center is not able to fix it by itself. So, to fix the problem, it is necessary to remove
the device and re-add it.

Problems connecting to a server

1. Symptom: A server is added to favorites and cannot be connected to from Command Center.

*

Solution: This server is not compatible anymore, in order to connect to it upgrade Command
Center Server to version 3.6 or later.

2. Symptom: A server is not auto-discovered.

Solution: If your server version is earlier than 3.5, it is not compatible anymore, in order to
connect to it upgrade Command Center Server to version 3.5 or later. If not, try to add it
manually.
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Problems connecting to the Command Center MQTT Broker

Symptom: The client is not receiving topic messages from the MQTT broker.

Solution: Make sure everything listed below is working:

1. The Command Center Server is using the correct port. Go to Server installation for more
information.

2. The MQTT Broker service is running. Get Command Center Server / discovery to know which
port MQTT is using:
GET https://<Server_IP>/discovery

3. Theclient connected to the MQTT Broker has received a connection notification message
from Device/Connectivity/MQTT topic: {“timestamp”:0, “context”: 0, “payload”:(“state”:
“Online”}}

4. The client is registered to the topics of interest. For more information on how to register for
the topics go to the section

5. Connecting to Command Center MQTT broker.

6. If everything aboveis working, the connectionis probably blocked by the firewall. The solution
istoaddanew rule to the firewall to open the port that MQTT is using. To do so, go to Windows
Defender Firewall with Advanced Security -> Inbound Rules -> Add rule.

ﬂ\ New Inbound Rule Wizard X

Rule Type

Select the type of firewall rule to create.

Steps:
» Rule Type What type of rule would you like to create?
Protocol and Ports
@ Action ) Program
@ Profie Rule that controls connections for a program
@ Name ® Port
Rule that controls connections for a TCP or UDP port.
O Predefined:
@$(runtime. ProgramFiles)\Hyper-\SnaplnAbout d,-211

Rule that controls connections for a Windows experience

() Custom
Custom rule
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ﬂ New Inbound Rule Wizard

Protocol and Ports

Specify the protocols and ports to which this rule applies.

Steps:

Rule Type
Protocol and Ports
Action

Profile

¢« & & & &

Name

‘ New Inbound Rule Wizard

Action
Specify the action to be taken when a

Steps:

@ Rule Type

@ Protocol and Ports
@ Action

@ Profile

@ Name

Does this nule apply to TCP or UDP?

@ TCP
) uop

Does this rule apply to all local ports or specffic local ports?

) All local ports
® Specific local ports: |<MQ‘I‘I‘,poru-(

Example: 80. 443, 5000-5010

matches the conditions specified in the rule.

What action should be taken when a connection matches the specified conditions?

® Allow the connection
This includes connections that are protected with IPsec as well as those are not.

O Allow the connection if it is secure

Cancel

This includes only connections that have been authenticated by using IPsec. Connections

will be secured using the settings in IPsec properties and rules in the Connection Security
Rule node.

() Block the connection

o
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f New Inbound Rule Wizard X

Profile
Specify the profiles for which this rule applies.

When does this rule apply?

> Action Domain
Applies when a computer is connected to its corporate domain

Profile
» Name Private
Applies when a computer is connected to a private network location, such as a home
or work place
Public

Applies when a computer is connected to a public network location

Problems connecting to the Command Center Device API Gateway

1. Symptom: The client receives a 4071 Unauthorized response when doing a request to the API
Gateway.

Solution: This problem is caused by an invalid token, so you will need to generate a new one,
using the proper endpoint. This is explained in the guide you can find in the section
Connecting to the Command Center .

2. Symptom: The client cannot see the Device API Gateway.

Solution: Add a rule to the firewall to allow connection to the port that Device API Gateway is
using. Check the section Connecting to the Command Center for more information on how to

check the Device API Gateway port.
To add a rule, go to Windows Defender Firewall with Advanced Security = Inbound Rules 2>

Add rule.
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ﬂ New Inbound Rule Wizard

Rule Type

Select the type of firewall rule to create.

Steps:

¢« & & & &

o New Inbound Rule Wizard

Protocol and Ports

Rule Type
Protocol and Ports
Action

Profile

Name

What type of rule would you like to create?

) Program
Rule that controls connections for a program.
® Port
Rule that controls connections for a TCP or UDP port.
) Predefined:
@$(runtime. ProgramFiles)\Hyper-ViSnapInAbout.dil,-211
Rule that controls connections for a Windows experience.

() Custom
Custom rule:

Specify the protocols and ports to which this rule applies.

Steps:

-
L]
-
-
-

Rule Type
Protocol and Ports
Action

Profile

Name

Does this nule apply to TCP or UDP?
@ TCP
O UDP
Does this rule apply to all local ports or specific local ports?
() Al local ports
(® Specific local ports: ‘ﬁP\,meipon:
Example: 80. 443, 5000-5010
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ﬂ New Inbound Rule Wizard

Action

Specify the action to be taken when a ion matches the ditions specified in the rule.

Steps:

@ Rule Type What action should be taken when a connection matches the specified conditions?

@ Protocol and Ports

_ (@ Allow the connection
@ Adtion This includes connections that are protected with IPsec as well as those are not.
@ Profile
N () Allow the connection if it is secure

oo This includes only connections that have been authenticated by using IPsec. Connections
will be secured using the settings in IPsec properties and rules in the Connection Security
Rule node.

o o

‘ New Inbound Rule Wizard

Profile
Specify the profiles for which this rule applies.

Steps:
@ Rule Type When does this rule apply?
@ Protocol and Ports
@ Action ] Domain
@ Profile Applies when a is dtoits domain.
@ Name [ Private
Applies when a computer is connected to a private network location, such as a home
or work place.
4] Public

Applies when a computer is connected to a public network location.

<o co
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Device Management or Add device button does not appear in Command Center
Client

Note: To monitor or manage devices, you must be logged in to PrintOS with Command Center
Client. Check the Command Center Client is connected to the Command Center Server
correctly. If you have problems connecting to the Command Center Server, please check the
section Command Center Client is not able to connect to Command Center Server backend.

Symptom: When the Device Management section is disabled or the Add device button does
not appear in your Command Center Client.

Solution: If you are successfully logged in to PrintOS, and the Add device button does not
appear, it means that your user is not an Administrator in any organization of the HP 3D family
in PrintOS and you may need to contact your organization's PrintOS administrator to grant
administrator permissions in your user account.

If you have problems logging in to PrintOS with Command Center Client, please check the
section Command Center Client is not able to log in to PrintOS.

Remove device button does not appear in Command Center Client Device
Management

Note: To monitor or manage devices, you must be logged in to PrintOS with Command Center
Client. Check the Command Center Client is connected to the Command Center Server
correctly. If you have problems connecting to the Command Center Server, please check the
section Command Center Client is not able to connect to Command Center Server backend.

Symptom: When the Remove device button does not appear in your Command Center Client.
Solution: If you are successfully logged in to Print0S, and the Remove device button does not
appear, it means that your user is not an Administrator in any organization of the HP 3D family
in PrintOS and you may need to contact your organization's PrintOS administrator to grant
administrator permissions in your user account.

If you have problems logging in to PrintOS with Command Center Client, please check the
section Command Center Client is not able to log in to PrintOS.

Appendix

Access the Command Center application data folder

If you cannot see the AppData folder, it could be because it's hidden from view.
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e ForWindows 8 or 10:

Check by launching Windows Explorer and then click the View menu on the ribbon. Then
ensure the option Hidden items is selected. It is important to close the Explorer and then
reopen it after doing the change:

View
B Extra large icons @4 Large icons I [ !Gmup by~ | tem check boxes
2l Small icans £E d columns ¥ File name extensions

< [ ]

Tikes by~ [ size all columng

Hl‘iwn items

+ AppData 1/28/1 Hidden items
+ ¥ Contacts %/4  Show or hide the files and folders
Copy 371724 that are marked as hidden
* @ Creative Cloud Files 0/15/2014 7:02 PM e folde
2 B Desktop 17/2015 22119 AM  File folde
£ Nociments 1 015 7:43 PM Filp folde

e ForWindows 7:

Go to Windows Explorer.

Open the C: drive.

Click Organize on the menu bar.

Select the Folder and Search options.

Select the View tab.

Under Files and Folders = Hidden files and folders, select the option to Show hidden files,
folders, and drives.

7. Click Ok.

ok wnN =

Organize are with Burn MNew folder
=
* Name

i Favorites [

N
Folder Options ﬂ
; General | View

Folder views
You can apply the view (such as Details or lcons) that
by you are using for this folder to al folders of this type

[ ooytoFolders | [ Feset Foiders

Advanced settings:

| Files and Folders
[ Aways show icons, never thumbnails
[ Aways show menus

ii Display file icon on thumbnails

] »

m

Display file size information in folder tips
[ Display the full path in the title bar {Classic theme only)
I Hidden files and folders
() Dont show hidden files, folders, or drives

(@) Show hidden files, folders, and drives
Hide empty drives in the Computer folder
Hide extensions for known file types

Hide protected operating system files (Recommended) ~

Restore Defaults
) [ o
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Accessing mosquitto.log file

If you do not have permission to copy the file, open a Command Prompt as Administrator to
grant access to your user. Write the following commands:

e takeown /F
$windir%\ServiceProfiles\LocalService\AppData\Roaming\HP\3DSS
CC\log\mosquitto.log

e icacls
$windir$\ServiceProfiles\LocalService\AppData\Roaming\HP\3DSS
CC\log\mosquitto.log /grant Users:F

I
BN Administrator: Command Prompt - m] »

iceProfiles)\
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