HP Proliant Firmware Maintenance CD

User Guide

O

Part Number 447788-003
December 2007 (Third Edition)



© Copyright 2007 Hewlett-Packard Development Company, L.P.

The information contained herein is subject to change without notice. The only warranties for HP products and services are set forth in the express
warranty statements accompanying such products and services. Nothing herein should be construed as constituting an additional warranty. HP
shall not be liable for technical or editorial errors or omissions contained herein.

Confidential computer software. Valid license from HP required for possession, use or copying. Consistent with FAR 12.211 and 12.212,
Commercial Computer Software, Computer Software Documentation, and Technical Data for Commercial ltems are licensed to the U.S.
Government under vendor’s standard commercial license.

Microsoft and Windows are U.S. registered trademarks of Microsoft Corporation. Windows Server 2003 is a trademark of Microsoft
Corporation. AMD is a trademark of Advanced Micro Devices, Inc.



Contents

L rgeYe (17 [T PSPPSR 5
HP Proliant Firmware Maintenance CD OVEIVIEW ..........coiiiiiiiiiiiiiiiii e 5
MiINIMUM FEQUITEMENTS ... ettt e e et ettt e e e et e e es 5
Obtaining the HP Proliant Firmware Maintenance CD.............coiiiiiiiioiiie e 6
DEPIOYMENT OPHONS ....ceeiiiiiiieeiiie ettt ettt e et e e et e e e ettt e e e et e e e e eatbae e e e tbae e e e abbeeeeentaeeeeenenes 6

ONline deployMENnt ......oiiiiiiiiiiii e e e aae e 6
OHlINE dEPIOYMENT ......iiiiiieie et 7

Firmware Maintenance CD powered by HP Smart Update Manager ...........ccccceeviiieiiiiieiiiieiieeee 8

DEPlOYMENT SCENAIIOS ...ttt ettt ettt ettt et h ettt e et et et eent et e et e et e e s e 8
Graphical deployment on a local host.........oouiiiiiiiii e 8
Scripted deployment on @ 1ocal host ........occuiiiiiiiiiii e 9
Deployment to multiple remote ROStS........ccuiiiiiiiiiii e 9

First e INSIAIIGHON ....oiiiiiiiii ittt e e ettt e e et e e e e e tb e e e e e entsaeeeentaeeeeea 10
Selecting an installation host for the first ime ........ccooiiiiiiiiii 11
Selecting components to install for the first fime .........ccoeiiiiiiiii e 12

Local host installations using the GUI ...........ooiiiiiiiiii et 13
Selecting an inStAllGHON KOSt ......c..uiiiiiiii e 13
Selecting components 10 INSHAIl .........c..iiiiiiii e 14
Viewing the installation results...........ooiiiiiiiii e 21

Multiple-host installations using the GUI.........ocuiiiiiii et 23
Selecting remote hOsts OF GroUPS ......o..uiiiiiiii ettt e e e e e eee e 23
Selecting components to install on multiple hosts............cccciiiiiiiiii 31
Viewing the installation results for multiple hosts ............cc.oooiiiiiiiiii 33

Scripted deployment ..........oiiiiiiiii e 35

Command lINE INEITACE ...ttt e e et e et e e e et e e e e eeareeas 35
ComMMANA [IN@ SYNIAX ©.eiiiiiiiiiiiiiie ettt e et e et e et e e e s ta e e e e e tbe e e e eeataae e e eaneeas 35
Command [IN€ GIGUMENTS .....o.uiiiiiiie ettt ettt ettt et e et e e et e e enaeeeeneeeen 35
Component configuration for Windows components only .............cccoiiiiiiiiiiiiii e 41
Command lINe @XAMPIES .......coiiiiiiiiiiiii et 42
RETUIN COTBS ...ttt et et 43

Advanced topic—Deploying firmware and software simultaneously...............cccccoiiiiiiii. 44
Deploying firmware and software simultaneously..............cociiiiiiiiiiiiiiiii e 44

TroUBIEShOOHNG ....viiiieeeee e 45
Recovering from a failed ROM Upgrade .........c.oiiiiiiiiiiiiiiie e 45

Recovering from a failed system ROM Upgrade ............oovuiiiiiiiiiiiieiiie et 45
Recovering from a failed option ROM upgrade ............coouiiiiiiiiiiiiiiie e 46
Recovering from a loss of Linux remote functionality ...........cooiiiiiiiiiiii e 47
Configuring firewall SEHINGS ... ..ooiiiiiiii e 47
Recovering from a blocked program on Microsoft Windows ...........c.ccoriiiiiiiiiiiiiiecc e 47
Configuring Windows firewall SEHINGS .........ooiiiiiiiiiiiiii e 47
Allowing ports in HP Smart Update ManQQer........ooueiiiiiiiiiieiiiie et 48
Recovering from Fatal Error - application will exit message ...........oovvieiiiiiiiiiiiiiiiicccce e 48
Running in a directory path containing double-byte characters ..o 48

Contents 3



TEChNICAl SUPPOI ... ettt e e et e e e e e e enarae s 49

Reference docUmENTGHON ........couiiiiiiii ettt 49
Operating system INFOrMAHON .......c.uiiiiiiiii ettt e et e et e e e et e e e e s entbeeeeeenneens 49
HP contact INfOrmMOtION .......viiiiiiiiie e et e ettt e e et e e e e tbee e e s e eataae e e etaeeae e 49
Acronyms and abbreviations................oooiiiiiiiiiiiii e 51
Yo L3 PSR UPPRR 53

Contents 4



Introduction

HP Proliant Firmware Maintenance CD overview

The HP Proliant Firmware Maintenance CD delivers a collection of firmware for your Proliant servers and
options. Beginning with the Firmware Maintenance CD 7.50, the HP Smart Update Manager utility
enables you to deploy firmware components from a single, easy-to-use interface that is supported in both
Microsoft® Windows® and Linux environments. This utility enables legacy support of existing firmware
components while simplifying the firmware deployment process. The CD also provides installation logic
and version control that automatically check for dependencies, installing only the correct updates for
optimal system configuration.

To deploy the Firmware Maintenance CD contents, see "Online deployment (on page 6)" and "Offline
deployment (on page 7)."

/\  CAUTION: The Firmware Maintenance CD and its contents should be used only by individuals
who are experienced and knowledgeable in their use. Before using HP Smart Update
Manager to update firmware, be sure to back up the target server and take all other necessary
precautions so that mission-critical systems are not disrupted if a failure occurs.

HP Smart Update Manager stores host and group information from session to session. However,
usernames, passwords, and current credentials are not stored in a session or from session to session.

Minimum requirements

To successfully deploy HP Smart Update Manager on target systems based on Microsoft® Windows®,
the following must be available:

®  Alocal administrative system with 256 MB of memory, running a supported Windows® operating
system.

e  Sufficient hard-drive space—As a standard practice, sufficient hard-drive space equals at least twice
the file size of the components to be deployed.

To successfully deploy HP Smart Update Manager on target systems based on Linux, the following must
be available:

e Alocal administrative system with 256 MB of memory, running a supported Linux operating system
e glibc 2.2.4-26 or later

e gawk 3.1.0-3 or later

e sed 3.02-10 or later

®  pciutils-2.1.8-25.i386.rpm or later

To successfully update HP Smart Update manager on remote target systems based on Linux, the following
must be available:

e  {cl-8.x package

Introduction 5
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tcl-5.x package

expect-5.x package

example, deployments from Linux systems to Windows® systems).

IMPORTANT: The HP Smart Update Manager does not support cross-platform deployments (for

Obtaining the HP Proliant Firmware Maintenance

CD

The Proliant Firmware Maintenance CD and others can be downloaded at no cost from the HP website

(http:

www.hp.com/support). Instead of using the CD, you can also run the Firmware Maintenance

applications from a USB key by downloading the HP USB Key Utility from the Support and Drivers
download page (http://www.hp.com/support). The HP Smart Update Manager utility is available from
the Proliant Firmware Maintenance CD.

Deployment options

You can run the Firmware Maintenance CD either online or offline.

When performing an online deployment, you must boot the server from the operating system. HP
Smart Update Manager supports online deployments of all ROM flash components for both
Windows® and Linux including HP Onboard Administrator for HP c-Class BladeSystem and system,
hard-drive (SAS only), array-controller, and Lights-Out Management ROM flash components.

NOTE: The Onboard Administrator is supported only in online deployments.

When performing an offline deployment, you can boot the server from the Firmware Maintenance
CD or a USB drive key that contains the Firmware Maintenance CD contents. The HP Smart Update
Manager supports offline deployments of all ROM flash components including system, hard-drive,
array-controller, Qlogic Fibre HBA flash, and Lights-Out Management ROM flash components.
When performing an offline deployment, you can also access a removable device such as a USB
drive key or the Firmware Maintenance CD that contains supplemental updates.

NOTE: You can add firmware components to the USB drive key in the /compag/swpackages
directory.

Online deployment

To deploy components online:

1.

Insert the Firmware Maintenance CD or USB drive key.

If you use the Firmware Maintenance CD, the Firmware Maintenance CD interface opens
automatically.

If you use a USB drive key, you must start the interface manually.
a. Open a CLI.

b. To access the Firmware Maintenance CD, enter one of the following commands:

Introduction
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o In Windows®:
\_autorun\autorun win
o In Linux:

. /autorun

Read the End-User License Agreement. To continue, click Agree. The Firmware Maintenance CD
interface appears.

Click the Firmware Update tab.
Click Install Firmware. The HP Smart Update Manager is initiated.

Select, and then install the desired components. For more information, see "Local host installations
using the GUI (on page 13)" or "Multiple-host installations using the GUI (on page 23)."

Oftline deployment

To deploy components offline:

1.

2
3.
4

o

Boot the server from the Firmware Maintenance CD or a USB drive key.
At the prompt, select a language and keyboard.
Click Continue.

Read the End-User License Agreement. To continue, click Agree. The Firmware Maintenance CD
interface appears.

Click the Firmware Update tab.
Click Install Firmware. The HP Smart Update Manager is initiated.

Select, and then install the desired components. For more information, see "Local host installations

using the GUI (on page 13)" or "Multiple-host installations using the GUI (on page 23)."

Introduction
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Firmware Maintenance CD powered by HP
Smart Update Manager

Deployment scenarios

HP Smart Update Manager deploys smart firmware components on a local host or one or more remote
hosts. The remote hosts must be online and running the same operating system as the system running HP
Smart Update Manager such as when the remote hosts are running Linux, the HP Smart Update Manager
should also be running on a Linux system. HP Smart Update Manager supports the following operating
systems:

e Microsoft® Windows Server™ 2003 and Microsoft® Windows Server™ 2003 x64
e  Red Hat Enterprise Linux 3, 4, and 5, and SUSE Linux Enterprise Server 9 and 10 x86 and

AMD64/EM64T
The following table describes typical HP Smart Update Manager deployment scenarios.
Scenario Description
Erophical deployment on a local Use this scenario when you:
ost

e Are not familiar with command line tools
e Are deploying components on a local, single-host

e Do not require scripting

Scripted deployment on a local Use this scenario when you:
host e Are familiar with command line tools
e Are deploying components on a local, single-host

e Must perform a customized, scripted deployment

Graphical deployment to a remote | Use this scenario when you:

host e Are not familiar with command line tools
e Are deploying components on one or more remote hosts
e Do not require scripting

Scripted deployment to a remote Use this scenario when you:

host

e Are familiar with command line tools
e Are deploying components on one or more hosts

e  Must perform a customized, scripted deployment to one or
more host systems

Graphical deployment on a local host

To easily deploy components to a single local host, use the HP Smart Update Manager GUI.

Firmware Maintenance CD powered by HP Smart Update Manager 8



To deploy components to a local host using the GUI:
1. Ensure all minimum requirements are met as described in "Minimum requirements (on page 5)."

2. Ensure that the components to be deployed are accessible to the local host and are available in the
same directory as the HP Smart Update Manager.

For information about performing the deployment using the GUI, see "Local host installations using the
GUI (on page 13)."

Scripted deployment on a local host

To deploy components to a local host using the command line interface:
1. Ensure all minimum requirements are fulfilled as described in "Minimum requirements (on page 5)."

2. Ensure that the components to be deployed are accessible to the local host and are available in the
same directory as the HP Smart Update Manager.

3. Create a script to customize the deployment. See "Scripted deployment (on page 35)" for more
information.

4.  Execute the script.

Deployment to multiple remote hosts
Companert Deployment
(muttiple) / @
Administrative \ @
Systam

Host Servers

To deploy components to multiple remote hosts using the GUI:

1. Ensure that all minimum requirements are met as described in "Minimum requirements (on page 5).'

2. Ensure that the components to be deployed are accessible to the administrative system and are
available in the same directory as the HP Smart Update Manager.

For more information about performing the deployment using the graphical interface, see "Multiple-host
installations using the GUI (on page 23)."

To deploy components to multiple remote hosts using the CLI:

1. Ensure that all minimum requirements are met as described in "Minimum requirements (on page 5).'

2. Ensure that the components to be deployed are accessible to the administrative system and are
available in the same directory as the HP Smart Update Manager.

3. Create a script to customize the deployment. For more information, see "Scripted deployment (on
page 35)."

4.  Execute the script.

Firmware Maintenance CD powered by HP Smart Update Manager 9



First time installation

The HP Smart Update Manager provides an easy-to-use graphical interface that enables you to deploy

and maintain firmware components. To access the HP Smart Update Manager, see "Deployment Options

(on page 6)."

The Inventory Progress screen appears while the HP Smart Update Manager builds an inventory of
available updates. After checking the system for installed items, HP Smart Update Manager installs the
updates.

iz HP Smart Update Manager

[/} HP Smart Update Manager

Inventory Progress

Step 10f 3. Build Imventony of Available Updates

Drfcompag/swpackages\cpliBi 23 ane

INIRNARRRRRRRRRRRRRRARE 45%

--------

Firmware Maintenance CD powered by HP Smart Update Manager
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Selecting an installation host for the first time

The Select Installation Host(s) screen appears when the inventory process ("First time installation" on page
10) is complete.

n'.'.'.HI ' Smart Uipdate Manager

[ HP Smart Update Manager

Select Installation Host(s)

* Local Host (HPSUMWINTEST1)
« Remote Host or Group (Select from List)

b

{r Orky Hoste Oy Greus F Boh _ e |

The Select Installation Host(s) screen enables you to choose a host for component installation. By default,
the first time you run HP Smart Update Manager on a particular system, the only host available is the
local host. However, you can also select remote hosts as your targets. For more information about using
the graphical interface for multiple remote deployments, see "Multiple-host installations using the GUI (on
page 23)."

The following columns are included in the Select Installation Host(s) screen:
e  Host Name—Displays the host IP address or DNS name.

e  Type—Categorizes the system as a host or group.

e last Used—Enables you to sort the list by the most recently used hosts.
e  Description—Displays the user-defined description given to a host.

When the Remote Host or Group option in the Select Installation Host(s) screen is selected, you can sort
your view of the host list by selecting Only Hosts, Only Groups, or Both.

i

" Ornly Hosts  Only Groups + Both

Firmware Maintenance CD powered by HP Smart Update Manager 11



The Select Installation Host(s) screen also includes the following buttons:
®  Manage Hosts—Enables you to add, edit, and delete hosts.

®  Manage Groups—Enables you to add, edit, and delete groups.

e Edit—Enables you to edit the selected host.

e Next—Proceeds to the next step in the installation process where the local or remote system checks
for already installed items.

e  Exit—Exits HP Smart Update Manager.

To continue selecting an installation host, click Next. For multiple remote deployments, enter the
credentials for the host. The Select ltems to be Installed screen appears.

Selecting components to install for the first time

The Select ltems to be Installed screen displays information about which components are available for
installation on your system and enables you to select or deselect components to install.

Tl HP Smart Update Manager

[#] HP Smart Update Manager

Select Items to be Installed H
ost locahost ™ Rieboot System Ales Installstion Reboot Options
Status: © Ready (4 Updates, approx. 4 Minutes, 30 Seconds) & i eeded s

| Product | Stass Opionslachons | Addiond

Serait darsy PA00 snd P40 ) Ready I sl alstion |

Irishalied Yerzon 1,13
| Avalshle Verson 208
{rine FOM Flash Companent for Windows - HF Integted LighisOW 2 | () Feady fr ingtalation
Instalisd Versan: 1,11
Sovadshie Verden 176 ,
HF HC-Seties Bioadcorm Drilne Furnwwars U pgrede Uity bor Windows Server 200 (0 Ready [ nslalstion [
Inshalled Yerzon: Ses Devece Delak
| Awsishle Vermone 2105 Select Devices
HF ProLins DL380 G5 (P58] Servers | €5 Ready fr instalation
It sl Wetmon 20060613
Avalable Verson 200612 75

- Fledwool pecpumed 1o scinesbs completad upoabas -

scec s Joosekct a Jeieu |

For more information about the Select ltems to be Installed screen and its sections, see "Selecting
components fo install (on page 14)."

Firmware Maintenance CD powered by HP Smart Update Manager 12



Local host installations using the GUI

After first time installation, HP Smart Update Manager can deploy smart components on a local host or on
one or more remote hosts. You can easily deploy components on a local host by using the Smart Update
Manager GULI.

Selecting an installation host

To continue with the deployment process using a local host, select a host from the Select Installation
Host(s) screen, and click Next.

Pl HP Smart Update Manager

[/ HP Smart Update Manager

Select Installation Host(s)

& Local Host (HPSUMWINTEST1)
« Remote Host or Group (Select fromn List)

g
(r Ok Hoste £ Orky Groups @ Both &= |
| e |

The Discovery Progress screen appears while the HP Smart Update Manager checks the local system to
see which items are already installed.

Firmware Maintenance CD powered by HP Smart Update Manager 13



Selecting components to install

When the discovery process ("Selecting an installation host" on page 13) is complete, the Select ltems to
be Installed screen appears.

F;,lHl’ Smrt Update Manager

%] HP Smart Update Manager

Select ltems to be Installed
Host localhost ™ Rieboot System Aftes Installation Fieboo Opticeis
Status: & Ready (4 Updates, approx. 4 Minutes, 30 Secands) & [ieaded © Ahume

| Product | Stapues Optional Actions | Addsonal

Updates to be Installed
Benait shuray P00 srd PAOCK {2 Ready fot sl sllabion |
Inestabied Wersion: 1.18
| Awadable Verson: 208
[ Oriine FOM Flash Component for Windoews - HP ntegrated Lights-Out 2 | €5 Ready for inatallation
Izt alad "aimars 1,11
AowadsbleVeson 126
I¥ HF NC-Seties Bioadcom O Famware Upgrasds Utishy for Wwindows Server 20 () Ready fo relsllston
Ireztabed Wersion: Ses Device Detads
| Awadsble Verson 21,09 Select Devices
¥ HF Prcliant DL350 63 [F58] Serves | €5 Ry for installation
Instalad Verbon 2006 0613
Auwadable: Version 2006 17 765

- Fisbool requined Lo activabs complstad updates -

The Select ltems to be Installed screen includes the following sections:

e  Product—Displays the system on which to install the selected items.

e  Status—Indicates if the installation is ready to proceed.

®  Reboot section—Enables you to specity reboot settings and determine when reboots occur.
e  Component selection pane—Enables you to specify which components to install.

When multiple hardware devices such as hard drives or array controllers exist in a single server, HP
Smart Update Manager only lists each device once. If the devices have different firmware versions, then
the versions are listed from latest to earliest in a range. When multiple instances of the firmware are
available for installation, the instances are listed from earliest to latest. If necessary, all hardware device
firmware is flashed to the selected version.

NOTE: When updating installation for NIC components, select the devices to be updated in
the window that appears. If the NIC firmware listed for the device does not have a version,
you cannot add that firmware fo the device using HP Smart Update Manager.

The Select ltems to be Installed screen also includes the following GUI buttons:

e  Select All—Selects all available components for installation.

Firmware Maintenance CD powered by HP Smart Update Manager 14



®  Deselect All—Deselects all components currently selected for installation.

e  Default—Restores the selections in the product installation pane to the default view, which is based
on the existing configuration of the local system.

e  Exit—Exits HP Smart Update Manager.
e |Install—Installs all selected components.

e  Add Supplemental—Enables you to deploy additional components from a removable device. The
additional components must be located on the root of the device. This button is available only for
offline deployments.

The component selection pane in the Select ltems to be Installed screen is divided into sections, which
might vary depending on your system. These sections include the following headings:

e  Deselected By User—You have deselected the components in this section, and the components are
not installed.

Deselected By User

HF Insiahi M arssoemant Anents bos Windews Server 2003 [ Dasebsetad by Lset

Installed Vesnon: Mone
Avaalable Verzion: 7E0 0.0

I~ [HP Vinez: Theottle for vindows Senver 2003 | P2l Dezelected by Lizer
Installed Version: Mone
Avaslable Version: BE00.0

[~ [HF Verswon Cortrol Agert for Windaws | 2 Deselected by User
Irctaled Vedsion: Hons
uvailable Vesgion: 2.1 8L 780

® Installation Not Needed—The components in this section do not need to be updated, but can be. To
update the components, select the components, and then click Installation Options.

Installation Not Needed

St Arsay FEO0 [7] Already up-o-date Instalation Qptons
Instalad Version: 1.52
Avallsble Vermor: 1.52 (4]

HP ProLiart DLF80 G4 (P51 | Blready uprio-date ' linstskstion Dptions
Installad Verson: 20060426
Bovallable Vergiore J006 04 26 [B

HP Metwotk, Configueation Lty for Windows Server 2003 |1 Already upHo-date [ Irztalation Optons
Instaled Viersior: 8.70.0.0
Avalabla Versons

€ 87000

C 2000

e  Excluded by Filtering—The components in this section were excluded through your filtering options.

Excluded by Filtering

St Ay PEO0 Fd Desedacted by Lze
Irntaled Vermon: 1,52
Avalable Verson: 1.52 (4]

Smnart Aray G41/542 |2 Deselected by Uses
Instaled Yerson 2,76
Avalable Versor: 280 4]

'HP ProLaant DL300 G4 [PS1) | Deselected by Uses
Irnctaled Version: 200604 26

Aovallable Versor: J006 04, 26 (B

Firmware Maintenance CD powered by HP Smart Update Manager 15



e  Updates to be Installed—The components in this section can be installed on your system.

Updates to be Installed
v Smat Aray B41/542 (3 Ready for nstallation

Instabad Version: 276
Bovallable Versiore 280 [&
¥ HP Virus Thiottls for Windows Servet 2003 | 5 Ready lor mstalation
Instalsd Yersion: None
BAsvallable Wersione 560 0.0

¥ HP Inzight Mansgemant Agarts for Windows Saiver 2003 | ) Faded Dapendancias | ) Configuisble
Instabed Version: None Wiew Falled Dependemcies | Comfiguie Now
Hovalable Versons:
* 7a000
| 2]

e  Optional Updates—The components in this section are not selected for installation by default, even if
the product is not already installed or is installed but not up-to-date. If you want to include the
component in the installation set, you must select the component.

I HP Insight Management WEEM Provders

Instadled Veszion: Mone
Available Vesion: 21.000

®  No Device Driver Installed—The devices supported by the components in this section are detected on
the system, but HP Smart Update Manager requires a device driver before the component can be
made available for installation. Install the device driver.

rlegrated Lignts ] |0 pported ey ices
Irstal g ¥arsin: Nong

Ml lable Version 142

Status field

Status: | Mone Selected

The Status field of the Select ltems to be Installed screen displays information about whether the
installation is ready to proceed or not.

lcon |Text Description
] Ready All selected components are ready to be installed.
E Already upto- [ No component installation is required.

date

E—

None Selected | No components are selected for installation.

(i x Critical Action | X components are not ready for installation due to failed dependencies, where x is
the number of components. The installation cannot proceed until the dependencies
are met or the component is deselected for installation.

Reboot section

The reboot section of the Select ltems to be Installed screen enables you to specify preferred reboot
behavior.

[T Feboot System After [nstallation Feboot Options |

IG' [FHeeded € Alwaps

To instruct the system to reboot after updates are installed:

Firmware Maintenance CD powered by HP Smart Update Manager 16



1. Click Reboot System After Installation.

2. Click Always or If Needed.

If Always is selected, then the system will always be rebooted unless there is a component installation
failure. If If Needed is selected, then the system will be rebooted if needed by at least one component
unless there is a component installation failure.

To change the delay before reboot or the reboot message, click Reboot Options. The Set Reboot Options
screen appears.

[ Set Reboot Options

Reboot Delay (seconds):

Enter Reboot Message:

Reboot Options

FReboaoting at user request after installation

NOTE: In Linux, the Reboot Delay time is automatically converted from seconds to minutes.
Any value under a full minute, 59 seconds or less, will be rounded to the next minute for Linux.

Make any changes, and click OK.

Component selection pane

The component selection pane of the Select ltems to be Installed screen displays (by type) all components
available for installation based on your server and hardware options. The HP Smart Update Manager
automatically checks each component for dependencies, if the component is already installed on the
system, or if it requires a reboot after installation. ltems available for installation are selected by default.
You can deselect any components you do not want to install.

The component selection pane is divided into the following columns:

Product—Specifies the name of the component, version number, and new component version
number. To view the component version history, click the new version number.

Status—Displays the status of the component.

lcon

Text

Description

@

Ready for installation

The component is ready for installation.

Firmware Maintenance CD powered by HP Smart Update Manager 17



lcon |Text Description

Fd Not selected for The component has not been selected for installation.
installation
F Already up-to-date The component is already up-to-date. To downgrade or rewrite a
component, click Installation Options.
F No device driver The firmware devices supported by the components in this section are
installed detected on the system but require a device driver. Install the device
driver.
Fd Deselected by user The component has not been selected for installation.
] Failed dependencies The component has a dependency that has not been met. To determine

the nature of the failed dependency, click View Failed Dependencies.

e  Optional Actions—Reserved for future use.
e  Additional—Contains the installation options for the components.

The following figure shows the Failed Dependencies screen:

ey HP Smart Update Manager Failed Dependencies

Imgtallation for "HP Integrated Lights-Out 2" requires one ar more of the following that is not
cumently installed or in the install set:

- HP Lights-Out Driveers and Agerts for Lin

Firmware Maintenance CD powered by HP Smart Update Manager 18



Installation options

You can specify firmware upgrade behavior for installable components by selecting one or more options
from the Additional Options field. Depending on the component type, one of the following screens
appears.

Il et Installation Options 2 x|

Setting the "force install" option is generally unnecessary
and is not recommended. Incorrect use could resultin data
loss andfor system failure. This option should be set anly
by knowledgeahle personnel under special circumstances.

Allowes an install over the zame or a newer

r2 éFu:ur-:e Installé werzian, kay alzo bupazs other validity

checks nommally pan By the installer

il Set Instaliation Options e d B

Changing tiese options is generally unnecessary andis notrecommend.
hconact use could resultin data loss andfor system failura. —hese options
should onty be changed 2y knawledgeable personrel under spacial
circumstances.

I {Chck here to enale instal opbons|

fllowez an odder werzion bo be netalled if
neceszay anc advizsble,

Allows the same vesson bo be reinstaled 1
neCcEsTay.

Allowez wpdates 1o devices that may be in aze
[T Alioy Shaed Devices by anabier serven Lzes must vesiy Ehal any
other seiver iz off-ine

= [ o

e  Select Allow Downgrades to downgrade the current firmware to an older version.

I© Allow Dovngrades

Alle Hevailes

e  Select Allow Rewrites to enable HP Smart Update Manager to overwrite the current firmware version
with the same version.

e  Select Allow Shared Devices to upgrade firmware in a shared storage environment.

Firmware Maintenance CD powered by HP Smart Update Manager 19



/\  CAUTION: Updating the firmware while a shared device is in use can lead to data loss.
Before enabling the Allow Shared Devices option, be sure any other servers sharing the
selected devices are offline.

The following table illustrates how changing the options for firmware upgrade behavior can change the
firmware upgrade results. In this example, the array controller is assumed to be an HP Smart Array 6402
controller.

If the existing array controller has firmware version 3.00 installed, then updating the firmware produces
results as described in the following table.

Default Allow downgrades Allow rewrites
Firmware upgrade v3.05 [3.05 3.05 3.05
Firmware upgrade v3.10 [3.10 3.10 3.10

If the existing array controller has firmware version 3.10 installed, then updating the firmware produces
results as described in the following table.

Default Allow downgrades Allow rewrites
Firmware upgrade v3.05 [No change 3.05 3.10
Firmware upgrade v3.10 [No change No change 3.10

NOTE: When updating installation for NIC components, select the devices to be updated in
the window that appears.

After you have selected all the components that you want to install, click Install to proceed with the
installation. The Installation Progress screen appears.
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Viewing the installation results

When the installation is complete, the Installation Results screen appears.

r"'.',lHI’ Smart Update Manager

[/} HP Smart Update Manager

Installation Results
Stalug:
Product | Status Addtional |
Ordbrez RONM Flasch Companent for Wirdows - HP Prolisnt MLIZ0G3(D15) aﬁmﬂﬂs (%) Reboot Meeded

Avalable Version: Z005 F.0 sy Irstallaiioe |

Feboot Ko

The Installation Results screen is divided into the following columns:

®  Product—Specifies the name of the installed component. To see the component version history, click
the version number.

e  Status—Specifies the installation status of the component.

Icon Text Description

] Success The component was installed successfully.

] Same/older version The existing component was successfully downgraded or

successfully installed reflashed to the same or an older version.

E Update returned an error | An update error has occurred. See the HP Smart Update
Manager log file for details.

Installation failed The component was not installed. To see additional details, click
View Installation Log.

e  Additional—Enables you to view the installation log for each component and reminds you if a reboot
is needed.

Firmware Maintenance CD powered by HP Smart Update Manager 21



Icon Text Description

& Reboot Needed The server must be rebooted for the component to take effect.

To see additional details, click View Installation Log.

fio;HP Smart Update Manager Installation Log 1] x|

= HF Smart Lpdste Manager Installation Log ====== -

Setup Seszion Beginning 1241372006 - 8:0201 &AM

Command Line Parameters Giwer: Alorce Jsdent
M ame: Onlire ROM Flash for Windows - HP ProLiamt ML330 &3 [D15)
Mew Vermion:  2005.09.0

B egrning Silent Sesson.,

The software i netalled and up to date. The imstallation process doss
ok need o continue, howeyes, you may still install the softveare.

- the companent wall be: updaded

Setup needed to reboot the swstem, but /rebool was inol passed on the
commanddine. Setup wall not be complete until the spstem is rebooted

End Session

The Installation Results screen also includes the following buttons:

e  Reboot Now—Reboots the server. (This button is available for local installations only.)
e  Exit—Exits the HP Smart Update Manager.

The log files can be found in the following locations:

There are installation logs named hpsum_log.ixt and hpsum_detail_log.txt, which contain information
about the installation activity for each host being updated. The hpsum_log.txt log contains a brief
summary of the installation activity. The hpsum_detail_log.ixt log contains all of the installation details,
including errors, for each component installed.

®  For Windows®, these files are located in subdirectories named according to the IP address of each
host in the \CPQSYSTEM\hp\log subdirectory on the boot partition of the local host. The directory
containing the local host information is named localhost instead of being named after the IP address.

e  For Linux, these files are located in subdirectories named according to the IP address of each host in
the /var/hp/log subdirectory of the local host. The directory containing the local host information is
named localhost instead of being named after the IP address.
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Multiple-host installations using the GUI

HP Smart Update Manager provides an easy-to-use graphical interface that enables you to deploy and
maintain firmware components. To access HP Smart Update Manager, see "Deployment options (on page
6)."

The Inventory Progress screen appears while HP Smart Update Manager builds an inventory of available
updates. When the inventory process is complete, the Select Installation Host(s) screen appears.

Selecting remote hosts or groups

The Select Installation Host(s) screen enables you to choose multiple groups and/or hosts for component
installation.

NOTE: Local hosts cannot be included in a list with remote hosts or in a group.

iz} #P Smart Update Manager

[/ HP Smart Update Manager

Select Installation Host(s)

+ Local Host (HPSUMWINTEST1)
& Remots Host or Group (Select from List)

H ost Name [twe  [LastUsed T | Bescription

DL380) G5 Gicasp Managemert Setveds

SOL sarwer E (oL 320

1078151 |Host |0070320,1337 | DL®S

HPSUMWa23TEST2 Host  |200P.0320,1337 | Windows server

4| | »|
— Wi

£~ Only Hosts Dk Gioups & Boh Edt

To add hosts, see "Managing Hosts (on page 24)." To add groups, see "Managing Groups (on page
26)."

To continue with the deployment process:
1. Select one or more hosts and/or groups.

2. Click Next to continue.
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Enter the credentials for the host ("Entering credentials for hosts" on page 29).
4. Click OK to proceed, as described in Selecting components to install on multiple hosts (on page 31).

When the installation is complete, the Installations results for multiple hosts screen ("Viewing the
installation results for multiple hosts" on page 33) appears.

Managing hosts

To add, edit, or delete hosts, click the Manage Hosts button. The Manage Hosts screen appears.
MiManagetosts 2%
tone [ o]
Hams [Drescripion Edit Host

1007.81.183 .
HFSUMW/ZkITESTZ ,"-.'-'ndo-w $EIES Delete Host

To add a host:
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1. Click Add Host. The New Host dialog box appears.
WiNewhost 20 x|

f* Add a Host by DMNS Mame

Host DMS Narne: [10.7.81.150)

{~ &.dd a Single Host by IP
Host 1P ||

{~ &dd a Bange of Hosts by IP

Starting IP: |
Ending i | s

Description: IMaﬂagement Server

2. Select the method to add a host from the following:
Enter the DNS name of the host to be added.
Enter the IP address of the host to be added.

c. Enter the IP address range of the hosts to be added. The starting and ending IP addresses must
both be on the same subnet.

3. Entfer an optional user-defined description given fo the host to be added.
4.  Click OK.

The new host is added to the list on the Select Installation Host(s) screen.

To edit an existing host:
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1. Click the Edit Host button on the Manage Hosts screen. The Edit Host dialog box appears.

Haost Marme:

Dlescription: |Windnw&sewer

2. Make the desired edits.
3. Click OK.

To delete a host:
1. Click the Delete Host button on the Manage Hosts screen.

2. Click Yes when the confirmation screen appears.

Il HP Smarkt Update Manager x|
@ Do wou really want to delete the selecked hoskis)?

Moke: deleting a host will also rernove it from any groups of which it is 2 member,

e |

Managing groups

To add, edit, or delete groups, click the Manage Groups button. The Manage Groups screen appears.

W Manage Groups 21X

S [—eabow—
Group Name | Descrotion | o e
DL380GS |

jMu‘mngmlt VSIS

S server oL 320 | Delete Gioup |

To add a group:
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1. Click Add Group. The Edit Group dialog box appears.
[ 2l

Growp Mame: [DL360 65

Description:  [Managerent Server:

Avadsitie Hosts Hasts in Group
Hoet / Description (] | Dmsciption
10781180

Enter a group name.

Enter an optional user-defined description given to the group to be added.

e

Select the hosts to be added to the group from the available hosts pane. You can add new hosts
from this screen by clicking the New Host button. For more information on adding hosts, see
"Managing hosts (on page 24)."

5. Click the Enter >> button to move the selected hosts to the new group.

6.  Click OK.

The new group is added to the list on the Select Installation Host(s) screen.

To edit an existing group:
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1. Select the desired group and click the Edit Group button on the Manage Groups screen. The Edit
Group dialog box appears.

2l

Growp Mame: [DL360 G5

Description:  [Managerent Server:

Avadsibie Hosts Hosts in Group
Hosl / Devergtion Fiaee | Desesption
10.7.81.188

2. Edit the group name as needed.

3.  Edit the optional user-defined description given to the host as needed.

4.  Use the Enter >> and << Remove buttons to add or remove hosts as needed.
5

Click OK.
To delete a group, select the group on the Manage Groups screen, then click the Delete Group button.

Click Yes when the confirmation screen appears.

Il HP Smart Update Manager x|

@ Do you really want to delets the selected groupls)?

o |
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Entering credentials for hosts

When a single remote host is selected, the Enter Credentials for Host screen appears.

M Enter Credentials for Host: 10.7.61.51 ' i |

Hest 10.7.81.51

% Enset Uzemmname and Patsveoid

Usemame: |adminisirslor

" Usga Cument Credentials [requires an existing st relationships with the host)

If active update process detescted on the remobe host HPS LM should
" Skip host

" Restat update

o

To enter the credentials for the host, choose one of the following:

e  Select Enter Username and Password, and enter the username and password.
e  Select Use Current Credentials to use the currently logged-in user's credentials.

If an active update process is detected on the remote host, you can select Skip host or Restart update.
Skip host causes the host to be ignored for the rest of the update process, while Restart update causes any
existing or in-progress installation to be terminated.

Click OK to continue.
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When you select a group or multiple hosts, the Enter Credentials for Group screen appears.

[ tncer Lredentiats 1o e xix
Completed otz
[ [ sesh Descrighicn
| s |
Aemawe
H 4] | |
Gt S
;

Host=: pecquaning cradentisls laft 2

HPE LW ACITEST 2 1, Heads Disdantals

Wirdiowt parver

B

The screen separates the remaining hosts that still require credentials from the completed hosts.

Each pane is divided into the following columns:

e Name—Specifies the name of the host.

e  Status—Specifies the credentials status of the host.

lcon |Text Description

& Entered The credentials for the host have been entered.

/8 Needs Credentials The credentials for the host have not been entered.
/8 Credentials Failed The credentials entered for the host have failed.
] Unable to access host The host cannot be accessed using the credentials

entered, or the host cannot be found in the network.
E Host Skipped Due to The host is skipped due to an existing HP Smart
Existing HPSUM Session Update Manager session.

°

Description—Displays the user-defined description given to the host.

To enter the credentials for the host:
1.

In the left pane, select the host from the list of hosts requiring credentials. If all credentials are the
same, click Select All to select all the hosts on the list.

Click the Enter >> button to enter the required credentials and move the selected host to the

Completed Hosts pane.

Click Next to continue.
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Selecting components to install on multiple hosts

The Select ltems to be Installed screen displays the server hosts and their status information.

r!'_'.',lHI" Smvart Update Manager

/2] HP Smart Update Manager
Select Items to be Installed

) Ready for mstallation

Tokal Estimatend Time: 1 binute, 20 Seconds

Hoest

10.7.81.51
1 Updates. about 71 Mirnsbe, 20 Seconds

[ Rebest System Aller | nebslaie Rabood Dptisns
1% |f Needed 7 Abums
| Shalug

HPSUMW.2k3TEST2

|7 Wotking ta Instal

Visw Hast

The Select ltems to be Installed screen includes the following GUI buttons:

View Host—Enables you to view additional information about a host after you select it.
Install—lInstalls all selected components on all remote hosts.

Exit—Exits HP Smart Update Manager.

The server host pane of the Select ltems to be Installed screen displays summary information for the server
hosts available for installation and features a drilldown of individual hosts.

The server host pane is divided into the following columns:

®  Host—Specifies the name of the system, number of updates available, and the estimated time for the
installation.

e  Status—Specifies the status of the host.

lcon |Text Description

] Ready The host is ready for installation.

Nothing to Install The host is already up-to-date.

Host Skipped Due to The host is skipped due to an existing HP Smart Update Manager session.

Existing HPSUM Session
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Text Description

Action Required The host is not ready for installation. Click View Host for additional
information.
Discovery Failed The host is not ready for installation. The detection of installed hardware,

software, and firmware has failed.

NOTE: The default reboot behavior after updates are installed might also appear in the Status
column.

To zoom in to single host selections, click View Host on the Select ltems to be Installed screen. The
Selections for Single Host screen appears.

M Zoom into Single Host £ T1xl
Selections for Host

Host 101.7.81 .51 I [Frebook Syshern Altes Instalaen) Fieboat Oporiz
Status: & Ready (1 Update, approx. 1 Minute, 20 Seconds) % [ Heeded € Always

| Status

lipdatas tn ke Installad
HP NC-Senes Broadcom Orline Frovwaie Lpgradks Utihe for Windows Server 21 (2 Fleady for nstallation
Imstaled Version Bes Deves Cretals

Avaable Wersone 2105 Select Devices

Installation Mot Needed

Sl Sarra Bi
Inskaled Vierson: 274
Avadable Wersionn 274 [4)

HP FroLiart D L385 [518) [ Aready up-to-date Inztaslation Dptiony
Inskaled Version: 20080301
Avaiable Wersion: 2005 0301 |

I Orire FOM Flash Componsn 1o Windows - HF Imegisbed Lightz 00 [ e ke uip-ho-lale Ingtatshon Uphors

Irestaed Version: 1,89

Lyalable version: |83

To set single-host selections, proceed as described in "Selecting Components to Install (on page 14)."

After setting the single-host selections for all hosts to be updated, click Install on the Select ltems to be
Installed screen to proceed with the installation.
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Viewing the installation results for multiple hosts

When the installation is complete, the Installation Results screen appears.

nf,lHI" Smvart Update Manager

/2] HP Smart Update Manager

Installation Results 7|

11 Host Succeeded

Host | Statuz |
075151 I_é Sucoess
FEUMWZRITEST2 3 Hothing 1o Inztal

Wiew Hest I

The Installation Results screen is divided into the following columns:

e  Host—Specifies the IP address or DNS name of the host.

e  Status—Specifies the overall installation status of the components on the remote host.

Icon Text Description

] Success The host was updated successfully.

Nothing to install The host is already up-to-date.

Installation canceled by user | The installation was canceled and cannot continue the process.
E Installation failed One or more of the component installations have failed.

The Installation Results screen also includes the following buttons:
®  View Host—Enables you to view the installation results for the selected host.

e  Exit—Exits HP Smart Update Manager.
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In order to view single-host installation results, double-click on the host or select the host, and click View
Host.

B ?oom into Single Host

Results for Host: 10.7.81.51

Proceed as described in "Viewing the installation results (on page 21)."
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Scripted deployment

Command line interface

The HP Smart Update Manager command line interface enables you to script custom installations.

Command line syntax

The general command line syntax for HP Smart Update Manager is:
hpsum [/hlelpl] [/?] [/florcell [/florcel:bundle] [/f[orce] :rom]
[/florce] :software] [/florcel:all 1 [/g (/downgrade)]l [/e (/rewrite)]
[/m[utual])] [/rlebootl] I[/reboot message "reboot message"]
[/reboot delay timeout in seconds] [/reboot always] [/s[ilent]]
[/clomponent] <component to install>] [/group "group name"]
[/blundle] <bundle to install>] [/allow update to bundlel
[/allow_non_bundle_components] [/use_latest] [/use_location
"file share"] [/use snmp] [/use wmi] [/romonly] [/softwareonly]
[/dryrun] [/continue on error <error>] [/override existing connection]
[/express install]l [/user <username> or /username <username>] [/passwd
<password>] [/current credential] [/target "netAddress"] [/logdir
"path"] [<componentl to install> <component2 to install> ...]
[<bundlel to install> <bundle2 to install> ...]

The HP Smart Update Manager with Onboard Administrator requires a user ID and password to log in.

NOTE: All arguments and information enclosed in brackets are optional.

On Windows® operating systems, use a slash (/) before each argument. On Linux operating systems, use
a hyphen () before each argument.

If no command line arguments are executed on the command line, the component GUI appears.

Command line arguments

HP Smart Update Manager recognizes the following command line arguments. These arguments
prepopulate the GUI in the Select ltems to be Installed screen. If you specify the host or group, the Select
ltems to be Installed screen does not appear.

Some arguments such as /romonly and /softwareonly cannot be used together.

Command line argument | Description Firmware Software
version version
/hlelp]l or /7 This argument displays command line 7.60 7.90
Help information.
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Command line argument

Description

Firmware
version

Software

version

/£ [orce]

This argument enables you to override or
downgrade an existing component
installation. This has the same behavior
as /f:software.

7.60

7.90

/f [orce] :bundle

This argument enables you to override or
downgrade the existing installation of
components in the selected bundle.

7.91

8.0

/f [orce] :rom

This argument enables you to override or
downgrade the existing installation of
the selected firmware components.
(Applies to firmware only.)

7.91

8.0

/f [orce] :software

This argument enables you to override or
downgrade the existing installation of
the selected software components.

7.91

8.0

/f[orce] :all

This argument enables you to override or
downgrade the existing installation of
the selected software components,
firmware components, and bundles.

7.91

8.0

/g or /downgrade

This argument enables you to
downgrade to an earlier version of
firmware for multitarget devices such as
hard drives and array controllers.
(Applies to firmware only.)

7.60

7.90

/e or /rewrite

This argument enables you to rewrite the
same version of firmware only for multi-
target devices such as hard drives and
array controllers. (Applies to firmware
only.)

7.60

7.90

/m[utual]

If the device to be flashed is in a shared
storage environment, then this argument
informs the firmware flash engine to
flash the firmware. If the device to be
flashed is in a shared storage
environment, and the /m option is not
passed, then the component installation
fails. (Applies to firmware only.)

7.60

7.90

/xr [eboot]

If the following conditions are met, then
this argument causes the server (or host
server in a remote installation) to reboot:

e The /reboot option is selected or
given as a command line argument.

o All components selected for
installation are successfully installed.

e At least one of the installed
components requires a reboot to
complete its installation.

7.60

7.90
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Command line argument

Description

Firmware
version

Software

version

/reboot _message
"reboot message”

This argument displays the specified
reboot message on remote consoles
connected to the server to be rebooted.
This argument must be used with the
/reboot option, or the argument is
ignored.

7.60

7.90

/reboot delay
timeout_in_seconds

This argument delays the reboot of the
server for the length of time specified by
the timeout_in_seconds variable. This
argument must be used with the
/reboot option, or the argument is
ignored. Acceptable values are between
15 and 3600. The default timeout value
is 15 seconds for Microsoft®
Windows® and 60 seconds for Linux. In
Linux, the Reboot Delay time is
automatically converted from seconds to
minutes. Any value under a full minute,
59 seconds or less, round to the next
minute for Linux.

7.60

7.90

/reboot_always

If the following conditions are met, then
this argument forces the server to reboot:

e The /reboot always option is
selected or given as a command line
argument.

e All components selected for
installation are successfully installed.

7.60

7.90

/s [ilent]

This argument causes the installation to
run silently with no GUI or console
output. All data is written to the log file.
Any prompts that are generated use the
default option and continue the
installation without user input. If a
component requires input before
installation (such as configuration
information), then the component
installation fails, and an error message is
written fo the log file. Failed
dependencies are not reported to the
user when using the

/s [ilent]argument. To check for
failed dependencies, remove the
/s[ilent] argument, reissue the
command line, and then the HP Smart
Update Manager GUI presents.

7.60

7.90
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Command line argument

Description

Firmware
version

Software

version

/c [omponent ]
<component to install> or
<component1_to_install>
<component2_to_install>

This argument specifies the components
to install. Components to install can be
specified with or without the

/c [omponent] argument. If using the
/c [omponent] argument, only one
component can be specified with the
argument. However, multiple /c
arguments and components can be
specified on the same line. If the

/c [omponent] argument is not used,
multiple components can be specified at
the same time, but the components must
be separated by a blank and listed after
all the arguments on the command line.
The components are installed in the
order provided unless dependencies
between components require installation
in a different order. If so, the utility
changes the installation order based on
the component dependencies to ensure
the successful installation of as many
components as possible. Multiple
components and bundles can be
specified on the same command line.
When mixing components and bundles
on the command line, the filter switches
control what components and bundles
are installed.

7.60

7.90

/group "group_name"

This argument specifies an already
defined group name in the HP Smart
Update Manager graphical user
inferface.

7.90

7.90

/b [undle]
<bundlename> or
<bundlel_to_install>
<bundle2_to_install>

This argument specifies the bundles to
install. Bundles to install can be specified
with or without the /b [undle]
argument. If using the /b [undle]
argument, only one bundle can be
specified with the argument. However,
multiple /b arguments and bundles can
be specified on the same line. If the
/b[undle] argument is not used,
multiple bundles can be specified at the
same time, but the bundles need to be
separated by a blank and listed after all
the arguments on the command line.
Multiple components and bundles can
be specified on the same command line.
When mixing components and bundles
on the command line, the filter switches
control what components and bundles
are installed.

7.90

7.90
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Command line argument

Description

Firmware
version

Software

version

/allow_update_to _bun
dle

This argument is a filter switch and
enables the user to install newer versions
of components defined in a PSP or
firmware bundle if they exist. This
parameter enables these components to
replace the older versions of the same

component that might have shipped with
the bundles.

7.90

7.90

/allow _non bundle co
mponents

This argument is a filter switch and
enables the user to install components
which are not included in the bundle but
reside in the directory with the
components in the bundle.

7.91

7.91

/use_latest

This argument is a filter switch for use
with bundles. The argument enables the
latest version of the bundle to be used
when multiple versions of bundles are
listed on the command line. If there are
no bundles specified on the command
line, and multiple bundles are in the
directory, the /use_latest argument
allows HP Smart Update Manager to use
the bundle with the latest version for
installation.

7.91

8.0

/use_location
"file_share"

This argument specifies a directory or file
share that contains the PSP and
components for use with HP Smart
Update Manager. If this argument is not
specified, the directory containing
hpsum.exe or HP Smart Update
Manager is used by default. The logged-
in account must have access to this
location. The /user and /passwd
arguments do not have any effect when
attempting to access the file share. They
are only used when connecting to a
target system.

8.0

8.0

/use_snmp

This argument specifies that components,
which use SNMP protocol, are available
to be selected for installation. These
components are available for selection
by default. When the /use_snmp
argument is used and the /use_wmi
argument is not, the WMI components
are optional.

8.0

8.0
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Command line argument

Description

Firmware
version

Software

version

/use_wmi

This argument specifies that components,
which use WMI protocol, are available
to be selected for installation. These
components are optional by default and
will not be installed unless this argument
is used. When the /use_wmi argument
is used and the /use_snmp argument is
not, the SNMP components are optional.

8.0

8.0

/romonly

This argument is a filter switch and
allows the user to only see the firmware
components needed for installation.
When using this filter switch, you must
exit, and then restart HP Smart Update
Manager to return to an unfiltered state.
Do not use the /romonly argument
with the /softwareonly argument.

7.91

8.0

/softwareonly

This argument is a filter switch and
allows the user to only see the software
components needed for installation.
When using this filter switch, you must
exit, and then restart HP Smart Update
Manager to return to an unfiltered state.
Do not use the /softwareonly
argument with the /romonly argument.

7.91

8.0

/dryrun

This argument simulates the installation
for a test run. Nothing is installed.

7.90

7.90

/continue_on_error
<error>

This argument causes the installation to
continue and ignore errors. Valid values
are <error>=ServerNotFound and
<error>=BadPassword. The
ServerNotFound option can be used to
bypass inactive or unavailable remote
hosts when deploying firmware or
software to multiple remote hosts at the
same time.

7.90

7.90

/override existing c
onnection

This argument is used fo define the
behavior when a remote target has an
existing HP Smart Update Manager
session in progress. This parameter
overrides the session in progress and
reinitializes the installation framework on
the remote host.

7.90

7.90

/express_install

This argument starts express install (for
local host only). The HP Smart Update
Manager performs discovery, install, or
exit without user interaction. The user
can cancel or terminate HP Smart
Update Manager.

7.90

7.90
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Command line argument

Description

Firmware
version

Software

version

/user <username> or
/username <username>

This argument enables you to log in to
HP BladeSystem c-Class Onboard
Administrator with your user ID.

7.80

7.90

/passwd <password>

This argument enables you to use the
password for the user ID specified in the
/user parameter. The password is used
to log in to remote hosts and HP
BladeSystem c-Class Onboard
Administrators.

7.80

7.90

/current credential

This argument enables the credential of
the local host to be used as the
credential to access the targets instead
of providing the username and
password explicitly for each target. The
assumption is that the current credential
is valid for the targets being accessed.
(Applies to Windows® only.)

7.91

8.0

/target "netAddress"

This argument is the IP address or the
DNS name of a HP BladeSystem c-Class
Onboard Administrator or remote host.
When two Onboard Administrators are
in an enclosure, this argument should be
the active Onboard Administrator.

7.80

7.90

/logdir "path"

This argument enables you to redirect
the output from HP Smart Update
Manager or the HP BladeSystem c-Class
Onboard Administrator flash utility to a
different directory than the default
location. For Windows® components,
the default location is
%SYSTEMDRIVE%\CPQSYSTEM\hp\log
<netAddress> and the redirected
location is
<path>\hp\log\<netAddress>. For
Linux components, the default location is
/var/hp/log/<netAddress> and the
redirected location is
<path>/hp/log/<netAddress>.

7.91

8.0

Component configuration for Windows components only

To configure components without going through the HP Smart Update Manager GUI, issue the command,
hpsum _config <component_to_configure>. This command presents the same configuration screens
seen in the HP Smart Update Manager GUI. Configuration for a given component only needs to be
executed once. The configuration is stored within the component and is propagated to all target servers
when deployed through HP Smart Update Manager GUI or command line. To change the configuration,
rerun hpsum_config against the component and a new configuration writes out. If a component does
not need configuration, hpsum config will return to the console.
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To configure components to be deployed on all editions of the Microsoft® Windows Server™ 2008 with
the Server Core option, you must access the system as a remote host using HP Smart Update Manager
running on a system with a supported Windows® operating system, and then configure the components
before deployment.

Command line examples

The following command line parameter examples can be executed within these environments:
®  Windows® PSPs:
o Proliant Support Pack for Microsoft® Windows Server™ 2003 v7.90 (BP000323 .xm1)
o Proliant Support Pack for Microsoft® Windows Server™ 2003 v7.80 (BP000315.xm1)
e  Firmware:
o System ROM
o Smart Array controller
o Hard drives
o ilO
e  Software—later version of:
o HP Insight Diagnostics Online Edition for Windows Server™ 2003 (cp008097 . exe)
o HP System Management Homepage for Windows® (cp008257 . exe)
e HP Smart Update Manager

o Defined groups: Management Servers—Three servers (Management Server1, Management
Server2, Management Server3)

Example 1:

This command line input deploys the latest PSP and firmware components:

hpsum /use latest /allow _non bundle components /silent

Results: All the software components from the 7.90 PSP and firmware components, which HP Smart
Update Manager determined needed to be installed, were installed.

Example 2:

Either of the following command line inputs can deploy the previous version of the PSP only and force all
the components to be installed:

] hpsum /f:bundle /softwareonly BP000315.xml
° hpsum /b BP000315.xml /f:bundle /softwareonly

Results: All the software components from the 7.80 PSP, which HP Smart Update Manager determined
needed to be installed, were installed. No firmware was installed.

Example 3:

This command line input deploys firmware:

hpsum /romonly

Results: All the firmware components, which HP Smart Update Manager determined needed to be
installed, were installed. No software was installed.

Example 4:
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Either of the following command line inputs can deploy two software components:

L] hpsum /f:software cp008097.exe cp008257.exe

° hpsum /c cp008097.exe /c cp008257.exe /f:software

Results: The two components were installed. No firmware or other software was installed.
Example 5:

Either of the following command line inputs can deploy the latest PSP, later versions of components in the
bundle, and firmware to three remote hosts and force all components to be installed:

® hpsum /group "Management Servers" /current credential /use latest
/allow update to bundle /allow non bundle components /force:all
/override existing connection /continue on error ServerNotFound /silent
/logdir "Management Server Files"

L4 hpsum /target "Management Serverl" /target "Management Server2" /target
"Management Server3" /user administrator /passwd letmein /use latest
/allow_update to_bundle /allow non bundle components /force:all
/override existing connection /continue on_error ServerNotFound /silent
/logdir "Management Server Files"

Results: All the firmware components, software components from the 7.90 PSP, cp008097.exe, and
cp008257.exe were installed on Management Server1, Management Server2, and Management
Server3.

Return codes

HP Smart Update Manager has consolidated return codes from Linux and Windows® components into a
new, enhanced return code mapping. These return codes determine the status of the component
installation. You can also use return codes in a script to control the execution of the script and determine
any required branching.

In Linux, the negative return codes are reported. These return codes are determined by subtracting the
negative value from 256.

To view the installation log file locations, see "Viewing the installation results (on page 21)."

Return code Value |Linux |Windows |Text

SUCCESS_NO_REBOOT 0 0 0 The installation was successful.

SUCCESS_REBOOT 1 1 1 The installation was successful, but a
reboot is required.

SUCCESS_NOT_REQUIRED 3 3 3 The component was current or not
required.

FAILURE_GENERAL -1 255 255 A general failure occurred. See the
error log for defails.

FAILURE BAD_PARM -2 254 254 A bad input parameter was
encountered.

FAILURE COMPONENT_FAILED -3 253 253 The installation of the component
failed.
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Advanced topic—Deploying firmware and
software simultaneously

Deploying firmware and software simultaneously

HP Smart Update Manager utility enables you to deploy firmware and software components
simultaneously. Deployment of firmware and software components from Windows® PSPs and server
blade bundles simultaneously is supported only for Windows® online deployments. The Microsoft®
Windows® PSP, bundles, and firmware components must be in the same directory to deploy
simultaneously.

To deploy firmware and software components from Windows® PSPs and server blade bundles
simultaneously, run the HP Smart Update Manager. On the Select Bundle Filter screen, select the bundle,
and then select the ALLOW NON-BUNDLE PRODUCTS option.

F::!-‘-"-' lect Bundle Filter _1‘J_3_§I

Owie or more pre-defined bundhes were found. H

Prodict | batus
Support Fack for Macrosodt Windows 5erves 0000

Bl able Vernons:
& Q00 View Corteds  [bp000358 ]

St Dpticena for Bundle Fiter

r ALLOMW HOM-BUNDLE VERSIOMS: Shos others veromt of the pioducts thal s in the bundie. This lets pou include updstes that may be newer than thoee that wees
redeactad in the bundle.

E ALLCW NONBUNDLE PRODUCTS: Shaw updastes lor peoducts that see rol pait of Bhe bunsdis This kel pou update other lems on youl syshem af the sams bime ac
apphang the bundle [as & converssnce, of becaute updates in the burede magys depered on them],

| EORCE ALL BUNDLE LIPDATES: Autcenatically sot the “Toece™ flag for updatms in thee bundie. This causes the updiste bo irtall swen i '3 not rescazsang, & bog a2
the supportesd hardwrare i present and inatalation condibions ane met.

To proceed with the deployment process, click OK. The Select ltems to be Installed ("Selecting components
to install" on page 14) screen appears with the appropriate firmware and software components.

For more information on the PSPs, see the HP Proliant Support Pack User Guide.
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Troubleshooting

Recovering from a failed ROM upgrade

Recovering from a failed system ROM upgrade

Use redundant ROM or ROMPaq to recover from a system ROM upgrade failure.

Redundant ROM recovery
When you flash the system ROM, ROMPaq writes over the backup ROM and saves the current ROM as a

backup, enabling you to switch easily to the alternate ROM version if the new ROM becomes corrupted
for any reason. This feature protects the existing ROM version, even if you experience a power failure

while flashing the ROM.

When the server boots, the server detects if the current ROM is corrupt. If a corrupt ROM is detected, then
the system boots from the backup ROM and sends an alert through POST that the ROM is corrupt.

To access the redundant ROM through RBSU:

1. Power up your desktop. A prompt appears in the upper right corner of the screen.
Access RBSU by pressing F9.

Select Advanced Options.

Select ROM Selection.

Select Switch to Backup ROM.

Press the Enter key.

AN U S o

7. To exit the current menu, press the Esc key, or to exit RBSU, press the F10 key. The server restarts.

If RBSU is inaccessible, then you can switch ROM images by changing the switch settings on the system
configuration switch. For more information, see your server documentation.

If both ROM images are corrupt, use ROMPaq recovery.

ROMPaq recovery

The Disaster Recovery feature supports systems that do not support the Redundant ROM feature. Disaster
Recovery only applies to platforms with nonredundant system ROM. If both the upto-date and backup
versions of the ROM are corrupt, then perform ROMPaq Disaster Recovery procedures:

1. On another server, insert the Firmware Maintenance CD. The Firmware Maintenance CD interface
appears.

2. Read the End-User License Agreement. To continue, click Agree. The Firmware Maintenance CD
interface reappears.

Click the Firmware Update tab.

4. Click Browse Firmware CD.
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11.
12.
13.

Browse to and save the ROMPagq image to the hard drive.
Execute the ROMPaq image to create the ROMPaq diskette.
Switch to the server with the corrupted ROM.

Power down the server.

Insert the ROMPaq diskette.

Power up the server.

The server generates one long beep and two short beeps to indicate that it is in disaster recovery
mode. If the diskette is not in the correct place, then the system continues to beep until a valid
ROMPaq diskette is inserted.

The ROMPagq diskette flashes both system ROM images. If successful, a sequence of ascending
audible beeps is generated. If unsuccessful, a sequence of descending audible beeps is generated,
and you must repeat the disaster recovery process.

Power down the server.
Remove the ROMPaq diskette.

Power up the server.

To manually set the server for ROMPaq disaster recovery:

1.
2.
3.

¥ O N o !

10.

Power down the server.
Remove the access panel.

Set the system maintenance switch positions for disaster recovery. Switch positions are server-
specific; see the server documentation for information about the correct settings for your server.

Insert a ROMPaq diskette with the latest system ROM from the Firmware Maintenance CD or the HP
website (http://www.hp.com/support).

Install the access panel.

Power up the server.

Allow the system to boot completely.

Repeat steps 1 and 2.

Reset the system maintenance switch positions to their original settings.

Repeat steps 5 and 6.

Recovering from a failed option ROM upgrade

To recover from an option ROM upgrade failure, use the recovery method that is appropriate to the
specific option.

Array controller ROMs

Array controllers support Recovery ROM, which is a redundancy feature that ensures continuous system
availability by providing a backup ROM. During the flash process, a new version of the firmware can be
flashed to the ROM while the controller maintains the last known version of the firmware. If the firmware
becomes corrupt, the controller reverts back to the redundant version of the firmware and continues
operating.

NOTE: Storage option ROMs cannot be downgraded with ROMPaq because ROMPags have
been retired as a delivery method for storage options.
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Lights-Out management ROMs

To perform disaster recovery for RILOE I, iLO, and iLO 2, see the documentation for your particular Lights-
Out management product on the Remote management website (http://www.hp.com/servers/lights-out).

Recovering from a loss of Linux remote functionality

Configuring firewall settings

When the Unable to Access Host message appears, the target firewall is enabled. By default, the
target firewall is enabled in Linux.

To recover remote Linux functionality, the target and host firewall must be disabled or reconfigured.

Recovering from a blocked program on Microsoft

Windows

Configuring Windows firewall settings

The Windows® Security Alert appears when a program is blocked from accepting connections from the
Internet or a network.

%= Windows Security Alert [Z|

e
‘E To help protect your computer, Windows Firewall has blocked
some features of this program.

Do you want to keep blocking thiz program?

Marne: HFP Smart Update Manager

Publizher: Hewlett-Packard Developrment Group, LP.

Eeep Blocking ][ Unblack ] [ Ask Me Later

Windows Firewall has blocked thiz program from accepting connections franm the
Inkernet ar a network, [ pou recognize the program or brust the publizher, wou can
unblock. it when should | unblock a program?

To set the rules for the Windows® Firewall and Security Policy, click Unblock, and set your firewall
settings to the following:

1. Click Start>Control Panel>Administrative Tools>Windows Firewall with Advanced Security>Inbound
Rules>Remote Administration (NP-IN).

2.  Select Enabled, and then select Allow the connections.
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Allowing ports in HP Smart Update Manager

The port that HP Smart Update Manager uses cannot be configured. When HP Smart Update Manager
initiates communications fo remote targets, it uses several well-known ports depending on the OS. For
Windows®, it uses ports 138 and 445 to connect to remote targets (equivalent to net use functionality).
For Linux, HP Smart Update Manager uses port 22 (SSH) to start the communications with the remote
target.

HP Smart Update Manager uses random ports above 49152 to communicate between the remote target
and the workstation where HP Smart Update Manager is executing. When you run HP Smart Update
Manager, it uses the administrator/root privileges to dynamically register the port with the default
Windows® and Linux firewalls for the length of the application execution, then closes and deregisters the
port. All communications are over a SOAP server using SSL with additional functionality to prevent man-in-
the-middle, packet spoofing, packet replay, and several other attack profiles. The randomness of the port
is one of the methods used to prevent port scanning software from denying service to the application. The
SOAP server is landed on the remote target using the initial ports described above (ports 138, 445, and
22) and then allocates another independent port above 49152 for its communications back to the
workstation where HP Smart Update Manager is running. During shutdown of HP Smart Update
Manager, the SOAP server is shutdown and removed from the target server, leaving no trace it was there
other than the log files in the %WINDOWS%\temp directory.

Recovering from Fatal Error - application will exit
message

Running in a directory path containing double-byte characters

When running in a directory path containing double-byte characters, the HP Smart Update Manager
encounters a fatal error while trying to initialize.

Moy HP Smart Lpdate Manager E|

e Fatal Errar - application will exit,

The HP Smart Update Manager cannot be run in directories containing double-byte characters in the path
name. Paths can be created with double-byte characters when using certain versions of the operating
system, such as Japanese or Chinese.
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Technical support

Reference documentation

To download the Proliant Firmware Maintenance and other CDs, see the SmartStart download website
(http://www.hp.com/go/ssdownloads).

For general information on management products, refer to the Proliant Essentials website
(http://www.hp.com/servers/proliantessentials).

For information about support for updating SATA hard drives in a Modular Smart Array 20/50/60/70
storage enclosure connected to a Proliant server using a Smart Array controller, see the HP StorageWorks
Modular Smart Arrays website (http://www.hp.com/go/msa) for the support matrix.

For information about operating systems supported by Proliant servers, refer to the operating system
support matrices (http://www.hp.com/go/supportos).

For information about firmware support, refer to the Proliant Firmware Maintenance CD Matrix
(http://www.hp.com/servers/smartstart/supportmatrices).

Operating system information

For information about Microsoft® Windows® operating systems, refer to the Microsoft® website
(http://www.microsoft.com).

For information about Linux operating systems, refer to one of the following websites:
e  Red Hat Linux (http://www.redhat.com)
e  SUSE LINUX (http://www.novell.com/linux)

HP contact information

For the name of the nearest HP authorized reseller:

e In the United States, see the HP US service locator webpage (http://www.hp.com/service locator).

®  In other locations, see the Contact HP worldwide (in English) webpage
(http://welcome.hp.com/country/us/en/wwcontact.html).

For HP technical support:
®  In the United States, for contact options see the Contact HP United States webpage
(http://welcome.hp.com/country/us/en/contact us.html). To contact HP by phone:

o Call 1-800-HP-INVENT (1-800-474-6836). This service is available 24 hours a day, 7 days a
week. For continuous quality improvement, calls may be recorded or monitored.

o If you have purchased a Care Pack (service upgrade), call 1-800-633-3600. For more
information about Care Packs, refer to the HP website (http://www.hp.com).
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In other locations, see the Contact HP worldwide (in English) webpage
(http://welcome.hp.com/country/us/en/wwcontact.html).
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Acronyms and abbreviations

AMD

Advanced Micro Devices

GUI

graphical user interface

HBA
host bus adapter

HPSUM
HP Smart Update Manager

iLO
Integrated Lights-Out

iLO 2
Integrated Lights-Out 2

NIC

network interface controller

OS

operating system

POST
Power-On Self Test

PSP
Proliant Support Pack

RBSU
ROM-Based Setup Utility

RILOE I
Remote Insight Lights-Out Edition Il
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ROM

read-only memory

SAS
serial aftached SCSI

SCSI

small computer system interface

SOAP

Simple Object Access Protocol

SSH

Secure Shell

SSL

Secure Sockets Layer

USB

universal serial bus
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